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SueWd o3l IJpwows vy wlbwsd wluvwwgsle IXCLIENT.
| Jo>wo

op wguoSue 03l Idpuwows JWope wuiy wbusd wlgwegsle iXclient.
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IJevloosd Idoduss: Slus 19uos weslzes Idyelsd Ipeuve,Jds.
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https://developer.cisco.com/docs/iox/platform-support-matrix/#platform-support-matrix
https://developer.cisco.com/docs/iox/platform-support-matrix/#platform-support-matrix

Suzs ksupl eujsd wavlez 10x Client 9088l Jesluodle 1dpusse Iduvguos Jrsd:

lJooisdlo
lJpdovlo Idpuweispd

ouwow Idpedypele 1Uglyo WO o3l ldpuwews IJs luesble Idolez 9ldedsule 1Jpebss Ideldss:

* |IOXCLIENT. IJl_o>l, 1.17.0.0

* 1Je9zo C8000V. IJ] o5, 17.12.3a

« zol; Ubuntu. IJ]_o>l, 20.04

« wouse Docker Engine IJ]osl) 24.0.9 19 |Lool, 185 0.

op louble Upg_Jgka U_9|_).>o Os o3l IJp e pu Ulao_)o lJe92926 WO LSSo p&pdso gl os.

u)lu 3_,055_ Ulao_)o U,ou»ua)po g9g5 03l IJp,_,uUL_p uudgsu rorouuja (Idu_)luos) Bl Jlyo

p| 09 [0)'¢)

IOX 05 wsisé whbus® iao_jé Cisco. gowsg Jul 030 lJpsjié gipe lJobousile vouuwsd
p9l 8 pe 10X Llwegsle byle pod ioxclient.

pl 09 gpsd IUls9dms>®

iXclient os 1516 Lwlo, I9le, wes zjel oo Cisco 10x SDK. 95w p luwegsleo Jobys, wbusdle 10x
slzoolol suuiyol gds iao_jé Cisco I10x.

weHSY IJobosd

S99 o3l IJpeld Clogsle gbp HTTP Iuuluus JJluweple o) 1Jpods 80008 sgpd Joblisd
luwluwss Juo9,é luuule Docker (Dockerfile).


https://developer.cisco.com/docs/iox/iox-resource-downloads/#downloads

pdlebs: sebdo Dockerfile W 9b gus wbys) Lo9) peueLed WbV pEsUS. SpIdu
wew lJubousy pu puww9de glass 9ouess o gluuegsleo Jlwlyw J iXclient.

obosyd vlsesu

import http.server
import socketserver

PORT = 8000
Handler = http.server.SimpleHTTPRequestHandler

with socketserver.TCPServer(("", PORT), Handler) as httpd:
print(f"Serving at port {PORT}")
httpd.serve_forever()



&SI pJud Docker

FROM python:alpine3.20
WORKDIR /apps

CopPY . .

EXPOSE 8000

ENTRYPOINT [ "python" ]
CMD [ "main.py" 1]

luwegsle 0311505 089 wiowb gl HTTP loule Iluveplg gu) 1Jpuwds 8000, 9250
IJobosd Vs pJud Docker.

2ieo

Sdie louble pJb YAML s2098 £Js wslule ogrsd 908,881e sl pu lzd IJuui Idundse
Jdoboss.

lJpd® YAML 09 couwsd: 903 ldouuwsd seivw ub)l Jduoses ldouwslbs: 951ed 1Jpedwd
Spduol vessu luw pu lJobosd Jpogs)le wsisss: puldd woesle sodsl.

euld pu puww9de WlJe Cisco DevNet I0x

descriptor-schema-version: "2.2"

info:
name: iox_docker_python
description: "IOx Docker Python Sample Application
version: "1.0"
author-T1ink: "http://www.cisco.com"
author-name: "Cisco Systems"

app:
cpuarch: "x86_64"
type: docker
resources:
profile: cl.small

# Specify runtime and startup
startup:

rootfs: rootfs.tar

target: ["python3 main.py"]

Suzs Idogee s IUsels g JJlbdlg gds IJdse IJuozses b pdud 1z jes:

* 9ulis g Devnet: gl_owd 2006 10X
s puww9se Github: gl Cisco DevNet / ioX-app



https://developer.cisco.com/docs/iox/package-descriptor/#iox-package-descriptor
https://developer.cisco.com/docs/iox/package-descriptor/#iox-package-descriptor
https://github.com/CiscoDevNet/iox-app-template
https://github.com/CiscoDevNet/iox-app-template

Jodl IJpwows e szwss pd wdysy YAML eds 1dpedspele IJoldss:

descriptor-schema-version: "2.2

info:
name: "tac_app"
description: "tac_app"
version: "1.0"
author-name: "TAC-TEST"

app:
cpuarch: x86_64
type: docker

resources:
profile: "custom"
cpu: 100 # CPU en MHz assigned to the application.
disk: 50 # Storage in MB for the disk
memory: 128 # Memory en MB assigned to the application.
network:

interface-name: ethO

ports:
tcp:
- 8000
startup:
rootfs: "rootfs.tar" # Container file system
target: "python main.py" # Command to start the application

o)l J9z9s webuo wsu Idluesl) 25.0 oo Docker Engine 9lJg psd iXclient. Wy IJuog IJesuos
w0 09 |uwugsle wojse Linux lJss s>gp IJluesl, 24.0.9 oo Docker Engine Ig luosh wlo e gsw
lo 1Jluosl) 24.0.9 o9 ia)c; luosl) pog9pe JJwsld g pe iOxclient.

O o3l ldpeld wp logvle Jo9,6 Docker IJpuuwgspo Jlbol) 9blisd gpsd 10X gJs zolj
lwe,)luos Blisp eds Ubuntu sgpd wldluosl) 20.04: 99> wpe lgosho weassl Jlu eulissle
Docker Engine .deb o9w9,6 Josl IJwgjse/lJluosl).



pdlelbs: U596 1Uses»s Jovwso IUluoshle 1J8ssed oo Docker os wowswo pu
edld pdusle IJzlssle. 030 IJoulssle os uuw pe236 pu Idwulez 9ldos os wldwed
elojé Jdoubesd poluisd eds uble ouvgsd pesu.

lJodosuy

Jozuos) Idzols Idbloys wldesluodle 1Je3dy,s: luvep) Bs cowse pdud IJoulissle pu
luoslh 93sp puw Docker:

wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-ce-c1i_24.0.9-1~ubun
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-ce_24.0.9-1~ubuntu.?2!
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-buildx-plugin_0.11.2
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/docker-compose-plugin_2.21.
wget https://download.docker.com/1inux/ubuntu/dists/focal/pool/stable/amd64/containerd.io_1.7.19-1_amd6

And 1installed them:
sudo dpkg -i ./containerd.io_1.7.19-1_amd64.deb \



./docker-ce_24.0.9-1~ubuntu.20.04~focal_amd64.deb \
./docker-ce-c1i_24.0.9-1~ubuntu.20.04~focal_amd64.deb \
./docker-buildx-pTugin_0.11.2-1~ubuntu.20.04~focal_amd64.deb \
./docker-compose-plugin_2.21.0-1~ubuntu.20.04~focal_amd64.deb

9P wiLSw gpsE IJpdule: wdyy Idzoel; zloje Jzie wlbwsyd ioX.
lole lJogdses
I wuldd L) python. 9 Dockerfile |Js 1Jzol; Idbloys: wz29d pu 929> JJI ldpdOsu OS GO w

lUsdsd &p 9p wldpologs Jlouule Log,6 Docker:

sudo docker build -t tac_app .

Ju> Le3) Docker 1Jpulzs B puwasse 1zoli Idpeds: $e voubésd Iip, 1Jessor bulo:

ubuntu@ip-172-31-30-249:~% sudo docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
tac_app latest 94alc2ba4b08 19 seconds ago 1.78GB

pU oul 892> W sdlu

1-2p ldobosd wlgvegsle uo9,6 Docker 925,06 pJud 1Ugl o9 .yaml

2-0u0338) 1Jue9ys Juble pdVle 23,68 soguiswol Lluwegslp pdwd 1Jsl o YAML
lJésl) 1-2je o9y Docker 90Jd YAML:

loodd 1S 1UsJsd 133 25 @ 2ip 1096 9pJw8 YAML.

ubuntu@ip-172-31-30-249:~/tes0$ 1s
package.yam]l

&pe $p wie IdpdS woubgsd o3l 1Jie):

ioxcTlient docker package tac_app package.yaml

Example:
ubuntu@ip-172-31-30-249:~/tese$ sudo /home/ubuntu/ioxclient_1.17.0.0_1inux_amd64/ioxcTlient docker packa



Currently active profile: default

Secure client authentication: no

Command Name: docker-package

Timestamp at DockerPackage start: 1748211382584

Using the package descriptor file in the project dir

Validating descriptor file package.yaml with package schema definitions
Parsing descriptor file..

Found schema version 2.7

Loading schema file for version 2.7

Validating package descriptor file..

File package.yaml is valid under schema version 2.7

Generating 10x package of type docker with layers as rootfs

Replacing symbolically linked Tayers in docker rootfs, if any

No symbolically linked layers found in rootfs. No changes made in rootfs
Removing emulation layers in docker rootfs, if any

The docker image is better left in it's pristine state

Updated package metadata file :/home/ubuntu/tesO/.package.metadata

No rsa key and/or certificate files provided to sign the package

Checking if package descriptor file is present..

Skipping descriptor schema validation..

Created Staging directory at : /tmp/1093485025

Copying contents to staging directory

Timestamp before CopyTree: 1748211503878

Timestamp after CopyTree: 1748211575671

Creating artifacts manifest file

Creating an inner envelope for application artifacts

Including rootfs.tar

Generated /tmp/1093485025/artifacts.tar.gz

Parsing Package Metadata file /tmp/1093485025/.package.metadata

Updated package metadata file /tmp/1093485025/.package.metadata

Calculating SHA256 checksum for package contents..

Timestamp before SHA256: 1748211630718

Timestamp after SHA256: 1748211630718

Path:.package.metadata

SHA256: 50c922f103ddc0la5dc7a98d6cacefbl167f4a2c692dfc521231bb42f0c3dcf55 Timestamp before
Timestamp after SHA256: 1748211630719

Path: artifacts.mf

SHA256: 511008aa2d1418daf1770768fb79c90f16814ff7789d03beb4f4ealbf4fae8f2 Timestamp before
Timestamp after SHA256: 1748211634941

Path: artifacts.tar.gz

SHA256: 0cc3f69af50cf0a01lec9al1400c440f60a0dff55369bd309b6dfc69715302425+ Timestamp before
Timestamp after SHA256: 1748211634952

Path: envelope_package.tar.gz

SHA256: d492de09441a241f879cd268cd1lb3424ee79a58a9495aa77ae5bllcab2fd55da Timestamp before
Timestamp after SHA256: 1748211634963

Path: package.yaml

SHA256: 17482

SHA256: 17482

SHA256: 17482

SHA256: 17482

SHA256: d8dc7253443ff3ad080c42bc8d82db4c3ea7ae9b2d0e2f827fbaf2bc80245f62 Generated package manifest at

Generating I0x Package..
Package docker image tac_app at /home/ubuntu/tesO/package.tar
ubuntu@ip-172-31-30-249:~/tes0$ |

Jlow 030 Ipzeses po ldlplele puwdods go louile 2506 tar IJes06. pu lzd Voo peessle

Iz 5060 Spdool B Logbol uluuegsle 1516 1Jp uless tar



ubuntu@ip-172-31-30-249:~/tes0$ tar -tf package.tar
package.yam]l

artifacts.mf

.package.metadata

package.mf

envelope_package.tar.gz

artifacts.tar.gz

lJgsh 2 - ouoss) uo9y6 Docker Juble pdule 2358 9uzpeseol wluwegslp pJwd Descriptor
YAML.

Sp woubgsd Ule) Bs 1Usdsd 2se uvsop louble 1J,09,8:

ubuntu@ip-172-31-30-249:~/tac_app$ sudo docker save tac_app -o rootfs.tar

S99, 03l IJiroJ wouodS) w96 Docker Jzjpd wew9s eds uble IJpdule 1Ued) 1U3s swp
wegpesdo eds /lgd 1Uzlass.

lodd pd 1Uzjeo. YAML |Js [Jp9de 1dpess. wezys [Yopld vouss Idsdsd: szw i wbo,
IJousloe Jel 09 w9 og:

ubuntu@ip-172-31-30-249:~/tac_app$ Ts
package.yaml rootfs.tar

couoew IJebes IUlgs,6 25p Lo9,6 Docker woudss o3l 1die:

ioxcTlient docker package tac_app package.yaml

ubuntu@ip-172-31-30-249:~/tac_app$ ioxclient package .

Currently active profile : default

Secure client authentication: no

Command Name: package

No rsa key and/or certificate files provided to sign the package
Checking if package descriptor file 1is present..

Validating descriptor file /home/ubuntu/tac_app/package.yaml with package schema definitions
Parsing descriptor file..

Found schema version 2.7

Loading schema file for version 2.7

Validating package descriptor file..

File /home/ubuntu/tac_app/package.yaml 1is valid under schema version 2.7
Created Staging directory at : /tmp/2119895371

Copying contents to staging directory

Timestamp before CopyTree: 1748374177879

Timestamp after CopyTree: 1748374357306



Creating artifacts manifest file
Creating an inner envelope for application artifacts

Generated /tmp/2119895371/artifacts.tar.gz

Updated package metadata file : /tmp/2119895371/.package.metadata
Calculating SHA256 checksum for package contents..

Timestamp before SHA256: 1748374566796

Timestamp after SHA256: 1748374566796

Path: .package.metadata

SHA256 : 4fad07c3ac4d817dbl7bacc8563b4c632bc408d2a9chdcb5e7a526clc5c6e04e
Timestamp before SHA256: 1748374566796

Timestamp after SHA256: 1748374566809

Path: artifacts.mf

SHA256 : d448a678ae952f9fe74dc19172abal7e283a5e268aca8l7fefc78b585f02b492
Timestamp before SHA256: 1748374566809

Timestamp after SHA256: 1748374575477

Path: artifacts.tar.gz

SHA256 : 64d70f43be692e3cee61d906036efef45ba29e945437237e1870628ce64d5147
Timestamp before SHA256: 1748374575477

Timestamp after SHA256: 1748374575489

Path: package.yaml

SHA256 : d8dc7253443ff3ad080c42bc8d82db4c3ea7ae9b2d0e2f827fbaf2bc8024562
Generated package manifest at package.mf

Generating I0x Package..

Package generated at /home/ubuntu/tac_app/package.tar

Suoses Joso Idlplele: sop luuile 25pd IedSle tar sleslbe JJuuiy. JSzue peussle IUzies:
I vouugsd lJle,y Idblo:

ubuntu@ip-172-31-30-249:~/tac_app$ tar -tf tac_app.tar
package.yaml

artifacts.mf

.package.metadata

package.mf

artifacts.tar.gz

IJe,dse
e lesh IJobosd: woupps IJgbs IJizs)6 cousee gds IJzol 1Jostd wousgsd IUle) B
suoe EXEC 35 lJlposlile Jpl 09 p9Log:

app-hosting install appid tacapp package bootflash:package.tar

low) 291Js 38588 91236 98 woldss ol bl Jlu IJebusd sepd wozle

Router# show app-hosting Tlist
App id State



tacapp RUNNING
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