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| wod, wldd 1Jizble ol o1zl
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- 2ol Wy eds wuvesd 10X wp wdysuo J 10x:
op odasu eudle IPoble IJouigsd IUuoss (GOS) slbl, g pd wlbuséle Cisco (CAF)
I3s sop wubgsdogvdde uods guglu eizes (NAT) J o9 |Js CAF (psule 8443)
-« LSS LINUX pg wouse buds plgs IJesuosd IUlews (SSL) IJpde9z6
cpdVle cowse gesd 10X IJos spdo wujsdel put
https://software.cisco.com/download/release.htm|?mdfid=286306005&softwareid=286306762
op louvle IJpedsple 1Jssé B 03l lJpuueos po 1UI2056 10092958 B wsisé pepdss ¢luos.
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u)lu CPSE Ulao_)o |JrOLJAJua)|DO l._9;5 o5l |JrOL}Uuu.) uudﬁsu PPL)‘USC (ldu)lws) |.)| Jluu
wudud pulw_)o‘ t_9u|lJ) -19) dopd JJulu..S_) LJPCUP\_J Jl.S ||D_)

pEJ9plS Iuwlwsd

p0S [uodh 10X swp dep ©IBSE 2ipd wbosd ACS. cust 030 ldps;6 IJelds po o 2506
IJobosyd uoldes 9lu 25ed Idobosd Ipewws eds Idzols wp ldzunsd edsol pu puos)
£9E99. VI 2lJé wuvésd IJozdd pu Lozs LIBSE 2ied IJobusd B uble luwlums: spdu
ou) IJobosdle e des Vib.

IJodysu
030 lJglbosle pbbdywé Jlgwegsle oz 8l pu uoes wadse IJzies:

NJogile pBolz IJpsze Idpeuod (CA) sldiolse.

dogile Jlob o@e JJluwedsle eds 10x.

C8p wluwos)b udbs hywle IJe@o eds zoly 10X 1Uglue .

- 8p logsle pBbole glue Lldobosd sbde wdse [Juvolys (CSR).

- 099SE ol ldobos 9 1Jpzsé wluwedsle Ideyze 1Upued8.

.90 weip wbousd 10X 909 9seo wluwwesle yuobs lJolbusy 1Upesdé.
- 9p wuut) 2ipd 10X 1Jpsdes eds zob sagp IJusdse.

~No bk wWwN -

pdlebbo: UI.JU,Juuo Jodo ldpbé suwegse lJpoee I.J,o,_p)d lJps e Slosl Ws yvsubsy
locle. IJgsh IJIBod o9 luwedle erze puodS ouwes 19 ez puedd Juindod
Jdwsdse.

pdlebs: sop l2osh) tsblo 1deze 1dewosd sldpllose sldeslése JIElue pgpdss
O9b 98> sdjp wedsdel Jouluwe vsised.

IJg1096 1. Juuble pbclz CA slduvol>s

|Jglogo IJing oS io cuuns IJeoze Idpuo>9 1Jgluo vd.g@.;;dg lJosle w3JY vouwlbsd gy
b)sg logule poolz Jdesee 1Upuod8 9uvoelrsé J3JI Idpvule:

Jlouvle pclz CA:

[j edepuyd@JK- SRVI OT- 10 si gni ng]l$ openssl genrsa -out rootca-key. pem 2048
Generating RSA private key, 2048 bit | ong nodul us

e is 65537 (0x10001)

Jlouble guolbé 1dpeyze 1Jpuos9:

[j edepuyd@JK- SRVI OT- 10 si gning]l$ openssl req -x509 -new -nodes -key rootca-key. pem -sha256 -
days 4096 -out rootca-cert.pem
You are about to be asked to enter information that is incorporated



into your certificate request.

What you are about to enter is what is called a Distingui shed Name (DN).
There are quite a few fields but you can | eave some bl ank

For sone fields there can be a default val ue,

If you enter '.', the field can be left blank.

Country Nanme (2 letter code) [XX]:BE

State or Province Nane (full nane) []:W.L

Locality Name (eg, city) [Default Cty]:Kortrijk

Organi zati on Name (eg, company) [Default Company Ltd]:C sco

Organi zational Unit Name (eg, section) []:10T

Conmmon Nane (eg, your nane or your server's hostnanme) []:ioxrootca
Emai | Address []:

St wedSd IJ8se 1Ue9z9s6 B yiolss Idpsze Idpuosd Jeblods 2lds Idlguesle 1UEluos
)

IJgb9s 2. Juble Hlob 1Je§6 JJluwodsle gds 10X

Il e 1o luooe dosd Idpdele slduielss Idpse J CAIJELo wd spdud lugile 25pb
buwle &$8 JJluwesle eds ol 10X 1Jgluo wd. szw 1o czess 2ips buvle 1Jeds eds
owdowds ©adse CA1JIlpJs (B 2lds luwogsle Iduielss I uslos JJusdse) spJd info.txt
lJ3s swp luwwsleo Jogws) valule [dog)see (Iduessez [Jz)).

lodl Bp wlouble pJud info.txt 9908 w2 IJuslule IJlsJsé Bso:

[j edepuyd@JIK- SRVI OT- 10 signing]l$ echo "iox app root ca v1">info.txt
ltoshsl bl dly dssd g6 guobsle CAC Jovdsd ywduwdé guoble CA1JElL06 LI weule
Joogol pgl Os Lodzs .pem:

cat first_cert.pem second_cert.pem > conbi ned_cert. pem
pdlebd: 030 IUgb9s £, plodowd Jodo lJpldé: ulb)l Jlgwwgsle Juolsé g3, CA glgaé

JJwadse Idpvluiy Ol s9u06 wldluolz 9szw wiisu jog pdlose CA Iz, slisel 590
leuold.

Sew v pesd gwduwds Juoble CA Cluwe ca-series.cert.pem. J3l §p wlesl o3l 1dpedus:

[j edepuyd@XJIK- SRVI OT- 10 signing]$ cp rootca-cert.pem ca-chain.cert.pem

i'@;)l‘ SpJdud >pg ca-series.cert.pem g info.txt Vs Jlbo,lo peige:
[j edepuyd@XJIK- SRVI OT- 10 signing]$ tar -czf trustanchorvl.tar.gz ca-chain.cert.peminfo.txt

IJgb9é 3. |uwosyb buwle IJe@6 gJs 10x-Device

Sdje luvws,b Trustanchorv tar.gz 1Jss Geo wlugiliso Vs 1Jglbgs IJuwle 96 IJs zolj 10x
Igloo wd. oumedse Idpddle 1p9z9s6 B 1dzies JJordd pel Bl op w9dse wbosd



luwesle yuolss 09886 pu IUpsze Idpuedd Iduoese dud lu cuver wldosuse.

Spdu wuds luwos)b puwls IJeds pu ddld suuo) 1oz de:

[j edepuyd@JIK- SRVI OT- 10 si gning]$ ioxclient platform signedpackages trustanchor set
trustanchorvl.tar. gz

Currently active profile : default
Conmmand Nane: plt-sign-pkg-ta-set
Response fromthe server: |Inported trust anchor file successfully

[j edepuyd@JK- SRVI OT- 10 signing]$ ioxclient platform signedpackages enabl e
Currently active profile : default

Conmmand Nane: plt-sign-pkg-enable

Successful |y updated the signed package depl oyment capability on the device to true
tsb Iy o9 lo wdsp wluwos)b slob ldeds e, Idpss) Idpeds:

loedd s lesh IJoble > |gves)b Hlub 1Jed6 Jel 09 p9 02 B 1Ju209,6.

» Trust Anchor

Checksum

d57926f6b210162c270961c48836b9bef2104dd6

mpao FUst AnNchnor =’ METres
© Import Trust Anch = Refresh

2> IJpd O 1U3s Fpo wusdsso B 1Jgbs 2. 91u ) p9lSd Jel 09 p9 oz B 129,86
—

Import Trust Anchor Bt

Trust Anchor | Choose File | trustan...tar.oz
£ (Gl

w8 b 089p Lluwosb buwle 1668 vogle: w2dd pu wpdso IJoedd po wadse IJobusd
9lud) W9 Vb IJodasu Jpl 09 p9 oz Vs 1Uuo9,6:

L

+ Application Signature Validation

+ Configuration

Application Signature Validation Enzabled

M Save Configuration




IJgb9s 4. loble pbole Eluo wIidobusd 9 CSR

w8 3JIe spdud lugile j9z pllosz suboble sop luwesleo Jogwesd 10529d Ids wbosd
1Ox 1Jglue wd. | od pplhuws os lugsle jog ploseg pedd JIJd vbousy webl Juuuoe.

9boldpl Iy JJ sles pu 030 IJ9eks§ &> 988 wuduw IJesze [Jpuosd: Bluol weow, zosel
UPTSTO-

Jlogble IJpBelz 1gloo wldebosy:

[j edepuyd@XJIK- SRVI OT- 10 si gni ng] $ openssl genrsa -out app-key. pem 2048
Generating RSA private key, 2048 bit |ong nodul us

P o o
e i's 65537 (0x10001)

Jlousle CSR:

[j edepuyd@JIK- SRVI OT- 10 si gning]l$ openssl req -new -key app-key.pem -out app.csr
You are about to be asked to enter information that is incorporated
into your certificate request.

What you are about to enter is what is called a Distingui shed Name (DN).
There are quite a few fields but you can | eave some bl ank.

For sone fields there can be a default val ue,

If you enter '.', the field can be left blank.

Country Name (2 letter code) [XX]:BE

State or Province Nane (full nane) []:W.L

Locality Name (eg, city) [Default Cty]:Kortrijk

Organi zati on Name (eg, company) [Default Company Ltd]:C sco

Organi zational Unit Name (eg, section) []:10T

Conmon Nane (eg, your nanme or your server's hostname) []:ioxapp

Emai | Address []:

Pl ease enter the following "extra' attributes

to be sent with your certificate request

A chal | enge password []:

An optional conpany nanme []:

Jel 09 Izld pe Ipsze 1Jpuo8: sSew wedsd IUdse 1Jpaesss Bs yiobs lJobosd Joblud
2lJs IJlpwegsle 108 L.

IJgb9é 5. ©99se Juobs ¢gluod widobusd pe CA

IJTe W& I iuoyao Jrsd pobdole CAgldoebosy CSRe spdud wodse CSR wlywwgsle CA.
slJuwses os yvolss p99gs Elues Lldobosy:

[j edepuyd@XJIK- SRVI OT- 10 si gning]$ openssl x509 -req -in app.csr -CA rootca-cert.pem - CAkey
root ca- key. pem - CAcreat eseri al -out app-cert.pem -days 4096 -sha256

Si gnat ure ok

subj ect =/ C=BE/ ST=WV/L/ L=Kortrij k/ O=Ci sco/ OU=I OT/ CN=i oxapp

Getting CA Private Key

1Jg1o9s 6. §p worgese wbosd 10X 9u9dseoe wubols luos Lldobusd

gu oo IJu¥lbbsr wdgy puweesl Jgie wbousd 10X 9u98ss0 wlguegslp j9z Idedlose IUss



e logblyo pu 1JEbs 4. 9093¢! pu Sod CA B 1Ugloys 5.
wlds Idepdss dlouble IUpuos) sldzes.yaml Jdolbos§ 1Uglue od Jl esld 90 wess).

obosd 10X pg luwwgsle j9z IUpdlose:

[j edepuyd@XJIK- SRVI OT- 10 i ox_docker_pyt honsl eep] $ i oxcl i ent package --rsa-key ../signing/app-
key. pem --certificate ../signing/app-cert.pem.

Currently active profile : default

Command Nane: package

Using rsa key and cert provided via command |line to sign the package
Checking if package descriptor file is present.

Val i dating descriptor file /home/jedepuyd/iox/iox_docker_pythonsl eep/ package. yaml with package
schema definitions

Parsi ng descriptor file..

Found schema version 2.2

Loadi ng schema file for version 2.2

Val i dati ng package descriptor file.

File /home/jedepuyd/i ox/iox_docker_pythonsl eep/ package.yam is valid under schema version 2.2
Created Staging directory at : /tnp/ 666018803

Copying contents to staging directory

Checking for application runtinme type

Coul dn't detect application runtine type

Creating an inner envel ope for application artifacts

Excluding .DS Store

Generated /tnp/666018803/artifacts.tar. gz

Cal cul ating SHA1 checksum for package contents.

Package MetaData file was not found at /tnp/666018803/. package. netadata
Wote package netadata file : /tnp/666018803/. package. net adat a

Root Directory : /tnp/ 666018803

Qutput file: /tnp/ 096960694

Pat h: . package. net adat a

SHA1 : 2a64461a921c2d5e8f 45e92f €203127cf 8a06146

Path: artifacts.tar.gz

SHA1l : 63da3eb3d81e13249b799bf 57845f 3f c9f 6f 2f 94

Pat h: package. yanl

SHA1 : 0e6259e49f f 22d6d38e6d1913759c5674c5cec6d

Gener at ed package nmani fest at package. nf

Si gned the package and the signature is avail able at package.cert
Generating | Ox Package. .

Package generated at /hone/jedepuyd/i ox/iox_docker pythonsl eep/ package. t ar

IJelo96 7. LUy 25ed 10X 1Jp9ded eJs zoli $rep IJeodse

copesd IUgbes 1Ulgs,)6 ds lJe pdso Vs uuiy Idobosd eds zoly 10x ssd. JI 92> 9y
PIOLUS ULy Cbusy Es) PISE!

[j edepuyd@JK- SRVI OT- 10 i ox_docker _pythonsl eep]$ i oxclient app install test package.tar
Currently active profile : default

Command Nane: application-instal

Savi ng current configuration

Installation Successful. App is available at
https://10.50.215. 248: 8443/ i ox/ api / v2/ host i ng/ apps/ t est

Successful |y depl oyed

IJo2dd pu lduogs

luwegse o3l 9w e Joid§> epd IJodysy vuvdd Loese.



JJozdd pu w98sE pdulz IJobosd vuvdd uozst e IJesze IJpuosrd: spdud IJBSsle
wJY:

[j edepuyd@XJIK- SRVI OT- 10 signing]$ openssl verify -CAfile rootca-cert.pem app-cert.pem
app-cert.pem K

luwed Ll 1Jisble ol oJlzol
$98, 03l IJBuwpe pedsple spdod luuegsleol Jluvaduuld igble IJodssy sluadlizol.

el osleo puIddle coedd oy IJobosdlo: spdud puiless lzs o3 IUigble:

[j edepuyd@XJIK- SRVI OT- 10 i ox_docker_pyt honsl eep] $ i oxclient app install test package.tar
Currently active profile : default

Command Nane: application-instal

Saving current configuration

Coul d not conpl ete your command : Error. Server returned 500

{

"description": "Invalid Archive file: Certificate verification failed: [18, 0, 'self signed
certificate']",

"errorcode": -1,

"message": "Invalid Archive file"

}

0 gbl ol B w9Bse Lvolss IJobusd wluuegsle CAly ivel JI wlblud Golss IJpuweése
Os 2ies IJbuwle 1Jp9es§ wol.

luvegse Idogdsele Ipsdsys Bs Suve IJozdd: JJozdd o wotsuoled slsual 25ps 1,0k
1Jp9e99 wol.

Susy 03l 1Jgbl [Us Tue Jp sop w9dse 1deies wuvdd Lozst: spdud IJub, B IUglbs 6.
r8 ls.

[j edepuyd@JIK- SRVI OT- 10 i ox_docker _pyt honsl eep]$ ioxclient app install test2 package.tar
Currently active profile : default

Conmand Nane: application-instal

Savi ng current configuration

Coul d not conplete your conmand : Error. Server returned 500

{

"description": "Package signature file package.cert or package.sign not found in package",
"errorcode": -1009

"message”: "Error during app installation”

}
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