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[ Sign out

Account and role [ Change

Server Administrator

Region

intersight-aws-us-east-1

Access details

User settings
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Sdje wyuesd Foundation Central o Cisco Intersight Je ;9> ig_oja Juus) wbl9é HCI oy Cisco pg
2J Nutanix B 9 o¢ ISM 1Jpuwedd Judss [Josauss iy IMM Jsog Intersight 1 esl,.

Foundation Central Varshon 171

Nodes  Deployment History  API Keys Management  Foundation Central Settings
Foundation Central Settings

o Connection has been saved.
Connect Hardware Provider

Connect a Hardware Pravider to onboard nodes 1o Foundation Cenral, Currently, anly Cisco Intérsight is supported and
only a single connection |s allowed at a time. To add a new connection, remove the existing one.

Cannection Name Hardware Pravider UL

HCI-Mutanix Cisco Intersight hitps:fus-east-lintersight.com

sueg Intersight IJpwodd: sope wvosd Ied> wise o IJezsdlc (ToR) IJos sop wydswol
leds Izlod Jpl oop bl 1Jgsb e pydis! wluwegsle wyulez Cisco Intersight®. B zsw lwo
sdie w9d) edle e8> eds I8 Juui, pzeses vaclusduw IUdsluvss: Sluol udse lsuel
&bl Jou, preses lelss 1e$26 9pz09e8 wulisss 1Jes> Jesl e 12196 9lJd e sldeldle
IJos ceess wldied sJs wuss guwds Blisgs [Jble powws.

IJs oe 1Jpsl, Intersight: sg o 9 0¢ Intersight 1esl) eJs wogss lpdlole 1ubes UCS gldp,906
IJGlisps eds Iuvelus J Intersight. el sged s w92 wzrwd IbLs JJiubes IJe,owls
lJeuweodds 93lo IJLhoolble IJounsess. s¥9e wesdz bhé Intersight wogess pelss) b6
lJowsluwle 9ldg pdsle Jpd §ple UCS-FI-6454 9 UCS-FI-64108 9 UCS-FI-6536 9 UCSX-S9108-
100G Fabric IJoswuss 9 Cisco UCS C-Series (M5 M6 M7. M8) 9 Cisco UCS X-Series (M6. M7.
M8).
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Connect Ha e . ® A Failed to validate connection &
with the given auth details:
Connection Details Failed to fetch the APl Key:
Connaction Name Get "https/fus-east-
Lintersight.com/api/vl/iam/Apiw

HCI-Nutanix-API-KEY 4 CEEE— »

© Only the spodial charactors - . _ aro allowod
Hardware Provider
Cisco Intersight
Intersight Deployment Type
© SaaS O Connected/Private Virtual Appliance
Intorsight Reglon & URL

Morth America *  hitps:i/fus-east-lintersight.com



olds e, I Jrsd loyold puluve po Prism Central 9 Foundation Central |Js goloso URL
lJeldss po gJIJ 1Jpeulds 443 TCP/UDP g 80 TCP.

guldsu URL IJplbdyws wylywlos

. b oo URL N
poLSe psoodle iz

intersight.com svc.intersight.com

us-east-1.intersight.com svc.us-east-1.intersight.com

Loyl . L
i lJoo l2J IJgulwé: - 1. ht.

U elss Juowssd slgd IJuulgué svc-static1.intersight.com
52.223.48.112 UCS-starship.com*
99.83.178.202 ucs-connect.com*
Intersight.com

. _ |eu-central-1.intersight.com

los9el slduind svc.eu-central-1.intersight.com

lJlg o lJowssd slgd duvls:

FEIRRRY svc-static1.eu-central-1.intersight.com

52.223.57.109

99.83.140.236
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JJozdd e ldpedsple IUuslo@s: I zle SSH B zoly vm IJgl o wlJluesl, Prism Central Ig
Foundation Central glz,le i,oJ curl eJs gulysou URL 9ldpeulds [Jpe3d9,6.

curl -v -k https://svc.intersight.com



.intersight.com

te9be:ede: focf) port 443 (#0)

1447289 +0800 UTCadmin@NTHX-10-31-123-88-A-PCVH:~% ]

lt ool leuald Curl Idolze

131 Wuud 1Jle, curl. Wl zle anédi P09y 2ol IJeplss 1Ugluo wd pu Iduwpelz Jolzole URL
9ldeulds Lldsgad Ids 2ol 1dzelss 19 Slises 1U9uo9d.

admin@NTNX-10-31-123-88-A-PCVM:~$ curl -v -k https://svc.intersight.com
< About to connect() to svc.intersight.com port 443 (#0)
Trying 2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf...
No route to host
Trying 2600:9000:a706:c634:41:731c:adle:bf00...
No route to host
Trying ©

Cnnnectlon tlmed 0 t
Trying 52.72 112, ..
After 8628?ms connect time, move on!
Failed connect to svc.intersight.com:443; Operation now 1n progress
* Closing connection O
curl: (7) Failed connect to svc.intersight.com:443; Operation now in progress
admin@NTNX-10-31-123-88-A-PCVM:~$ [
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Wuvd lovl) lousld Curl.
536 lwp DNS IJpolpue

wobde wguo wl 1zelss Iy Blises 1Jsuesd 1uolds 2J IP pu golase URL 1Jp3ds 6. 99 pu
gulssu URL 030 wepd Ids gulosy IPv4 9 IPV6 IJoldsé:

52.223.48.112

99.83.178.202
2600:9000:a60c:6a4d:2d28:e9be:e3e:fOcf
2600:9000:a706:c634:41:731c:ad1e:bf00

SpJdu 1Jozdd pu 03l Uluwegsle 1o, NSLOOKUP.

nslookup svc.intersight.com



admin@NTNX-10-31-123-88-A-PCVM:~$ nslookup svc.intersight.com
Server: 10.31.123.60
Address: 10.31.123.60#53

Non-authoritative answer:

Name: svc.intersight.com

Address: 52.223.48.112

Name: svc.intersight.com

Address: 99.83.178.202

Name: svc.iwntersight.com

Address: 2600:9000:a60c:6a4d:2d28:e9be:e3e: fOcf
Name: svc.intersight.com

Address: 2600:9000:a706:c634:41:731c:adle:bf00

admin@NTNX-10-31-123-88-A-PCVM:~$ |

i0, nslookup

JI spdu J Prism Central VM IJlo old o Intersight CVA / PVA

g0 929> louold pului, pu Prism Central [Js Intersight CVA / PVA. olds o0 I wple wldlouold
eds IJpuds 443.

|31 Jly, PC VM STUIS eJs 99Jsd wp wdysuo JJlouold wldlocyue Jdeolp ped wojsdle
Ielpz 19 LOM: Gloe wzlzs I wzass Intersight CVA / PVA FQDN seg,00 IP Ges lesble
s s 1Jprdses J Prism.
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Jousese 3JY B Prism Central loogd [Js: leshble > uvods > 9dsJ HTTP > 108, eds
ls99ué BJp uuelue Jugss) >WhitelList.



=  Q HTTP Proxy Prism

S . Update HTTP Proxy ?
ettings .
Upgrade Prism Central -
Witness
Passwo
Connect to Frame ——
Enable App Management HTTP
HTTPS
Enable Disaster Recovery
Whitelist
Pulse
vCenter Registration
is-pva.mxsviab.com "
is-cva.mxsviab.com s X
Advanced Networking
HTTP Proxy
Cancel
Name Servers

9JsJ HTTP

Spdud Qid§> el Bl IJluw 030 IJglbgle uleesd pu edld ool IUlouold o Intersight CVA / PVA
wluwegsle 1Ule, curl.

curl -v -k https://is-pva.mxsvlab.com

_ curl -v -k https://1is-pva.mxsvlab.com
*  Trying 1443, ..
* Connected to is-pva.mxsvlab.com ( ) port 443
* ALPN: curl offers http/1.1
* TLSv1.3 (OUT), TLS handshake, Client hello (1):
* TLSv1.3 (IN), TLS handshake, Server hello (2):
* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1):
* TLSv1.3 (0OUT), TLS handshake, Client hello (1):
* TLSv1.3 (IN), TLS handshake, Server hello (2):
* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8):
* TLSv1.3 (IN), TLS handshake, Certificate (11):
* TLSv1.3 (IN), TLS handshake, CERT verify (15):
* TLSv1.3 (IN), TLS handshake, Finished (20):
* TLSv1.3 (0OUT), TLS handshake, Finished (20):
* SSL connection using TLSv1.3 / TLS_AES_256 GCM_SHA384
* ALPN: server accepted http/1.1
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curl -v -k https://<Intersight URL>

curl -v -k https://svc.intersight.com

ltool) IUlouold ologle guslu URL
plbJsw J Intersight

curl -v -k —proxy <proxy address>:<port> <Intersight URL>

curl -v -k — 93JsJ http://proxy.esl.cisco.com:8080
https://svc.intersight.com

ltoolh) IUleuold guspl sdsu
lJydsd plodyol

curl -4|6 -v -k https://<Intersight URL>

curl -4 -v -k https://svc.intersight.com

RIS ool IUleuold Jewsws
IPv4 g IPV6

tracepath <Intersight IP>

tracepath 99.83.178.202

Swedu oub U9 pULSWY 9200

nslookup <URL>

nslookup svc.Intersight.com

oS guslu IP 1dpd e wewslo
P

oIlLosd IJpuoh 86 1Upd3p6 £y Loldes

"Guvd b wslule puolb 86 [bhs 1Ulzoj6: oWl uosd 1Upuol> 86 1Upds06 £5) Loldes. Suzs

998y pdulz AP Loldz 9um).

Connect Hardware Provider X

Morth America ¢+ https:/fus-east-lintersight.com

Connection Credentials

You can find the APl key ID and secret key on the Cisco Intersight
Settings page. Currently, only Open APl schema version 3 is supported.

Intersight APl Key ID

I 62ed7649 ]
Intersight Secret Key Hide
. ----BEGIN EC PRIVATE KEY-----

HAGEAMBMGBYqGSM49AgEGCCGSMA9AWEHBGOWaw

=3

Failed to save hardware

rmanager auth data: Auth details

provided are invalid. Please
provide valid APl Key and secret



http://proxy.esl.cisco.com:8080

ceolz lJs oldss £30 929> Igble pbugss 19 I ,0 pd 9956 Ioule Jolus IJpBdule IJuuys
Intersight Is J_o o 9lJl Buvd B cluwsuw IJlouold wess, IUizojs.

View API Key

ﬂ This is the only one time that the secret key can be
viewed or downloaded. You cannot recover them later.
However, you can create new access keys at any time.

APl Key ID

62ed7648

Secret Key

-====BEGIN EC PRIVATE KEY-----
MIGHAgEAMBMGByqGSMA49AgEGCCqGSMASAWEHBGOwaw

:I | have downloaded the Secret Key.

ogs) leuoly Blises EULA

"W v I._Joaék?' p0 oo IJleuold ol osd IJpuolb 96 IJpees0: wgd) !E_u'oJJ Olispeé EULA.
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Failed to validate connection
with the given auth details:
Unable to fetch the EULA list.
Failed with error: Your token has
expired due to inactivity in the
last 30 days. Provide your Cisco

loole pedd "Uop IJe@s" &> wilzo gl "W ud IUleuold wbblé Izos6 INTERSIGHT Lluueésle
UUID" i9 "yupl lowow wodless wslule lewels Idpuwegsp 1Jgluos wd.". ssbo, 3JI 1l Jlue
ould puwlds woedd weusly "Intersight account” W el soedd o "EULA".
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Jouozse o3l W Intersight. lue$d [Js: lgshle > pg 08 Cisco > wdysy > Irgld pe,9 Cisco
99Jps 1Jps9,.



Q Search

Generate Security Token

ﬂ To upgrade firmware from the Cisco Repository,
Intersight must be enabled for Cisco Software
Download Services. Learn more at H

1 that enables you

nt

nfigured. If

p&J}rok"; Slo uoJé

e

NP le olJl>gl, 8¢5 Intersight
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https://www.intersight.com/help/appliance/resources/RBAC
https://www.intersight.com/help/appliance/resources/RBAC
https://intersight.com/help/saas/getting_started/system_requirements#port_requirements
https://intersight.com/help/saas/getting_started/system_requirements#endpoint_urls_required_to_claim_targets
https://intersight.com/help/saas/getting_started/system_requirements#endpoint_urls_required_to_claim_targets
https://intersight.com/help/saas/getting_started/system_requirements#endpoint_urls_required_to_claim_targets
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
https://intersight.com/help/appliance/configure/hci_nutanix#grant_cisco_software_repository_access_and_accept_eula
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