luuinis pze9ed Kubernetes pogs36 IUl wlusle
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o900 Cisco Llu oday Jssd pe,us Lldeslose IJoldss:

° J‘.__SL'JéJ.Ju
* peblo IJbusle 9 doorusouw
* PULPS pord Idumeless

IJedsule [Jpuuespd

ouwow Idpedsele 1Jglyo WO o3l ldpwous 1Js:
« ublp lJogugsd - IJgolj [Ublo,s Centos 7
* ¢lisJé Izoj6 (E2-standard-16):

- VCPUs - 16 vCPU
- 31,6 19uosd IdeLisliss (RAM) - pugs 64 zselolse

e louvle IJpedsple 1ol B 03l lJpuuaws pu 1Ul2056 10092958 B wsisé pepdss ¢luos.

o zpse 1Jizoss I.J,oi)uo'a),oé Vs o3l lJpwows vodssy PPUNIT (plc.éculu'ogg). Bl Jdlpo
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Lentrpday Manager

Bastion Host

ey
1
&)

Woaorker

L]

Docker %’

pu2S Bastion. Kube-master. Kube-node

eJdoule g.9>6 Kubernetes 1J,issvso

Kube-apiserver:

b. 598, 91206 wypzd wboussdle (APl) g pd JIdb,d IUieles Jpuuess wedpe Kubernetes.
Slusl. 909 selde lUbJdole 1Jghzsd 9ldslgdss IJos wess pl B Jlo Idbde soldel wpe seldzo.
oldel. spdo 1suosd 1Us slzos wypes IJobusdle (API) eo,) 9lzoé Lwlb, kubect 1Jigl e, 19 9l
i&)s pod kubeadm: 98 o) pIlJple REST.

wyulpz Kube-scheduler:
b. 8996 031 1Jpd90 wz29J8 presele IJoslole Bs e8> pesws 998l Juws) IUgpd 1Updepud
9ldb 909 Up&géé e Sud [Jpuwese.

wulpez Kube-Controller-Manager:

b. p>s) 9236 wedpe Kubernetes o9 2J 96 wedp w990 wpil9ué 2ldé pzesed Kubernetes
suubspeol.

olosl ssedis pedsple go ldelds IUeldse Jdpzeses slddlsole sligdel ss)uwd wedsele
Judd Ipzeses Ids IJelds 1dplodsws Jeuved 1dpzeses.



ETCD:
b. §lgx6 wslole o 3sp8 Iuwluuss czess eds welule 2ad 2lds uble IUpzeses sldodssy
lJglue «d.

elosl. gulgus ETCD $lyé gds polzos Idighbld 9sop w9jseol.

eJdoule g950 glod Kubernetes

Jyosdsoe:

b. 5209s IJ £856 £ kubeetc 509 Sbwsd LES) SpJu 1o sSoued weuwess IJoede
Kubernetes.

Slusl. suopew kubdet wuvgsd IJzlasle 1Jpesre Vs wdosy POD gds £836 pgswo 9ls1)6 3956
zslool.

oldol. Wog 889 woudss Idlplele IJos swp wudssol wluubs puwess Idozde Jrsd.

Kube-proxy:

b. czwss eese e8> 1Jesuwed eds kubeproxy: 9dsd o ds sgpd eds wywosd rple yiodle
Kubernetes.

elosl. 909 seldz zese louoldle Iduveds bz Iduble 931Joc 95885 wozso 2yIJs o9,
lJoslole |3 1J)39> gds bu§o wuodss IJz)e 1Uglues wouble IJobgsd.

PODS:
b. sgpd POD Jpisd wbusd sles 9seow) luog) 9236 Bs wesse IJJlisy J Kubernetes.

pLo SO Bastion:

b. uSufOubuSké lJJdposso) wuvdd gle obg_,@}él_gl@l l9 gpds6 9lzréc eds uwosd IUpeld: gbpe
9Jdsd 1y ol gpdi sswe Lildé zese I ple Idi)s 19 1des puel Jodsd Idwesss eds
IJdposse,.

wuso Kubernetes |Jpw g6 IJ)issumws6

PTPIEO:

* 8- pzese lUes>

© 3-1deds Iyssumss

¢ 4 g5 Ugled

* 1-¢bpe BaseTion (e9lju IJozpesd)



Cantroller Manager

pep9so Kubernetes gldsé w9, 1dp)9:6 wodles pumwessle wede

pdlebé: §p wodssu VPC gds GCP $od wj9s> VMs. pze VPC g.)s GCP.

098, IUlzojs Il e )l oss s wi9e9ds) GCP


https://cloud.google.com/vpc/docs/overview
https://cloud.google.com/vpc/docs/overview
https://cloud.google.com/vpc/docs/overview

29d w9ds) GCP Centos7 oo w99 GCP.

}g,’ Marketplace Q  centos X
*  Your products centos-8
WHCIMOS  Google Click 1o Deploy containers - Container images
% Your orders
This is a managed base image of Cent0S, a community-driven O providing a robust base for building your containers, This CentOS image is
based on GMU/Linux.
= Filter Type to filter
i Cent0S 7
Catego A ez
o ‘ﬁtj\r’ CentOS - Virtual machines
~
Big data (5 CentOS is a Linux based Operating System. The CentOS Linux distribution is a stable, predictable, manageable and reproducible platform derived
from the sources of Red Hat Enterprise Linux (RHEL).
Analytics (3)
Databases (11) 2
. &|% CentOS Stream 9-
Machine learning {Z) ‘E‘t_\\—- CentOS - Virtual machines
Developer tools (24) CentDS Stream is a continuously delivered distro that tracks just ahead of Red Hat Enterprise Linux (RHEL) development, positioned as a
~ midstreamn between Fedora Linux and RHEL.

w9 Centos g Js GCP

|9, -Launch
g Z} CentOS 7
ﬂlﬁ—l Cent0sS
CentOS 7

LAUNCH

OVERVIEW PRICING SUPPORT
Overview
CentOS is a Linux based Operating System. The CentOS Linux distribution is Additional details
a stable, predictable, manageable and reproducible platform derived from the .
sources of Red Hat Enterprise Linux (RHEL). Runs on: Google Compute Engine

Type: Virtual machines, Single VM
Last updated: 11/7/22

Learn more 2
IJzol; IJblo,s Centos 7

e IUpubds 998! Jid)w lpdloss 9,09, B 03l lJptown: sop odoss Ipulbds eds luol
e3Pl



EEE Compute Engine

Virtual machines

Storage
0] Digks
Snapshots
[ Images

Instance groups
&4 Instance groups
3 Health checks
WM Mananer

¥ Marketplace

[E  Release Notes

< Create an instance

Mame *
master

Labels @

-+ ADD LABELS

Region * Zone*
asia-southl (Mumbai) *r @ asia-southl-c
Region is permanent Zone is permanent

Machine configuration
Machine family

GEMERAL-PURPOSE  COMPUTE-OPTIMIZED MEMORY-OPTIMIZED

Machine types for comman workloads, optimized for cost and flexibility

Series
E2

PR Ao Aabastion banad an aasilabiBn

odysu pprd IUJposso, Centos?

[E] HELP ASSISTANT

Manthly estimate

$472.43
That's about $0.65 hourly

Pay for what you use; No upfront costs and per second billing

Item Monthly estimate
16 vCPU + 64 GBE memory 5470.03
20 GB balanced persistent $2.40
disk

Sustained use discount -50.00
Total £472.43

Compute Engine pricing

# LESS

odosu IJgols 09 uwduwds E2 glpeé 1IUg )0 9u9e 1Jgol) e2-standard-16 (16 vCPU, 64 GB memory).

ﬁ} Compute Engine

Virtual machines
Storage

B  Disks

El  Snapshots

[  Images
Instance groups

#  Instance groups

£ Health checks

Wk Mananer

W Marketplace

[  Release Notes

oJd9su p9ly> Centos 7

<  Create an instance

Series
E2

CPU platform selection based on avail ability

Machine type

e2-gtandard-16 (16 vCPU, 64 GB memory)
vCPU Memory
16 64 GB

* CPU PLATFORM AND GPU

Display device

Enable 1o use screen capturing and recording tools

] Enable display device

Confidential VM service @

Confidential Computing is disabled on this VM instance

[=) HELP ASSISTANT

Monthly estimate
$472.43
That's about $0.65 hourly

Pay for what you use: No upfront costs and per second billing

em Manthly estimate
16 wCPU + &4 GBE memory 470,03
20 GB balanced persistent 52.40
disk

Sustained use discount -50.00
Total 547243

Compute Engine pricing

 LESS

OE2Sd Allow default access 9JJg s 9 |Jul)s: Allow HTTP traffic 9 Allow HTTPS traffic.



{e} Compute Engine < Create an instance [E) HELP ASSISTANT

-~
Virtual machines v Identity and APl access @ Monthly estimate
Service accounts
Storage -~ @ 3472 43
Service sccount : That's about $0.65 hourly
, Compute Engine default service account v e
E] Disks Pay for what you use: No upfront costs and per secand billing
Requires the Service Account User role (rolesfiam.serviceAccountlser) 1o be set for users
snapshots who want to access VMs with this service account. Learmn more Item Menthly estimate
ACCESS 5CO 16 vCPU + 64 GB memory $470.03
B images pes @
@ Allow default access 20 GB balanced persistent §2.40
Instance groups ~ (O Allow full access to all Cloud APIs digk
() set access for each API Sustained use discount -$0.00
#h  Instance groups
Total 5472.43
Health checks i
ﬂ Flrewa“ g Compute Engine pricing
VM MARanEE i ~ Add tags and firewall rules 1o allow specific network traffic from the Intermet A LESS
Allow HTTP traffic
& Marketplace
® i B Allow HTTPS traffic
H Rel M -
[ ReleaseNotes Advanced options i

odsu Uvwds Centos 7
&9, Create
Joldped: Bp lugble 8 £8> Jol 09 p9 oz oul.

VM instances [} CREATE INSTANCE @& OPERATIONS ~ [£] HELP ASSISTANT SHOW INFO PANEL ®1 LEARN

infrastructure. Learn more

T Filter (@SEUERGTNTNEx) @ECUEREEEENTOWE*) Enter property name or value X (7] m

D Status Name 4+ Zone Recommendations In use by Internal IP External IP Connect
0O e k8- asia- SSH = :
loadbalancer southl-c (nicQ) [ (nic0)

0O @ master-1 asia- SSH ~ :
south1-c (nic0) 2 (nic0)

0O @ master-2 asia- SSH ~ :
south1-c (nicO) 2 (nic0)

0O e master-3 asia- SSH ~ :
southl-c (nico) & (nico)

O e worker-1 asia- SSH ~ :
south1-¢ (nicQ) (nicO)

O e worker-2 asia- SSH ~ :
southi-c (nicQ) 2 (nic0)

O e worker-3 asia- SSH ~ :
south1-¢ (nicQ) [ (nic0)

O @ worker-4 asia- SSH ~ :
southl-c (nicO) [ (nic0)

ooty e luwluwsle eds puuos eoed Iduveloss
culysu IP IJgluos:

eJs GCP sup wessw eulssy IP 1J¢luo6 9lJeles oJblssl.

master-1 = 10.160.x.9
master-2 = 10.160.x.10
master-3 = 10.160.x.11
worker-1 = 10.160.x.12



worker-2 10.160.x.13
worker-3 10.160.x.14
worker-4 = 10.160.x.16
bastion = 10.160.x.19

ulb,o gleo ;Osg06 Jpuue9s

B zese IJeds Gissuws: gled: luvossv):

1. Iu_éoa pul93 b lJgplsé Idplbdowsd gds ¢lbpe Linux 99, vodssy wdssule Uiplo.
B Ied Issuwss s gpdsle IUoui pogsss Iiglavsle:

Kubernetes etcd server client API: 2379/tcp, 2380/tcp
Kubernetes API server: 6443/tcp



pdizbs: lsuol popus lu suwee Ipsuls ds IJ GCP 231, zelss.

2. odosy lesble 1duuwds 1 ebdsws (DNS 1depds: iuuele IJp s NTP).

¢l>p BaseUp:

1. lesl 9Jdsd HA.

2. |uolws wdgsy IUghe Uir°|r°l§ 9lJgJds s haproxy.conf | pJes.
3. lelx6 wubgsd haproxy 1Ug>p6.

lJgbsle Idyulisgs Je@s 1Uyssuvss 9ldelpds:
1. 9p vovwse ldpuwous 9odysuo.
2. 9p vuvusw Kubernetes godgsyo.

WYb Vs IJeg¥s IU)ssUmss:

1. wosisé pepe9sd Kubernetes |Jg>s56 (kubeadminit).

2. 8p vovwse IJpdyu IUlolbs calico JJuvwJs (Idpuwegse wuvdd gluo Jédeo DNS
IJlwlowss eds 1Jed> Iissumsd).



3. lgwegae o3l 1le) JJlugople 1Us 108> IUissuvss wE$36 Hissuwss.

kubeadm join
16443 --token

\

--discovery-token-ca-cert-hash

\

--control-plane --certificate-key

4. 1Jozd8 pu Loes pedsple wble 1Jpze986 wluuwgsle kubect get nodeslJio,.

V9 Vs g9 IJgled:
1. lgwegspe 03l 1Ule, JJlusoele 1Us 8858 1Uglod 1Js 1Jg @6 1Ujis s wss.
kubeadm join

16443 --token

\

--discovery-token-ca-cert-hash

2. g0 uele luuopele 0288 pu pedsple wble Idpzeses eds IJeds Iissumsd wlgwoisle ol



|Ji|0_) kubect! get nodes.

gpdsle wosiss pug 98 lUpuwess
odysu Iduveds

1. 0éssy IJpd eu9) IJzs) I3l Jp oo pe 19086 Llgueesle o3l 1Jle):

passwd

2. 8p wofSsy luwele IUpuosd 131 Jip 1oy Wluwaésle o3l 1l

hostnamect] set-hostname

3. wJd9su DNS IJpzds.

cat > /etc/hosts <

4, opdso N dowdwd 1 dpos Jgopla NTP Glgogstp o3l 1diay.
systemct]l enable --now chronyd

2. 5238 p0 1JelJdb olwogsla 031 1T ey,

systemct] status chronyd

3. 0edd po pl o NTP Glgpogat e o1 1diay.

chronyc sources -v

#1>pa Bastion



I dgbed 1. ©zdd po dozogdlo.

sudo yum check-update

Idgbed 2. Gp 0odogo Jopasdlo |31 dp 0dy peodi.

yum update -y

Idgbys 3. Gp oodogo 1dlsglo 1 daw!ess.

yum -y install yum-utils

1Jéb55 4. Gp QULOED 2Hpb |Jo‘3d§d.

yum install haproxy -y

Idgbys 5. Tgad 031 1J0dsss weo 1dleslslo 1J1do,lpss &g letcthaproxy/haproxy.cfg :

frontend kubernetes
bind 10.160.x.19:6443
option tcplog
mode tcp
default_backend kubernetes-master-nodes
frontend http_front
mode http
bind 10.160.x.19:80
default_backend http_back
frontend https_front
mode http
bind 10.160.x.19:443
default_backend https_back
backend kubernetes-master-nodes
mode tcp
balance roundrobin
option tcp-check
server master-1 10.160.x.9:6443 check fall 3 rise 2
server master-2 10.160.x.10:6443 check fall 3 rise 2
server master-3 10.160.x.11:6443 check fall 3 rise 2
backend http_back
mode http
server master-1 10.160.x.9:6443 check fall 3 rise 2
server master-2 10.160.x.10:6443 check fall 3 rise 2
server master-3 10.160.x.11:6443 check fall 3 rise 2
backend https_back
mode http

x



server master-1 10.160.x.9:6443 check fall 3 rise 2
server master-2 10.160.x.10:6443 check fall 3 rise 2
server master-3 10.160.x.11:6443 check fall 3 rise 2

Tisten stats
bind 10.160.x.19:8080
mode http
stats enable
stats uri /

1dgbys 6. 0edd po pdd 1Jodsso eos swoos pod o311 JT ey viletclhaproxy/haproxy.cfg:

Example configuration for a possible web application. See the
full configuration options online.

http://haproxy.1lwt.eu/download/1.4/doc/configuration.txt

global
# to have these messages end up in /var/log/haproxy.log you will
# need to:
#

1) configure syslog to accept network log events. This 1is done
by adding the '-r' option to the SYSLOGD_OPTIONS 1in
/etc/sysconfig/syslog

2) configure local2 events to go to the /var/log/haproxy.Tlog
file. A 1line 1ike the following can be added to
/etc/sysconfig/syslog

Tocal2.* /var/log/haproxy.log

— 3 FH H B H H W W KR

og 127.0.0.1 Tocal2

chroot /var/T1ib/haproxy
pidfile /var/run/haproxy.pid
maxconn 4000

user haproxy

group haproxy

daemon

# turn on stats unix socket

stats socket /var/1lib/haproxy/stats

# common defaults that all the 'listen' and 'backend' sections will
# use if not designated in their block

gy gy gy g gy iy iy gy iy gy Sy Sy Mgy Gy gy g gy gy Gy g iy g gy g Sy Sy Sy g sy g
defaults

mode http

Tog global

option httplog

option dontTognull

option http-server-close
option forwardfor except 127.0.0.0/8



option redispatch

retries 3
timeout http-request 10s
timeout queue 1m
timeout connect 10s
timeout client 1m
timeout server 1m
timeout http-keep-alive 10s
timeout check 10s
maxconn 3000

frontend kubernetes
bind 10.160.x.19:6443
option tcplog
mode tcp
default_backend kubernetes-master-nodes
frontend http_front
mode http
bind 10.160.x.19:80
default_backend http_back
frontend https_front
mode http
bind 10.160.x.19:443
default_backend https_back
backend kubernetes-master-nodes
mode tcp
balance roundrobin
option tcp-check
server master-1 10.160.x.9:6443 check fall 3 rise 2
server master-2 10.160.x.10:6443 check fall 3 rise 2
server master-3 10.160.x.11:6443 check fall 3 rise 2
backend http_back
mode http
server master-1 10.160.x.9:6443 check fall 3 rise 2
server master-2 10.160.x.10:6443 check fall 3 rise 2
server master-3 10.160.x.11:6443 check fall 3 rise 2
backend https_back
mode http
server master-1 10.160.x.9:6443 check fall 3 rise 2
server master-2 10.160.x.10:6443 check fall 3 rise 2
server master-3 10.160.x.11:6443 check fall 3 rise 2

x

Tisten stats
bind 10.160.x.19:8080
mode http
stats enable
stats uri /

1Jgbss 7. ©edd po ol db 1 dbdo:

[root@k8-Toadbalancer vapadalal# systemct]l status haproxy
e haproxy.service - HAProxy Load Balancer
Loaded: loaded (/usr/lib/systemd/system/haproxy.service; enabled; vendor preset: disabled)
Active: active (running) since Wed 2022-10-26 ©8:33:17 UTC; 6s ago
Main PID: 30985 (haproxy-systemd)
CGroup: /system.slice/haproxy.service
F—30985 /usr/sbin/haproxy-systemd-wrapper -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid
F—30986 /usr/sbin/haproxy -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid -Ds



L-3p987 /usr/sbin/haproxy -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid -Ds

Oct 26 ©8:33:17 k8-loadbalancer systemd[1]: Started HAProxy Load Balancer.

Oct 26 ©8:33:17 k8-loadbalancer haproxy-systemd-wrapper[30985]: haproxy-systemd-wrapper: executing /usr/sbin/hapr
Oct 26 ©8:33:17 k8-loadbalancer haproxy-systemd-wrapper[30985]: [WARNING] 298/083317 (30986) : config : 'option f
Oct 26 ©8:33:17 k8-loadbalancer haproxy-systemd-wrapper[30985]: [WARNING] 298/083317 (30986) : config : 'option f
Hint: Some lines were ellipsized, use -1 to show in full.

[root@k8-loadbalancer vapadalal#

1digbls 1Jpzopds

1. zop8 HRroxy s 21ds G@d o leols ofssylo dodyso ds haproxy.cfg. eds wosd Jdpdl J;

[root@k8-Toadbalancer vapadalal# systemct]l status haproxy
e haproxy.service - HAProxy Load Balancer
Loaded: loaded (/usr/lib/systemd/system/haproxy.service; enabled; vendor preset: disabled)
Active: failed (Result: exit-code) since Wed 2022-10-26 08:29:23 UTC; 3min 44s ago
Process: 30951 ExecStart=/usr/sbin/haproxy-systemd-wrapper -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid $OPT
Main PID: 30951 (code=exited, status=1/FAILURE)

Oct 26 0©8:29:23 k8-loadbalancer systemd[1]: Started HAProxy Load Balancer.

Oct 26 08:29:23 k8-loadbalancer haproxy-systemd-wrapper[30951]: haproxy-systemd-wrapper: executing /usr/sbin/hapr
Oct 26 ©8:29:23 k8-loadbalancer haproxy-systemd-wrapper[30951]: [WARNING] 298/082923 (30952) : config : 'option f
Oct 26 ©8:29:23 k8-loadbalancer haproxy-systemd-wrapper[30951]: [WARNING] 298/082923 (30952) : config : 'option f
Oct 26 ©8:29:23 k8-loadbalancer haproxy-systemd-wrapper[30951]: [ALERT] 298/082923 (30952) : Starting frontend ku
Oct 26 08:29:23 k8-loadbalancer haproxy-systemd-wrapper[30951]: haproxy-systemd-wrapper: exit, haproxy RC=1.

Oct 26 ©8:29:23 k8-loadbalancer systemd[1]: haproxy.service: main process exited, code=exited, status=1/FAILURE.
Oct 26 ©8:29:23 k8-loadbalancer systemd[1]: Unit haproxy.service entered failed state.

Oct 26 08:29:23 k8-loadbalancer systemd[1]: haproxy.service failed.

Hint: Some lines were ellipsized, use -1 to show in full.

8yl

1. Set the boolean value for haproxy_connect_any to true.
2. Restart the haproxy service.
3. Verify the status.

I dogdsd:

[root@k8-Toadbalancer vapadala]# setsebool -P haproxy_connect_any=1
[root@k8-1oadbalancer vapadalal# systemct]l restart haproxy
[root@k8-Toadbalancer vapadala]# systemct]l status haproxy
e haproxy.service - HAProxy Load Balancer
Loaded: loaded (/usr/lib/systemd/system/haproxy.service; enabled; vendor preset: disabled)
Active: active (running) since Wed 2022-10-26 08:33:17 UTC; 6s ago
Main PID: 30985 (haproxy-systemd)
CGroup: /system.slice/haproxy.service
F—30985 /usr/sbin/haproxy-systemd-wrapper -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid
F—30986 /usr/sbin/haproxy -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid -Ds
L 30987 /usr/sbin/haproxy -f /etc/haproxy/haproxy.cfg -p /run/haproxy.pid -Ds



Oct 26 ©8:33:17 k8-loadbalancer systemd[1]: Started HAProxy Load Balancer.

Oct 26 0©8:33:17 k8-loadbalancer haproxy-systemd-wrapper[30985]: haproxy-systemd-wrapper: executing /usr/sbin/hapr
Oct 26 ©8:33:17 k8-loadbalancer haproxy-systemd-wrapper[30985]: [WARNING] 298/083317 (30986) : config : 'option f
Oct 26 ©8:33:17 k8-loadbalancer haproxy-systemd-wrapper[30985]: [WARNING] 298/083317 (30986) : config : 'option f
Hint: Some lines were ellipsized, use -1 to show in full.

[root@k8-loadbalancer vapadalal#

aﬁgga Docker eds 1deds 1Jdobswss gldgl pds

Idgbed 1. ©zdd po dozogdlo.

sudo yum check-update

M_]tbgB 2. Lép ;T:Q;izggb ‘JQCJ‘:EJHQ 15‘ JP al) PCJ‘DB’

yum update -y

Idgbys 3. Gp oodogo 1dlsglo 1 daw!ess.

yum -y install yum-utils

IJgbgs 4. oooso Docker.

curl -fsSL https://get.docker.com/ | sh

Idgbgs 5. opdsy Jglop.

systemct]l enable --now docker

Idgbes 6. wds Oggsd gopd Il ypw!s.

sudo systemct] start docker

1 Jgbss 7. 0edd po 2! Jd g8 1 J] ! s,



sudo systemct] status docker

1JQ|Q€:

[root@kube-masterl vapadalal# sudo systemctl status docker

e docker.service - Docker Application Container Engine
loaded (/usr/lib/systemd/system/docker.service; enabled; vendor preset: disabled)

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct

[root@kube-masterl vapadalal#

25
25
25
25
25
25
25
25
25
25

Loaded:
Active:
Docs:
Main PID:
Tasks:
Memory:
CGroup:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

active (running) since Tue 2022-10-25 10:44:28 UTC; 40s ago

https://docs.docker.com
4275 (dockerd)

21

35.2M

/system.slice/docker.service
L4275 /usr/bin/dockerd -H fd:// --containerd=/run/containerd/containerd.sock

44
44
44
44
44
44
44
44
44
44

26
26
26
27
28
28
28
28
28
28

kube-masterl
kube-masteri
kube-masterl
kube-masterl
kube-masteri
kube-masteri
kube-masteri
kube-masteri
kube-masteri
kube-masteri

dockerd[4275]:
dockerd[4275]:
dockerd[4275]:
dockerd[4275]:
dockerd[4275]:
dockerd[4275]:
dockerd[4275]:
dockerd[4275]:

time="2022-10-25T10:
time="2022-10-25T10:
time="2022-10-25T10:
time="2022-10-25T10:
time="2022-10-25T10:
time="2022-10-25T10:
time="2022-10-25T10:
time="2022-10-25T10:

44
44
44
44
44
44
44
44

26.
26.
26.
.9203362932"
28.
28.
28.
28.

27

128233809Z"
128251910Z"
128260953Z"

104357517z2"
163830549Z"
1828337032"
1829395457"

level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info

systemd[1]: Started Docker Application Container Engine.
dockerd[4275]: time="2022-10-25T10:44:28.2084921477" level=info
Hint: Some lines were ellipsized, use -1 to show in full.

odoga Kubernetes gds 1dg@s 1dosswss oldepl Jsb

IJgbss 1. 1@lds pposse Kubernetes.

cat <

msg=
msg=
msg=
msg=
msg=
msg=
msg=
msg=

msg=

"scheme \"unix\"
"ccResolverWrapp
"ClientConn swit
"Loading contain
"Default bridge

"Loading contain
"Docker daemon™

"Daemon has comp

"API listen on /

"gpgcheck = 0" will not verify the authenticity of the package if unsigned. Production environment it i

¢bas 2. sgey SELinux.

sudo setenforce 0
sudo sed -i

's/ASELINUX=enforcing$/SELINUX=permissive/' /etc/selinux/config

Idgbss 3. oaoso Kubernetes.



sudo yum install -y kubelet kubeadm kubectl --disableexcludes=kubernetes

Idgbgs 4. wadsy Kubelet.

sudo systemct] enable --now kubelet

Idgbss 5. 1 Jodyso Pod Network.

kubeadm init --control-plane-endpoint "10.160.x.19:6443" --upload-certs

I Jgbad 6. |o@ls 1dypd Idppsl:

¢z JJTM‘M@ (pross dogde) sded> delpd.

1dedos 1Jysswss

Tdop) 1dpps)t Opo Oossd peogs | Jozde ds Kubernetes oggzle!

Jlpogsle oble Tdpgpsgde dp oopisd o3l Jpwogop gl gt

mkdir -p $HOME/.kube
sudo cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
sudo chown $(id -u):$(id -g) $HOME/.kube/config

oad! 80 dSJdde lbl Joo |JPOAQ<~'_JP ‘JCSJ%;‘ gpdod 1JQ@£§J.

export KUBECONFIG=/etc/kubernetes/admin.conf

spdod 1T ady dous POD 1ds oblp 1 Jpzpsces.

Run "kubectl apply -f [podnetwork].yaml" with one of the options listed at:
https://kubernetes.io/docs/concepts/cluster-administration/addons/

LﬁF‘A-JO*—J ‘JTU lJlOUbPlP 1JL§ M:g €93 po ad.} [N ‘J‘:’C‘AJF i} 1J&L§J 1J)3§Uu§5 |JQ§ Q&)&J 031 |Ji{;) 6Jt5 JJ
pool dzdy.

Iyze 1Jst wey gad 1ospl o Kubeadm

kubeadm join 10.160.0.19:6443 --token 5fv6ce.h07kyeTlronuyOmw2 \
--discovery-token-ca-cert-hash sha256:b5509b6fe784561f3435bf6b909dc8877e567c70921b21e35c464eb61


https://kubernetes.io/docs/reference/setup-tools/kubeadm/kubeadm-join/#join-workflow
https://kubernetes.io/docs/reference/setup-tools/kubeadm/kubeadm-join/#join-workflow

--control-plane --certificate-key 66773b960199ef4530461ef4014e1432066902d4a3dee01669d8622579731

pdlghs: 1dyzls pdlebd 1o pdole 1ol ss gpoz 2d IJawsd 1ds 1doglolo I Jewlws Joblp
“-]969365‘ ‘9‘:97)&@ 3Jd O")‘!

Aleols zplete gop 238 Idgel 210 1Jog Op Gepsdol b w90 w!leosof 131 G @osye! e gpdod [wagdlaol.

"kubeadm init phase upload-certs --upload-certs" to reload certs afterward.

Sp spdod 1lawal p 1ds T g9 po £d0 1del pded sapisde! eds IJ poo! Jgdy.

kubeadm join 10.160.0.19:6443 --token 5fv6ce.h07kyeTlronuyOmw2 \
--discovery-token-ca-cert-hash sha256:b5509b6fe784561f3435bf6b909dc8877e567c70921b21e35c464eb61l



1 Jgbys 7. 0pdd po é2p3 DNS 1 UTwlgss.

[root@kube-masterl vapadalal]# kubect]l get pods --all-namespaces

NAMESPACE NAME READY  STATUS RESTARTS AGE
kube-system calico-kube-controllers-59697b644f-v2f22 1/1 Running 0 32m
kube-system calico-node-gdwr6 1/1 Running 0 5m54s
kube-system calico-node-zszbc 1/1 Running 11 (5m22s ago) 32m
kube-system calico-typha-6944f58589-q9jxf 1/1 Running 0 32m
kube-system coredns-565d847f94-cwgj8 1/1 Running 0 58m
kube-system coredns-565d847f94-tttpq 1/1 Running 0 58m
kube-system etcd-kube-masterl 1/1 Running 0 59m
kube-system kube-apiserver-kube-masterl 1/1 Running 0 59m
kube-system kube-controller-manager-kube-masterl 1/1 Running 0 59m
kube-system kube-proxy-flgvq 1/1 Running 0 5m54s
kube-system kube-proxy-hf5qv 1/1 Running 0 58m
kube-system kube-scheduler-kube-masterl 1/1 Running 0 59m

[root@kube-masterl vapadalal#

1Jgbsd 8. ©edd po 2!Jb 1Jedod 1 JoGewss -

[root@kube-masterl vapadalal# kubect]l get nodes
NAME STATUS ROLES AGE  VERSION
kube-masterl Ready control-plane 11Im v1.25.3

Jdlgwal a 1ds e8> Jbewsd plgd2be cOp OOBEd ;19) Fdhgwelp 031 eds deds dybewss.

kubeadm join 10.160.x.19:6443 --token 5fv6ce.h07kyelronuyOmw2 \
--discovery-token-ca-cert-hash sha256:b5509b6fe784561f3435bf6b909dc8877e567c70921b21e35c464ebb61l
--control-plane --certificate-key 66773b960199ef4530461ef4014e1432066902d4a3dee01669d8622579731

1digbls 1dpzapds 1J0s opd pplodool Td01s Jodls 1dypd 1dpps)

sbi CRI

[root@kube-masterl vapadala]# kubeadm init --control-plane-endpoint "10.160.x.19:6443" --upload-certs
[init] Using Kubernetes version: v1.25.3
[preflight] Running pre-flight checks

[WARNING Firewalld]: firewalld is active, please ensure ports [6443 10250] are open or your clu
error execution phase preflight: [preflight] Some fatal errors occurred:

[ERROR CRI]: container runtime is not running: output: time="2022-10-25T08:56:42Z" level=fatal

[ERROR FileContent--proc-sys-net-ipv4-ip_forward]: /proc/sys/net/ipv4/ip_forward contents are n
[preflight] If you know what you are doing, you can make a check non-fatal with “--ignore-preflight-err
To see the stack trace of this error execute with --v=5 or higher

¢d CRI JJgbi



Idgbys 1. Gp oly1ds pda config.tom o sigs opied 1zl ash.

rm -rf /etc/containerd/config.toml
systemct] restart containerd
kubeadm init

Idgbss 2. Gp oodoso el gss:
Gp oodoss sipb container.io pg peosselo Docker U wass olwogsla 030 1Jiglay.

yum install -y yum-utils
yum-config-manager --add-repo https://download.docker.com/1linux/centos/docker-ce.repo.
yum install -y containerd.io

Idgbgs 3. Gp 0odesy gl ssh:

sudo mkdir -p /etc/containerd
containerd config default | sudo tee /etc/containerd/config.toml

I Jgbgsd 4, lelod owegsd 1dglggd:

systemct] restart containerd

¢bi Fil eContent—proc-sys-net-ipv4-ip_forward

[ERROR FiTeContent--proc-sys-net-ipv4-ip_forward]: /proc/sys/net/ipv4/ip_forward contents are not set t

¢bi Fil eContent—proc-sys-net-ipv4-ip_forward »s3s

dp wossso dsed ip_forward 1us 1.

echo 1 > /proc/sys/net/ipv4/ip_forward

¢ops DNS (Jipwlpss JI ogpd

[root@kube-masterl vapadalal# kubect]l get nodes
NAME STATUS ROLES AGE  VERSION
kube-masterl NotReady control-plane 11m  v1.25.3



[root@kube-masterl vapadalal# kubect]l get pods --all-namespaces

NAMESPACE NAME READY STATUS RESTARTS A
kube-system coredns-565d847f94-cwgj8 0/1 Pending 0 12m
kube-system coredns-565d847f94-tttpq 0/1 Pending O 12
kube-system etcd-kube-masterl 1/1 Running 0

kube-system kube-apiserver-kube-masterl 1/1 Running 0 12m
kube-system kube-controller-manager-kube-masterl 1/1 Running 0 12m
kube-system kube-proxy-hf5qv 1/1 Running 0

kube-system kube-scheduler-kube-masterl 1/1 Running 0 12m

[root@kube-masterl vapadalal#

duly
DNS 1 Jiwlws pedd ppl edicy 1Js szss pdddd O | dgods. Ji3JY sdip odoso Calico.
Mesze: dldsds

Gp ooodsd edso 1dTpugor

curl https://raw.githubusercontent.com/projectcalico/calico/v3.24.3/manifests/calico-typha.yaml -o cali
kubectl apply -f calico.yaml

edd8 Idglpad
B "edob el pd" 00 ldewsd eds Tdop) dpps) po I doGsws:

Idgbss 1. Gp wopdso gopd Kubelet.

sudo systemct]l daemon-reload
sudo systemct] restart docker
sudo systemct] restart kubelet
systemct] enable kubelet.service

Idgkss 2. Tawe 1Js zese £d° el adso wldedss I dobemsd oleogsle Tay Idlapelp odl.

kubeadm join 10.160.x.19:6443 --token 5fv6ce.h07kyelronuyOmw2 \
--discovery-token-ca-cert-hash sha256:b5509b6fe784561f3435bf6b909dc8877e567c70921b21e35c464ebb61l

1debsd 3. 131 Opn pylgob Tgble aoedds ol Jpddla Ty 1Jp0ldde dlgs opsso wyol pe Kubeadm oipwogsl o
TINIFSE

kubeadm reset

o lelos 1dosssae 198 1dopl 1dpps) po 1dedod 1 Jobsewss -


https://projectcalico.docs.tigera.io/getting-started/kubernetes/self-managed-onprem/onpremises

kubeadm join 10.160.x.19:6443 --token 5fv6ce.h07kyeTlronuyOmw2 \
--discovery-token-ca-cert-hash sha256:b5509b6fe784561f3435bf6b909dc8877e567c70921b21e35c464eb61

Idolag 1Jd00!Es

op odsso oblp 1dpgpsed 1JT0 ©pdd poo olwogal s 10T s, Kubect! 1apd gds 1Jedo.

"ﬂrlmg TZI 1 vapadala]# kubectl get nodes
HHHE STATUS ROLES AGE EP'IUH
master-1 Ready control-plane 57m vl.
master-2 '

control-plane 4 Om vl.
master-3 Al control-plane Zmis vl.2h
worker-1 eady kube-nodel 17m

Worker-. eady Kube-node £ emlds
worker-3 eady kube-n ; 12m

worker-4 Eeady kube-node Smils
[root@master-1 vapadala) #




pdlghbs: g o3 odasy bl e 1dpzpsede sop 0dasy dogde po 1dedd 1 dobewsd @b, Jp sop 0dss)
popscd Bastion gzise pudis Jeyldos Jlas pdyolo Kube Gs obla 1 dpzpses-



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



