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Seqtings J/ External Services

Authentication and Policy Servers

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco
Identity Services Engine (ISE) servers can also supply policy and user information.
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v Advanced Attributes Settings

ot Cisco:cisco-av-palr ~  Role=SUPER-ADMIN-ROLE ~

~ Attributes Details
Access Type = ACCESS ACCEPT

cisco-av-pair = Role=SUPER-ADMIN-ROLE
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Work Centers - Profiler
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Results

Profiles

DNAC_AUTH_PROFILE
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= Cisco DMNA Center

User Managament
Role Based Access Control

External Authentication

System [ Users & Roles

External Authentication

it needs to be configured here on Cisco DNA Center.

Cisco DNA Center supports external servers for authentication and authorization of External Users.Use the fields in this window to create, update and
on Cisco DNA Center is the name of the AAA attribute chosen on the AAA server.

The default attribute expected is Cisco-AVPair, but if the user choa

The value of the AAA attribute to be configured for autharization an AAA server would be in the format of *Role=rolel” On ISE server, choose the cis
attributes list. A sample configuration inside Authorization profile would lack like “cisco-av-pair= Role=SUPER-ADMIN-ROLE"

An example configuration in the case of manually defining the AAA attribute would be "Cisco-AVPair=Role=SUPER-ADMIN-ROLE"

@ Enable External User @

~ AAA Attribute

AAL Artribute

Cisco-AVFair

[ Reset to Default

e
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v AAA Server(s)

Primary AAA Server

IF Address
i Ak

Secondary AAA Server

IF Address
= Ik

Shared Secret

SHOW

Info

View Advanced Settings

Shared Secret

SHOW

Info

View Advanced Settings

Update
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v AAA Server(s)

Primary AAA Server

IF Aaddress
] ol e

Secondary AAA Server

IF Address
HE " EE R

Shared Secret
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Info

Hide Advanced Settings

© RADIUS | O TACACS

Authentication Port

1812

Shared Secret

Info

Hide Advanced Settings

© RADIUS | O TACACS

Accounting Part

1813

Retries

3

Timeout (seconds)

4

Authentication Port

1812

Accounting Part

1813

Retries

3

Timeout (seconds)

4

Update
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Success

Updated aaa-server successfully

success

Updated aaa-server successfully
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— Cisco DNA Center

Welcome, test
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User Roles

Rolo Bas
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