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lJos9 9" WS popd IJSSIuw g0 wed IJEluoo w9zso Idupde Vs Idubwdo IJpedso
lJJluwdIdsé (WLC) oluweesle 0,35 Cisco Catalyst.

IJecbdole IJlul jusé
lJeobdolo

oo weolz 1Usuesd lJs:

+ Cisco Catalyst Center GUI pg 59, Super-Admin.
* 9lzos b, IUlsle, (CLI) 99236 Idwedpe IJJluvdIsé AIrOS 99lz06 1dpyuwése Id3uu9pssd
(GUI) pg 29, IJpmdsd.
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wilo zpse 1Jizes IJpuwogsps Bs o3l Idpuwows wodssu ppuwse (IB8eluos). I3l Jloe
dredod 86 IJogvgsd: Wolds oo Wopd JJules) Idpeeed Jls lp).
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v lJpo9se o s¥Uvd s,y wslule ouwg luwwesle Cisco Catalyst Center gy wJdysu
POy IO wldwed Vs 9236 IJoedp IUJIuvdIso Cisco Wireless Controller WLC 5520 p¢
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Cisco Catalyst wglgj 03l lUoJasy vuwew ©d88S> WLC 03l Jodgsy puodys wid$ 9 1Je ) ppl
$938 IJs Bubd pops IJuglds):

Op wde Uy lesl NetFlow.

Bubd: odssu leshle odosy ¢hp pzee NetFlow Izsss6 ip: [10.10.10.10.10] slJpods: [6007]
eJs IJzoly: Wb 10.88.244.161 Ul wooole: gl Bs wubésd lele XDE. 5 ulds gbl: gae glol
loule wodss IJie, config flow create source 10.10.10.10 10.10.10.10.10 o083 6007. Ig,lz 1Jie):
9u2d puds config flow [Js 1Jes 1Jiduos Jess puoass [Jesdd 10.10.10.10 10.10.10.10
JJpuds 6007.

Provision . Network Devices . Inventory

WLC-5520

Management IP  10.88.244.161

Device Type

Device Role

COMPLETED: Deconfiguring old SNMP Trap Server Configurations Settings IP:[  10.10.10.10 ] on the device: 10.88.244.161 completed successfully

COMPLETED: Configuring new SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device: 10.88.244.161 completed successfully

Mo change in setting, S0 no operation was performed

Process success on all devices.

FAILED
. Retn,
Deployment of netflow setting initiated o
FAILED: Configuring new Netflow Collector Server Configuration Settings IP:[  10.10.10.10 ] and Port: [6007] on the device: 10.88.244.161 failed with

exception: Error in running XDE Procedure, Error Me Error occured while executing the command 'config flow create exporter 10.10.10.10

10.10.10.10 port 6G007".Command Output : config flow create exporter 10.10.10.10 10.10.10.10 S0y Reached Max limit for Numbels

of Flow Exporters

Configuration of application telemetry is only applicable upon enable/disable application telemetry action, so no operation was performed

oBluosd ol pops wooe IJluwegsle



pdlebs: spdo Jpyd; Cisco Catalyst B 9b I ogb eJs glse pzpe NetFlow IJlsd Jogsé
IJoede IJJlpwdIdss ol Jlvo szuss eds 0Bdss> Js £33 puos)s [Jor g,

Jlzb Iy, Cisco Catalyst Center sglod 3¢ puos) wrd$ IJs WLC. JJo 1Jzols wo slgs pdsu
AJSed Jol 09 pdds> Bis [l 9lz0s Lulo, IUI9le):

<#root>
(Cisco Controller) >
show fl ow exporter sunmary

Exporter-Name Exporter-IP Port fer_exporter 10.10.10.10 6007 (Cisco Co

show fl ow exporter statistics

Exporter-name: fer_exporter Total Flows Sent: 1147297289 Total Pkts Sent: 81828210 Total Pkts Dropped:



Selod Cisco Catalyst Center >oo¢ |gsble pzpeg NetFlow [Jos wpe odssuoel Ws leshle IJyvwdo
lJs eovuo) dopde O Iduveds Idpzdss IUdIgedIdss (WLC): 9ddu Idzols suod s 229>
e 1@ ldpcpeds Vs odysy 9led B¥b. $9>s8 3JY [Js Vv Idpops zos 131 Jly
o2 IJe>8§ 09 LS wo.

IJzd

1-1Joedd ew lo A0S WLC 8> 9u0J s 1Je> 1I8uos Jes puoss IJesds eu bisd
s le) S 9leod ulo, 1l9le, (CLI) 1JElL08 w9228 Iuede S IJubeds 1eediss
IJJlowddisé (WLC):

<#root>
(Cisco Controller) >

show fl ow exporter sunmary

Exporter-Name Exporter-IP Port

fer_exporter 10.10.10.10 6007

B ez 9lzos yulo, 1Igle, (CLIY 03l ohs lo guue, IJoedp B 1duvwds 1dpedsé
IJJlgvdIsse (WLC) Jsso wlded puos) wr8§ wp wdysuo Suwps fer_source 909 souwow
WIS 229 welyuole pg Cisco Catalyst Center loyle pops w998, IJBSIuv £0 w8>.

2- luodd lJs Blisps pydj Cisco Catalyst > lJoopse > lesble Idguodsé > gdlps lJowgsy
wsluleo voog IUlguegsle 902808 pu lud Ypo wodssy gbpe pepee NetFlow. oo sywelbse
JuvdJo cisco plxo pdli6 oy 19 ghes ubd J wrd§ pzee wlbJ:



IP Address Pools SP Profiles Wireless Telemetry

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices
are assigned to a site or provisioned.

Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the
metrics gathered and the frequency with which they are collected.

v NetFlow =

Choose Cisco DNA Center to be your NetFlow collector server, andfor add any external
NetFlow collector server. This is the destination server for NetFlow export from network
devices. Cisco DNA Center will only push the first NetFlow collector server for Wireless
Controller as it has a restriction on the number of flow exporters.

[ Use Cisco DNA Center as NetFlow collector server

INTERFACES FOR APPLICATION TELEMETRY

To enable telemetry on a device , select the device from the Provision table and choose
“Actions->Enable Application Telemetry" By default, All access interfaces on a switch OR all
LAN-facing interfaces on a router will be provisioned. To override this default behavior, tag
specific interfaces to be designated as LAN interface, by putting the keyword “lan” in the

< interface description.
Once specific interfaces are tagged those interfaces will be monitored.

(J Add an external NetFlow collector server
Only the external server destination will be configured on network devices. Flow records will not be configured.

ien..

lesble peee Cisco DNA Center NetFlow

3- ywed 1Uxg9d 1Js 9lzos Idpuwesp IUyuuspss AirOS WLC sluedd IJs Wireless > NetFlow >
Source JJlbJlg gJs Blisps puoys Idesd$ IJos op odysuol b 1dzolj:



CISCO MONITOR ~ WLANs CONTROLLER WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP
Wireless Exporter List
v Access Points
All APs Exporter Name Exporter Ip Port Number
Direct APs
= Radios fer_exporter 10.10.10.10 6007 [~

802.11a/nfac/ax
802.11b/g/nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

b Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
b FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
} 802.11a/nfacfax
» 802.11b/fa/n/fax
b Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

w Netflow
Monitor
Exporter

b QoS
wJdgsy WLC GUI NetFlow

4- e gu luwp puod) IJesd @ 1Uglue v 9p0 1JBlised [dpuusdo Iduwoe: 235 [51J6. s o3l
UPOU‘ SUVPS |,Ju,o PULd) Uo);é,j I\J-)QS Op odg..goo .ou.u-._;é| fer_source dro| 09 .oéd.) ds
IJglbgo 1.

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless Exporter List
+ Access Points
All APs Exporter Name Exporter Ip Port Number
Direct APs
» Radios fer exporter 10.10.10.10 6007

g02.11a/nfac/ax
802.11bfa/nfax
Dual-Band Radios
Cual-5G Radios
Global Configuration

b Advanced
Mesh

biJs 1puo)



5-= BlYly puos)y Idesd® 8ss IJluwedsle guspl ©@9p wlhildeo: spdud wdBds Huwlds weis)
wlo ldpuos) ,o_,o-:_;b vooldw IJossy. Jl spdud ldeo zos o@gpe wedwd Idlge)lo wlilds

10.88.244.161 says
MANAGEMENT C

Flow Exporter is associated to a Flow Monitor.

puod) lJose g

6- Jildo Ublywe IJes @ luwdd IJs Jluvdds > NetFlow > o3¢ 9235 Julvs 1Jws9§
lJesowbé o fer_source pos spdoud ildwol:

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Monitor List page

+ Access Points

All APs Monitor Name Record Name Exporter Name ExporterIp Port Numbaer
Direct APs

v Radios fer_Monitor none fer_exporer 10.10.10.10 6007 E
802.11a/n/ac/ax
802.11b/g/nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

b Advanced

Mesh
Bs o3l ldpeld suwps luwpe pildwo IJesd$ ldeyoubs wpuos) lJesd g fer_monitor. |31 Jloo

o)l9wo 1Jes g pyoubs wouvwds WLAN Ospdoud odds uwlds ppleds Jel 09 1dzld pe

10.88.244.161 says
MANAGEMENT C

Flow Monitor is associated to one of the Wlan.

wdgsy WLC GUI NetFlow

7-luodd Ids gdlps owyse gvwdle WLAN 99 we Suwpe yvwdle WLAN Jg,uo Juvodle WLAN
lJos op odysuol Bs guuo) Idozdp Vs Idyveds Idpedss IUJlgvdIdss (WLC):



WLANs

~ WLANs
WLANS

b Advanced

MONITOR

WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANs

Current Filter: None [Change Filter] [Clear Filter]

(] WLAN ID Type Profile Name WLAN S5ID

O WLAN testt test

Oz WLAN CiscoSensorProvisioning CiscoSenserProvisioning
Oz WLAN San_Angel__Global_F_saafacd3 San_Angel_Open
18 WLAN asa_profile aza

O is WLAN San Angel Guest_profile San Angel Guest

(] 20 WLAN San Angel PSK_profile San Angel PSK

odysu yvodle WLAN WLC GUI

Create New v

Admin Status Security Policies

Disabled
Enabled
Disabled
Enabled
Enabled
Enabled

[WPAZ ][ Auth(802.1X)]
[WPAZI[Auth(802.1%)]
Hone
[WPA2][Auth({802.1X)]
MAC Filtering

Mone

8- 1dee JJ odssy Uvwdle WLAN JJpslzes 5l dlo 28J poldus 1Josdd seess eds edles

lJowase fer_monitor [Jpgs> WO 2956 1Ugsrp0 wzse Spdud ildwe wugsss IJgsl) none:

CISCO
WLANs

w WLANs
WLANS

b Advanced

oJd9sy WLC GUI NetFlow

CisCO
WLANs

w WLANs
WLANS

b Advanced

oJd9su WLC GUI NetFlow

MONITOR  WILANs CONTROLLER  WIRELESS

WLANSs > Edit "San_Angel__Global_F_aaafacd3’

| General | Security QoS | Policy-Mapping | Advanced |

SECURITY MANAGEMENT COMMANDS

Quality of Service (Qas)
Application Visibility
AVC Profile

Flex AVC Profile

Netflow Monitor

Fastlane

MONITOR  WILANs CONTROLLER  WIRELESS

WLANSs > Edit "San_Angel__Global_F_aaafacd3’

| Platinum (voice) V|
Enabled

none

Nuarrida Dar-llear Randwidth Cantrarte frhne) 16

| General | Security QoS | Policy-Mapping | Advanced |

SECURITY MANAGEMENT COMMANDS

Quality of Service (Qa5)
Application Visibility
AVC Profile

Flex AVC Profile

Netflow Monitor

Fastlane

| Platinum (voice) V|
Enabled

none

Disable v

Nuarrida Dar-llear Randwidth Cantrarte frhne) 16



9- Loz L6 p)l3ws IJendd e Iduivwds 1dpedss IJJlguddss (WLAN). spdod ITo 16
Pl 96 1Je§ Jpl 09 p9 o B IJebgs 5. 9zl LlJs puos) 1Jesdd Jel 09 p9 o B
IUgbogé 4.

CISCO MONITOR WLANs (CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless Exporter List

w+ Access Points

All APs Exporter Name Exporter Ip Port Number
Direct APs

= Radios
BD2.11a/nfacfax
B02.11b/g/n/ax
Cual-Band Radios
Dual-5G Radios
Glabal Configuration

b Advanced
Mesh
» AP Group NTP

wdgsy WLC GUI NetFlow

10- J&s 2lo 1Jssdw IUlu JIgbs pjlews guuo) Ideede Os IUuveds 1dpedss IUJlguddss
(WLC) B pgigu Cisco Catalyst Center. 9o p0z)5 luwoliso pu lJpjleus: Spdud wie pops ©9Bds)
wsluleo voog IUlguegsle. 030 1Jp,6 Spdy I odu Idpops wlgzs uwlb)l Jgsp 929> puod) w9y
lolds wp wdasuo B e Idoede Ss IUubeds Idepedss IUJluvddss (WLC):



Activities . Tasks Q @ @ 5

DEVICE CONTROLLABILITY AND TELEMETRY

Update Telemetry Settings Task

I Starts: Feb 15, 2023 1:35 PM Status; . Success Last updated: 1:36:54 PM ¥ Refresh

- Deploymaent of snmp setting SUCCESS
Deployment of snmp setting initiated
COMPLETED: Deconfiguring old SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device:
10.88.244.161 completed successfully.
COMPLETED: Configuring new SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device: 10.88.244.161
completed successfully,

iy ™ Deployment of dns setting SUCCESS
Mo change in setling, so no operation was performed

Process success on all devices.

'. Deployment of netflow setting SUCCESS
Deployment of netflow setting initiated
COMPLETED: Configuring new Netflow Collector Server Configuration Settings IP: [ 10.10.10.10 ] and Port: [6007] on
the device: 10.88.244.161 completed successiully.

™ Application telemetry SUCCESS
Configuration of application telemaetry is only applicable upon enable/disable application telemetry action, so no operation
was performed

™ instuil of Swim Certificate SUCCESS

Setting does not apply to device, so no operation was performed

™) Deployment of WSA certificate SUCCESS
IGAP port configured Successfully
Telematne Suberrintinns Canfinnred Soeeessfuliv
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IJobeds 1 pedss IUdlunddss (WLC).

IJo280 pu lduors

wee» o cuses pops Ul Eu wed vorle: spdud IJeadd pu Iuoes Llweesle Isle,
5lz08 ulo, Iisle, (CLI) IJgl 06 w9208 Iddp Bus Iuiwds I pediss 1JJlIpuddiss (WLC)
Jeuod) Idesdd§ 9o plue. lsuol wldeedd pu LoW9zs gelss Lopelu pyd; Cisco Catalyst J WLC
9 APs.

<#root>
(Cisco Controller) >

show fl ow exporter summary



Exporter-Name Exporter-IP Port

dnacexporter 10.10.10.10

6007

pdlebo: e oyps) puody IJodd@ IUss wp wdsuo w9luwbs Cisco Catalyst Center
oypes)l wlool Jsbd g gdso |uwe Dnacsource.
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