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Figure 4.
User needs to click on ‘reconfigure Fabric’ to auto-reprovision the fabric nodes for the dual-stack information to
take effect for the migration.
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eubg) IPV6. szw lu sd9u JIJ oo WLC 9 AP gulyso IPv4 9o cuwedsp zpse louoldle
CAPWAP guloso IPV4 o30. wsupl wagp bls IJepdpe B 1duvwds 1dpedss 1JJlguddss (WLC)
esu IJJs8sé slouold udlos 1Jsuosd (AP) IUIuesh Idusbuw po wu9esdsd IUlue,ue (IP).
Suwwede 9,29d Cisco SD IJluosl) I)leg po wy9esdsd Idlue,ouw (IPV4) Jzese IJlouoldle
IJos coudd s e)ds o9, wsloule Ju9esdsd IPVE IJg psd slgd 2ip IPV4. 9031 sgos Two JI
SpIU CESSU wzptle AP 1JptLou0é weo Idubuds 1Jgluos Idblo,ss (VN) wluuegsle ozegle
IPlJos odow pdsgw 05392 9swp [JBle glol B 2lJs [z)le Is pelods Jodl IJogsso. spdo
oduvse Ilouold IUJlusdds B bl SDA oy Cisco |Js 1dpole 1U)ssuvss IJolss:

NSV RURT-I AN NN
* ouwesd IUgpsd eds pou IUblis,6

lob, |Js 030 IJlsle pu pulpg, IPVG.
w2p vIbs lJy09d

obd 030 IJg pdsé o wdwol Lldouwwd JJluoslhso 694 oo wy9esdsd IPVA. Lol Jio JIJ
ou WLC 9 AP gulosy IPV4 gldgbsle |deopus oul:



1. op wdssy puds Fabric Edge (FE) Judlbs 1Js o9d (AP) IUes 0z

2. couod b6 1J9uo9d wpuds FE 900 el udbs IUso9d (CDP AP) ©§9e wledle FE 29J
92920 (903l spwpe J FE vogssu vvods VLAN IJ oz s29).

3. wewed ulbé Iguoed eds guslu IPVA oo w8bs 1U9o9d IUElLod wglbe DHCP guwedle FE
Jopdsele 8936 puwess IJoedpe (CP) pe olluosd wlbs 1Jsosd.

4. ouupe udbs 1suosd IJs euues Idoede Vs Idubeds IUpedss IJJlgwdIdss (WLC) eo,)
U, 1Jeddsss6 (pod gsly DHCP 50 43).

5. s02d8 WLC ol Bl v 0 ¥bd 1Usuo9d Blby6 eds gpd IJouss 9sumweede g0 puweds
IJozde Jeedsele AP RLOC (eds uweosd Idpeldc RLOC IJplbdyo/ldlgwerlod Idpuuoded).

6. s> CP pg RLOC IP oy AP |Js WLC.

7. suwed WLC Idegde B 1Usuo9d IUs suwlisb AP (IJguslo) (MAC) B CP.

8. 599p CP wopase FE pg w0l osd oo WLC 29d 08bod 1Us09d (9031 stws FE wuse 083
VXLAN o 06k 1Js09J).

Seldz FE IJpgdsple 9suuis o9 VXLAN pg AP. gus o030 ldudbo. sedu AP go SSID ppdy
Jduuwse.

pdlzlbs: Vs 2lds ol bl Jlue v dbs 1y osd wise peylle Wsle (SSID) g6, LUSISH



9dl oo pgyd Vs (SSID) IUglue wldeuss: Wzl pu w99 JbvwJo VXLAN Lo
udbo 19 o9d 98956 2lws lJouss.

Jlieb s ol 1o wdbé 1Usuesd 1Js louold WLC wess slisel g, UnderLay CAPWAP glg, JJ
WLC |Js logold AP suvegspe VXLAN CAPWAP so) o)ldo. 03l sgus: lu eds Buue oo Hob
Iv s3ow pu ap [Js WLC. lue B @b oys CAPWAP Lsoel IUz)96 0,9, eJuws sodds VXLAN
03, Jlse 03l peld JJlouold wse AP 9 WLC.

THAD 101509965  172.16.80.2 172.16.00.2 3T AP - Discovery Regeest|

TReD 181, S0RNES 172.16.83.2 172.16.33.2 32T CAPWAP.

7H50 101510088  172.16.83.2 295,295,255 255 31T CAPP

TTIT 119.898981  172.16.83.2 172.16.33.2 312 CAPWAP

TTTE 110098982 172.16.83.3 372.36.33.3 33 CaPveP - Discowery Regeest|
159 CAPWAP-Control - Dlscovery Respomse

ITTH 1.5 172.16.30.2 571.96.83.3

273 3 17306832 149 CAMD Contrel = Discovery Respemie

Frame 7778: 312 bytes on wire (2576 bits), 322 bytes captured (2576 bits) Wn interface \Device\NPF_{B8£1C3H63- 180F 4FO8-GTBC-J7GIETFONLS4), 40 &
Ethernet I, Srci Clsco_$F:80:67 (80:00:0c:9F:183:67), Dstr Clsco_cfi70:47 Jecidd:30icfi70:47)

Interner nesl Versiem 4, Sre: 172.16.8.3, Dst: 172.16.33.3 N VXLAN D' ct
User Cat Protecel, Src Port: $I70, D3t Port: 3244 0 I Ire
Contro 1 rovisfoning of Wireless Access Points - Control
Bressble c i t H d l
Neader ommunication via unaeriay
TR
7340 181.509068  172.16.83.2 172.16.33.2 CAPWAR-Control 312 CAPWAP-Contral = Discovery Request[M
7I50 181510088  172.16.83.2 255,295, 295,295 CAPWAP-Cantral 322 CAPWAP-Cantrol - Giscovery Reguest[M
TITT H0.89B9EL  172.16.83.2 172.16.33.2 CaPsP-Control 322 CAPWAP-Control - Dlscovery Request[M
7778 10.858982  172.16.83.2 172.18.33.2 CAPMAP -Control 323 CAPWAR-Control - Dlscovery Request[M
TIT9 30900355 172.16.33.2 172.16.83.2 CAPMAP -Contral 199 CAPAR-Contral - Dlscovery Response
T780 10900448 172.16.33.2 172.16.83.2 CAPWAP -Cantral 149 CAPAP-Contral = Discovery Respense

Frame 7779: 19% bytes on wire (1552 bits), 199 bytes captured (1592 bits) on interface \Device\NPF_{BBELC365-180F -4FDE-B7BC-ITEIETFBO154), id @
Ethernet II, Src: Clsco_cf:?3:47 (6c:dd:Micf:73:47), Det: Cisco 0F:53:67 (09:7e:95:0f:53:67)
Internet Protocel Wersion 4, Srci 10.1.2.4, Dsti 172.18.81.79

[ « ¥iirknal|WitensikixlLocx]lArun Mrtamek ] WLC to AP communication is encapsulated in
fazad: 38 (ba:2S:cd:fa:ad:38)

Flags: @xB398, GBF Extension, VILAN Network ID (VNI)
Growp Policy ID: @
VELAN Metwork Identifier (VNI): 4097

VXLAN , as it is coming via Fabric.

Beserved: @
PO TS i ki s b sk

This VXLAN tunnel is between FE and CP/BR .

Internet Protocel Wersion 4, Src: 172.18.33.3, Dsk: 172.15.83.3

User Datagrss Protscsl, See Port: 5246, Dst Part: 5270 AP to FE is not yet established.
¥ Contral and Provisienimg of Wireless Access Paints - Comtrol
Pressble
Header

Control Header
Fessage Elesent

IJedlb 1Jz506 po AP JJs WLC (0bé CAPWAP) péled WLC |Us AP (088 VXLAN B 1o oss)

e lJepsd

Jl osld gpdso Ib)lz gpsd w9999 IPV6/Dual-Stack os wdwol 9JJu IUgpsd Suvwgse b9
CESSU guldsy wy9weded IPVE pod SLAAAC/DHCPVE JJze9d £ds gulasy IPV6.

1. sodlds Idgesd g "ldouss” 9s5pdu SSID eds udbs 1Ugo9J.

2. 58y WLC v b 1Jgo9d g0 webd.

3. suobd Iepsd ssuwed WLC o0luasd Idepsd L2 pg CP aszae 0dbs IUs o9

4. s99p IJgpsd wude 0906 IPV6 oo IUlwldse 1Jpd9ué - SLAAC/DHCPVG.

5. 8990 FE couvgsd ouwzsd gpsd IPVE |Us Blgss wslule wowg puoswd CP (HTDB).
ounwede uldlb 1Jgosd IJs FE 9 FE |Js 1Jggolw Uibs wuopesy IPV6 9 LISP »ligd Ibl)le IPV4.

louold IJg psd-lJg psd wluwogsle IPV6

odégue 1Jues,ys oul gpdss louold 1Je psd IJJluudds J IPV6 og gposd 1) pouad o IPVB. (903l
SYOCHo i lJepsd 9> wpw puob9uo _9ioo 9> zwod eds guslu IPV6 g, by 9 wp wdysuol.)
1. syuwd Idgpsd IUIbLle 802.11 [Js v ¥bs |9 o9d pge 2e9Jds IPVE.

2. 0 89p wldbo 1Us o9 wlilJo H99w 802.11 9o,y uwd Iz 9o IJiqu§6 J IPv6 s g IPv4



VXAN |Js Fabric Edge.

3. suwwse Fabric Edge bdo w)90999d 1Jsuod IUs Iruwlisd (MAP) Jozass 1d9zes shuw!d
IJlbl, |Js RLOC 1Jszoé og IPv4 VXLAN.

4. B 1dpzod IUszos. wop LilJé Hluw IPVA VXLAN 9sp Lol 2506 IPVE [Js IJg psd.

| VXLAN Tunnel Between AP and FE is IPvd l

(C i
VELAN B\j
(Data)
Dual Stack Client A& : Wireless

IPV4 VXLAN Tunnel
@ ((" @ - SD Fabric
FE-1
B Sl SRl ) Dual Stack Client B : Wired
b d
e e

FE-2 |

N
| 1PV payload | 1Pv6 Im.nl
MAP request/teply for IPv6 i

address using Pwd Outer header
AP removes the
802.11 header

|Mpl|lnld| E: Imal VELAN I

As current LISP
implementation
Uses IPv4,
underlay routing
must support
IPv4 or dual
stack

EID SRE: AP
I 1P = FE-2 removes the outer IPv4 header,

- looks at the VNID maps it to the VLAN.
° EID p— : Also looks at the SGT and apply the
| 1Py payload ] P I 8023 | VKLAN I uop l bty policy before forwarding the packet to
! ¢' client B

©

gpsd JluwdIs wuoliss [dpdsgw 1Us wrd@le 2ip Idepsd [duvdIdss colisss [Jdpdsyw

luze B 030 1Jgpdss wuvdd poged wluwodle tip IdIJedlb shee 1Us 1Jues,8 1Jglues
weulssu IP 9oluosd cuslu MAC. Jlgbb ig o3l Idlgsly suwwese JJl pu gpdle 1Upds
IJeso9z Ideeuodso vuduw itk 1dsosd 9JJu Idpesus luueesle uodle IPVE O)es6
(SSIDs) ppeJuss.

WLE IPvd address:

172.16.33.2
Wireless Client1: _/ﬂ
I1PV6: 2001:f38:202b:4:324b:130c:435¢:fad1 i 1
MAC: 74:da:da:f4:d6:35 Fabric Edge e

Loopback Ipvd :172.16.81.70
Ipv6 SVI: 2001:38:202b:4::1

| AP IPvA:172.16.83.2 B E::hiﬁ
@ (« « @ SDA Fabric rsovr

@

Wireless Client 2:
IPv6: 2001:f38:202b:6:78aa:22f5:817c:9211

oluosd guldsu IP sgolssu MAC Juveds wuss 9u29d [Js SD



pdlebs: Lldouuuwd Jis louold IPV6 the ldouss Il wl wsé. eds k:}Ug,..___sLJ lJpeold: Sew
wedsu IJugesoe eu) wi9w9ded DHCP/DNS 9 IPVE Lsu Idowséd IUluul gusd 1Jer9>56
&S IJJsdss.

1Jg 96 1. 890 IJgpsd wpuolb 86 gu9lu IPV6 9ldzuosd edso e IJiwldse IJos wp
oJdysuol.



POT P e e 8 s sk na s s v
| 12050 252.855624 2003 2001:f358:202b:4::1 DHCPVE
12051 282.857614 fed@: 1200: cff:fedf: fags FeBd:: 705F:2381: 9d03:b991  DHCPVE
Frame 12850: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface \Dev
Ethernet II, Src: Cisco_cf:73:47 (6c:dd:38:cf:73:47), Dst: Cisco 8f:53:67 (8@:7e:95:0f:53:67
Internet Protocol Version 4, Src: 18.2.2.4, Dst: 172.16.81.78

— - R RS N S nat A gl s
1940 05800 SRR Ol HIIIBION . viotael aeensibls tocit Acs itk
104 BLK5S fm fmmm 11 DHCE iﬂtonf * Flags: 0x@848, VILAN Network ID (WHI), Don't Learn, Policy Applied
e TSR == Group Poliey ID: @
104 B840 0L:F38:00bude:1 Haal e WBRela VXLAN Metwork Identifier (VNI): 4100 i
" Reserved: @

1050 2065 i LT OHCPy X8 fela, Ethernet II, Src: be:25:cd:f4:ad:36 (ba:25:cd:f4:ad:38), Dst: ba:25:cd:fa:ad:38 fbi}i‘i::d:f‘l
MR Y BRTRIE  FaRle o MaRe pFE o fnlf o FaiiS Falie s T0RF THEDQANLRAOT  NHIDVE 1% Daal * Internet Protecol Versien 6, Src: 2093::2, Dst: 2001:738:202b:4::1

ser Datagram Protocol, Src Port: 547, Dst Port: 547

DHCPVE

P Message type: Relay-reply (13)
Hopcownt: @
/ Link address: 2091:¥38:202b:4::1
// Peer address: fedd::705f:2381:9d03:b991
» Interface=Id
¥ Relay Message
Opticn: Relay Message (%)
Length: 84
. . ~ DHCPwE
Capture is from Fabric Edge , Message type: Reply (7)
- Transaction ID: @ncddaBed
Note the Source is DHCPv6 Server Identifier

. - . » Client Identifier

server and deStlnatlon IS FE Identity Assoclation for Mon-tesporary Address

G! Option: Identity Association for Nen-tesporary Address (3)
w Length: 48

IAID: @d74dsds

Ti: 345688

<

~ Ia Address
Option: IA Address (5)

Length: 24

IPvE address: 2081:f38:202b:4:324b:130c:435c:Fadl
Preferred lifetime: €91200

Valid lifetime: 1236800

lJodlb 1Jz5e6 pu ¢l DHCPVE |Js 856 21w lJwuso

lJglb9s 2. s)uwd lJgpsd I._J._Jluu._Jd:g Ibhle 802.11 |Js u9bé 1Usuo9d pe 2pe9dd IPVG.
lJ¢glogs 3. '{‘-5*5‘-] udbé 1Jg ool 1)l w Il wdIds 3¢>=_,ou IJz5eo 1Js 2lws IJeoss. 903l
Suwwde oluw 099 VXLAN IJss suvouws IJs IPV4 Jlo w@bo Iy osd ozw9s £Js guslu
IPv4.

L3017 IM0.BOLIE 1RO iLOSEILLIEEIEIOUDE TP LT LRI s e 440 CIROPULOLEY MEPTREUESL 1O [O4Tw] 1EODELOAES LN N E1EIUT0L,
13125 340.335487 ffo2::1:7f03:0991  ICWPvE 128 Neighbor Solicitation for 2003::705F:2381:9403:b451

13126 348.335489 2y ffoz::1:ff43:3eca ICHPvE 128 Neighbor Solicitation for 2003::65f6:308c:5843:3eca

13127 340.337723 1 £82::1:Ff83: 5991 ICHPvE 128 Neighbor Solicitation for 2003::785f:2381:9403:b991

13128 348.358378 fes0: : 705F: 2381 :9d83: 6091 ffe2::1:3 LR 145 Standard query @xedca ANY 1S3LR7KTDFNINKD

» Frame 13125: 128 bytes on wire (1824 bits), 128 bytes captured (1824 bits) on interface \Device\NPF_{BBELC365-1B0F -4FD&-87BC-2761E7FBO154}, id @
» Ethernet II, Sec: Ciseo 76:58:f8 (78:69:58:76:56:¥8), Dst: Clseo 9f:fe:fS (09:00:8¢c:9f:fe:f5)
» Internet Protocol Version 4, Sre: 172.16.63.2, Dst: 172.16.81.78 «
* User Datagras Protocol, Src Port: 49447, Dst Port: 4780
Virtual eXtensible Local Area Network

» Flags: @xB89, GOP Extension, VELAN Network ID (WNI)

oroup olicy I0: 0 Note VXLAN tunnel between

VHLAN Metwork Identifier (VNI): 8194

bispnkersg 1 AP and FE is IPV4 while the

» Ethernet II, Src: D-LinkIn_f4:d6:25 (74:da:da:f4:d6:25), Dst: IPvéecast_ff:@3:b9:91 (33:33:ff:03:b9:91)

%

¢ Internet Protacol Version £, Src: i, Dst: F§02::1:Ff03:b391 . .
T p— -— Payload from the client is
P oacs D000 ODBIY ..o sons sies sess sems = Traffic Class: @x@@ (DSCP: (58, EQN: No:-!(r}- T — -
... BGG0 0900 0000 0000 0000 = Flow Lsbel: BxB0000 IPve

Payload Length: 24

Next Header: IOMPWE (58)

Hop Lisit: 255

Source Address: ::

Destination Address: ff@l::1:ffa3:basl
» Internet Control Message Protocol vé

IJedlb 12506 Jobdd VXLAN Lo FE 9 AP

U;Jagé 3.1. s 99, Fabric Edge vowzsd gpsd IPV6 Llyuwgsle puwess Idogdp. Suvewgspe 03l
lJluwdoe ouwesd IPV4 pg 0Bl osd gpsd IPV6 1Jp9z9> wolgdo.



By magE 13, W

day_swsres  UW.l.f8 L1 at1ion
AN18 249.382776  172.16.81.70 LISP 316 Msgr 20, Registration for [
s i gistration 1

1C365=1B0F - 4F - ETBC =271

~face \De
61 (B4:Ba:Bd:af:60:61)

o

e (2528 bits), 316

1 Werslon 4, Src: 172.16.81.78, Dst: 18.2.2.4
rol Protocol, Src Port: 41620, Dt Port; 4342, Seq;

Transport) 9, Reglstrat 4b:130¢ a35c: Fadl/ 128
* Locator/ID Separation Protocal 1 21, Registration for [4109] 2091:38: 4b1130¢ 438521 f541/128
Type: Re stion (1
0 BOGO 00D BRDH 0001 = Flaps: Oxa001
ount: 1
4 oritative

lJgb9é 3.2. syuwd FE bdo 1Ug)sbé |Js puvess Idogde Jogsss RLOC 1J9gos.

% ENCAPLUINTED rup .
4 Encaprulated Map-Reque

3043

032 181, 4TITEL

.00 DO DO DOOR 0

1100 00 = Traffic Classi W
BOOB DO DIGD B0 B0 = D
oad L4 :

ol szldlo Fabric Edge gJs 31956 1o s Idpdde JJsrsbs Jgpdle IPV6 1Jpg 198 50: Jol 09
P9 DS 030 1Jo9,6.




lJglbeé 4. wop !g_bégogg_@o lJgipd IJs BLOC lJ9zod pg v Jé VXLAN IJgloé o IPV4 I._chtg
wepd ge9ds IPVE 1Jlodso slgdol. wel lo Il T jwsosu sebl lUs 1 oo ap: IJ IPV6 slgs
gpdss s o3l pp).
71 3.392885 2001 : 38:200b:4:324b: 130e:435¢ : Fadl 2001:F38: 202b:6: TRan: 2215: 8172 :9211 TOMPWE 142 Echo (ping) request id-x0001, seq=148, hop limit=63
72 3.352836 2001:f38:202b:4:324b: 130c:435¢ fadl 144 Echo (ping) request id=@xBdl, seqe=148, hop limit-84

73 3.398939 2001:38:202b: 6:78am: 225: 817 19211 144 Echo (plng) reply id-0x0081, seq-148, hop limit-d {
74 3.398941 2001:£38:2000:6: T8aa: 2245: 817 19211 144 Echo (ping) reply id=8xd081, seqe148, hop limit=63

Frame 72: 184 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface \Device\NPF_{BBE1C365-18DF-4FD8-B7BC-2761E7FBO1S4}, id @
Ethernet II, Src: Cisco 76:5e:8 (70:69:52:76:5¢:78), Dst: Cisco 9F:fe:fS (00:00:0c:9F:fe:fs)
» Internet Protocel Versiom 4, See: 172.16.83.2, Dst: 172.16.81.70
User Datagram Protocol, Src Port: 45487, Dst Port: 4789
Virtusl eXtensible Local Area Metwork
3 Flags: @xB80, GBP Extension, VLA Network ID {VNI)
Group Policy ID: @
VELAN Network Identifier (WMI): $194
Reserved: @
» Ethernet II, Src: D-LinkIn_f4:d6:25 (74:de:da:f4:d06:25), Ost: Cisco 9f:fa:85 (00:00:0c:9f:fa:85)
Internet Protocel Version 6, Src: 2001:f38:202b:4:324b:130c:435c:fadl, Dst: 2001:f38:202b:6:78aa:22f5:817c:9211
Internet Control Message Protocol v
Type: Echo (ping) request (128)
Code: @
Checksum: 8x@36F [correct]
[Checksum Status: Good)
Identifier: Qw021
Sequence: 148
i i
* Data (32 bytes)

R

<

@ . VXLAN VALAH B @

AP-1 AP-1

IJodlb IJz5e6 Jepdss Rooh louald IPVE wso gpsdsy Jluwddsso puvedso B vdbs IJguoesd vdwol

edpuo 030 1Ju09,6 leuold IPVE oo pulbs, IUg psd 1JJluudds.

WLC
ISE

LISP Map Request/response/registration
IPv6 Data inside IPv4 LISP packets @
CAPWAP - IPvd , /'"" \\ m
IPv6 traffic in 802.11 frames AP-WLC Underlay y \ '
— y Eha red Services
/ -y

9) (- @) — S < 3’;

DHCPv4/6-
DMNS

IPv6 Traffic in IPv4 VXLAN Pvd VELAN
Tunnel carrying IPVE data

Ssdewo IJundd louold IPVE oy pulby,) IUg psd 1UJlpwdIs



pdlebs: 9,09 LSS IPVE (p32d 95w) Ewn 30le wensd CisCo §s) p269p wuwww
1J 8595 1J 8,906 £ ISE.

V-19) lJr°°r° Pdlabé |JC;~._;&_.,§|C; 9Ep IPv6 y-19) |Jp¢J_90|C; |JJ|ou¢J§o |Jroaqu_90 |\_.Jol§ r) Cjc| 1%
lJou29d vy wi9w9ded SD py Cisco. sdgue lJg29d Vs 030 1Jo9,6 p 09996 IJps)lw odo.



C9800 IPv6 Features by Release

Infra IPv6 (CAPWAP over IPvE)

Local YES YES YES
Flex YES YES YES
Fabric NO YES YES
Infra IPv6 (WLC Platforms)

Hardware Wireless Controller YES YES YES
Wireless Controller in the

switches NO YES YES
Public Cloud: AWS NO NO NO
Public Cloud: GCP NO NO NO
Private Cloud: ESXi YES YES YES
Private Cloud: KVM YES YES YES
Private Cloud: NFVIs NO YES YES

Interop IPv6 support

C9800 <=-> DNA-C (Infra IPvE) NO TBD NO
C9800 <=-> CMX (Infra IPvG) NO TBD YES
C9800 <=-> ISE (Infra IPv6) NO TBD YES
WLC=->PI(Infra |IPv6) YES(Over SNMP) YES YES
OpenDNS(Infra iPv6) NO YES YES
Netflow over IPvE NO YES YES
ETA for IPv6 NO NO YES

o5l CAT9800 WLC IPV6 2 we IUluosl

olowo pwess ldogde J IPV6

wpen? wpdsy IPVB. wusl B )96 brgldle [uoldss 2ad IPVE IJposd B 9bsp e 1JE ) sbod
(MS)/pedJ IJgrsks (MR). wel lu 1dpgossd sedo 1o 9o Jo golssy IPVB pogsss: szess
259J Iz MSIMR 1Jgloo wd g bgldle Jzese golsse IP. sop spz 03l pg 239J IPV4
1Jp9z29> wIJwed.

Sew s ouwesd 1Usgad [Us slzos gulo, Iisle, (CLI) 1Jglu06 oldzels sluosly es0 1Jigle,
JJozdd pu gese Idb¢lJle.

Pod2-Borderish lisp site

LISP Site Registration Information

* = Some locators are down or unreachable

§# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID
site uci never no == 4097 172.16.83.0/24

=

2wld yesd 172.16.81.70:41629 4097 172.16.83.2/32







Humber of registered EID prefixes: 5

Maximum M5 entries allowed: 81920

MAC

Number of configured EID prefixes:

Number of registered EID prefixes:

Maximum M5 entries allowed: 81920

SpIdud iggu'ol lJozdd pu wlosd 29d ldpuosd IPVE o gJId 1o plo.

SUSS 2936 #2306 IPV6 Vs 1Us e9d |Js Cisco SD

Jlssep luosh) oY) vuse Iduveds 1) 886 (DNA) IJzlJs pu Cisco (zos 2.3.x) IJogvgsd
IJoddliss Juvsluws obosd 2996 206 IPVE. 90g 53U spdu Jdpumwerpsu logile $9ldw
wddss 9dluwddss ¢luos ClJluosh Iduwbuw po w9esdsd Idlue,ue (IPV6) $a9sl 9>9¢
L§!Jv 296 1Jg2p6 |Js £8> Fabric Edge. ulb)l Jiv )95 wusé IduvwJs 1,856 (DNA) s89,0
wlopes Jusluws 2956 3006 IPV4 eJs zese IJlzole [dplbss wpgyy cbosdol Bspdud Iy)lz
Srsbo Wss (obluy Blises IJozde WS IJyuosd (ACL) |Js IPVE sx98l) $od "lesble 1Jwise
Il o,lgoss" o) Sl

99spl sds Le9dE IJBIG IUss $28p 2956 206 IPVE IUwddsé slpoee pe odssu Iduoz IUss
e logilye woluwbd pydj wusd Iduveds 1J,9ps6:

interface GigabitEthernetx/y/z

service-policy input DNA-APIC_QOS_IN

class-map match-any DNA-APIC_QOS_IN#SCAVENGER <<< Provisioned by DNAC

match access-group name DNA-APIC_QOS_IN#SCAVENGER__acl

match access-group name IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

|

ipv6 access-1ist IPV6_QOS_IN#SCAVENGER__acl <<< Manually add

sequence 10 permit icmp any any

|

PoTicy-map DNA-APIC_QOS_IN

class IPV6_QOS_IN#SCAVENGER__acl <<< manually add

set dscp csl

For wireless QoS policy, Cisco DNA Center with current release (up to 2.3.x) will provision IPv4 QoS on
and apply IPv4 QoS into the WLC (Wireless LAN Controller). It doesn’t automate IPv6 QoS.
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Below is the sample wireless IPv6 QoS template. Please make sure to apply the QoS policy into the wirel
interface from the wireless VLAN:

ipv6 access-1list extended IPV6_QOS_IN#TRANS_DATA__acl

remark ### a placeholder ###

|

ipv6 access-1list extended IPV6_QOS_IN#REALTIME



remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6-QOS_IN#TUNNELED__ac]l
remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6_QOS_IN#VOICE

remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#SCAVENGER__acl
permit icmp any any

!

ipv6 access-Tist extended IPV6_QOS_IN#SIGNALING__acl
remark ### a placeholder ###

|

ipv6 access-Tist extended IPV6_QOS_IN#BROADCAST__acl
remark ### a placeholder ###

!

ipv6 access-Tist extended IPV6_QOS_IN#BULK_DATA__acl
permit tcp any any eq ftp

permit tcp any any eq ftp-data

permit tcp any any eq 21000

permit udp any any eq 20

!

ipv6 access-Tlist extended IPV6_QOS_IN#MM_CONF__acl
remark ms-Tync

permit tcp any any eq 3478

permit udp any any eq 3478

permit tcp range 5350 5509

permit udp range 5350 5509

!

ipv6 access-1ist extended IPV6_QOS_IN#MM_STREAM__acl
remark ### a placeholder ###

!

ipv6 access-1ist extended IPV6_QOS_IN#0AM__acl
remark ### a placeholder ###

class-map match-any IPV6_QOS_IN#TRANS_DATA

match access-group name IPV6_QOS_IN#TRANS_DATA__acl
!

class-map match-any IPV6_QOS_IN#REALTIME

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#TUNNELED

match access-group name IPV6_QOS_IN#TUNNELED__acl
!

class-map match-any IPV6_QOS_IN#VOICE

match access-group name IPV6_QOS_IN#VOICE

!

class-map match-any IPV6_QOS_IN#SCAVENGER

match access-group name IPV6_QOS_IN#SCAVENGER__acl
!

class-map match-any IPV6_QOS_IN#SIGNALING

match access-group name IPV6_QOS_IN#SIGNALING__acl
class-map match-any IPV6_QOS_IN#BROADCAST

match access-group name IPV6_QOS_IN#BROADCAST__acl
!

class-map match-any IPV6_QOS_IN#BULK_DATA

match access-group name IPV6_QOS_IN#BULK_DATA__ac]
1

class-map match-any IPV6_QOS_IN#MM_CONF
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match access-group name IPV6_QOS_IN#MM_CONF__acl

!

class-map match-any IPV6_QOS_IN#MM_STREAM

match access-group name IPV6_QOS_IN#MM_STREAM__ac]

!

class-map match-any IPV6_QOS_IN#0AM

match access-group name IPV6_QOS_IN#0AM__acl

policy-map IPV6_QOS_IN
class IPV6_QOS_IN#VOICE

set dscp ef

class IPV6_QOS_IN#BROADCAST
set dscp cs5

class IPV6_QOS_IN#REALTIME
set dscp cs4

class IPV6_QOS_IN#MM_CONF
set dscp af4l

class IPV6_QOS_IN#MM_STREAM
set dscp af3l

class IPV6_QOS_IN#SIGNALING
set dscp cs3

class IPV6_QOS_IN#0AM

set dscp cs2

class IPV6_QOS_IN#TRANS_DATA
set dscp af2l

class IPV6_QOS_IN#BULK_DATA
set dscp afll

class IPV6_QOS_IN#SCAVENGER
set dscp csl

class IPV6_QOS_IN#TUNNELED
class class-default

set dscp default

interface Vlanlxxx < = = (wireless VLAN)
service-policy input IPV6_QOS_IN
end

lowoduldd Igble IPV6 9] oJlzol b Cisco SD-Access

Iuweduul Tgble SD-Access IPV6 gl oJlzol suvwo IPV4 ¢plpl spdod slisel luwegsle 1Ule,
u Ao pg tsble Jdplo luwluwss peod s Jozdsd IJosd udywo. ssuoz o3l Idle) e
IJIsle, IJos sop luwegsleol wuvdd pod,) Juveduldd i3ble SD-Access 9l oJlzol.

Pod2-Edge-2#sh device-tracking database

Binding Table has 24 entries, 12 dynamic (Timit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlv]l age state Time left



DH4 172.16.83.2 7069.5a76.5ef8 Gil/0/1 2045 0025 5s REACHABLE 235 s(653998 s)

L 172.16.83.1 0000.0c9f.fef5 V12045 2045 0100 22564mn REACHABLE

ARP 172.16.79.10 74da.daf4.d625 AcO 71 0005 49s REACHABLE 201 s try O

L 172.16.79.1 0000.0c9f.f886 V179 79 0100 22562mn REACHABLE

L 172.16.78.1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

DH4 172.16.72.101 000c.29c3.16f0 Gil/0/3 72 0025 9803mn STALE 101187 s

L 172.16.72.1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

L 172.16.71.1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

ND FE80::7269:5AFF:FE76:5EF8 7069.5a76.5ef8 Gil1l/0/1 2045 0005 12s REACHABLE 230 s

ND FE80::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 107s REACHABLE 145 s try O

L FE80::200:CFF:FE9F:FA85 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

L FE80::200:CFF:FE9F:FA09 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

L FE80::200:CFF:FE9F:F886 0000.0c9f.f886 V179 79 0100 87217mn DOWN

L FE80::200:CFF:FE9F:F1AE 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

ND 2003::B900:53C0:9656:4363 74da.daf4.d625 AcO 71 0005 26mn STALE 451 s

ND 2003::705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 49 s try 0

ND 2003::5925:F521:C6A7:927B 74da.daf4.d625 AcO 71 0005 3mn REACHABLE 47 s try 0

L 2001:F38:202B:6::1 0000.0c9f.fa09 V178 78 0100 9546mn REACHABLE

ND 2001:F38:202B:4:B8AE:8711:5852:BE6A 74da.daf4.d625 AcO 71 0005 83s REACHABLE 164 s try O
ND 2001:F38:202B:4:705F:2381:9D03:B991 74da.daf4.d625 AcO 71 0005 112s REACHABLE 133 s try O
DH6 2001:F38:202B:4:324B:130C:435C:FA41 74da.daf4.d625 AcO 71 0024 107s REACHABLE 135 s try 0(985881 s)
L 2001:F38:202B:4::1 0000.0c9f.fa85 V171 71 0100 22562mn REACHABLE

DH6 2001:F38:202B:3:E6F4:68B3:D2A6:59E6 000c.29c3.16f0 Gil/0/3 72 0024 9804mn STALE 367005 s
L 2001:F38:202B:3::1 0000.0c9f.flae V172 72 0100 22562mn REACHABLE

Pod2-Edge-2#sh 1isp eid-table Campus_VN ipv6 database

LISP ETR IPv6 Mapping Database for EID-table vrf Campus_VN (IID 4100), LSBs: 0Ox1

Entries total 5, no-route 0, inactive 1
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2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, dynamic-eid InfraVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:324B:130C:435C:FA41/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:705F:2381:9D03:B991/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

2001:F38:202B:4:ACAF:7DDD:7CC2:F1B6/128, Inactive, expires: 10:14:48
2001:F38:202B:4:B8AE:8711:5852:BE6A/128, dynamic-eid ProdVLAN-IPV6, inherited from default locator-set
0ed275d1fc0l

Locator Pri/Wgt Source State

172.16.81.70 10/10 cfg-intf site-self, reachable

Pod2-Edge-2#show 1isp eid-table Campus_VN ipv6 map-cache

LISP IPv6 Mapping Cache for EID-table vrf Campus_VN (IID 4100), 6 entries

::/0, uptime: 1lw3d, expires: never, via static-send-map-request

Encapsulating to proxy ETR

2001:F38:202B:3::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request
Encapsulating to proxy ETR

2001:F38:202B:3:E6F4:68B3:D2A6:59E6/128, uptime: 00:00:04, expires: 23:59:55, via map-reply, self, comp
Locator Uptime State Pri/Wgt Encap-IID

172.16.81.70 00:00:04 up, self 10/10 -

2001:F38:202B:4::/64, uptime: 5wld, expires: never, via dynamic-EID, send-map-request
Encapsulating to proxy ETR

2001:F38:202B:6::/64, uptime: 6d15h, expires: never, via dynamic-EID, send-map-request
Encapsulating to proxy ETR

2002::/15, uptime: 00:05:04, expires: 00:09:56, via map-reply, forward-native
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Encapsulating to proxy ETR
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Pod2-Border#ping vrf Campus_VN 2003::2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2003::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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