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Router(config)# ip http server

Router(config)# ip http secure-server

Router(config)# ip http authentication |oca

<Rout er (confi g)# usernane <usernanme> privilege 15 password 0O <password
Router(config)# line vty 0 4

Router(config-line)# privilege level 15

Router(config-line)# | ogin |ocal

Rout er(config-line)# transport input telnet

Rout er(config-line)# transport input telnet ssh

Router(config-line)# exit
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P2P traffic is blocked
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Application Help

: L@mmn || 57 configure |Emunlmj | ok £ Cisco Confige
\ Salact Community Mamber:

| 1077241114 | ¥ |

15 Firewall
= IrterFace Managsrmsnt

" tq.lﬁgur- = Smeurky 2 Firewall and ACL

b (B8 Fiouter Create Firewall | Eoi Firewall Folicy |

¥ B sacunty Ciscn TP can guide wou [hrowgh Firewall configuration. Select
) Secunty Audit atask, than click Launch the selecled task
_"| Firawall and acL I~ Basic Firewall

Wb AL Editer Use Basic Flrewall wizard to apply pre-defined miles to

= [ wPH probedt your private network from the rosk cormon

athack s, Basic Firewall will nat allow you bo configure 0ME

F 3 VPN Compenants furvicas (for exampla, WAW . FTR)

F ] Asn
= Aubvanced Firewall |
= o] Advancad Sacurity

™~ |:| Likilibis =

Uze Advancad Firewsll wizard 8o spply sithar pre-defined
| ralad ar yaur awn sudtarmited rdled b protact pau privals
| nafbeork from tha nvest comnon attacks. advanced
Firewal «if allow you to configure DMZ sersloes (for
exarnple. Wy, FTRD,

[ Launch the salacied task | ]
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Firewall Wizard r:"': |
Kovanced Firesrall Configuration Wizard
Arivanced Firawsl allows you 1o Secure your prvate netwark n the following
ways [alows private nebwark users o access the ntemet, it protects your

rauler and privale neksark farm e oulside sflacks; 8 alloves you o confioung
managed sarvices in DM 1hal are aceessible from tha Intemet

Advanced Finswall:

= Applies defaull policles tn insidedrusted), outaidainruste and DME T0nes,

*Inspect TCR UDP and dather prolecols Trom inside 20ne 10 owlside 2one, as wall a3
roularganaraled 1GmWP b,

* Block hitp por-misuze forirmp2p as well as block all msa, yahoo, ol serers and
it (b wanl b 1aig.

* Diarw raflic frorm oulside Tones 1o ingide Tones,

To continue, click Mexl

-“_____ | I:Emuel| Help |




Firewall Wizard

Firewall Wizard

Achranced Fireveall Interface Confiper ation

Selecl insidadresied) and oulsideieninsiad) inlermaces You can select ang or
more insigefusted) and puisidaduniruzied) inferfaces.

reote Do nol select tha inter@ace brough which you accessed Cisco CF as he
outside undrested) intarfaca. [fyou do, vou will not be able to launch Cisco GF
frorn that interface after vau complate the Firevall Wizand.

Selecl & OME inlerface ifrvow hawe senars hal you want 1o make accessible from
the Intamet. These are typically OME, HTTR, FTF and SHTP samvars.

mtarface outsidequndrustad) | insidelfnstad) | (1]
FasiEsharmalid ¥ [ [~
FasiEshamelorg I_ i &

*:E'-an-'.l Med = | Finigl | Gannall Halp 1
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Preview Cisco CP Application Security Policy

Salecied Clsco CF default polley  High Security

The falloeang configuration commands will be applied.

il

gl

parameler-map lpe protocokinfo msn-seners A
serer name messenger hotmailcom
sender name gateway messenger holmail corm)|
SEMEr name webrmessengermsn com

parameler-map kpe protocokinfo aokseners
serser name login oscar. aol.com
serer name o oscar ol com
Serer name oam-difa blue aolcom

parameler-map kpe prolocokinfo yahoo-servers
SEMEr name s meayshoo com
SEMEr AAME SCSamSg yahoo, com
serfer name scsbmsg yahoo. com
SEFEr name Stsc.meg yahoo corm w

Close |
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Firewall Wizard

Aobvancid Firewall Domaan Narme Serner Configuaration

Application Security reguires 1had domain name lookup is enabled and al least
one DS servar IP addrass is configurad on your rouler for ke policy to oparale
succassiuly.

Enazble damaln lookup and enfer a1 least one DMES sener IF address,

Enable DMNS kagsed hosthame 10 address ransiation

Prirnary NS Servar. [ 110.77.230.45 | ]

Secondary DMS Barver (Optional) |

~Bac | Mest> | ien | Cancel| Help |
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Firewall Wizard

Firewall Configuraiion Summans

reofe Do nol select the intermace hrough which you accessed Cisco CP @ e o

Inzidailrasied) ntafacas:
FastEthernetl (10.77.241 114}

Cutsidiunirusied) intemaces:
FastElhermaiiil (209165201 .2

Serica Poalicy Canliguration:

In-zoma -= Jui-Zone.
Insgect TCP LD, H123,SIP, SCCF and ather profocols
Dery packeis wilh irvafid ip addrass as sounce
Applicatian lspecton for HTTE;
Block HTTP part-misuse for iR, P2P
Block HTTP gratocal Walation
Block HTTP request methods othar than posthead, pet
Block hilp request response containing non-asci ':rl-ﬁl'“ﬂﬂifﬁ
epplicaban Inspactan far Instant Messaging:
Block all serdees of msnyahooaol wilh og sclion 5.0
i . >

= Hack | et |] Finlsh || Cancel | Help |
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Delivar Configuration o Bouber

Dwltver defa commands ba {he rotder's running config

Pravieray Coimmsnds thal will ba defrered fothe rouler's running configurstion.

,:mceae:-mt 100 remerk CCP_ACL Catapoey=128 L
s ess-Rat 100 peenk ip host 2535255 255 255 arry X
on EE-lst 100 pormnk ip 127 D00 02255 255 255 any

aocess-list 100 pernit ip 2091852040 0 0003 &y

iiau reame-server 10.77 23045

(P atedarnmiap bype protocoland o men-48rsers

| BErvET Neime messanier hobmeil Com

SETYET GG gatEe ey MeEsenoer hoimal com

I a;:.h.':r MU Wb o S R N FRes i COm
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The differences between the running configuration and the startup configuration are lost whenever
tha rouber 15 burned aff.

'(!FE"E-‘EGEfi:ifﬁi'r]é:E'tiﬁi'f;;'in"riiﬁié?é's'iéﬁ:{é'éﬁﬁﬁé': :'
Ttz oprtion Can takie SEvernl minudes,

et | in] |

Commands Delivery Status

Command Delivery Status:

Preparing commands for delivery ...
Submitting 264 commands, please wait...
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Commands Delivery Status g|

Command Delivery Status:

Preparing commands for delivery...

Submitting 264 commands, please wait. .

Configuration delivered to router.

Copying the Running config to Startup config of sour router. Please wait ...
Funning config copied successfully to Startup Config of your router,

Information
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Configurs > Security > Fimewall and ACL

: ad
i Firewall i

Creale Firewall | Fdt Firewall Policy |

dp A~ @ Et.. [N Detets | 4 Moo=t B s Dove | 8 Cut By Sopy ) Paste - Emmmwml
Traffic Classiication
i Soupce Destination Service i Py i |
B cep-parmit-icmpraply [ salf to out-zone) :
1 [ any e any icmp foF Inspect
s}
udp
£z unmatched Traffic ER Alow
!'3 ccp-inspect [ n-zone b0 put-zone)
1 T 100 @ sy i Orop & Leg

(ol 255, 755,255,255 > oy |
L@ L27.0.0,000,255.255 255 - > any |
- A9, 165200 .0/0.0,0.31 - &y

i & any & any hitp Inspiad:
HTTP Appkcation 1.,
3 @ any @ any akp Inspect
TP Apolication L.
i A [ e [ irrum E® irncanct "f:
LA S — il : x|
R |
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Canfigure = Securly > Advancad Sadurity = Zonas

Bl 7 Additional Tasks |

Tond Add. | Edk.|  Delete |

Harmi Acsociated Inberaces Agsociated Zone Palrs

oul-zone FastEthameatin cog-Zp-seli-out, cep-2p-in-out, cop-Tp-outsefl
in-zone FastElhernatan cem-2p-in-out
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Monitor e Cisco Configuration Professional '''"!
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Configure > Secumty > Advanced Seourity > Zone Pairs {
i Additional Tasks
Zone Pairs A Delede
Zona Palr Source Desiination Policy
CLp-2p-5eitoul S oul-zomne ctp-permil-icmprephy
CLp-Zg-ln-out In-2one out-zone coo-inspect
cop-zg-out-sell out-zone self cop-permit
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Edit a fone

Fane Mame : in-zane

Choose the interfaces to associate with the zane.

Interface

¥ FastEthernetdi
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inhgure > Securty > Firewall and ALL

& Firewall

sreate Firewall | Edit Firewall Policy |
% A0~ (@ et ) [ Oslete A Movelp § MoveDown % Cut By Copy B8 Paste [ Rule Flow Disgram

Traffic Classification .
= - Ackion Ru
I | Source | Destination I Service
B pnp-inspectl[ in-zone to out-zone)
' 1 3100 @ any @ Drop Lo
..... - # 255.255.255.255 -> any
L@ 127.0.0.0/0.255.255.255 - > any
----- # 209.165.201.0/0.0.0.31 -> any
..... 2 @ any @ any http Inspect
HTTP Applcakion ...
..... 3 @ any @ any smbp Inspect
SMTP Application 1...
4 @ any & any imap Inspect
MAP Application 1.
..... 3 @ any @ any pop3 % Inspect

A PoP3 Application 1...

2 cop-cls-prot i
: 7 - F - LAREIE i Mean
£ il |
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Edit a Rule El

Source and Destination | Any v
Traffic Mame | | Miowe Lo Mowe Dowin
Source Metwork Deslination Metwork add,
ECi
Diedabes
Senice
Semvice Name: |cop-cls-protocol| " Bicipery

S0 Defined Service "

Usar Defined Service

Protoool List

E-HTTP Ad

o
[+ EMail

[ General

- Mebwork Services

- Tunngling |

s

grutedla
kazaalz

fastrack
bittorrent

TR

Actiomn: [_Dmp *.-'j Advanced
v Log

ik Cancel Help
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Edit a Eule

Source and Destination |.ﬂ.n5.-' v
Traffic Mame | | ove Lo o
Source Metyork Destination Metwork

Service

service Name. | cop-cls-prodocok|
- HTTP ~
- TM kazasl
=--p2p bittarrant

T EFTal

- aenera

i Metwork Services
- Tunngling

¥ Maminn Serviras

Action: Drop W
v Log

i b--directconnect _'[ Aid == ] fastrack

<< Remave

Adviantced

QK Cancel Help
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Edi
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Edit a Rule El

Source and Destination |.ﬂ.n5.-' v
Traffic Name l | Miowve Up Move Doisr
Source Metwork Destination Metwork Add,
Edi
Digzabe
Service
SEtikohane, (cokiepramtor) ie
- HTTP A
- TM kazaal
=--p2p bittorrant
i e directconnact | Add == fastirack
o 2 (9““‘“"“)
- General << Remave Wrmx
- Netwerk Services
- Tunneling
[+--Maming Services
.. Time Prokornls o
Action: | Drop v Advanced
v Lo
] 4 | Cancel | Help
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Edit & Rule X

) —— =l
Source and Deslination | Any w |
Source Mebwork Destination NMefwark
Semice
& v ~ adonkey |
&-IM kazaaz
= FZP bittonrent
L drectoonnect Sdd fasilrack
& EMal grutella
® Ganera win
HMebaork Services
£ Tunneing
[£--Maming Services
4 Tirre Probrenl s S

Action: [Jnspect
I Log

oS
Cptions ...

Ok | Cancel | Help
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Application Inspection

Application conformance can be configured to specify
actions for the traffic based on application specific header
and payload parameters.
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Configure Deep Packet Inspection - Peer-to-Peer

Folicy Map Mame: Cescription: G
T ao
!ccp—pmap—gnutella |
Match Class Mame .' Action | Log
(6] 4 icancel Help

Peer-to-Peer Class Map

zlass Map: [_c_cp-class-gnut'éll-lla ] |
zlass Map Type: | gnutella W
Description:

Match Criteria

.................................

Match .l"ll.alue [_. ........ lﬂl‘ de ......... ]

Ik cancel Help
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Add P2P Rule

Match Criteria: |ﬂ|e-transfer W

Enter Walue: |.E}{E|

ik I Cancel| Help |

o3 (1085 JlaSiw 5,31 6,0 59l90 §99 Jail .19

Peer-to-Peer Class Map

class Map: cop-class-gnutella I

Zlass Map Type:  gnuiells

Description: |

Match Criteria

.................................

Match Yalue EooAdd.

.................................

file-transfer

Delete

[ Ik ]] Zancel Help
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Configure Deep Packet Inspection - Peer-to-Peer

Folicy Map Mame: Description:

:Iﬁcp-rﬂr.’naﬁ-.gnutella

Match Class Mame Action Log

=hnnes=

Add...

Edit...

Delete

] Zancel Help |
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Commands Delivery Status E

Command Delivery Status:

Preparing commands for delivery ...

=ubmitting 52 commands, please wait. .

Configuration delivered to router.

Copying the Running config to Startup config of sour router . Pleasze wait...
Funning config copied successfully to Startup Config of your ru:nuter.|

L 1) o

ol > dawluw) Edit Firewall Policy «uguill dode o Saxs Ll 632l aclgall adl o hiSay .23
oS pSaill daslBg (alaxll Hla=) Firewall < (oY) Security < (:u953l) Configure oo (4Ll

Joooll
.(ACL)
ite Firewall | Edit Firewall Policy | B
Add ~ @ Fdit.. i Delste | 4 A ) & Ba corv [ Paste - | Rule Flow Disgram
Traffic ClassFicakion )
H Ackion Rule O
| | Source | Destination Service
s @ any e ] Ay hitp nspect
HTTP Application I...
3 @@ anvy @ any st Irspect
& SMTP Application I...
4 @ any @ any imap £ Inspect
5 @ any @ any pop3 Inspect
& POP3 Application I...
F" a any ci any i;_”l;ll‘ll.lt;ETE _E-IHSDEE“. _::l
7 @ any @@ any yrsar Imsoect
&y 1M Application Insp.. .
g8 @ any @ any (_ @ cep-cls-protocol-p2Zp Inspect R QoS )
9 @ any @ any ymsgr i@ Drop & Log
MM or
aol
10 & any @ any B cop-cls-insp-traffic B Inspect

ZFW a>90) oloVl Jlaw (oS5

A glawe ZFW JI e JsSGin 13 (9 @i Cisco ep o goludl g0l (8 Sl

ZBF a>g0

ZBF- Rout er #show run




...Building configuration

Current configuration : 9782 bytes
!
version 12.4
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption
!
host nanme ZBF- Rout er
!
boot - st art - mar ker
boot - end- mar ker
!
| oggi ng buffered 51200 war ni ngs
!
no aaa new node
ip cef
!
!
!
!
i p name-server 10.77.230. 45
!
mul tilink bundl e-nanme authenti cated
paranmeter-nap type protocol -info nmsn-servers
server name nessenger. hotnail.com
server nane gat eway.nessenger. hotmail.com
server name webnmessenger. nsn. com

paraneter-nap type protocol -info aol -servers
server nane | ogi n.oscar. aol.com

server name toc.oscar. aol.com

server nane oam d09a. bl ue. aol . com

par anet er-nmap type protocol -i nfo yahoo-servers
server nanme scs. nsg. yahoo. com

server name scsa. nsg. yahoo. com

server nane scsbh. nsg. yahoo. com

server name scsc. nsg. yahoo. com

server nane scsd. nsg. yahoo. com

server nanme c¢s16. nsg. dcn. yahoo. com

server nanme c¢s19. nsg. dcn. yahoo. com

server nanme cs42.nsg. dcn. yahoo. com

server nanme c¢s53. nsg. dcn. yahoo. com

server nanme cs54. nsg. dcn. yahoo. com

server nanme adsl.vip.scd. yahoo. com

server name radi ol. | aunch. vip. dal . yahoo. com
server name inl.msg.vip.re2. yahoo.com
server nane datal.ny.vip.sch.yahoo.com
server nanme addressl. pi mvip. mud. yahoo. com
server nane edit.nessenger.yahoo.com
server name nessenger.yahoo. com

server nanme http. pager.yahoo. com

server name privacy.yahoo.com

server nanme csa.yahoo.com

server nane csh.yahoo. com

server nanme csc.yahoo.com

paraneter-nmap type regex ccp-regex-nonasci
[ pattern [~ x00-\x80




|
crypto pki trustpoint TP-sel f-signed-1742995674
enrol | ment sel fsigned
subj ect - nanme cn=| OS- Sel f - Si gned- Certificate-1742995674
revocati on-check none
rsakeypair TP-sel f-signed-1742995674
|
!
crypto pki certificate chain TP-self-signed-1742995674
certificate self-signed 02
308201AB A0030201 02020102 300D0609 2A864886 30820242
F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967
6E65642D 43657274
6174652D 31373432 39393536 3734301E 170D3130 69666963
31313236 31303332
32315A17 0D323030 31303130 30303030 305A3031 312F302D
06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361
74652D31 37343239
3430819F 300D0609 2A864886 F70D0101 01050003 39353637
818D0030 81890281
8100A84A 980D15F0 6A6B5F1B 5A3359DE 5D552EFE FAA8079B
DA927DA2 4AF210F0
408131CE BB5B0189 FD82E22D 6A6284E3 5FADB2A7 7517772B
1BC5624E A1A6382E
6A07EE71 E93A98C9 B8494A55 0CDD6B4C 442065AA DBCIDICC
14D10B65 2FEFECCS
AA9B3064 59105FBF B9B30219 2FD53ECA 06720CA1 A6D30DAS
564FCED4 C53FC7FD
835B0203 010001A3 6A306830 0F060355 1D130101 FF040530
030101FF 30150603
551D1104 OE300CB2 0A5A4246 2D526F75 74657230 1F060355
1D230418 30168014
0BDBE585 15377DCA 5F00A1A2 6644EC22 366DE590 301D0603
551D0EO4 1604140B
DBE58515 377DCASF 00A1A266 44EC2236 6DE59030 OD06092A
864886F7 0D010104
810037F4 8EEC7AF5 85429563 F78F2F41 AO60EEE8 05000381
F23D8F3B E0913811
A143FC44 8CCE71C3 ASE9DO79 C2A8CD38 C272A375 4FCD459B
E02A9427 56E2F1A0
DA190B50 FA091669 CDB8CO66E CD1A095B 4E015326 77B3E567
DFD55A71 53220F86
FOO6D31E 02CB739E 19D633D6 61E49866 C31AD865 DC7F4380
FFEDDBAB 89E3B3E9
6139E472 DC62
qui t
!
!
usernane cisco privilege 15 password 0 ciscol23
archive
log config
hi dekeys
|
1
cl ass-map type inspect match-all sdmcls-im
mat ch protocol ynsgr
cl ass-map type inspect imap match-any ccp-app-inap
match invalid-command
cl ass-nmap type inspect match-any ccp-cl s-protocol -p2p
mat ch protocol signature
mat ch protocol gnutella signature
mat ch protocol kazaa2 signature




mat ch protocol fasttrack signature

mat ch protocol bitTorrent signature
class-map type inspect sntp match-any ccp-app-sntp
match data-length gt 5000000

class-map type inspect http match-any ccp-app-nonasci

match req-resp header regex ccp-regex-nonasci

cl ass-nap type inspect natch-any CCP-Voi ce-permt

mat ch protocol h323

mat ch protocol skinny

mat ch protocol sip

class-map type inspect gnutella match-any ccp-class-
gnutella

match file-transfer .exe
class-nmap type inspect match-any ccp-cls-insp-traffic
mat ch protocol dns

mat ch protocol https

mat ch protocol icnp

mat ch protocol imap

mat ch protocol pop3

mat ch protocol tcp

mat ch protocol udp
cl ass-nmap type inspect match-all ccp-insp-traffic

mat ch cl ass-map ccp-cls-insp-traffic
class-map type inspect match-any ccp-cls-icnp-access
mat ch protocol icnp

mat ch protocol tcp

mat ch protocol udp

Output suppressed ! class-nmap type inspect match- ---!!
all sdmcls-p2p match protocol gnutella class-map type
i nspect match-all ccp-protocol -pop3 natch protocol pop3
cl ass-nmap type inspect kazaa2 match-any ccp-cl s-p2p
match file-transfer class-map type inspect pop3 match-
any ccp-app-pop3 nmatch invalid-command cl ass-nmap type

i nspect match-all ccp-protocol -p2p match cl ass-map ccp-
cl s-protocol -p2p class-nmap type inspect match-all ccp-
protocol -immatch cl ass-map ccp-cl s-protocol -i mcl ass-
map type inspect match-all ccp-invalid-src match access-
group 100 cl ass-nmap type inspect match-all ccp-icnp-
access match cl ass-nmap ccp-cl s-icnp-access cl ass-nmap
type inspect http match-any ccp-app-httpnrethods nmatch
request method bcopy match request nethod bdel ete match
request net hod brove match request nethod bpropfind
mat ch request nethod bproppatch match request nethod
connect match request method copy nmatch request nethod
del ete match request nmethod edit match request nethod
getattribute nmatch request nethod getattri butenanes
mat ch request nethod getproperties match request mnethod
i ndex match request nethod | ock match request nethod
nkcol natch request method nkdir match request method
nove mat ch request nmethod notify match request nethod
options match request nmethod poll nmatch request nethod
post match request method propfind nmatch request nethod
proppatch match request nethod put nmatch request nethod
revadd match request nethod revl abel match request

net hod revl og natch request nethod revnum match request
net hod save match request nethod search match request
net hod setattribute match request nethod startrev nmatch
request nmethod stoprev match request nethod subscri be
mat ch request nethod trace match request method unedit
mat ch request nethod unl ock natch request method
unsubscribe class-map type inspect http match-any ccp-
htt p- bl ockparam mat ch request port-nisuse i mmatch
request port-msuse p2p match request port-m suse
tunneling match req-resp protocol -violation class-nmap




type inspect match-all ccp-protocol-inmap match protoco
i map class-map type inspect match-all ccp-protocol -sntp
mat ch protocol smp class-map type inspect nmatch-all
ccp-protocol -http match protocol http ! ! policy-nmap
type inspect ccp-permt-icnpreply class type inspect
ccp-icnp-access inspect class class-default pass ! !/---
Output suppressed ! policy-map type inspect http ccp-
action-app-http class type inspect http ccp-http-

bl ockparam | og reset class type inspect http ccp-app-
htt pmet hods |1 og reset class type inspect http ccp-app-
nonascii |log reset class class-default policy-map type
i nspect smtp ccp-action-sntp class type inspect sntp
ccp-app-sntp reset class class-default policy-map type
i nspect imap ccp-action-imap class type inspect inmap
ccp-app-imap | og reset class class-default policy-map
type inspect pop3 ccp-action-pop3 class type inspect
pop3 ccp-app-pop3 1 og reset class class-default policy-
map type inspect ccp-inspect class type inspect ccp-
invalid-src drop |l og class type inspect ccp-protocol -
http inspect service-policy http ccp-action-app-http

cl ass type inspect ccp-protocol-smtp inspect service-
policy smp ccp-action-sntp class type inspect ccp-
protocol -i map i nspect service-policy inmap ccp-action-

i map class type inspect ccp-protocol -pop3 inspect

servi ce-policy pop3 ccp-action-pop3 class type inspect
sdm cl s-p2p inspect ! !--- Output suppressed ! cl ass
type inspect ccp-protocol-imdrop |og class type inspect
ccp-insp-traffic inspect class type inspect CCP-Voice-
permt inspect class class-default pass policy-map type
i nspect ccp-pernmit class class-default policy-map type
i nspect p2p ccp-pnmap-gnutella class type inspect
gnutella ccp-class-gnutella ! zone security out-zone
zone security in-zone zone-pair security ccp-zp-self-out
source self destination out-zone service-policy type

i nspect ccp-permt-icnpreply zone-pair security ccp-zp-
i n-out source in-zone destination out-zone service-
policy type inspect ccp-inspect zone-pair security ccp-
zp-out-sel f source out-zone destination self service-
policy type inspect ccp-permt ! ! | interface

Fast Et hernet 0/ 0 descri pti on $FW OUTSI DE$ i p address
209. 165. 201. 2 255. 255. 255. 224 zone- nenber security out-
zone dupl ex auto speed auto ! interface FastEthernet0/1
description $FWINSIDE$ i p address 10.77.241.114

255. 255. 255. 192 zone-nenber security in-zone duplex auto

speed auto ! ! !--- Output suppressed ! | ip http server
ip http authentication local ip http secure-server ! !
!--- Output suppressed ! ! | control-plane ! ! line con

O line aux O line vty O 4 privilege level 15 login |oca
transport input ssh ! schedul er allocate 20000 1000
#webvpn cef end ZBF- Router
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