odosu louold AWS el ) Judd
wluwogsle SD-WAN s IJod,)

lJpzossle

I 93,00

lo | wlwséd

I Jo64.oeJ Ilo lJ 1Jpol AWS

IJiple, O, }.Uu?.)lp 2ab 1z plso s VPC JJgsele 1Jpve,J6 9 AWS GWLB
IJlesh Jloole o lJpslog
IJleold Idpol iy oldeoeds 1) l9 pods EquallX gl o wp9ed, SDCI

lJp 9500

S92z 03l ldpuwows Js8ss [uwesle Iloold 1ol i, (AWS) Jgsele 1U9se oo Amazon
eds lue vdd Ubwds Idpulb 6 [J9luues (SD-WAN) 1dps 9 wldwleg.

peJ9plo lul st

o pdd 1Jlss IUiuuluss oo louold AWS IJecl iy Jezys wdd T2, J Cisco SD-WAN s
1UG3,6 £ luwegsle puslusle SD-WAN 1JbleJs IJes couoes &pdsle 1Jodd

IUleuold el i, J AWS.

S PO TIeI Upéuvu»'u pro Jsoe lzeld gpd eds AWS loold AWS Wpoloi,
] Isuol O IpJJJ I.,Ju..slulu 9§uuua>p J|u.u|uu Jousld uuu-Jo SD-WAN Ur°.9|k.9&, |3)5 S9uOT
03l IJpwews IJJsdss IJos spdu wol luwaésle louold AWS el i, Jlwlue J Cisco SD-
WAN. spJdo Jdpuwegspsu lugile gusluwle $lisps eds wbos g SD-WAN gugzso
IJobosdle 1dzsass ewn Idlouald el slelss IJesese e Idlucsoe IUele S 2lJs
239¢ luwoldle Jlowdl §so puwe9gs 1Ugspeo (SLA).

IJpuind Jé

Jl 599, louold AWS lJpolui, ledlusle SD-WAN IJILodsé. IUluwisds 1Joe93zs6 pu
puwwgdps SD-WAN Bs ldeyuwuwle os:

cod spduus luveesle louold AWS IJeul iy Jlwlue J Cisco SD-WANS


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html

- JsV spduus ywb AWS Direct Connect 9 Cisco SD-WANS
s spduus logile 2dsd erus slews 98lods JJobys)t

IJzJ

0y glps gds IJoopse
oopdd ul¥bd IJouopse Uiuuluu@é s logold pydj Idoslole gy AWS Direct Connect o
Virtual Gateway (VGW) Ws JiuwJs SD-WAN Transport Virtual Private Cloud (VPC) Jel 09 p9 02

Host AWS Region
WVPC

anmet R
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Data Center / — X SD-WAN TVPC
( ) AWS Direct e \
@;‘&' Conngtt _——— - IGW
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Public Internet

@ SD-WAN branches

owpsd W9lkss o3l Idzd Vspl sJs:

- odyiliss oldlpd: spdu luweesle Cisco Cloud OnRamp J Multicloud Automation Jo i,
SD-WAN Transport VPC eg e9zole SD-WAN 909106 0,9, AWS 23536 (TGW). spdu
|yl Izo36 VPCs IJpos86 Jgzje pu Cloud OnRamp gogbsbol gds LvwJle SD-
WAN o u 9,6 9lz»6.

- wbl s SD-WAN JlpoJs g IUlouold Idpvluiy: sped louold AWS Idel i)y 9unsds o 8d
s £ws e s WAN IJpg,86 £0 bys SD. spdu luwegsle gese psile yinwds SD-
WAN pod Idussluwlo Id8lses eds IJobosdle ldogvlds) 96! 1Us 3JY wuvdd boses
eds v SD-WAN go,) Idloold Idpoliy o) AWS.

- sweuw IJouopse IUpldese 889> AWS 1Jglod wess Idobisle o) logold AWS Ideol g,
(20/100).

oVluosd Iz

wlboj 030 1Juo9,6 pul 96 AWS 90,95 wslule pouodsu pu dIJ IUlouold Idewluiu, o VGW
(color private1) Ws VPC IJgw9) £y SD-WAN ge ) IJlueyue IJgle (color biz-internet). 1J,zle



pdlglbs o e9zole AWS SD-WAN C8kv o wuwgse SD-WAN Color Private2 Jlosold 1Jlueyow.

EU-West-2
Host

VPG

AWS TGW

AWS DC N\
ASN 84521

EU Location i

: Private VIF o~
ASN 64512 - W/ asneasso\
EU Data Center '

: oe Colar: Site ID 25 @
Coler private1  \—_Endpoint private2 e

@- . ASN 64513 25,25.25.25 25.25.25.26
. IGWY - [ .

cBky o, SD-WAN TVPC

| Color: biz=internet

Site ID 61 =

Public Internat

3 EU SD-WAN Branches

IJgbgs 1. ceuos)

olds pu lu Cisco vManage szogs £Js zuvle AWS Guivb 90 e odgsy leslsle Cloud onRamp
IJep9pst wubdd Lozse

Jol $)zs wpas puvle Uinsy B ¢306 Interconnect Wbs vManage lsol. B 030 13906
Sup luwwsle MegPort J i, sd loold vsus: euos Spdud weass euvle poluve gleshble
EP9pPSO.

IJ¢b9s 2. od9su poge SD-WAN Jp,d; I slule

Swp lugwwsle 9lzosé GigabitEthernet1 Jloold IJloce,uw 1Jgle wlgwegsle o 9usé Color BIZ-
Internet 9 s p luveésle 1Jslzos GigabitEthernet1.1352 Jlw old AWS IJeuli, pg Color
Private1.

Soes pdlebos Iy p9zole AWS SD-WAN Lol i.JgI.;:, elued 2 JJloold wldloe,ue wldlgolvs |Us
IUleuold gos Idlouald Idpolui. sop odso ol gvwds SD-WAN g, IJloc,ow
cluwogsle golasy IP Idgles Lldluolds [Js logile ool d SD-WAN (Glugweésle o 1J9lzo0)
g 8l Idloold Ideolui luwele goulssu IP 1UzL06 [Js 9226 Idoede wldpeldiidesde.
903l sgus lu poge pudj Idoslule (IUJyu biz-internet) s 9sp louold wpgeole AWS SD-WAN
(IJJsu 1Jgle?) eo) Idlue,ue oluweisle goldsu IP 1deles 900 edld Jswe IUEle ey IP
lJglo.

pedople £loé 29d 1l SD-WAN:
oubs) pesdle p9de 1Judd (TLOCS) |Js sleole w@d WAN (VPN 0) IJes woued po gJlJol

e9zole SD-WAN LldivwJs IIuwluuss. sop og s JJ 9236 TLOC wuivdd Byss po eJIJ
ree9es pu guslu IP JJuble 1Jgluo wpszo SD-WAN: 99y slzod v WAN: 9o opsw



IJowdJ (GRE g IPsec) Swpe lpwodsle wi9w9dsd bLs Idegubvss (OMP) ey Cisco Justg
S9lse Idozde B 1J9sua9d (TLOC) (IJpge 98 Isuol wluwe puwblo TLOC). gobsle cgyiss
SD-WAN (IJpg 1986 s ol wluwe pushle OMP). 9oeJsple 1,8 wsu pozole SD- -WAN. »u gJIJ
euvble TLOC: wg ) pgg_olo SD-WAN JsWso 1Jguesd IJs weuool Idoguo slouvle 1ol
VPN Jo,9w9d9d IPsec pg g ool IUogo.

Spdu o w9uoe p9zole SD-WAN o/ 9z5le IJozde (VManage I vSmart I vBond) ¢ Jud 1206
oged eudlu IduveJs (NAT) sled 1dubeds. gusel suolbd eozo SD-WAN IJs 9236 wede S
vBond: sgJdpe 9220 IJogdpe B vBond JJ pu guslu IP 1UEluo e Ideowds [Jgle sleshble sosly
IPL3p 1w 1Jgles Jpszo SD-WAN BOs 98w Idoobd. wepd spole Idezde B vBond
Jhxgle puwlers Jlzosh eduws 1dged Jeabe NAT (STUN) 9o wer Jeszole SD-WAN Cldo ol
eulysu IP _9/|_9 IJ@IP pulWd3 9lzoo u9d WAN IJgl oo wol sldus wpe ugssuolglb oyepwol.

eJs pogole SD-WAN: s 9,0 JJ u9d WAN o j9z sulssu IP 1dgle 9lJglue. sewuw) susly IP
IJglue guslo NAT Iduwled. 03l g guslu IP 1Jss we wessuo Jlzos WAN Jegzo SD-WAN.
eds 1Usép pulue seow, gusly IP glood JI I guslo IP o3l spdu o s Lol 2iel pu puwled
guslu IP1J3lod Jdosese wubdd gl 9 ziel po puwles euslo IP &) 1J3lods Jdosese
lJ¢luoo o IETF RFC 1918. sgww) gudlu IP IJglp g09lo pl w3 NAT. 9swp lJo ol 3Jd
w9lgwlbos ¢bpe vBond guspel souod p9ge SD-WAN posissl wglbe vBond 9ol edso. Jel
Sedu 1o sIdou gwslu IP IJgle 2iel oo puwles guslu IP 1JSIGJ Jdwsese wubdd gle 9 zisl pu
puwles e09lu IP s, Id8leds Jdoszse wuvdd glp 1Ugluos o IETF RFC 1918. W gsle NAT.
SY9u JJ pu gulysu IP IJglpd 9ldglod Jglzgos v 9d SD-WAN o O wol.

IUsle TLOC o5 I ple Igwlumss pgrds wuvdd eloo oguagse Jogrsd gpdsle udd WAN
lJ8)os06 gds JJ pozo SD-WAN. szo o sdow JIJ udd gwy Uuwds WAN gJs e9zo SD-WAN
o2 JIu )80, Jrol Sup luwwddle |.J|.J_9|u Jogr)sw uldd yvewds WAN 1Jw 686 £ds o0 glo |_9
tloo. weow) IJIJsle, Metro-ethernet ¢ MPLS g Private1 g Private2 9 Private3 g Private4 9 Private5
9 Private6 IJsly ¢luos. 1o oumegse Bs guvwdle ¢luoé 19 leldy pse JI sozs NAT. IUIUslG os
3G:. biz-internet. 15,8« w9058 peue e 1. custom2. custom3. lOo)los: Sous: Ia._,o)‘ Ite.
luu)uu E_lro: |a|.oJ _9&9,_)0..5 OELL) |.J_9|u E_'roo .9|'JEJUD fDuol |U uuuua)ro k9.5 IJuUuleu |.JE_|roo |_9
B 1Jleldy IJos Jol gulssy IP 1glos Jolzole 1Judd WAN. |ol ppds! is g boysd NAT.

s9,00 1JJs0 luwepsle golsse IP 1UglLos Iy IUgles g5 louoldel po 2JIJ puwessle Ieede
gldoslule. &u>p| Selad pogoly SD-WAN lJloLold vogoopl IJoguoc suvegsp JJl glzole
0 WAN Cldsle ¢luos: szlsd JJ zluw Idleuald wewsle IP 1Jgluo Jdeszo Idogss. 5l Jlg Tz
IUzloeso is ddlopl suvesse 1Jslol gles. Bumselod JJ zlow IUleuold wewsle 1P 1Ugle
JJeszo IJwgss. sldlgweeole po 3dd 09 guspl wdsy perle 1dpsde 1Ugluos wrolisy os

oS wol. gl ooy pesdle 1Jpsde Sless: s3I0 IUISIO £les: sop lvoesle gulsse IP
IJgloos JJlouold. 9spdi To spae 309 Jeszole SD-WAN IJws welsd Idleuold w926 wode
vManage Iy vSmart 692956 3¢ 0w 1Jp93¢. Jleb 1o psgole SD-WAN JI o 39p: wuindJ
lWeloos: wlogile lodlg VPN J IPsec wso weueol Idogo euspl w9y Jol b g Ble
IJes0¢.

interface G gabitEthernetl ip address dhcp client-id G gabitEthernetl ip dhcp client default-

router distance 1 ntu 1500 ! interface G gabitEthernetl. 1352 encapsul ati on dot 1Q 1352 i p address

198.18.0.5 255.255.255.252 ip ntu 1496 ! interface Tunnel 1l i p unnunbered G gabitEthernetl tunnel

source G gabitEthernetl tunnel node sdwan ! interface Tunnel 1352001 i p unnunbered

G gabi t Et hernet 1. 1352 tunnel source G gabitEthernetl. 1352 tunnel node sdwan ! ! sdwan interface

G gabi t Ethernetl tunnel -interface encapsul ation i psec weight 1 color biz-internet allow service

all ' ! interface G gabitEthernetl. 1352 tunnel -interface encapsul ation i psec weight 1 color

privatel max-control -connections 0 allowservice all ! | systemsystemip 61.61.61.61 site-id 61
. | DC-MP-COM#sh ip int bri GgabitEthernetl 162.43.145.3 YES DHCP up up

G gabi t Et hernet1. 1352 198.18.0.5 YES other up up ... Tunnell 162.43.145.3 YES TFTP up up

Tunnel 1352001 198.18.0.5 YES TFTP up up DC- MP- CGAL# DC- MP- CGM#sh sdwan bfd sessions | i



25.25.25.25 25.25.25.25 25 down biz-internet privatel 162.43.145.3 10.211.1.89 12367 ipsec 7
1000 NA 0 25.25.25.25 25 up biz-internet private2 162.43.145.3 18.168.222. 153 12387 ipsec 7 1000
10 0:09:34:05 0 25.25.25.25 25 up privatel private2 198.18.0.5 10.211.1.56 12387 ipsec 7 1000 10
0:09:33:17 0 25.25.25.25 25 down privatel privatel 198.18.0.5 10.211.1.89 12367 ipsec 7 1000 NA
0 DC- MP- COAL#

oI9S w9w9ded IJuslus 1Uzr93s6 (BGP) eJs e9ze SD-WAN Je,d; Idoslule Jdlouald
IJpul iy AWS:

router bgp 64513 nei ghbor 198.18.0.6 renmpte-as 64512 nei ghbor 198. 18. 0.6 description hosted-
connecti on nei ghbor 198.18.0.6 password

p9zo Data Center SD-WAN seJdpe wlbiso IP 10.211.1.0/24 o SD-WAN Transport VPC. szw9s
eJs p9zo AWS Direct Connect pg gu9ly IP 198.18.0.6 JlJgbgs IJwldss - Lze IJs 1Ugb 7 oul:

DC- MP- CGM#sh ip ro ... Gateway of last resort is 162.43.145.2 to network 0.0.0.0 S* 0.0.0.0/0
[1/0] via 162.43.145.2 10.0.0.0/24 is subnetted, 1 subnets B 10.211.1.0 [20/0] via 198.18.0.6,
09:15: 27 162.43.0.0/16 is variably subnetted, 2 subnets, 2 masks C 162.43.145.2/31 is directly
connected, G gabitEthernetl L 162.43.145.3/32 is directly connected, G gabitEthernetl
198.18.0.0/24 is variably subnetted, 2 subnets, 2 nasks C 198.18.0.4/30 is directly connected,
G gabitEthernet1. 1352 L 198.18.0.5/32 is directly connected, G gabitEthernetl. 1352 DC MP- CGM#s

IJg 195 3. ©d9se pozo AWS TVPC SD-WAN

sop louble IJI a9zole SD-WAN B VPC 1oéd wluvegsle Cloud OnRamp Jlz)le lJouié s
IJoddliss pogss Idgweles oluwedsle $9lde vManage IJlW el joss. suwegse JJ po p9zole
C8kv IJdsu 1Jgl o2 Jdlouold 1dglp oldloe,uw.

IJgb9s 4. odosu IJloyold IJpwluiy, J AWS

Sew logsle VGW gl de)loue wpg 8 Bisé IJes,s (VPC) IJglue wuivwds SD-WAN IJglu,6 B
9236 [Jegdp AWS Iy Llguegsle Is 116 lopes gu) Iduvelus. sz lo sdso VEW o o
eroubl uldleuold Idpolyi, el 09 p900z oul. Idzle pdlzlbs Llxisé SD-WAN TVPC
10.211.0.0/16 o pu IJubisle IJpuvese wol.



Hikolsl Fitaey ¥

Direct Connect Direct Connect gateways BFO5124F-E361-4598- AADS-04 TRBO TR IGES
8F95124F-E361-4598-AAD9-0478B0/B16E6 Edit | | Delete

General configuration

3 AWS account Amazon side ASH

BF951 24f-0361-4598-20d9-04TELOTD 1606 BERD22505491 §4572

Mame Stave

DC-Gateway =) avadlable

Virtual interface attachments Gateway associations

Gateway associations (1)

Q 1 @

[[¢] L Rigion v AWS account v Allowed prifixes v State v

ww-0615fh7b59 2 Ted3cf el-west2 3380225954917 10.211.00/16 =) assoclated

Stw wpdso uuin Ideusly J VGW B 229J euwl, AWS J SD-WAN Transport VPC - lze
IJpuwly IUizs, J 198.18.0.4/30 B 030 1L09,6. Sedo wuin Ideusly 0 9258 DC TLOC p)6 i35
lJs 229d puwly VPC IUEluo wlJodd.

HNikolasl Fitaey ¥

Route tables (1/1) i o Actions ¥ Create route table ©
a 1 @
Route table I0: rib-0e1f 14383 1bHA357 X Clear filters

= Hama v Riirtie table 1D v Explicit subnat associat... Edga assodiations Maln ¥ VPC

- rib-0e1M1d3831bH9357 - - Yes wpc-04dT1d 117 fedBb0!

B = &
rth-0e1f 143831 bff9357
Datails Routes Subnet asseciations Edge assaciations Route propagation Tags
Routes [:l:' Edit routes
&1 Both ¥ 1 &
Destination v Target v Status v Propagated
1021700/ 24 tgw-0151509abb% 157343 &) Active Mo
10,211,100 24 lacal &) Active No
10211, 20024 tgw-015715b9abbi1575d3 =) Active Mo
00,0000 lgw-0b19d655fen9cable &) Acthve ]
198.78.0.4/30 virw-0619fE7b592 Tea3cf =) Active Yes

wp 183 1)1z show sdwan bfd session CLI ol pu Iz p9zole C8KV SD-WAN s VPC IJgle )6
9sbo,) v §su SD-WAN:



1. 1Juw s |Ji_9.J Olze Iduwlo) 5) sp) gy Iloeyue po €8kv s AWS TVPC |Js o)
lJeoslole: color private2 > biz-internet. Jlzb gusle IP JJ9zoes - 09 gusly IP Idgle 192.0.2.0
Jesee s Idoslole -lee wdso Idpgze Ss IUduwpe Juwlod.

2. 1Juvg IJelous Olze Iduwb, 6) sp) gw) louold AWS Ideol iy po color private2 |Js
private1 pg 198.18.0.5 Jgusly IP JJ9zos.

DC- AWS- EU- COM#sh sdwan bfd sessions | i 61 SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT
TX SYSTEM | P SI TE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL( nsec UPTI ME
TRANSI T ONS = - - = = = = = = = = = = = = = = = = m m o m e e e e e oo

------------------------------ 61.61.61.61 61 up private2 biz-internet 10.211.1.56 162.43.145.3
12347 ipsec 7 1000 06:05:13 0 61.61.61.61 61 up private2 privatel 10.211.1.56 198.18.0.5 12367
i psec 7 1000 06:04:26 0 DC- AW5- EU- COAL#

IJIplo wluweesle 231 1eelsd B VPC JJgsple IJp e,s 9 AWS GWLB

e ldpobdole IJublisgs 2ol cosub J6 1Jer9) B 1Juind 1dEws sldubeld sldzuse.
gho. wguoe s 2)J6 p19) wsu Juedle VPN e os8é Ipgodds 9/l SD-WAN VPNs |Js
Ozuo 2o Izelss. spdu wods easlu Igelss Idbloyss IJos sop wubgsdol BOs Iz0j6
IJdpwsoe, 1dElues IJble,ss (VPC) Jésele 1deube,ds 99506 Iizeld wluvegsle e9lio zed
eol6 AWS (GWLB).

seed IJowopse IJesuessd wuvdd e 2l e Id9zue ey dss - lub, .
IJlgsh Jlevle Logs IJpdlose
Swp luwwgsle 030 1oy, Jlugile lesh Rowl) bdsd woes IJpslose (PoC):

- wyulpz VManage: |Jluosl) 192.0.2.1R. o9 Lo,9)8 Jos)y Jod IJuo9,6 [dowsuuséd Jlje
Subcid dplo o 20.6

. c8kv J AWS 9 Megaport (IJleold IJpulin, / peldls o9 1duslole):17.4 19 17.5

- wp peldlo logold AWS Idpol iy oluwedsle 1dpods 1Ujissuvs

IJlouold IWeuluin ldpowds Isssuws Is powds EquallX IJgl o wp9d, SDCI

Jsuw p0 IJugwed 1Jzuesd eds louold AWS pulub) 2888s Jusiss pgpdss. glbs ol sobdy
IUley 929> Uinsd louold AWS 1dpuluin. 9ldss $d90 eIl 98> Suveénd 98l

908 3JI. I3l Yly Ussd zuwle Megaport Is Equinix. bspJdod luvegsleo Jlogile wsles louold
AWS lJpol iy Bs €090 >81sd pe Cisco Cloud OnRamp JJlw e pogsso IJywelwo!

Ospl sds pdéuo wldgbsle IU)ssuvss: Bl Joo @ Gpo wldVed vodssu psjio Idlouold
IJosous Jeyd; I.Jg_;.___Slulu (SDCI) 1Jpg>36 JJwlpz 9pum9gle AWS s vManage:

1. Bl dp sJu s leuly c8kvs sgpdlo Joslole ywelus s VPC IJgle,0 eds AWS
oldoed: Vs zs luvwgsle Cloud onRamp (CoR) Juws, &pd Multicloud J AWS gluiliso
B pubb s AWS 1Jpbdsws wlguegsle Blde p9z0 AWS CoR IJIb e, luos pg s Jou
tloo.

2. b vManage. luedd 1Js CoR Jodssu Ileuold IJusus pogss Iduvelusd sluuis wolus
louold wsus (€8kv) WV pub 96 SDCI IJpbdyws wlgwegsle Blde e9zo 099, SDCI
IJlo,luos.



3. Vs Lo wIdysu Idleuold IJosus pogss Idgueles 1Jgluoo o CoR s vManage: §p
Clouble gugled 23836 pu wg IJlouold wluwedsle 1Uglzos Idbloyse 1UglLos (VIF). Ws
98w wwsy gpd IJodasu o3l bsd esh lugble wolwd logald AWS 1oy, 22836 sldulu
2ol VPC JJpeos wol. J3JYe wlds oy lu J>sd zolj puosed "900s" VPC Jodo IJEbye.

4. J1J c8kv z>s> SgJ Vs gbys 2. pulz pu VManage wuvdsd iougy IJs IJ CLI ioug.__,
I NANNEX ) pU IJ?_),oé zlue IJs VPNO (5Je 1J VRF forwarding wslo). el pu
louold BGP golds: Iy Ivsd wslo Idyveds Vs wdosy BGP: IJuvoJs 198.18.0.4 Sule
255.255.255.252. )lze wIdsu Idpszo 1UIled Joyd;s Idoslole 9e9z0le AWS 1Je,08.86.

5. s 9226 wedp 11,8 AWS 235 VEGW Ipuluwy (19 $p wlouble sles 2383) 38 wopdsu
Oui el B lesble 2a9d puwly AWS. olds lsol po wdsse Idubisle IJpuwese wol
B Suwe Idlouold el - bee 1ds 1dues,s Jizdl O o3l 1ldwad.

w9uoe 0d0 Iduo9,é lugsle IUlouold Idpului,y po lUglbgs 3.:

= LCisco vM - Configuraton - Cloud onfamp for Muhicloud

VE Typa O Petans Puste Connection Mame : Test=Connection

Barahw -
e ey
Vst o
i - Gaptaporary - S 1 - 000k N —d 2 - s -2 PO TR TR0 =
......
S
X -
]
(= F -
i
FL g

Jueses Jddd oyiles gulyo louold pulyiy 23856 WS 9256 wede b AWS 1Jgl oo wd Jel o9
9oz oul. IUygle pdlzbbé 2 9d 1ol IJpuw ez woli 9ldss sewss eds Jods CIDR Il o6
« SD-WAN VPC IJgle,6.

Direct Connect k.

P— 8F95124F-E361-45098-AAD9-0478B07B16E6

Gemneral configuration

Lo FRELEEE LB Bt B R B L B Lot

[ T G vailahiy
blrelas s Pty
e =
a; 1 ]
= & eghen AL g il Aliraed perfam u
P EROTHdrk 01118 al

2B prosu o 239 Idpuwble J SD-WAN Transport VPC. szo lo ¢dss Jssd [edloss



IJouin p8 wedsu VEW Idispo Jel 09 psuoz B 1Jue9)8.

A
a 1 @
r W Route tabble 10 rio-De 1114503 16HR0LT A Cleswt fl200
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=]
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=
reb-0a 11 d LS NEHRIST [ S0-WAN-TVRC-Boute_Tabds

Cutadn Rrarten Subnrt neooatons Edge amecistiom 1e Tagn
L
o

Baute Prapagatian (1) Edil sl propagitien

Q L @
R
il Pripil 6 G bl rmiy Prigaglan

woes Izse [Js o3l 1dduwe Jewesd eds wdssu Idpsee IUTled slbol, 1t el

DC- MP- CGML#sh sdwan runni ng-config
system

l ocation "14 Coriander Avenue, London, -E14 2AA United Kingdont
gps-location latitude 51.51155
gps-location | ongitude -0.002916
systemip 192.0.2.2

overlay-id 1

site-id 61

port-offset 1

control - sessi on-pps 300

adm n-tech-on-failure
sp-organi zati on- nane MC- Denp- npi t aev
organi zati on- name MC- Denp- npi t aev
port-hop

track-transport
track- def aul t - gat eway
consol e- baud-rate 19200

no on-demand enabl e

on-demand idle-tinmeout 10

vbond 192.0.2.3 port 12346

|

service tcp-keepalives-in

servi ce tcp-keepalives-out

no service tcp-small-servers

no service udp-snall-servers

host nane DC- MP- CGAL

usernane admin privilege 15 secret 9
$9$3V6L3V6L2VUl 2k$ysPnXOdg8RLj 9KgMint HdSHkdaMm Hz GaUpcgH6pf To
vrf definition 10

rd 1:10

address-famly ipv4d

route-target export 64513:10
route-target inport 64513:10

exi t-address-famly

|

address-famly ipv6

exi t-address-famly

|

1

ip arp proxy disable



no ip finger

no ip rcnd rcp-enable

no ip rcnd rsh-enable

no i p dhcp use cl ass

ip bootp server

no i p source-route

no ip http server

no ip http secure-server

ip nat settings central-policy

cdp run

interface G gabitEthernetl

no shut down

arp tineout 1200

ip address dhcp client-id G gabitEthernetl
no ip redirects

ip dhcp client default-router distance 1
ip nu 1500

| oad-interval 30

nmtu 1500

speed 10000

no negotiation auto

exit

interface G gabitEthernetl. 1352

no shut down

encapsul ati on dot 1Q 1352

i p address 198.18.0.5 255. 255. 255. 252
no ip redirects

ip nu 1496

exit

interface Loopback100

no shut down

vrf forwarding 10

i p address 192.168.7.7 255. 255. 255. 255
exit

interface Tunnel 1

no shut down

i p unnunbered G gabitEthernetl

no ip redirects

i pv6 unnunbered G gabitEthernetl

no ipve redirects

tunnel source G gabitEthernetl

tunnel node sdwan

exit

interface Tunnel 1352001

no shut down

i p unnunbered G gabit Et hernet 1. 1352

i pv6 unnunbered G gabitEthernetl. 1352
tunnel source G gabitEthernetl. 1352
tunnel node sdwan

exit

clock timezone UTC 0 O

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

| oggi ng buffered 512000

| oggi ng consol e

aaa authentication login default |oca
aaa aut horization exec default |oca
aaa server radius dynami c-aut hor

1

router bgp 64513

nei ghbor 198.18.0.6 renpte-as 64512
nei ghbor 198.18.0.6 description hosted-connection
nei ghbor 198.18.0.6 password 7 072A02687E243C2A4545322B2A0B12077E1961123F
address-fanmily ipv4 unicast



nei ghbor 198.18.0.6 activate
nei ghbor 198.18. 0.6 send-comunity both
network 198.18.0.4 nask 255. 255. 255. 252
exit-address-fanmly

1

!

snnp-server ifindex persist
line aux O

stopbits 1

!

line con O

speed 19200

stopbits 1

!

line vty 0 4

transport input ssh

1

line vty 5 80

transport input ssh

1

I'1dp run

nat 64 translation timeout tcp 3600
nat 64 translation timeout udp 300
sdwan

interface G gabitEthernetl
tunnel -interface

encapsul ation i psec weight 1
no border

col or biz-internet

no | ast-resort-circuit

no | ow bandwi dt h-1i nk

no vbond- as-stun-server
vimanage- connecti on-preference 5
port-hop

carrier default
nat-refresh-interval 5

hel | o-interval 1000

hel | o-tol erance 12

al | ow service all

no al |l ow service bgp

al | ow servi ce dhcp

al | ow servi ce dns

al | owservice icnp

al | ow servi ce sshd

no al |l ow servi ce netconf

no allow service ntp

no al |l ow servi ce ospf

no all ow service stun

al | ow service https

no all ow service snnp

no all ow service bfd

exit

exit

interface G gabitEthernetl. 1352
tunnel -interface

encapsul ation i psec weight 1
color privatel

max- control -connections 0

al | ow service all

no al |l ow service bgp

al | ow servi ce dhcp

al | ow servi ce dns

al | ow service icnp

no all ow service sshd



no al | ow servi ce netconf

no allow service ntp

no all ow servi ce ospf

no al |l ow service stun

al | ow service https

no all ow service snnp

no all owservice bfd

exit

exit

appqoe

no tcpopt enabl e

no dreopt enabl e

1

onp

no shut down

send-path-l1imt 4

ecnp-limt 4

graceful -restart

no as-dot-notation

tinmers

hol dti ne 60
advertisenment-interval 1
graceful -restart-timer 43200
eor-tiner 300

exit

address-fanmily ipv4

advertise bgp

advertise connected

advertise static

1

address-fanmily ipv6

advertise bgp

advertise connected

advertise static

1

1

1

licensing config enable fal se
I'i censing config privacy hostnane fal se
licensing config privacy version fal se
licensing config utility utility-enable false
bfd color Ite

hel |l o-i nterval 1000

no pntu-di scovery

multiplier 1

1

bfd default-dscp 48

bfd app-route multiplier 2
bfd app-route poll-interval 123400
security

i psec

rekey 86400

repl ay-w ndow 512

1

1

ssl proxy

no enabl e

rsa- key- nodul us 2048
certificate-lifetime 730
eckey-type P256

ca-tp-1abel PROXY-SI GNI NG CA
settings expired-certificate drop
settings untrusted-certificate drop
settings unknown-status drop



settings certificate-revocation-check none
settings unsupported-protocol -versions drop
settings unsupported-cipher-suites drop
settings failure-node close

settings mnimmtls-ver TLSvl

dual - side optim zati on enabl e
!

DC- MP- COML#

DC- MP- COML#

DC- MP- COML#

DC- MP- COML#

DC- MP- COM#sh run

Bui | di ng configuration...

Current configuration : 4679 bytes

!

I Last configuration change at 18:06:53 UTC Fri Dec 10 2021 by admin
!

version 17.6

service tcp-keepalives-in

service tcp-keepalives-out

service timestanps debug datetine nsec
service tinmestanps | og datetine nmsec
servi ce password-encryption

I Call-horme is enabled by Smart-Licensing.
service call-home

platformqfp utilization nmonitor |oad 80
no pl atform punt - keepal i ve di sabl e-kernel -core
pl atf orm consol e virtual

!

host nane DC- MP- CGM

!

boot - st art - mar ker

boot - end- mar ker

!

!

vrf definition 10

rd 1:10

!

address-fanmily ipv4

route-target export 64513:10
route-target inmport 64513:10
exit-address-fanmly

|

address-fanmily ipv6

exit-address-fanmly

!

vrf definition 65528

!

address-fanmily ipv4

exit-address-fanmly

!

| oggi ng buffered 512000

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

|

aaa new nodel

!

!

aaa aut hentication |login default |ocal
aaa aut horization exec default | ocal

!

!



1
1

!

aaa server radius dynami c-aut hor
!

aaa session-id comon

fhrp version vrrp v3

ip arp proxy disable
!

ip bootp server

no i p dhcp use cl ass

!

!

!

no | ogi n on-success | og
i pv6 uni cast-routing

ubscri ber tenpl ating

S
|
|
|
|
|
|
|

mul tilink bundl e-nane authenticated
!
!
!
!
!
!
!
!
1

crypto pki trustpoint TP-self-signed-1684160503
enrol | nent sel fsigned

subj ect - name cn=I1 OS- Sel f - Si gned- Certificate-1684160503
revocati on- check none

rsakeypair TP-sel f-signed- 1684160503

1

crypto pki trustpoint SLA-Trust Point

enrol | nent pkcsi12

revocation-check crl

1

1

crypto pki certificate chain TP-sel f-signed-1684160503
crypto pki certificate chain SLA-Trust Point



!

license udi pid C8000V sn 9FTTYDEBR7O

Iicense boot |evel network-prem er+dna-prem er
di agnostic bootup | evel m ninal

nmenmory free | ow wat ernmark processor 202832

!

!

spanni ng-tree extend systemid

|

usernane admin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
!

r edundancy
!

no crypto ikev2 diagnose error
!

!

I'1dp run

cdp run

interface Loopback100

vrf forwarding 10

i p address 192.168.7.7 255.255. 255. 255
1

interface Loopback65528

vrf forwarding 65528

ip address 192.168.1.1 255. 255. 255. 255
1

interface Tunnel 1

i p unnunbered G gabitEthernetl

no ip redirects

i pv6 unnunbered G gabitEthernetl

no ipve redirects

tunnel source G gabitEthernetl

tunnel node sdwan

1

interface Tunnel 1352001

i p unnunbered G gabit Et hernet 1. 1352

i pv6 unnunbered G gabitEt hernet 1. 1352



tunnel source G gabitEthernetl. 1352
tunnel node sdwan

1

interface G gabitEthernetl

ip dhcp client default-router distance 1
ip address dhcp client-id G gabitEthernetl
no ip redirects

| oad-interval 30

speed 10000

no negotiation auto

arp tineout 1200

1

interface G gabitEthernetl. 1352
encapsul ati on dot 1Q 1352

i p address 198.18.0.5 255. 255. 255. 252
no ip redirects

ip nu 1496

arp tineout 1200

1

router onp

1

router bgp 64513

bgp | og- nei ghbor - changes

nei ghbor 198.18.0.6 renpte-as 64512

nei ghbor 198.18. 0.6 description hosted-connection
nei ghbor 198.18.0.6 password 7 072A02687E243C2A4545322B2A0B12077E1961123F
1

address-fanmily ipv4

network 198.18.0.4 nask 255. 255. 255. 252
nei ghbor 198.18.0.6 activate

nei ghbor 198.18. 0.6 send-comunity both
exit-address-fanmly

1

ip forward-protocol nd

no ip http server

no ip http secure-server

1

ip nat settings central-policy

ip nat route vrf 65528 0.0.0.0 0.0.0.0 gl obal
no i p nat service H225

no ip nat service ras

no ip nat service rtsp udp

no ip nat service rtsp tcp

no i p nat service netbhios-ns tcp

no i p nat service netbios-ns udp

no i p nat service netbios-ssn

no i p nat service netbios-dgm

no i p nat service |dap

no i p nat service sunrpc udp

no i p nat service sunrpc tcp

no i p nat service nmsrpc tcp

no ip nat service tftp

no ip nat service rcnd

no i p nat service pptp

no ip ftp passive

ip scp server enable
1



control - pl ane

1

!

ngcp behavi or rsip-range tgcp-only

ngcp behavi or conedi a-rol e none

ngcp behavi or comedi a- check- nedi a-src di sabl e
ngcp behavi or conedi a- sdp-force disable

1

ngcp profile default
!

1
line con O

stopbits 1

speed 19200

line aux O

line vty 0 4

transport input ssh

line vty 5 80

transport input ssh

1

nat 64 translation timeout udp 300
nat 64 translation timeout tcp 3600

cal | - home
! If contact ennil address in call-home is configured as sch-smart-1|icensi ng@i sco.com
! the email address configured in Cisco Smart License Portal will be used as contact enail

address to send SCH notifications.

contact-enmuni |l -addr sch-smart-1icensing@i sco.com
profile "G scoTAC 1"

active

destination transport-method http

net conf - yang
net conf -yang feature candi dat e-datastore
end

DC- MP- CGML#

DC- MP- CGML#

DC- MP- CGM#sh ip ro

Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m- OW

n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT D A

i - 1S1S su- IS IS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration summary

0 - ODR P - periodic dowl oaded static route, | - LISP

a - application route

+ - replicated route, %- next hop override, p - overrides fromPfR

& replicated |l ocal route overrides by connected
Gateway of last resort is 192.0.2.4 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.0.2.4
10.0.0.0/24 is subnetted, 1 subnets



B 10.211.1.0 [20/0] via 198.18.0.6, 3d07h

192.0.2.5/16 is variably subnetted, 2 subnets, 2 masks

C 192.0.2.4/31 is directly connected, G gabitEthernetl

L 192.0.2.0/32 is directly connected, G gabitEthernetl
198.18.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 198.18.0.4/30 is directly connected, G gabitEthernetl. 1352
L 198.18.0.5/32 is directly connected, G gabitEthernetl.1352
DC- MP- COML#

DC- MP- COML#

DC- MP- CGM#sh sdw

DC- MP- CGM#sh sdwan bfd sess

DC- MP- CGM#sh sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT TX
SYSTEM | P SI TE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL(nsec UPTI ME
TRANSI TI ONS

192.0.2.6 64 up biz-internet private2 192.0.2.0 192.0.2.7 12387 ipsec 7 1000 10 3:06:56:39 0
192.0.2.8 65 down biz-internet privatel 192.0.2.0 10.211.0.68 12367 ipsec 7 1000 NA O
192.0.2.9 65 down biz-internet privatel 192.0.2.0 10.211.0.180 12367 ipsec 7 1000 NA O
192.0.2.10 25 down biz-internet privatel 192.0.2.0 10.211.1.89 12367 ipsec 7 1000 NA O
192.0.2.11 25 down biz-internet privatel 192.0.2.0 10.211.1.184 12367 ipsec 7 1000 NA O
192.0.2.6 64 down biz-internet privatel 192.0.2.0 10.211.2.76 12367 ipsec 7 1000 NA O
192.0.2.24 64 down biz-internet privatel 192.0.2.0 10.211.2.176 12367 ipsec 7 1000 NA O
10.11.1.11 11 up biz-internet public-internet 192.0.2.0 192.0.2.13 12386 i psec 7 1000 10
3:07:48:35 0

10.12.1.11 12 up biz-internet public-internet 192.0.2.0 192.0.2.14 12386 ipsec 7 1000 10
2:08:51:12 1

192.0.2.10 25 up biz-internet private2 192.0.2.0 192.0.2.15 12387 ipsec 7 1000 10 3:06:56:35 0
192.0.2.24 64 up biz-internet private2 192.0.2.0 192.0.2.16 12387 ipsec 7 1000 10 3:06:56:40 O
192.0.2.11 25 up biz-internet private2 192.0.2.0 192.0.2.17 12387 ipsec 7 1000 10 3:06:56:35 0
10.103.1.11 103 up biz-internet default 192.0.2.0 192.0.2.18 12346 ipsec 7 1000 10 3:07:48:35 0
10.103.1.12 103 up biz-internet default 192.0.2.0 192.0.2.19 12346 ipsec 7 1000 10 3:07:48:35 0
192.0.2.9 65 up biz-internet public-internet 192.0.2.0 192.0.2.20 12347 ipsec 7 1000 10
3:07:48:35 0

192.0.2.8 65 up biz-internet public-internet 192.0.2.0 192.0.2.21 12347 ipsec 7 1000 10
3:07:48:35 0

192.0.2.8 65 down privatel privatel 198.18.0.5 10.211.0.68 12367 i psec 7 1000 NA 0

192.0.2.9 65 down privatel privatel 198.18.0.5 10.211.0.180 12367 ipsec 7 1000 NA O
192.0.2.10 25 up privatel private2 198.18.0.5 10.211.1.56 12387 ipsec 7 1000 10 3:06:55:47 0
192.0.2.10 25 down privatel privatel 198.18.0.5 10.211.1.89 12367 ipsec 7 1000 NA O
192.0.2.11 25 up privatel private2 198.18.0.5 10.211.1.155 12387 ipsec 7 1000 10 0:15:27:22 1
192.0.2.11 25 down privatel privatel 198.18.0.5 10.211.1.184 12367 ipsec 7 1000 NA O
192.0.2.6 64 down privatel private2 198.18.0.5 10.211.2.41 12387 ipsec 7 1000 NA O

192.0.2.6 64 down privatel privatel 198.18.0.5 10.211.2.76 12367 ipsec 7 1000 NA O
192.0.2.24 64 down privatel private2 198.18.0.5 10.211. 2. 154 12387 ipsec 7 1000 NA O
192.0.2.24 64 down privatel privatel 198.18.0.5 10.211.2.176 12367 ipsec 7 1000 NA O
10.11.1.11 11 down privatel public-internet 198.18.0.5 192.0.2.13 12386 i psec 7 1000 NA O
10.12.1.11 12 down privatel public-internet 198.18.0.5 192.0.2.14 12386 i psec 7 1000 NA O

10. 103. 1. 11 103 down privatel default 198.18.0.5 192.0.2.18 12346 ipsec 7 1000 NA O
10. 103. 1. 12 103 down privatel default 198.18.0.5 192.0.2.19 12346 ipsec 7 1000 NA O
192.0.2.9 65 down privatel public-internet 198.18.0.5 192.0.2.20 12347 ipsec 7 1000 NA O
192.0.2.8 65 down privatel public-internet 198.18.0.5 192.0.2.21 12347 ipsec 7 1000 NA O

DC- MP- COML#

DC- MP- COML#

DC- MP- COM#sh ver

Cisco | OS® XE Software, Version 17.06.01a

Cisco 10S Software [Bengal uru], Virtual XE Software (X86_64_LINUX | OSD- UNI VERSALK9- M, Version
17. 6. la, RELEASE SOFTWARE (fc2)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2021 by G sco Systens, Inc.

Conpil ed Sat 21- Aug-21 03:20 by ntpre



Cisco 1 0S-XE software, Copyright (c) 2005-2021 by cisco Systems, |nc.
Al rights reserved. Certain conmponents of Cisco | OS-XE software are
licensed under the GNU CGeneral Public License ("GPL") Version 2.0. The
sof tware code |icensed under GPL Version 2.0 is free software that cones
with ABSOLUTELY NO WARRANTY. You can redistribute and/or nodify such
GPL code under the ternms of GPL Version 2.0. For nore details, see the
docunent ati on or "License Notice" file acconpanying the |10S- XE sof tware,
or the applicable URL provided on the flyer acconpanying the | 0S-XE

sof twar e.

ROM | OS- XE ROVMON

DC- MP-CGM. uptime is 3 days, 7 hours, 51 minutes

Uptime for this control processor is 3 days, 7 hours, 53 ninutes
System returned to ROM by rel oad

Systeminmage file is "bootfl ash: packages. conf"

Last reload reason: factory-reset

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
conpliance with U S. and | ocal country laws. By using this product you
agree to conply with applicable |laws and regul ations. |f you are unable
to conply with U.S. and local laws, return this product imediately.

A sunmary of U.S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

Technol ogy Package License |nformation:
Control | er - managed

The current throughput l[evel is 250000 kbps

Smart Licensing Status: Registration Not Applicabl e/ Not Applicable

ci sco C8000V (VXE) processor (revision VXE) with 2028465K/ 3075K bytes of menory.
Processor board | D 9FTTYDEBR7O

Rout er operating node: Controller-Mnaged

1 Ggabit Ethernet interface

32768K bytes of non-volatile configuration nmenory.

3965112K bytes of physical nenory.

11526144K bytes of virtual hard di sk at bootflash:.

Configuration register is 0x2102
DC- MP- COML#
DC- AWS- EU- CGML#sh sdwan runni ng-confi g

system
| ocation "Europe (London)"



gps-location latitude 51.507321
gps-1 ocation | ongitude 0.127647
systemip 192.0.2.10

overlay-id 1

site-id 25

port-offset 1

control - sessi on- pps 300

adm n-tech-on-failure
sp-organi zati on- name MC- Denp- npi t aev
organi zat i on- name MC- Denp- npi t aev
port-hop

track-transport
track-def aul t - gat enay
consol e- baud-rate 19200

no on-denmand enabl e

on-demand idle-timeout 10

vbond 192.0.2.3 port 12346

1

service tcp-keepalives-in

service tcp-keepalives-out

no service tcp-small-servers

no service udp-small-servers

host nane DC- AWs- EU- CGM

usernane admin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
vrf definition 10

rd 1:10

address-fanmily ipv4

route-target export 64550:10
route-target inport 64550: 10
exit-address-fanmly

1

address-fanmily ipv6
exit-address-fanmly

1

1

vrf definition Mgm -intf
descri pti on Managemnent

rd 1:512

address-fanmily ipv4

route-target export 64550:512
route-target inport 64550:512
exit-address-fanmly

1

address-fanmily ipv6
exit-address-fanmly

1

1

ip arp proxy disable

no ip finger

no ip rcnd rcp-enable

no ip rcnd rsh-enable

ip as-path access-list 15 permt "645[2-4][0-9]$
ip as-path access-list 25 permt .*
no i p dhcp use cl ass

ip route 10.211.0.0 255.255.255.0 10.211. 1. 65
ip route 10.211.2.0 255.255.255.0 10.211.1.65
ip bootp server

no i p source-route

no ip http server

no ip http secure-server

ip nat settings central-policy

cdp run

interface G gabitEthernetl



no shut down

arp tineout 1200

vrf forwarding Mgmt -intf

ip address dhcp client-id G gabitEthernetl
no ip redirects

ip dhcp client default-router distance 1

ip nu 1500

| oad-interval 30
nmtu 1500
negoti ati on auto
exit

interface G gabitEthernet2

no shut down

arp tineout 1200

ip address dhcp client-id G gabitEthernet?2
no ip redirects

ip dhcp client default-router distance 1

ip nu 1500

| oad-interval 30
nmtu 1500
negoti ati on auto
exit

interface G gabitEthernet3

no shut down

arp tineout 1200

ip address dhcp client-id G gabitEthernet3
no ip redirects

ip dhcp client default-router distance 20
ip nu 1500

| oad-interval 30

nmtu 1500

exit

interface Tunnel 2

no shut down

i p unnunbered G gabit Et hernet 2
no ip redirects

i pv6 unnunbered G gabitEt hernet 2
no ipve redirects

tunnel source G gabitEthernet?2
tunnel node sdwan

exit

interface Tunnel 3

no shut down

i p unnunbered G gabit Et hernet3
no ip redirects

i pv6 unnunbered G gabitEthernet3
no ipve redirects

tunnel source G gabitEthernet3
tunnel node sdwan

exit

interface Tunnel 100001

no shut down

vrf forwarding 10

i p address 169.254.0.22 255. 255. 255. 252
ip nu 1500

tunnel source 10.211.1.56

tunnel destination 192.0.2.22
tunnel node ipsec ipv4

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsecl-ipsec-profile
exit

interface Tunnel 100002

no shut down

vrf forwarding 10



i p address 169. 254.0. 26 255. 255. 255. 252

ip nu 1500

tunnel source 10.211.1.56

tunnel destination 192.0.2.23

tunnel node ipsec ipv4

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsec2-ipsec-profile
exit

rout e-map AWS_TGW CSR_ROUTE_POLI CY deny 1

mat ch as-path 15

1

route-map AWS_TGW CSR ROUTE_POLI CY pernit 11

mat ch as-path 25

1

rout e-map AWS_TGW CSR_ROUTE_PCLI CY deny 65535

1

clock timezone UTC 0 O

| oggi ng persistent size 104857600 fil esize 10485760
no | oggi ng nonitor

| oggi ng consol e

aaa authentication |login default |oca

aaa aut horization exec default |oca

aaa server radius dynami c-aut hor

port 1700

1

crypto i psec transformset if-ipsecl-ikevl-transform esp-aes 256 esp-sha-hnac
node tunnel

1

crypto i psec transformset if-ipsec2-ikevl-transform esp-aes 256 esp-sha-hnac
node tunnel

1

crypto ipsec profile if-ipsecl-ipsec-profile

set isaknp-profile if-ipsecl-ikevl-isakmp-profile
set pfs group2

set transformset if-ipsecl-ikevl-transform

set security-association lifetime kil obytes disable
set security-association lifetime seconds 3600

set security-association replay w ndow size 512

1

crypto ipsec profile if-ipsec2-ipsec-profile

set isaknp-profile if-ipsec2-ikevl-isakmp-profile
set pfs group2

set transformset if-ipsec2-ikevl-transform

set security-association lifetime kil obytes disable
set security-association lifetime seconds 3600

set security-association replay w ndow size 512

1

crypto keyring if-ipsecl-ikevl-keyring
pre-shared- key address 192.0.2.22 key qONTr RGW500Ca8j 35VT7eQRvhz gHCEqQ
1

crypto keyring if-ipsec2-ikevl-keyring
pre-shared- key address 192.0. 2. 23 key E4cayBdgl WsBUaaDi 1ukyngzbUz UP8Hp
1

crypto i saknp aggressive-node disabl e

crypto i saknp keepalive 10 3 on-demand

crypto i saknmp policy 1

aut hentication pre-share

encrypti on aes 128

group 2

hash sha

lifetine 28800

1

crypto i saknmp policy 2

aut henti cation pre-share



encrypti on aes 128

group 2
hash sha

lifetine 28800

crypto isaknmp profile if-ipsecl-ikevl-isaknp-profile
keyring if-ipsecl-ikevl-keyring
match identity address 192.0.2.22 255. 255. 255. 255

crypto i saknp profile if-ipsec2-ikevl-isaknp-profile
keyring if-ipsec2-ikevl-keyring
match identity address 192.0.2.23 255. 255. 255. 255

router bgp 64550
bgp | og- nei ghbor - changes
address-fanmily ipv4 unicast vrf 10

di stance bgp 20 200 20

maxi mum pat hs ei bgp 2

nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor

169.
169.
169.
169.
169.
169.
169.
169.
169.
169.

254.
254.
254.
254.
254.
254.
254.
254.
254.
254.

pr opagat e- aspat h
redi stribute onmp

exit-address-fanmly

timers bgp 60 180

0.

Coeocococo0o0o0o0

21
21
21
21
21
25
25
25
25
25

renote-as 64521

activate

ebgp- mul ti hop 255

route-map AWS_TGW CSR_ROUTE_PQOLI CY out
send- comuni ty both

renote-as 64521

activate

ebgp- mul ti hop 255

route-map AWS_TGW CSR _ROUTE_POLI CY out
send- comuni ty both

snnp-server ifindex persist

l'i ne aux
stopbits
!

line con

0
1

0

I ogi n authentication default
speed 19200

stopbits
1

1

line vty 0 4
| ogi n authentication default

transport
|

line vty 5 80

i nput ssh

I ogi n authentication default

transport
|

I'1dp run

i nput ssh

nat 64 translation timeout tcp 3600
nat 64 translation timeout udp 300

sdwan

interface G gabitEthernet2
tunnel -interface
encapsul ation i psec weight 1

no border

col or private2

no |l ast-resort-circuit

no | ow bandwi dt h-1i nk
no vbond- as-stun-server
vimanage- connecti on-preference 5



port-hop

carrier default
nat-refresh-interval 5
hel | o-interval 1000

hel | o-tol erance 12

al | owservice all

no al |l ow service bgp

al | ow servi ce dhcp

al | ow service dns

al | owservice icnp

al | ow service sshd

no al |l ow servi ce netconf
no allow service ntp

no all ow servi ce ospf

no all ow service stun

al | ow service https

no all ow service snnp

no all owservice bfd
exit

exit

interface G gabitEthernet3
tunnel -interface
encapsul ation i psec weight 1
no border

color privatel

no last-resort-circuit
no | ow bandwi dt h-1i nk
max- cont rol - connecti ons 0
no vbond- as-stun-server
vimanage- connecti on-preference 5
port-hop

carrier default
nat-refresh-interval 5
hel l o-interval 1000

hel | o-tol erance 12

no all owservice all

al | ow service bgp

al | ow servi ce dhcp

al | ow service dns

al | ow service icnp

no all ow service sshd

no al |l ow servi ce netconf
no allow service ntp

no al |l ow servi ce ospf

no all ow service stun

al | ow service https

no all ow service snnp

no all owservice bfd
exit

exit

appqoe

no tcpopt enable

!

onp

no shut down
send-path-l1imt 4
ecnp-limt 4

graceful -restart

no as-dot-notation
timers

hol dti me 60
advertisenment-interval 1
graceful -restart-timer 43200
eor-tiner 300



exit

addr ess-f
advertise
advertise
advertise
1

addr ess-f
advertise
advertise
advertise
1

1

!

i censi ng
i censi ng
i censi ng
i censi ng
bfd col or
hel | o-i nt
no pntu-d
mul tiplie
1

bfd defau
bfd app-r
bfd app-r
security
i psec
rekey 864
repl ay- w
aut hentic
1

1

ssl proxy
no enabl e

amly ipva
bgp
connect ed
static

amly ipv6
bgp
connect ed
static

config enable fal se

config privacy hostnane false
config privacy version false

config utility utility-enable false
Ite

erval 1000

i scovery

r il

It-dscp 48
oute nultiplier 2
oute poll-interval 123400

00
ndow 512
ation-type ah-shal-hmac shal-hnmac

rsa- key- nodul us 2048

certifica
eckey-typ
ca-tp-lab

settings

settings

settings

settings

settings

settings

settings

settings

!

policy

no app-v

no app-v

no flowv
no flowv
no inplic
| og-frequ
1

te-lifetine 730

e P256

el PROXY- S| GNI NG CA
expired-certificate drop
untrusted-certificate drop
unknown- st at us drop
certificate-revocation-check none
unsupport ed- pr ot ocol - versi ons drop
unsupport ed- ci pher-suites drop
fail ure-node cl ose

mnimmtls-ver TLSvl
sibility
sibility-ipv6
isibility
isibility-ipv6e
it-acl-1ogging

ency 1000

DC- AWS- EU- COML#

DC- AWS- EU- COML#

DC- AWS- EU- COGML#Sh run

DC- AWS- EU- CGML#sh runni ng-config

Bui | di ng

Current c
!

configuration...

onfiguration : 11607 bytes



I Last configuration change at 18:26:47 UTC Fri Dec 10 2021 by NETCONF
|

version 17.4

service tcp-keepalives-in

service tcp-keepalives-out

service timestanps debug datetine nsec
service tinmestanps | og datetine nmsec
servi ce password-encryption

I Call-home is enabled by Smart-Licensing.
service call-home

platformqfp utilization nmonitor |oad 80
no pl atform punt - keepal i ve di sabl e-kernel -core
pl atform consol e virtua

!

host nane DC- AWs- EU- CGM

!

boot - st art - mar ker

boot - end- mar ker

!

!

vrf definition 10

rd 1:10

|

address-fanmily ipv4

route-target export 64550:10
route-target inport 64550: 10
exit-address-fanmly

!

address-fanmily ipv6
exit-address-fanmly

!

vrf definition 65528

!

address-fanmily ipv4
exit-address-fanmly

!

vrf definition Mgm -intf

descri pti on Managemnent

rd 1:512

!

address-fanmily ipv4

route-target export 64550:512
route-target inport 64550:512
exit-address-fanmly

|

address-fanmily ipv6
exit-address-fanmly

!

| oggi ng buffered 512000

| oggi ng persistent size 104857600 fil esize 10485760
no logging rate-limt

no | oggi ng nonitor

!

aaa new node

!

!

aaa authentication login default |oca
aaa aut horization exec default |oca

aaa server radius dynami c-author



aaa session-id comon
fhrp version vrrp v3
ip arp proxy disable

ip bootp server
no i p dhcp use cl ass

1
1
!
no login

on-success | og

i pv6 uni cast-routing

subscriber tenplating

mul tilink bundl e-nane authenti cated

crypto pki trustpoint TP-self-signed-1070810043
enrol | nent sel fsigned
subj ect - name cn=|1 OS- Sel f - Si gned- Certificate-1070810043
revocati on- check none

rsakeypair TP-sel f-signed-1070810043

crypto pki trustpoint SLA-Trust Point

enrol | nent pkcsi12
revocati on-check crl

crypto pki certificate chain TP-sel f-signed-1070810043
certificate self-signed 01

30820330
31312F30
69666963
34325A17
4F532D53
31303034
0A028201
69CAFDCD

30820218 A0030201 02020101
2D060355 04031326 494F532D
6174652D 31303730 38313030
0D333131 32313030 30333934
656C662D 5369676E 65642D43
33308201 22300D06 092A8648
0100AC49 2292437D CClAB211
57AEES5A1 5D30B8A8 F62C842E

300D0609
53656C66
3433301E
325A3031
65727469
86F70D01
204B33F2
487D9ADA

2A864886 F70D0101 05050030
2D536967 6E65642D 43657274
170D3231 31323130 30303339
312F302D 06035504 03132649
66696361 74652D31 30373038
01010500 0382010F 00308201
9AE40F1B A41355FA 9832FD65
EF2E5F55 4C26D746 EA381D42



CAF259DA
43DC3116
330697C0
81F5AD28
F114EA04
9A1CFC95
256C3291
301F0603
C4301D06
30000609
A102433E
B41F9191
3DDEB3B9
9EF3F9DF
96D23BDA
4FF271E8
2F2F46D2
008A2D16
quit

crypto pki certifi

19CFDE22
350675F7
4BB5DE18
C1732F99
5ADE11C7
730AAE31
22370203
551D2304
03551D0E
2A864886
9E2C22AA
2567CA23
1398C49B
58A9C3FC
EFEC8521
B438678E
E8B14961
Cr751721

certificate ca 01

30820321
32310E30
6F204C69
3834375A
43697363
526F6F74
82010A02
CBB4C798
1C394D78
4AAAEBOD
7390A3EB
68E69491
C7479096
C55F0D76
DFC7C6CF
06300F06
4B3D31E5
03820101
604EDCDE
D98987BF
467A3DF4
7CA7BTEG
5FBODA0O6
80DDCD16
418616A9
D697DF7F
quit

l'i cense udi
li cense boot
di agnostic bootup | evel

30820209
0C060355
63656E73
170D3338
6F312030
20434130
82010100
212AA147
462EF239
DB6FD1C9
2B5436AD
20F320E7
B4CB2D62
61F9A4CD
04DD7FD1
03551D13
1B3E6GAL7
00507F24
FF4FED2B
E40CBDOE
4D565700
C1AF74F6
BO2AFE7F
D6BACECA
4093E049
28

76582EAD
6B42B33F
39DB9203
CCE788FB
C8C93379
CACEGEES8
010001A3
18301680
04160414
F70D0101
403FEAAE
CO69E365
570839FA
1DB848FA
F8566815
2A1706CE
69976E15
CF90413A

cate chai

A0030201
040A1305
696E6720
30353330
1E060355
82012230
A6BCBD96
C655D8D7
C659F715
60B1FD18
C847A2C5
948E71D7
EA2F505D
30992327
02030100
0101FF04
606AF333
D3932A66
77TFCA60E
1AECAOC2
6ADFOFOD
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

1C878CE7
DF500EFO
5132855
OF8EA20A
3FA8CAOF
DODABFE1
53305130
149E76BD
9E76BD12
05050003
311CECAD
96DC55CD
BB090B72
32089028
ED2D703F
FOEE665C
95A07771
29019B95

B596E439
323ECFBD
S5FE5C0C6
29E2A57B
S5E3ADEFE
B995B6C0
0F060355
12EAD2B9
EAD2B99F
82010100
37353098
368D9ELD
S5D51E6FE
A88AA158
2B7E64B8
40B9C1B5
756AF6AA
DC7704EA

n SLA- Tr ust Poi nt

02020101
43697363
526F6F74
31393438
04031317
0D06092A
131EO05F7
9471380D
BO98COAS59
FFC69C96
DAB553EB
AE3BCC84
C7B062A4
A8BB03BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

300D0609
6F312030
20434130
34375A30
43697363
864886F7
145EA72C
8711441E
5BBB5CBD
6FA68957
69A9A535
F10684C7
6811D95B
4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3C04FF7C
E9Q73DE7F
F3A58BE1
35202CDC
932E35B5

pi d C8000V sn 9SAQCIXHS8G
| evel

94EF0023
AOFBD612
80635F69
6879AAE9
61197C3E
00072343
1D130101
9F58797A
58797A7A
12D28F08
COEAF160
7A9B39B9
8250A8D0
52E05BBF
53A9799B
7AC51491
FO90B4DD

2A864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAFO71A
OCFEBEA3
A2617DE7
58E9F3E3
4BCBEOOF
E8250FC4
7CBADF8B
03551D0F
0603551D
092A8648
6D4DF6B0O
3A5673AB
CDO8B646
21E878AC
5BDDEB86
1A48A229
60E4616A
8862FDAE

net wor k- prem er +dna- pr em er

m ni mal

nmenmory free | ow wat ernmark processor 226459

spanni ng-tree extend systemid

DOBOA1EC
8ABFD343
9DA90B4F
9CAAFO5C
DBC20084
CA115DC4
FF040530
7A93625C
93625C7A
C5367501
C46C95C1
060BB27E
299DCD04
EA13129F
93DFF82D
B3327948
BE41A10E

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BF7
104FDC5F
COBD23CF
539BA42B
5D5D5FB8
DF5F4368
0101FF04
OE041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1E69
B623CDBD
0275156F

C79D582C
96C8BB40
578F7861
9F6D95FD
2F0B1BF9
5A802A21
030101FF
7ABB6953
BB6953C4
E131A43F
61073D63
AB456414
22168D8A
C902E11F
7713A7A3
4B432168
C22A6611

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6COE3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0



usernane adnmin privilege 15 secret 9
$9$3V6L3VEL2VUI 2k$ysPnXOdg8RLj 9KgMinf HdSHkdaMri Hz GaUpcqH6pf To
|

r edundancy
!

no crypto ikev2 diagnose error

!

!

I'1dp run

cdp run

|

!

crypto keyring if-ipsecl-ikevl-keyring

pre-shared- key address 192.0.2.22 key qONTr RGW500Ca8j 35VT7eQRvhz gHCEqQ
crypto keyring if-ipsec2-ikevl-keyring

pre-shar ed- key address 192.0. 2. 23 key E4cayBdgl WsBUaaDi 1ukyngzbUz UP8Hp

crypto i saknmp policy 1

encrypti on aes

aut henti cation pre-share

group 2

lifetine 28800

1

crypto i saknmp policy 2

encrypti on aes

aut henti cation pre-share

group 2

lifetine 28800

crypto i saknp keepalive 10 3

crypto i saknp aggressive-node disabl e

crypto isaknp profile if-ipsecl-ikevl-isaknp-profile
keyring if-ipsecl-ikevl-keyring

match identity address 192.0.2.22 255. 255. 255. 255
crypto i saknp profile if-ipsec2-ikevl-isaknp-profile
keyring if-ipsec2-ikevl-keyring

match identity address 192.0.2.23 255. 255. 255. 255

1

1

crypto i psec transformset if-ipsecl-ikevl-transform esp-aes 256 esp-sha-hnac
node tunnel

crypto i psec transformset if-ipsec2-ikevl-transform esp-aes 256 esp-sha-hnmac
node tunnel

1

1

crypto ipsec profile if-ipsecl-ipsec-profile

set security-association lifetime kil obytes disable
set security-association replay w ndow size 512

set transformset if-ipsecl-ikevl-transform

set pfs group2

set isaknp-profile if-ipsecl-ikevl-isakmp-profile

1

crypto ipsec profile if-ipsec2-ipsec-profile

set security-association lifetime kil obytes disable
set security-association replay w ndow size 512

set transformset if-ipsec2-ikevl-transform



set pfs group2
set isaknp-profile if-ipsec2-ikevl-isakmp-profile

interface Loopback65528

vrf forwarding 65528

i p address 192.168.1.1 255. 255. 255. 255

1

interface Tunnel 2

i p unnunbered G gabit Et hernet 2

no ip redirects

i pv6 unnunbered G gabitEt hernet 2

no ipve redirects

tunnel source G gabitEthernet?2

tunnel node sdwan

1

interface Tunnel 3

i p unnunbered G gabit Et hernet3

no ip redirects

i pv6 unnunbered G gabitEthernet3

no ipve redirects

tunnel source G gabitEthernet3

tunnel node sdwan

1

interface Tunnel 100001

vrf forwarding 10

i p address 169. 254.0.22 255. 255. 255. 252
ip nu 1500

tunnel source 10.211.1.56

tunnel node ipsec ipv4

tunnel destination 192.0.2.22

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsecl-ipsec-profile
1

interface Tunnel 100002

vrf forwarding 10

i p address 169. 254.0.26 255. 255. 255. 252
ip nu 1500

tunnel source 10.211.1.56

tunnel node ipsec ipv4

tunnel destination 192.0.2.23

tunnel path-ntu-di scovery

tunnel protection ipsec profile if-ipsec2-ipsec-profile
1

interface G gabitEthernetl

vrf forwarding Mgm -intf

ip dhcp client default-router distance 1
ip address dhcp client-id G gabitEthernetl
no ip redirects

| oad-interval 30

negoti ati on auto

arp tineout 1200

1

interface G gabitEthernet2

ip dhcp client default-router distance 1
ip address dhcp client-id G gabitEthernet?2
no ip redirects



| oad-i nterva

30

negoti ati on auto

arp tineo
!

ut

1200

interface G gabitEthernet3

ip dhcp client default-router distance 20
ip address dhcp client-id G gabitEthernet3
no ip redirects

| oad-i nterva

speed 100

0

30

no negotiation auto

arp tineo
!

ut

router onp

1200

router bgp 64550
bgp | og- nei ghbor - changes

address-fanmily ipv4 vrf 10
redi stribute onmp
pr opagat e- aspat h

nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor
nei ghbor

169.
169.
169.
169.
169.
169.
169.
169.
169.
169.

254.
254.
254.
254.
254.
254.
254.
254.
254.
254.

0

Coeocococo0o0o0o0

21 renote-as 64521

21 ebgp-mul ti hop 255

21 activate

21 send-community both

21 route-map AWS_TGW CSR_ROUTE_POLI CY out
25 renote-as 64521

25 ebgp-mul ti hop 255

25 activate

25 send-community both

25 route-map AWS_TGW CSR_ROUTE_POLI CY out

maxi mum pat hs ei bgp 2
di stance bgp 20 200 20
exit-address-fanmly

ip forward-protocol nd
no ip http server
no ip http secure-server

ip as-path access-list 15 permit "645[2-4][0-9]$
ip as-path access-list 25 permt .*

ip nat settings central-policy

ip nat route vrf 65528 0.0.0.0 0.0.0.0 gl obal
service
service
service
service
service
service
service
service
service
service
service
service
service
service
service
passi ve
ip route 10.211.0.
ip route 10.211.2
ip scp server enable

no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
no ip nat
noip ftp

H225

ras

rtsp udp

rtsp tcp

net bi os-ns tcp
net bi os-ns udp
net bi 0s-ssn
net bi os-dgm

| dap

sunrpc udp
sunrpc tcp
nsrpc tcp

tftp

rcmd

pptp

0 255.255.255.0 10.211.1.65
0 255.255.255.0 10.211.1.65



!

rout e-map AWS_TGW CSR_ROUTE_POLI CY deny 1

mat ch as-path 15

!

route-map AWS_TGW CSR ROUTE_POLICY pernmit 11
mat ch as-path 25

!

rout e-map AWS_TGW CSR_ROUTE_PCLI CY deny 65535

control - pl ane

1

!

ngcp behavi or rsip-range tgcp-only

ngcp behavi or conedi a-rol e none

ngcp behavi or conedi a- check- nedi a-src di sabl e
ngcp behavi or conedi a- sdp-force di sable

1

ngcp profile default
|
!
!
|
!

1
line con O

stopbits 1

speed 19200

line aux O

line vty 0 4

transport input ssh

line vty 5 80

transport input ssh

1

nat 64 translation timeout udp 300
nat 64 translation timeout tcp 3600

cal | - home
! If contact enmnil address in call-home is configured as sch-smart-1|icensi ng@i sco.com
! the emnil address configured in G sco Smart License Portal will be used as contact enai

address to send SCH notifications.
contact-enuni |l -addr sch-snmart-1icensi ng@i sco.com
profile "G scoTAC 1"

active

destination transport-method http

net conf - yang
net conf -yang feature candi dat e-datastore
end

DC- AWE- EU- CGML#

DC- AWE- EU- CGML#

DC- AWS- EU- CGML#sh ip ro

Codes: L - local, C - connected, S - static, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2



El - OSPF external type 1, E2 - OSPF external type 2, m- OW
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT D A
i - 1S1S su- IS IS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration summary
0 - ODR P - periodic dowl oaded static route, | - LISP

a - application route
+ - replicated route, %- next hop override, p - overrides fromPfR
& replicated |l ocal route overrides by connected

Gateway of last resort is 10.211.1.33 to network 0.0.0.0
S* 0.0.0.0/0 [1/0] via 10.211.1.33

10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
S 10.211.0.0/24 [1/0] via 10.211.1.65

C 10.211.1.32/27 is directly connected, G gabitEthernet?2
L 10.211.1.56/32 is directly connected, G gabitEthernet?2
C 10.211.1.64/27 is directly connected, G gabitEthernet3
L 10.211.1.89/32 is directly connected, G gabitEthernet3
S 10.211.2.0/24 [1/0] via 10.211.1.65

DC- AWS- EU- COML#
DC- AWs- EU- CGM#sh ip ro vrf 10

Routi ng Table: 10

Codes: L - local, C - connected, S - static, R- RIP, M- nmobile, B - BG

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, m- OW

n - NAT, NI - NAT inside, No - NAT outside, Nd - NAT D A

i - 1S1S su- ISIS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
H- NHRP, G- NHRP registered, g - NHRP registration summary

0 - ODR P - periodic dowl oaded static route, | - LISP

a - application route

+ - replicated route, %- next hop override, p - overrides fromPfR

& replicated |l ocal route overrides by connected
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 9 subnets, 3 masks

m 10.11.3.0/24 [251/0] via 10.11.1.11, 3d07h, Sdwan-systemintf

m 10.12. 3.0/ 24 [251/0] via 10.12.1.11, 3d07h, Sdwan-systemintf

m 10. 12. 10. 11/ 32 [251/0] via 10.12.1.11, 3d07h, Sdwan-systemi ntf
B 10.25.0.0/16 [20/100] via 169.254.0.25, 3dl4h

[20/100] via 169.254.0.21, 3dl4h

m 10. 64.0.0/16 [251/0] via 192.0.2.24, 3d07h, Sdwan-systemintf
[251/0] via 192.0.2.6, 3d07h, Sdwan-systemi ntf

m 10.103. 0.0/ 16 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemi ntf
m 10.111.0.0/16 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemi ntf
m 10.112.0.0/16 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemi ntf
m 10.131.0.0/16 [251/0] via 192.0.2.9, 15:30:32, Sdwan-systemi ntf
[251/0] via 192.0.2.8, 15:30:32, Sdwan-systemintf

169.254.0.0/16 is variably subnetted, 13 subnets, 3 masks

m 169. 254. 0.4/ 30 [251/0] via 192.0.2.8, 2d18h, Sdwan-systemintf

m 169. 254. 0.8/ 30 [251/0] via 192.0.2.8, 3d07h, Sdwan-systemintf

m 169. 254. 0.12/30 [251/0] via 192.0.2.9, 15:30:32, Sdwan-systemintf
m 169. 254. 0. 16/ 30 [251/0] via 192.0.2.9, 15:30:32, Sdwan-systemintf
C 169.254.0.20/30 is directly connected, Tunnel 100001

L 169.254.0.22/32 is directly connected, Tunnel 100001

C 169.254.0.24/30 is directly connected, Tunnel 100002

L 169.254.0.26/32 is directly connected, Tunnel 100002

m 169. 254. 0. 36/ 30 [251/0] via 192.0.2.6, 3d07h, Sdwan-systemi ntf

m 169. 254. 0. 40/ 30 [251/0] via 192.0.2.6, 3d07h, Sdwan-systemi ntf

m 169. 254. 0. 44/ 30 [251/0] via 192.0.2.24, 3d07h, Sdwan-systemi ntf



m 169. 254. 0. 48/ 30 [251/0] via 192.0.2.24, 3d07h, Sdwan-systemi ntf
m 169. 254. 10. 0/ 29 [251/0] via 10.103.1.11, 3d07h, Sdwan-systemintf
192.168.7.0/32 is subnetted, 1 subnets

m 192.168.7.7 [251/0] via 192.0.2.2, 3d06h, Sdwan-systemi ntf

DC- AWE- EU- CGML#

DC- AWE- EU- CGML#

DC- AWE- EU- CGM#sh sdwa

DC- AW5- EU- CGML#sh sdwan bfd

DC- AWs- EU- CGML#sh sdwan bfd sess

DC- AWs- EU- CGML#sh sdwan bfd sessi ons

SOURCE TLOC REMOTE TLOC DST PUBLI C DST PUBLI C DETECT TX

SYSTEM | P SITE | D STATE COLOR COLOR SOURCE | P | P PORT ENCAP MULTI PLI ER | NTERVAL( msec UPTI ME
TRANSI Tl ONS

192.0.2.8 65 up private2 privatel 10.211.1.56 10.211.0.68 12367 ipsec 7 1000 07:00:18 O
192.0.2.9 65 up private2 privatel 10.211.1.56 10.211.0.180 12367 ipsec 7 1000 07:00:17 O
192.0.2.6 64 up private2 private2 10.211.1.56 10.211.2.41 12387 ipsec 7 1000 07:00:18 O
192.0.2.6 64 up private2 privatel 10.211.1.56 10.211.2.76 12367 ipsec 7 1000 07:00:18 O
192.0.2.24 64 up private2 private2 10.211.1.56 10.211.2.154 12387 ipsec 7 1000 15:30:40 1
192.0.2.24 64 up private2 privatel 10.211.1.56 10.211.2.176 12367 ipsec 7 1000 07:00:18 0O
10.11.1.11 11 up private2 public-internet 10.211.1.56 192.0.2.13 12386 ipsec 7 1000 07:00:17 O
10.12.1.11 12 up private2 public-internet 10.211.1.56 192.0.2.14 12386 ipsec 7 1000 07:00:17 O

10.103.1.11 103 up private2 default 10.211.1.56 192.0.2.18 12346 ipsec 7 1000 07:00:18 O
10.103.1.12 103 up private2 default 10.211.1.56 192.0.2.19 12346 ipsec 7 1000 07:00:17 O

192.0.2.9 65 up private2 public-internet 10.211.1.56 192.0.2.20 12347 ipsec 7 1000 15:30:41 1
192.0.2.8 65 up private2 public-internet 10.211.1.56 192.0.2.21 12347 ipsec 7 1000 07:00:18 0O
192.0.2.2 61 up private2 biz-internet 10.211.1.56 192.0.2.0 12347 ipsec 7 1000 07:00:18 0O
192.0.2.2 61 up private2 privatel 10.211.1.56 198.18.0.5 12367 ipsec 7 1000 06:59:31 0
192.0.2.8 65 up privatel privatel 10.211.1.89 10.211.0.68 12367 ipsec 7 1000 22:50:11 2
192.0.2.9 65 up privatel privatel 10.211.1.89 10.211.0.180 12367 ipsec 7 1000 22:50:16 2
192.0.2.6 64 up privatel private2 10.211.1.89 10.211.2.41 12387 ipsec 7 1000 07:00:22 0O
192.0.2.6 64 up privatel privatel 10.211.1.89 10.211.2.76 12367 ipsec 7 1000 22:50:01 2
192.0.2.24 64 up privatel private2 10.211.1.89 10.211.2.154 12387 ipsec 7 1000 07:00:23 0
192.0.2.24 64 up privatel privatel 10.211.1.89 10.211.2.176 12367 ipsec 7 1000 22:50: 10 2
10.11.1.11 11 down privatel public-internet 10.211.1.89 192.0.2.13 12386 ipsec 7 1000 NA O
10.12.1.11 12 down privatel public-internet 10.211.1.89 192.0.2.14 12386 ipsec 7 1000 NA O

10. 103. 1. 11 103 down privatel default 10.211.1.89 192.0.2.18 12346 ipsec 7 1000 NA O

10. 103. 1. 12 103 down privatel default 10.211.1.89 192.0.2.19 12346 ipsec 7 1000 NA O
192.0.2.9 65 down privatel public-internet 10.211.1.89 192.0.2.20 12347 ipsec 7 1000 NA O
192.0.2.8 65 down privatel public-internet 10.211.1.89 192.0.2.21 12347 ipsec 7 1000 NA O
192.0.2.2 61 down privatel biz-internet 10.211.1.89 192.0.2.0 12347 ipsec 7 1000 NA O
192.0.2.2 61 down privatel privatel 10.211.1.89 198.18.0.5 12367 ipsec 7 1000 NA O

DC- AWS- EU- COML#

DC- AWS- EU- COML#

DC- AWS- EU- COML#sh ver

Cisco | 0OS XE Software, Version 17.04.01a

Cisco 10S Software [Bengal uru], Virtual XE Software (X86_64_LI NUX | OSD- UNI VERSALK9- M, Version
17. 4. la, RELEASE SOFTWARE (fc4)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2020 by G sco Systens, Inc.

Conpil ed Fri 18-Dec-20 05:01 by ntpre

Cisco 10S-XE software, Copyright (c) 2005-2020 by cisco Systems, |nc.

Al rights reserved. Certain conmponents of Cisco | OS-XE software are
licensed under the GNU CGeneral Public License ("GPL") Version 2.0. The
sof tware code |icensed under GPL Version 2.0 is free software that cones
with ABSOLUTELY NO WARRANTY. You can redistribute and/or nodify such

GPL code under the terns of GPL Version 2.0. For nore details, see the
docunent ati on or "License Notice" file acconpanying the |10S- XE sof tware,
or the applicable URL provided on the flyer acconpanying the | 0S-XE



sof t war e.

ROM | OS- XE ROVMON

DC- AWS- EU- CGML uptime is 4 days, 47 mnutes

Uptime for this control processor is 4 days, 49 minutes
System returned to ROM by rel oad

Systemimage file is "bootfl ash: packages. conf"

Last reload reason: Unknown reason

Thi s product contains cryptographic features and is subject to United
States and | ocal country |aws governing inport, export, transfer and
use. Delivery of Cisco cryptographic products does not inply
third-party authority to inport, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
conpliance with U S. and |l ocal country laws. By using this product you
agree to conply with applicable |laws and regul ations. |f you are unable
to conply with U S. and local laws, return this product imediately.

A sunmary of U. S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wd / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending email to
export @i sco. com

Technol ogy Package License |nformation:
Control | er - managed

The current throughput l[evel is 250000 kbps

Smart Licensing Status: Registration Not Applicabl e/ Not Applicable

ci sco C8000V (VXE) processor (revision VXE) with 2264734K/ 3075K bytes of menory.
Processor board | D 9SAQCIXHS8G

Rout er operating node: Controller-Mnaged

3 G gabit Ethernet interfaces

32768K bytes of non-volatile configuration nmenory.

7784912K bytes of physical nenory.

11526144K bytes of virtual hard di sk at bootflash:.

Configuration register is 0x2102

DC- AWS- EU- COML#
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