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Assign Configuration

Devices (1)

Davice Mama Earial Numibes

JREZEL40YYE

" Asgign
@ Assign Slke o Configuration
Assign Configuration

Devices (1)

Dewice Name Serial Number

Peoduct 1D

COI00L-48T

Product ID

C9200L-48T

4G

Mssigned Sine Configuraten

Glakal/indialBOL

Cancel

& 4 Configuration for device name: 92-4

JAEZBALDYYE

Iress 10.127.212.253

Global/Inda/BGL

G92-4

Az LG

- m

admin

COZ00L-48T-4G

Switches and Hubs

Cisco Catalyst 9200 Series
Switches

Cisco Catalyst 92000 Switch
=k

=

Template

9200-onboarding template (Switching)
8 Copy running configuration to startup configuration

9200-onboarding template

Onboarding Configuration
Jan 04, 2026 11:44:04 AM
dated Jan 04, 2026 12:16:51 PM
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loodd s Idessss > 1desuosd sldoguésd2.
o) eds 1uold6 120563,

= ';,',';l,_',' Catalyst Center Provision [ Metwork Devices [ Plug and Play

* Network Plug and Play Overview

Mo Devices

4.108) 9939 ol 96 pzpEd

alyst Center Provision | MNetwork es [ Plug and Play « Q om0 B admin

> Metwork Plug and Play Overview

=1 _5 @

Single Add Bulk Add Smart Account Add

5. 109 W98 Vldw pd IJoujsd Joujsd uessz pdwd CSV



= alili  Cate el : y PR e _
= s ot 0 anc o ( o @ L admin

Add Devices in Bulk

MNetwork Plug and Play Overview

= & lile or drag and drop 1o upload.

Valid file types: .csv

+ Download File Template

6. §p wede pJud CSV Lol osd IJzels Ipbdss.

¥ Cisco Systems Inc - Plug And Play - Import/Export

#2019-07-01
# Commant starts with £
¥ Comment and Blank line will be [gnored.
# Il the device alréady exists no update on the dévice, Otherwise th device will b created.
# Mandatory fields are marked with *.
¥ Desice Name is not mandatory but must be unique for all devices.
# Serial Number is mandatory and must be unigue for all devices.
# Site is optional but strongly recommened. 1t needs to be include the entire hierarchy. For example: Global'<area name>/<building name> or Global/<area name>/<building namez/<floor name> or Global/<building name >/« flo
# Profile is a mandatory field when adding wireless Access Points or Sensors - but for EWC/EWLE devices - this must be Left blank.
# Profile refers o RF-Profile (Access Points) or Sensor Profile (Sensor devices)
2 § Management IP Subnet Mask and Gatewsy are mandatory fields when adding Mobility Express or Catalyst WLC - butfor Access Point devices - this must be left blank.
#VLAN |Dis optional field when adding Catalyst WLC. Mustbe from 1-1001 or 1008-4084..
# Interface name is mandatory field when adding Catalyst WLC..

s Serial Number* Praduct ID* Device Name Site Prafile* ManagementlP* SubnetMask* Gateway™ VianlD Intertace Name®
# (RF-Profile or Sensor (Leave blank for Acces: [Leave blank for A {Leawve blank for Access Points)
AE264A0YYE CH200L-48T-4G 92-4 Global/india/BGL |

7. Qap§J de CSVv |.Jro-.’JoroJ.



Add Devices in Bulk

or drag and drog to upload

pariTamplata (1) esy

| Upload

4 Download File Template

Metwork

Plug and Play Ower

View

8. luwos,yb 1Jizojs po pdd CSV gl olldeel |Us pgjow PnP

Add Devices in Bulk

1.B3K8 of 1.83KR 100

& Download File Template

and want to claim it immediately, click Add + Claim <

and will claim it later, click Add Device. You will need to reenter claim

parameters

Imported devices (1)

Imnpirt
-] s Davice Name Serial Number Praduct 1D Site
valiation

(-] -] 92-4 JAE26440YY6 Co200L-48T-4G Glabal/India/8GL

Back Add + Claim

9. whbo, IJizojs B Ipgi90 Jesp IUlouold wol.



‘il Catalyst Center Provision / MNetwork Devices | Plug and Play

Davice Staius m ncisimed { @ Fror &r

Devices (1)  Focus: Default rash 5
> e
ong ! Refr
| W Device Name (1) Sarial Nusbsr Product 1D Lt Contact State Onbosrding Progress 1P Address MAC Address [ Source
] 1 I 82-4 JAEZ26440%YS Ce200L-4BT-4G Mot Contacted Unclaimed ¥ Device is ready to be claimed NA MA User

10. vpz)> i Swuad lJgolj wpyd; Catalyst. sdgu 1Jzolj glosl Jdbegle.

Catalyst Center

slusi]ns
£15E0

Device Status m Un = @ En -]

Devices (1)

Actians Add Device

Serinl Mumber Praduct ID ant Contact Slale Onbuardes Progress 1P Adcenss MAC Address

L] Duvice Marms

lpwod ol 1JIgble 9l oJlzol

lo Jl sbo, IJesdelz gds phs 296 ey Idesuasd Sldouigsd Lodes: o3l 09 IJgbsle Iy
Sesu st IJluosl.

1. 1dozel pu uozd louold PNp
oedd 030 1Jisle, oo louold PNP e d; Catalyst.

1.1. 1pJls6 1Us o9 [Js ICMP



Sedd pu louolJ ICMP oy ¢JId sub gusly IP 1Jgluo wslzod IJed w wé J Catalyst Center lg
ewslu IP IJblo,s (VIP). wlds pu lpdluss [Uguoed IJs pyd; Catalyst oo eJIJ ool Ulouold.

Switch#ping 18.127.212.43
Type escape sequence to abort.
Sending 5, l@@-byte ICMP Echos to 18.127.212.43, timeout is 2 seconds:

Success rate is 188 percent (5/5), round-trip minfavg/max = 1/1/1 ms
Switcha#

1.2. 1Joe9d pu woegd HTTP HELLO

gSLQL)u;JILJu¢9Lf9gSLJBI;JgJLpJE§SLJ(F)nF))lblLJ();SL}ULJayJioJkJJ (:atalyst;JLDLJgangIngJaLSLS PU LﬁDCO
HELLO. JJdoz 3y pu ldlouold: e vogsgsd ol LJI,oJ pU zolj byuos I9 2920 Igl,oJ curl -v
http://<Catalyst Center IP>/pnp/HELLO

olds po wdBds luwoeles "HELLO".

sitirkey@SITIRKEY-M=-6PG] netbox—-docker % curl =-v http://18.127.212.43/pnp/HE
& Trying 18.127.212.43:88...

#* Connected to 10.127.212.43 (10.127.212.43) port 8@

> GET /pnp/HELLD HTTP/1.1

> Host: 18.127.212.43

> User-Agent: curl/8.7.1

* Accept: =/ %

>

*®

Request completely sent off
< HTTP/1.1 288 OK
. Date: Sun, B4 Jan 2826 B7:51:28 GMT
¢« Content-Type: text/plain;charset=iso-8859-1
< Content-Length: 5
< Connection: keep-alive

* Connection #8 to host 18.127.212.43 left intact

1.3. vyl Jvolsé HTTPS

oVUud 996 PnP I3l g3y luwesls ool glse Catalyst Center ss>9sl ey HTTPS. JJwz 9
o0 3JY Iuwagse 03l 1Jie,: copy https://<catc-ip-address>/ca/pem mypem2

olds oo 1depld 0ldd IUpdBle 90 Igble.

92-d#copy https://10.127.212.43/ca/pem mypem2
Destination filename [mypem2]?
Accessing https://10.127.212.43/ca/pem...

Loading https://10.127.212.43/cafpem
1472 bytes copied in @2.86@ secs (24533 bytes/sec)
92-4#




1.4. 21J6 pJd &g ,5u8 PP

131 Jp sbo, pz9d gds Lodzo Catalyst Center PnP. ez 99 pu louold PNP HTTP o0 ¢JIJ
cudss IJle,show pnp profile

c2dd po luuaesle PNP J Active-URL U ozs2. *

olds pu o "Jgsble IJBluds" B leuolissle HTTP os 0. ouivs) IJ@se6 IJIde,) oo 0 ¢
lJs publdd lpdloss 1Usuo9d wsu ldezad 90,9 Catalyst. w9 og 030 1Uuo9,6 uwsubssy
Sowpu pubddle lpdluss 1Usuosd.

Switch#show pnp profile
PnP Profiles: Active:®, Created:@d, Deleted:@, Hidden:®@

CBType Node Primary-Path Primary-Trans Backup-Trans

-— show pnp http tracking -—

PNP=-Ti-Niernuwary: Artiva-Mame= [PnP-Niernusrir-Prac] |lact-Mamaz [BaP-Niernusrv-0rnrl
Active-URL=[http: //18.127.212,.43:88/pnp/HELLO], Last-URL=[http://1@.127.212,.43:88/pnp/HELLO]
SID=7, Last-5ID=6, TID=4294967295, last-TID=4294967295, Head-Date=[-], Status-Code=@, Get-5tatus=8, Get-Watch=7FGECDCREF@
HTTP-Register Stats: Total=3, OK=3, Failed=@, Ignored=@
HTTP=Unregister Stats: Total=2, OK=2, Failed=@, Ignored=8
HTTP=Resp-Data=Alloc Stats: Total=@, OK=0, Failed=8, Ignored=@
HTTP-Resp-Data=Free Stats: Total=@, 0K=@, Failed=8, Ignored=8
HTTP-Resp-Data—Proc Stats: Total=6, OK=@, Failed=6, Ignored
HTTP-Get—Watch-Init Stats: Total=6, OK=6, Failed=@, Ignored=e
HTTP-Get-Wait-Complete Stats: Total=6, OK=6, Failed=0, Ignored=@
HTTP-Send-Get Stats: Total=6, OK=8, Failed=6, Ignored=8
HTTP-Send-Head Stats: Total=8, 0OK=8, Failed=8, Ignored=a
HTTP-Send-Hello Stats: Total=8, OK=08, Failed=0, Ignored=8
SSL-Handshake Stats: Total=8, 0K=8, Failed=8, Ignored=@
Server-ID-Check Stats: Total=8, OK=8, Failed=@, Ignored=8

PNP-HTTP-Tracker: Active-Name=[-], Last-Name=[-]
Active-URL=[-], Last-URL=[-]
SID=0, Last-SID=0, TID=@, last-TID=0, Head-Date=[-], Status-Code=8, Get-5tatus=0, Get-Watch=0
HTTP-Register Stats: Total=@, OK= Failed=@, Ignored=@
HTTP-Unregister Stats: Total=@, OK=8, Failed=0, Ignored=8
HTTP—Resp-Data—Alloc Stats: Total=@, OK=0, Failed=8, Ignored=@
HTTP-Resp-Data—Free Stats: Total=0, OK=@, Failed=8, Ignored=@
HTTP-Resp-Data—Proc Stats: Total=0, OK=@, Failed=8, Ignored=@
HTTP—Get—Watch-Init Stats: Total=0, OK=@, Failed=8, Ignored=@
HTTP-Get-Wait-Complete Stats: Total=8, OK=0, Failed=8, Ignored=2
HTTP-Send-Get Stats: Total=8, 0K=8, Failed=8, Ignored=8
HTTP-Send-Head Stats: Total=8, 0K=8, Failed=8, Ignored=@
HTTP-5end-Hello Stats: Total=@, OK=@, Failed=@, Ignored=@
SSL-Handshake Stats: Total=@, OK=0, Failed=0, Ignored=@
Server-ID-Check Stats: Total=0, OK=0, Failed=@, Ignored=@

S9uoe 03l Idpeld uvsubsy Jl seuopu publdd B¢ ledluss [Jsuosd.



PHP-T1-Discovery: Active-Mame=[PnP-Discovery-Proc], Last-Name=[-]
Active-URL=[http://catcl.cis m:B8/pnp/HELLO], Last-URL=[-]
5ID=5%, Last=5ID=@, TID=1, la ID=8, Head-Date=[Mon, 85 Jan 2826 15:28:17 GMT], Status-Code=20@, Get-Status=8, Get-Watch=4B381114
HTTP-Register Stats: Total=1, OK=1, Falled=8, Ignored=@
HTTP-Unregister Stats: t . Failed=8, Ignored=@
HTTP-Resp-Data-Alloc Stats: Total=1, 1, Failed=@, Ignored=@
HTTP-Resp-Data-Free Stats: Total=l, Faile » Ignored=@
HTTP-Resp-Data-Proc Stats: Total=1, OK=1, Failed=@, Ignored=e@
HTTP=Get-Watch=-Init Stats: Total=1l, O0K=1, Failed=@2, Ignored=@
HTTP-Get-Wait-Complete Stats: Total=1, OK=1, Failed=@, Ignored=8
HTTP-Send-Get Stats: Total=1, OK=1, Failed=8, Ignared=@
HTTP-Send-Head Stats: Total=0, O0K=@, Failed=8, Ignored=8

K
HTTP-Send-Helle Stats: Total=@, OK=8, Failed=8, Ignor
S5L-Handshake Stats: Total=8, OK=8, Failed=@, Ignored=
Server-ID-Check Stats: Tot 0K=8, Failed=8, Igno

PMP-T1-pnp—zero—touch: Active-Name=[PnP-pnp-zero-touch]), Last-Mame=[-]
Active=URL=[https://catcl.cisco.com:443/pnp/HELLO], Last=URL=[-]
S5ID=8, Last-SID=@, TID=B, last-TID=08, Head-Date=[Mon, @5 Jan 2026 15:28:34 GMT], Status-Code=20@8, Get-Status=B, Get-Watch=4BBE157@
HTTP=Register Stats: Total=l, OK Failed=8, Ignored=8
HTTP-Unregister Stats: Total=9, , Failed=8, Ignored=@
HTTP-Resp-Data-Alloc Stats: Total=1l, OK=1, Failed=0, Igno
HTTP-Resp-Data-Free Stats: Total=1, OK=1, Failed=8, Ignor

-Proc Stats: Tetal=1l, OK=1, Failed=8, Ignored=@
; Init Stats: Total=1l, 0K=1, Failed=@, Ignored=@
et-Wait-Complete Stats: Total=1, 0K=1, Failed=@, Ignored=@
HTTP-Send-Get Stats: Total=l, OK=1, Failed=@, Ignored=@
HTTP-Send-Head Sta Total=0, OK=@, Failed=8, Ignored=9
HTTP-Send-Hello Stats: Total=1l, OK=1, Failed=8, Ignored=8
85L-Handshake Stats: Total=8, OK=8, Failed=8, Ignored=8
Server=I0-Check Stats: Total=8, OK=8, Failed=8, Ignored=8

2. ldoe s pu uoeé DHCP
ouwles 030 1Jgle, B 1Jopdd pu Loed wdosy DHCP gloolJo.

2.1. 1ol pu wessu gusly IP J DHCP

Bp woudss IUle,: show ip interface brief. JJoe 88 pu wJds PnP VLAN SVI Jgusly IP oo
¢bp DHCP wuglz.

Switch#show ip int brief
Interface IP-Address Method Status Protocal

V1lani nnace innad uneat adminietrativalv dawn dawn

Vian3@2 18.127.212.254 DHCP _ up up
GigabitEthernet@/0 unassigned unset up up

2-2- oldss g9 IJoles)

Bp woudss IUle, show dhep leaseto 1wz 88 pu pedsple gbpe wlzs, DHCP.



Switch#show dhcp lease
Temp IP addr: 18.127.212.254 for peer on Interface: Vlian382
Temp sub nmet mask: 255.255.255.8

DHCP Lease server: 18.127.212.49, state: 5 Bound

DHCP transaction id: 23F1

Lease: B6488 secs, Renewal: 43288 secs, Rebind: 75688 secs

Temp default-gateway addr: 18.127.212.49
MNext timer fires aftter: 11:52:27
Retry count: @ Client-ID: cisco—4464.3cbl.2bf7-V1i382
Client—ID hex dump: &36973636F2D343436342E336362312E
326266372D56603330832

Hostname: Switch

2.3. 1Joedd pu Lo IJesh 43 Llguegsle uvedle wuoese IJigble

JJozdd po Loz IJgsh 43: Gp wopdsu wusest lgble DHCP Llguele odluosd 1Jie)
debug dhep. wg> wedse wuoese IJigble wuWdss lsBlv wubgsd 9850 lsdld wuvgsd eds
I9lz06 Jlghé wubvgsd £pdséd DHCP. B Id wedlo: 23 p98e IJGuwpe DHCP: 1 e uz
IJuo9sst &8 1p9ss IJpeas 431" lugwe IJunduwds [Juwluwss Igginysé Jel 09 p9 oz S o3l
IJSuwe: 98p wordsdol IJs uue wluwesle pead puluve eu hex s ASCIL 9o288 pu lu
IJowduwds IJolergs wubvs) wuvdd voese s ey Catalyst.



i DHCP Offer Message Offered Address: 18,127.212. 254
: DHCP: Lease Seconds: 864088 Renewal secs: 43208 Rebind secs:
: DHCP: Server ID Option: 18.127.212.49
: DHCP: offer received from 18.127.212.49
: DHCP: SRequest attempt # 1 for entry:
: Temp IP addr: 18.127.212.254 for peer on Interface: Vlian3@2
: Temp sub net mask: 255.255.255.8
DHCP Lease server: 18.127.212.49, state: 4 Requesting
DHCP transaction id: AG2
Lease: BG64D@ secs, Renewal: @ secs, Rebind: @ secs
Mext timer fires after: 88:00:083
Retry count: 1 Client-ID: cisco-4464.3chl.2bf7-V1382
Client-ID hex dump: 636973636F2D343436342E336362312E
326266372D566C333032
Hostname: Switch
: DHCP: SRequest- Server ID option: 10.127.212.49
: DHCP: SRequest- Requested IP addr option: 1@.127.212.254
: DHCP: SRequest placed lease len option: B648@
: DHCP: SRequest placed class—-id option: 636973636FTREETR
: DHCP: SRequest: 323 bytes
i DHCP: SRequest: 323 bytes
B'cast on V1lan382 interface from 8.8.8.8
: DHCP: Received a BOOTREP pkt
: DHCP: Scan: Message type: DHCP Ack
: DHCP: Scan: Client ID: cisco-4464.3cbl.2bf7-V1382
: DHCP: Scan: Server ID Option: 18.127.212.49 = ATFD431
: DHCP: Scan: Lease Time: BE428
: DHCP: Scan: Renewal time: 43200
! DHCP: Scan: Rebind time: 75600
: DHCP: Sean: Subnet Address Ontion: 255 255 255 @
: DHCP: Scan: Vendor specific optiom 43: 3541314E3B42323B4B343B4931302E3132372E3231322E34333B4A38
t DHCP: Scan: Houter Uption: 18.1.27.212.49
: DHCP: rcvd pkt source: 18.127.212.49, destination: 255.255.255.255
UDP sport: 43, dport: 44, 1length: 349
DHCP op: 2, htype: 1, hlen: 6, hops: @
DHCP server identif : 19.127.212.49
xid: AB2, secs: @, flags: B@oa
client: 8.8.8.8, your: 18.127.212.254
Srvr: 9.0.8.98, gw: 0.90.8.0
options block length: 181

4 0
4
4
4
4
4
4
48
4
4
4
4
4
4
4
4
4
4
48
4
4
4
4
4 @
4
4
4
4
4
4
4 8
a
4
4
4
4
4
4
4
4

: DHCP Ack Message
: DHCP: Lease Seconds: BG6488@ Renewal secs: 43200 Rebind secs: 75688
i DHCP: Server ID Option: 198.127.212.49
: %LINEPROTO-5-UPDOWNM: Line protocol on Interface V1an382, changed state to up
: DHCP: Offered Address has no conflicts
! DHCP: Releasing ipl options:
: DHCP: Applying DHCP aptions:
Setting default_gateway to 18.127.212.49
Adding default route 18.127.212.49
: DHCPC: Motifying other components about option 43
: DHCP: Sending notification of ASSIGNMENT:
Address 18.127.212.254 mask 255.255.255.8
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