Bp wlpwogho logold wslule cows
IJlgwesle VLJI‘“EJ'J:{OEJD'J cuvow Ound o
Jiwolss PKI g Js Izoj6 Catalyst Center IOS-XE

Jos ouvgd Idluoshle 17.12.4 pos 17.12.4.

|.Jp$.)p(3
$9u2¢2 03l lJpuwows luwule Buvd louoldle IJBsluw 80 wes 99586 luuaglhool.

Spdu o suvd Idozsss IJoddliss Jzols Cisco IOS® XE (Cisco Catalyst Center - zol;
Cisco IOSXE) gJs zol; Cisco I0S XE L wow pgy Igble Cisco. CSCwk39268 £Js wble
oubgsd zols Cisco 10S XE. pal souwen B Buind wslole 1JBsluw £0 wes 1Jesuwds

oU Ui@_o_jé IJpcle,6 lJs o9 Catalyst Center.

ooy Iduwoelxs Lolded Juwwé 9lzré 9swp wedssol ghé wdilissl wgluvbé Catalyst Center -
Owd 60 s9pl pu luwole Lodlzswol.

sedu JJgedle 1dpo,s0 pu 00 IJpundJs. 19 IUssu pu ldezopd lu sole sl Jiss
owldo puwe 96 Vs ey Catalyst.

IJluosble IJpole,é:

luosble pyd; Catalyst 9od 2.3.7.11 IJos wis) iao_jé wweds Cisco 10S XE IJos ouvgd *
Jluosble 17.12.1-17.12.4

|J>96:
Sdjpe £ds IJgpdle |uvwesle Ls peu 0do lJgsble IJedles Jed IJpuvdds.

IJ¢sh 1: ouB8s6 pud; Catalyst [Js 2.3.7.11 19 2.3.7.9 PSMU60 Ig 2.3.7.10 PSMU110. Luwo o9,
SMU (cose woslud IJwler) JJoudss wopu IJoble > 11 1dwslez S 9lzes Idpuucip
luwspsé (GUI) Je,d; Cisco Catalyst.

lJgsh 2: )86 golj Cisco I0S XE [Jpye) 1Js 17.12.5 9 luool, i@o ou IJluosl)y 1U3s w9 os
o Cisco.


https://tools.cisco.com/bugsearch/bug/CSCwk39268

lJgsh 3: w9, o-push telemetry o Catalyst Center GUI 9ozase 291586 IJoziso J the
trustPoint |Js shab512 gJs 1Jzols eds 1dugs IJelds:

loed IUs 1J8lses > 1Je ;968> > 1dpg ool

oz Izols (IUIz038) zuwe luvp 1puns92.

e lplele > cooe IUluvegsle > cease leshble vowg IUlguegsled.
opdso IUbe vy wdsy 1J8964.

IJeclogs ews ldeelde shuwld Idpoesd.

o228 zolj Cisco 10S XE 1Jpule:

lJgb9es 1: w8l pu uoed uvolsé IJgol; 9gldé TrustPoint gJs gol; Cisco 10S XE |JrOCJiOJ.

device# show crypto pki certificates verbose sdn-network-infra-iwan

vesde Idlple:

Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 18831279321B12FA
Certificate Usage: General Purpose

Issuer:

cn=sdn-network-infra-ca

Subject:

Name: device.example.net
cn=C9300-48U_SN12345678_sdn-network-infra-iwan
hostname=device.example.net

Validity Date:

start date: 11:39:55 cdt Jul 10 2025

end date: 11:39:55 cdt Jul 16 2025

renew date: 06:51:54 cdt Jul 15 2025
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Device# show logging
%PKI-2-CERT_RENEW_FAIL: Certificate renewal failed for trustpoint sdn-network-infra-iwan

Reason : Failed to get ID certificate from CA server sdn-network-infra-iwan:Certificate renewal failed.
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Device#show tel con all

Telemetry connections
Index Peer Address Port VRF Source Address State State Description

36284 x.x.x.x 25103 0 x.x.x.x Connecting Connection request made to transport handler
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crypto pki trustpoint sdn-network-infra-iwan
no hash sha256
hash sha512
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