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Network Profiles
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Add a Network Profile
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Profile Name*
CWA_Cisco_Wireless_Profile

Site: Assign
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Add SSID
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SSIDs

Configure SSIDs for enterprise and guest wireless networks. You can assign them to sites via Wireless Network

Profiles.
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Authentication, Authorization, and Accounting Configuration

Atleast one AAAJPSN is required for CWA 55IDs. Configure AAA to add one.

\ Configure AAA

() Deny RCM Clients (3)

Pre-Auth ACL List Mame A
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L3 SECURITY

© Web Policy () Open
Guest users are redirected to a Web Portal for authentication

Authentication Server

Where will your guests redirect after successful

What kind of portal are you creating today 7 authentication ?

Central Web Authentication A Self Registered ~ Original URL bl

Self Registered

Hotspot
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Authentication, Authorization, and Accounting Configuration
9, AAA Configured (1)

() Deny RCM Clients (i)

Pre-Auth ACL List Name W
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Pre=Auth ACLs AP Authorization List AP Impersonation Configure DTLS Ciphersuites

Configure Pre-Auth Access Control Lists. You can assign them to SSIDs during SSID creation or modification.
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Advanced Settings

Configure the advanced fields to complete SSID setup.

SSID Name: CWA_Cisco (Guest)

MFP Client Protection @ Protected Management Frame (802.11w)

© Optional () Required () Disabled O © Disabled
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@ Session Timeout (O 28800
Ra 85400
n (secs)*
@ Client Exclusion 180
i lsacal#
& Client User Idle Timeout 300
ange Qm 000
11v BSS Transition Support
@ BSS Max ldle Service @ Directed Multicast Service

w8 o IJolds: wbo, pbldus JIB)lu bs @oldu psjle o SSID. [o ledu: 235 1UEslJw

lIJprE9w0 wlJud) eds luolwe: 9eus IJluwole: b @) IJelds.
Associate Feature Templates to SSID

Select a design instance from the table or add new design instance to associate the Feature Templates to SSID.

Design Instances 7 Refresh by Import

Q) Search Table
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OD Associate Profile Cancel

() Search
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SSID Name: CWA_Cisco (Guest)

No Self Registration Portal
Available

Use the create portal button to create a
new portal

Create Portal
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Portal

‘ CWA_Clsco_Portal Login Page St

Page Content
) ‘ HIGH-TECH
. ; CORPORATION

Access Code

Header Text

Sign In

Welcome to the Guest Partal, Sign on with the
username and password provided 1o you.

USERNAME:

ilagunes

PASSCODE:

By signing up you agree to the terms and conditions.
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Summary

Review all changes

SSID Name: CWA_Cisco (Guest)

» Basic Settings Edit

> Security Settings Edit

» Advanced Settings Edit

v Associate Feature Templates to SSID Edit
Design Instance MN/A

v Network Profile Settings Edit
CWA_Cisco_Wireless_Profile Fabric (Associated)
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Standard Authorization Profiles

10
(] Name Profile Description
O & Cisco SGT Authentication Profile para DNACH
: % Cisco Default profile used to block wireless devices. Ensure that you configure a MULL RC
| Por Prof &% Cisco DNA generated Authorization Profile for portal - CWA_Cisco_Porta ‘
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~ Common Tasks

Web Redirection (CWA, MDM, NSP, CPP)

v ACL  DNAC_ACL_WEBAUTH_RE... -~ Value CWA_Cisco_Portal v

Display Certificates Renewal Message
Static IPfHost name/FQDN

Suppress Profiler CoA for endpoints in Logical Profile
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(Cisco DNA-cts-CWA_Cisco-0044d514). Jp,lzeé IJodsso 1Jglue woli luedd IJs IJodsse >
IJiole > AAA > §lispes by g AAA > |Jod9s 0.



Adh Method List AfA Advanced

Authentication
+ Add
A
e T Type T Group Type Y Groupl T Group2 T Group3 T Groupd
Accaunting
[m} defaulr axee ool N Nia e Nis
(] defaul network ocal A N/A MiA HIA
dnae-cls=CWA_Traini- . dr@e-rGp-CWA_Trsini- ; "
O B320M880 network group B370188¢ Nja LU Ty
dnac=cre=Guest_pers: i3 dnac-rErp=Guest_pers- - -
O crosseao Do aee Bresead0 = R A
dnac-cts-Cwi_Cisco- . ) dnac-rGrp-CWA_Cisco- 2,
| U 00444514 PIETSDTE group 004dd514 T/ A HiA

oubs) Blises IUb)y @ |Js pzesss RADIUS DNA-rGrp-CWA_Cisco-0044d514D s g09>
lJpepeoedl. Jeyuo Jodssu IUgluo woli luwgd IJs [dodssy > 1Ulely > AAA >
IJgbelldezpsele > presele IJEsbe.

Server Groups

Mame Y Saerver Server 2 Sarver 3

|D dnac-rGrp-CWa_Cisco-0044d514 dnac-radius_10.88.244.7180 [T A

1 10 »

02986 IUgb e wuis) DNA-rGRP-CWA_Cisco-0044d514 |Js Cisco DNA-radius_10.88.244.180
WOsS 095 1Ugbe 1. leyu0 wdsswol WS gdlps [Jowyse 1JE9lbe.

Servers Server Groups
Namse YT Address T  AuthPert T Acct Port T
|D dnac-radius_10.88.244.180 10.86.244.180 1812 1813 I
1 10

29 IJglse Cisco DNA-radius_10.88.244.180 J.s £u9le IP 10.88.244.180. 16,8, 99,8 |weo
Jewe Idedyso IJglue wo

Mame* dnac-radius_10.88.244. Support for GoA (@) enseLeD [

Server Address* 10.88.244.180 CoA Server Key Type Hidden -
Set New Key O CoAServerKey (0 | s

Auth Part 1812 Automate Tester O

Acct Port 1813

Server Timeout (seconds) 4

Retry Count 3

2> IJodasule 1Joles 09 wEss) IJowss o (CoA). 9ldss 98, 1Jsé Jogssd yuple gduwvé
gpd lJpuol> 86 9ldewdgs o 9ldpzluve o (AAA) wes puob@uol eds 1Jpsgd IJpuopu. w390 030
lJesjo obd udbs IJuolss W 2lJs puol>§6 98w ped s 2us wed 1Ypld IJouwesd eds
lJoslos.

odysu pdV wgysV Idgwslywe IJJlgwdIdso



VIS pdV wgys ooz spdu LESSU lesble Jdgpdle pod u."b:ydé VLAN 989lisp Idoedp Os
IJ9o9d (ACL) 92926 1Ug>06 (Q0S) gbls ,ob Sludss Idowdd slzess Idogdse. Jeyue wdsu
pJV o)V IJwslws: loedd Ids IJodsse > Idedlple 9pdole 1Jeg s > IJgusluws.

Admin Y Assoclated @ T

Status Policy Tags Palicy Profile Name Y Deseription
| D 0 L Cwis_Cisco_profile CWa_Cisco_profile
D (] default-policy=-profile default policy profile

oy W9 luwe IJuoz Jeyue IJedssy IJElue wo.

General Access Palicies Q05 and AWVC Mobility Acvanced

Narmne* CWA_Cisco_profile WLAN Switching Policy

Description CWA_Cisco_profile Gentral Switching |- DISABLED |
Status Central Authentication
Passive Client |- DISABLED | Gentral DHGP |. DISABLED |
IP MAG Binding Flex NAT/PAT |. DISABLED |
Encrypted Traffic Analytics |. DISABLED |

CTS Policy

Inline Tagging D

SGACL Enfarcement D

Default 3GT 2-65518

op Gedso elds IJuoz 99pl 091Uzl g Is SSID wusss: we websd IUozssd IJerdis s
DHCP 1Je, 5. 1oy 998 edlpd IJowase esble pod®rps op loewdd IUs Guve woz AAA
Jerwe wluosd odssu lupldss.



AAA Policy

Allow AAA Dverride

NAC State

Policy Mame default-aza-policy % +
Accounting List 4
Interim Accounting EMAELED .|

Sedu wpdsu JJ po weles AAA sldozde B Idsuosd Ids Iduveds (NAC). suwer ol AAA
J9z26 Idoede wdwsad Iduwele Ideyozed oo Swd Ebpe RADIUS. pod $slse Idozde wldsuosd
(ACLs) Is gulosw URLS: sobusd 030 Iduwele eds 1gpdle. wpdo NAC wiss) IJowss o
(CoA) we> vuwesd IJepsd eds IJoslue.

ol sedo £r02 03l IJodssu pu eI slzes uwb, Iigle, (CLI) eds eues Idozde B
Iobods 1 epdss IUdlunddsé (WLC).

JJoedd pu pdd oersd IJuoz: sop SIS SSID Joigsd 1Jle)!

<tfroot>

W.C#show fabric W an sunmary

Number of Fabric wlan : 1

WLAN Profile Name SSID Status

CWA Cisco_profile
CWA_Cisco UP
Jerue odysu pdud wgrsud Iduwsluwe CWA _Cisco_profile 9o wouvgsd IJipJ:

<ttroot>

W.C#show runni ng-config | section policy CWA_Cisco_profile

wireless profile policy CWA_Cisco_profile



aaa-override
no central dhcp

no central swtching

description CWA_Cisco_profile
dhcp-tlv-caching
exclusionlist timeout 180
fabric CWA_Cisco_profile
http-tlv-caching

nac

service-policy input platinum-up
service-policy output platinum
no shutdown

odosu edlps Iduwsluws

eJled IJuoz os IUb)ys6 Idos eyl wol guwds WLAN Cpedsd og)sd Idgwslgws: loedd 1Js
lJodssy > gdlple wpsss 9pdle og)ysed > WLAN: 9lu@) 998 luwpe yvwdo WLAN. glue$J
lJs luolws |Js edlele Iuog Jogass gdles [duwsluws IJpesws J SSID.

General Security Advanced Add To Policy Tags

O |rolicy Tag T | Policy Profile T

[:] PT_ilagu_TONOT _Foorg_abh548 | CWwa Cisco_profile

1 10

wldouwed J SSID CWA_Cisco_profile swpe luvweslpe gdlps lJuuwslwd
PT_ILAGU_TOYOT_FOORG6_a5548 Jo ¥ sw 03l IJodssy [Js wdsse > edlplo 909050l >
gdlelo wpss) > uusluws.

Pelicy Tag Name Y Description
] default-policy-tag default policy-tag
|D PT_ilagu_TOYOT_Foors_ab548 PolicyTagMame PT_ilagu_TOYOT_Fooré_ab5 |

lody 898 1Uluwe Jerup odluosde. oyub gdles IUuoz pt_ilagu_TOYOT_FOOR6_a5548
WLAN CWA_Cisco lJ eyl wluue CWA_Cisco_PROFILE gJs WLC (lzg Lozs Lol



WLAN JJp)ze) wedd ogrssd Iduusluwé CWA_Cisco_PROFILE.

v WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile T
D CWih, Cisco_profile CWed Cisco_profile
1 10 -

Subs) luwpe WLAN cwa_cisco_profile |Js WLAN cwa_cisco.

O sows v |Name Y D T |ssp

O o CWA_Cisco_profile B 21 CWA_Cisco

lel>s wozse wdssu Blised [Jopde S 1Jyo9d (ACL)

O CWA: w25 Blispd Idegde S 1Jsuoad Ideels warseo 2)J6 IUpsg) IJos wop lehs
w9gsool IJs suuo) Iduedpe Vs Idyveds IJpedso IJJluwddsse (WLC) Jesss po Idpegldzo
s2dé 1dpygy IJos ooely) lebs IJoszso

Swp >39¢ o3l lJodysy IJs guuo) Ideedpe Bs Iduveds 1Jpedse IUJlgwdIdss (WLC) s
lousle SSID 390, £ous) IJozde s Iubods Ieedess 1JIusJdss (WLC) po et is0.
Jorueod luedd Ids Idedsso > Iiplo >8lisps Ideede B 1dsuosd (ACL): Iuvp Blispd
IJogde Vs 1Jsue9d (ACL) IJos suwwgspol pyd; Catalyst J§lispes Idozdpe W6 1J9uod Jlglo
lJe9zso o9 Cisco DNA_ACL_WEBAUTH_REDIRECT.

ACL Marmae H ACL Type H ACE Count H Dewnleaded ACL @

| (O DNAC_ACL_WEBAUTH_REDIRECT IPv4 Extended 9 Mo

1 10 ¥

lo@y 998 IUluwe Jeruo Idodssu IUglue wo. sup luvedly Iddse pu lesble Iduvodsé
Jlgsble 1dgiuds oo 1desde eds e Catalyst.

Sequence T Source Y Destination ¥ Destination T Source Y  Destination T

t Action YT SourcelP T ‘Wildecard IP Wildeard Protocel Y Port Port DSCP Y Log
D 1 deny 8.8.8.8 any udp eq bootns eq bootpc Mone Dizable
D 2 deny any 85888 udp eq bootpe  eq bootps Mone Dizable
O = deny 1.1.1. any udp eq bootps  eq bootpe MNone Digable
O 4 deny any 1l 1l udp eq bootne  eq bootps Maone Disable
D 5 deny 9.9.9.9 any udp eq bootns eq bootpc Mone Dizable
D 6 deny any 99499 udp eq bootnc  eq bootps MNone Disable
D 7 deny 10.88.244.180 any ip Mone Mone MNone Disable
D 8 deny any 10.88.244.180 ip Mone MHone Mone Dizable
D g permit any any wcp 0-65535  eq www Mone Dizable

L4



pdlzbé: swp ldzuosd eds 030 [Bsp pu leshle guwds Idesde lJos wp wdysuol
s Catalyst Center. 95w p 1z 29d £Js 9Spe DHCP/DNS o0 Idogpee 1Uds wp wdssuo
IS Uvwdo WLAN. wop IJlgulys 1Js guglo ISE PSN IP s odysy AAA IR uws)
gpd SSID.

Jeruo Slisps Idozde B 1Jsuosd (ACL) Jlghs Idoszse eds slzos b, 9le, (CLI) guu)
IJoede B Iduvwds IUpzdss IJJlaudIss (WLC). e wouugsd Idie, IJolds:

<#root>

WLC#show i p access-lists G sco DNA ACL_WEBAUTH_ REDI RECT

Extended IP access 1list Cisco DNA_ACL_WEBAUTH_REDIRECT
deny udp host 8.8.8.8 eq bootps any eq bootpc

deny udp any eq bootpc host 8.8.8.8 eq bootps

deny udp host 1.1.1.1 eq bootps any eq bootpc

deny udp any eq bootpc host 1.1.1.1 eq bootps

deny udp host 9.9.9.9 eq bootps any eq bootpc

deny udp any eq bootpc host 9.9.9.9 eq bootps

deny ip host 10.88.244.180 any

NOoOuvih WwiN R



8 deny 1ip any host 10.88.244.180
9 permit tcp any range 0 65535 any eq www

sedu obusy Slisesd IJozde B ldsuosd Jlghs IJwszse eds pd9 ldogrs 1o zos
SpJdu huwldol IUs vl 1Jguo9d. Gp vouvgsd o3l 1Jlp,) Joldss o3l ldodssy

<ffroot>

W.C#show runni ng-config | section flex

wireless profile flex default-flex-profile

acl -policy G sco DNA ACL_WEBAUTH REDI RECT
central -webaut h

urlfilter list C sco DNA ACL_WEBAUTH REDI RECT

lel>s wozso Slises IJopde B 1U9uo9d (ACL) eds vl
909

ew> udbs IUso9d: sop eduw Gse Iduwelz Sl ot subs) Idouosse IJs s e)9) lelss
lJeszso ssubs) Idyduo [Us lghs Ideszse. Jelees IJodsso JSlses Idogde Ss 1Usuesd
(ACL) IJpgl> wozsool gds udbé 1Ug o9l $p wogbgsd o3l 1dle):

<tfroot>

AP#sh ip access-lists

Extended IP access 1list Cisco DNA_ACL_WEBAUTH_REDIRECT
permit udp 8.8.8.8 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 8.8.8.8 0.0.0.0 eq 67
permit udp 1.1.1.1 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 1.1.1.1 0.0.0.0 eq 67
permit udp 9.9.9.9 0.0.0.0 dhcp_server any eq 68
permit udp any dhcp_client 9.9.9.9 0.0.0.0 eq 67
permit ip 10.88.244.180 0.0.0.0 any

permit ip any 10.88.244.180 0.0.0.0

deny tcp any range 0 65535 any eq 80

OooNOOUVIhA WN R
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Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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