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Fusion
(DHCP Relay) DHCP Server

. 192.168.0.202
BorderCP-1 m BorderCP-2

= L2 Handoff Enabled

nssrmeseneeeeer: L2 Handoff Disabled

192.168.0.102
Edge-2

192.168.0.101]
Edge-1

L2 ONLY
VLAN 1041
L2LISP IID 2240

aaaa.bbbb.dddd

bysdszs! 1dubvds

WO oo IJby9dgzsl:

* 192.168.0.201 9 192.168.0.202 o 239> pgeed Jp e lJouss: BorderCP-1 o9 1Uz> 1J9zs>
pE wpIdSU pSi6 €30 IU9uo9d pu I $6 2.

+ 192.168.0.101 9 192.168.0.102 os &.9> Fabric Edge

* 192.168.254.39 o9 ¢l>p DHCP

+ aaaa.bbbb.dddd o5 v 96 IJyolss IJos wp wpdsy DHCP gdsol

* s&pd golj Fusion Jo,zsd DHCP JJuvedle 1J)es6 1Jgluos wldwuss.
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L2 03l VLAN wuiy pu pl136 29156 0,35
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Configuration Attributes

Provide a name for each Layer 2 Virtual Network and define its attributes

LY
LAYER 2 VIRTUAL NETWORK e

L2ONLY_WIRED 1041 O Data

oJdsso L2VNI

L2 w9l VLAN cLbdsd - wule z9lwd

wzws 9> Fabric Edge gds yvods VLAN IJos wp odssuol pg wpdso CTS 9 IGMP g IPv6
MLD pebd: oldluolws |Js odssy L2 LISP Idpbdye. wzee L2 V8b o3l Jsuw wgpe
Jluwdds: I3 Jp swp odysu Idpsjile 1Upsgsss ghbo Ws wepeele L2 1UJlgpwdIdss Wb @§b.

pod RA-Guard 9 DHCPGuard 9538 1JyLosd 1Js 1Jdsuolo. 9usdl pu 3JY sop wpdso
Ssuolu e ARP Luvdd Losse pe wrd S arp-nd”

wJ9sy Fabric Edge (192.168.0.101)

<tfroot>

cts role-based enforcement vlan-Tist

1041

vlan

1041

name L2ONLY_W RED

no i p ignp snooping vlan 1041 querier
no ip ignp snooping vlan 1041

no i pvé md snooping vlan 1041



router lisp
instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan

1041

broadcast-underlay

239.0.17.1
flood arp-nd

fl ood unknown-uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

w0siso 1Usy pu ldpuwaess IJelus - 2y 1douso

p0 pub9) gpdslos: IJ DHCP ubd (i puvele wirsd/onesd) wweze v sdo subo IJs s
wule £836. el B 3JY JJI po 1Jz295 9lJzsls.

luvegsle [Jews 1Jes9>86 Juguosd glbe DHCP o9 IJuog 1Upsuos wo: 9pe 3Jc subdo sl uwé
IJouoese weulss. 93J9 Jive szv wdssu 1ess Jdoumdse po Ipuwess 1Jolus eds
luwluw JJ 9lzos. 03l suwpe IJ fabric o,J6 o sYso wdpw 1Js el IJ oS gwo VLAN pod Lopu
|J fabric |_9 peodud 9lzs>. 030 1Jp 906 Vs peydle vodle VLAN Lo 29lwd Idousoe 9ldza9s
ppdué Jiu IJI puopl wp wesswo [Js 0w pesWd pisd L2 LISP. szw 830 wpdsu Ipulds
lJebso Jdouwdse pu lJpuwess IJolus Os vy 1Usde pg Uvwds VLAN O wol Jpug
od)ble 2ddss pu Idbods 2 sldd yveds 1Usuasd [Js SD. Jesss pu Idodsl sdie w9,
wlpz vuoss ped StackWise Virtual Ig FlexLink+ Ig M.

B IJpdlod: Jl sobdo wsuosd élbe DHCP ig p9zo IJwslus welds IJuuss odssul [ualdsl.



= el Catalyst Center on [ S Tr O o @& O O admin  w

HTP I Wiew Site Hierarchy  Site Actions B{'erurcp - 1 DNAE ' |Ucal

4 Back
Fabric Infrastruciure Layer 3 Virtual Networks
A Mandatory updaies for this Fabric Site are availal
paeriod of 69 day{s). Review the ug
i VLAN Name = Enable Layer-2 Handaoli Exiemal VLAN

ien

w1

Show Records: X5 n

w0siso L2 95l

oJ9su 2293 IJowss (192.168.0.201)
<#froot>

cts role-based enforcement vlan-1ist

141

vlan

141

name L2ONLY_W RED

no ip ignp snooping vlan 141 querier

no ip ignp snooping vlan 141

no i pvé md snooping vlian 141

router lisp
instance-id



8240

remote-rloc-probe on-route-change
service ethernet

ei d-tabl e

vl an 141

broadcast - underl ay 239.0.17.1
flood arp-nd

fl ood unknown- uni cast

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk

lJe il DHCP gbJool - Edge



Client Onboarding and Packet Flow

DHCP Discover or Request Fusion
(DHCP Relay) DHCP Server

Border/CP-1 Border/CP-2 1. Client sends DHCPREQ (Discover or Reguest) is 2

broadcast packet

2. Edge-1 receives the packet, learns MAC
aaaa.dddd.bbbb on VLAN 1041,

3. Edge-1 registers MAC aaaa.dddd.bbbb in LZLISP 1D

ta both Control Planes

4. Edge-1 flopds the DHCP broadcast using L2 Flooding
[Muilticast Encapsulation) with VNI

5. Both Borders receive the DHCP packet but only BCP-1
maps the VNI to VLAN141

6. BCP-1 bridges and floods the packet across all STP-
forwarding ports for VLAN141

Edge-z 7. The packet reaches the DHCP Relay or External GW

an VLAN 141, which then inserts the options
required for relay

B. DHCP Discover/Request is sent to the DHCP Server as
relay/unicast.

L2 ONLY
VLAN 1041
L2LISP IID 8240

— |7 Handotf Enabled

aaaa.dddd.bbbb

s L2 Handoff Disabled

B 2,98 1p,9) - oyl DHCP sbJo IJzue9d edse s L2 B §l
wedp MAC o wesd udbs lJuolsé

gwspl couwd v 1Juelsé aaa.dddd.bbbb 1Jeuld DHCP Iy bJo (258 o) Sew o wogde
€920 1Jzlws gugly MAC Jou@bs Iduolss: 9luoldeol |Js 229d guslo MAC 1Ugluo ol ep lUs
229J L2/MAC SIF. sigs)l [Js Blgsé wslule L2LISP JuvwJs VLAN 1041, IJegs0é 1Js posd
L2LISP 8240.

<#root>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

aaaa. dddd. bbbb

DYNAMIC

Tel/ 0/ 2

Edge-1#

show vlan id 1041



VLAN Name Status Ports

1041 L2ONLY_W RED

active
L2LIO:
8240

, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol

Edge-1#
show devi ce-tracki ng database mac | i aaaa. dddd. bbbb| vl an

MAC Interface vlan privl state Time left
aaaa.dddd.bbbb Tel/0/2 1041 NO TRUST  MAC-REACHABLE 123 s
Edge-1#
show |isp instance-id 8240 dynanmic-eid sunmary | i Nane|aaaa.dddd. bbbb

Dyn-EID Name Dynamic-EID Interface Uptime Last Pending

Auto-L2-group-

8240

aaaa. dddd. bbbb

N/A 6d04h never

Edge-1#

show i sp instance-id 8240 ethernet database aaaa. dddd. bbbb

LISP ETR MAC Mapping Database for LISP 0O EID-table
WVl an 1041 (11D 8240)

, LSBs: 0Ox1
Entries total 1, no-route 0, inactive 0, do-not-register 0

aaaa. dddd. bbbb/ 48

dynami c-ei d Aut o-L2-group-8240

, inherited from default locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
Uptime: 6d04h, Last-change: 6d04h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

192.168.0. 101

Policy
IPDT_POLICY



10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID

192.168. 0. 201
6d04h
Yes
0
192. 168. 0. 202
6d04h
Yes

0

Bl op ldog,d eds guslo MAC 1Jgluo wudbs Iduelss wuvdd Lorzsz 9ope wpss) edlps ACK
Jougp" Jpuwwssle Jogde Vs IJouss: Bly 030 ldpyzds wegow,) pdopds.

2uv) wo DHCP Ws g0, L2

el sop cebsd IJobdd gds w)y9e9dsd DHCP. Jl swp b)) gpdsle wo DHCP: susJl po
3JIJc sop ouopsuol WS Idue Idpogss JOsuolu IUbo@o 2. 9eds Igduwe $938 wpdsu
lJolbed eds «99999d DHCP |Js pug €p) 2ie IJow odo.

<tfroot>
Edge-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i s enabl ed

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snooping is operational on following VLANs:

12-13, 50, 52- 53, 333, 1021- 1026

<- -

VLAN1041 shoul d not be listed, as DHCP snooping nust be disabled in L2 Only pool s.

Proxy bridge 1is configured on following VLANs:
1024

Proxy bridge 1is operational on following VLANs:
1024
<snip>

wel 1o 1Jebadd gds wy9e9ds] DHCP pglbo. Bl [deuildlbJo DHCP s ueése 9lzos



L2LISPO: ppel szuvs 20Jo 1Jeu9) £y £p) L2. Lule gds luesl) Catalyst Center gJlvcle IJouso
lJpelow 96 (9> LTS 9lzo6 L2LISPO gJs §9lise [J9o9d IJos wpe wdysuol s JJI
IJlozlosus Jsdde olds oo 30 380 2yJ6 py9) DHCP (o093 UDP 67 9 68) L vdd Losse
woluwbs is beldle Jdopdpe B 1Jso9J (ACES).

<#root>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out

Edge-1#

show access-|ist SDA-FABRI C-LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny 1ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny ip any host 224.0.0.1

40 permt ip any any

iuuo'@ro pzp9so Broadcast-Under IJos wpe wdysuol Jpesd L2LISP ggosly IP Jzlwe IJouss
Loopback0 JJweg 88 pu Ib¢ld Wsuoly L2 (SG) 1Uss sgpd £Js woosd oo 1Jzips |Js g9
cus9ss 1ps. Llee 229ds 1deuwh smfib JJozdd po wozs Ipedele eod 1glzos 1Ushas
98lssp6 1Uglzod IUuol>,6 9esble lelbe [Jugeso.

<{froot>
Edge-1#

show ip interface | oopback 0 | i Internet

Internet address is

192. 168. 0. 101/ 32

Edge-1#

show runni ng-config | se 8240



interface L2LISP0.8240

i nstance-id 8240

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

br oadcast -underlay 239.0.17.1

Edge-1#
show i p nroute 239.0.17.1 192.168.0.101 | be \(

(192.168. 0. 101, 239.0.17. 1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

RPF nbr 0.0.0.0

<- -

Local S,GIIF nust be NullO
Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2

For war d
/Sparse, 00:00:19/00:03:10, flags:

<- -

1st OF = Tel/1/2 = Border2 Uplink

TenG gabitEthernet1/1/1

For war d
/Sparse, 00:00:19/00:03:13, flags:

<- -

2nd OF = Tel/1/1 = Border1 Uplink



Edge-1#

show ip nfib 239.0.17.1 192.168.0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) mnust increase

Totals - Source count: 1, Packet count: 8



odpst: Bl e sop ldees) eds 1eld (S:G) Iy lu Blises 1Uslzes IJuolsyé (OIL) wzess
eJs £50 9I§o|o uoI?Jé (OIFs). u.-9!90| oubs) 1Js 929> pubddo Vs wdysu 1w
IJewess Idlgwlgus 19 1Jg pdso 1Jlgul wss.

cepdsle oyl 1Ug)e

Sp wodssu IJodlb 25pé puopus wubdd pojleo eds Idpzad Jouvesd JJ pu 2jpé DHCP
196 pu wldbo IJuolss 9256 1UE)9z IJpbloge JJwsd g pu L2. eds 1@l 1Jzeé Sgw
edlebs ziposy pupsiose: | DHCP IJisods IYouvdolbde sldobs, o9 VXLAN-
encapsuler. pg> J J |Jpgpeoed Il wlwsé (239.0.17.1).

svodle 2ip 2lds IJuuss (192.168.0.101)

<tfroot>



noni t or

noni t or

monitor
monitor
monitor
monitor
monitor

Edge-1#

capture

capture

capture
capture
capture
capture
capture

cap

cap

cap
cap
cap
cap
cap

interface TenG gabi tEthernet1/0/2 IN

interface TenG gabitEthernet1l/1/1 OUT

match any
buffer size 100
Timit pps 1000
start

stop

<- -

<- -

Endpoi nt Interface

One of the AFs fromthe multicast

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb"

<-- aaaa. dddd. bbbb is the endpoint MAC

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

22

2.486991

356 DHCP Di scover

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

356 is the Length of the original packet

23

2.487037

406 DHCP Di scover

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

<- -

406 is the Length of the VXLAN encapsul ated packet

Edge-1#

rout

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr ==aaaa. dddd. bbbb and vxI an"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

23

2.487037

406 DHCP Di scover

0.0.0.0 -> 255.255.255.255 DHCP

- Transaction ID Oxf8e

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb and vxl an" de

Internet Protocol Version 4, Src:



192.168.0.101, Dst: 239.0.17.1 <-- DHCP Discover is encapsulated for Layer 2 Fl oodi ng

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

lJould DHCP gbJeo - 2> L2

w8 o syuwd 1Jels 1J DHCP 1JoUuldd gbdo sub g0 bysd buds 2 sWbsio: seJd og 1J
broadcast-under pzp9ge6 239.0.17.1. 03l job | pwedpe o IU L2 28> g¢uo9uel 1Jed>/CP-1 B ol

wwSubis.

Jds seoe 3JYe seu o spodd border/ep-1 puwly W& pogss pe (SG) pu 1Jelds: sszw T
SoUopl Blispes 1Uslzos IJusols)ys 1Uglosé wo pisd L2LISP oo wdJ L2 VLAN. oo Idpop pdlzlos
10 2390 ouudse L2 couihd Bs uduu peyd posd L2LISP. pos Bl e oguogsp sivwdle
\/L/\PJloégnggéé QLJCJLFAJHSP-

<tfroot>
BorderCP-1#

show vlan id 141

VLAN Name Status Ports

141 L2ONLY_W RED

active
L2LIO0:

8240

, Tel/0/44

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(192.168. 0. 101, 239.0.17. 1)

, 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et hernet 1/ 0/ 42

, RPF nbr 192.168.98.3

<- -

Inconmng Interface Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLOC)



Outgoing interface Tist:
TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:
L2LISPO.

8240

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3
/0/317/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 4



odpset Bl de sop ldesgy eds eld (S.6) Slue sy 1Us 929> puvdJs Os wdssu
IJoo Ipogss IUlgulgus I 1g pdsé Iluulwss. 131 Jp sJo L2LISP JJpssd IJpbdsw
292951 J OIF. Bluo subvs) 1Js 9295 puvdJs B zlds IJouugsd UP/DOWN IJgl o6
lJslzos 1Jd,es8 L2LISP Ig 21Js wpdsw IGMP ¢l o6 w9lzos L2LISP.

Jpl 09 IUzld pg £856 Fabric Edge. wlds po g3p bild Idopde B 1d9uo9d 1d3s $yB00 gl
2506 DHCP gJ.s 9lz0s L2LISPO.

<#root>
BorderCP-1#

show access-1i st SDA- FABRI C- LI SP



Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

8> LlJé wgdsad 1Uzp6 99,00l s Lwds VLAN IJpblods Jpg b Bisé 1Je9,s (VNI) 8240,
weds bosgsd ldod 1JEluos vol lu sop oo Ehe zese pulds lebsé wozse wi9eydsd
IJubz)é lJpod s Juvwds VLAN 141,

<#root>
BorderCP-1#

show spanning-tree vlan 141 | be Interface

Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 44
Desg
FWD
2000 128.56  P2p

S99 229d wedw 1Jzols 1w 1Jglzos TE1/0/44. IJos wouod womesd Gateway/DHCP. szo lu
od9y puds els w9zso STP.

<#root>
BorderCP-1#

show devi ce-tracki ng dat abase address 172.16. 141. 254 | be Network

Network Layer Address Link Layer Address Interface vlan privl age
ARP

172.16. 141. 254
f87b. 2003. 7f cO
Tell/ 0/ 44

141



0005 133s REACHABLE 112 s try O

godslo Idoglb 1Ugje
Sp woddsu IJodlb 25pé puopusd wuvdd pojlpu eds 1Jpsd Jouwesd JJ pu zjeé DHCP
1JsL,36 o0 £ L2 (S.G lzoé 91,58) 92506 1Ueusz 1Jpblods [Js opsd DHCP. g0 1Jodlb

IJzipo: Sew pdlebo 2iposy popsiosy: wgdd guvwds VXLAN IJzjes oo Edge-1. 9ldzjpd
ey lJpeds ldos couodd IJs wzsd DHCP.

239> lJwwsélzse 2ip CP (192.168.0.201)

<tfroot>

noni tor capture cap interface TenG gabitEthernetl/0/42 IN <-- Inconing interface for Edge's S, G M out

nonitor capture cap interface TenG gabitEthernet1/0/44 OUT <-- Interface that connects to the DHCP Re

nonitor capture cap match any

nmoni tor capture cap buffer size 100

noni tor capture cap start

noni tor capture cap stop

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==aaaa. dddd. bbbb"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
427 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
406

DHCP Discover - Transaction ID 0x2030

<-- 406 is the Lenght of the VXLAN encapsul ated packet

428 16.695053 0.0.0.0 -> 255.255.255.255 DHCP
364
DHCP Discover - Transaction ID 0x2030

<-- 364 is the Lenght of the VXLAN encapsul ated packet



Packet 427: VXLAN Encapsul at ed

BorderCP-1#
show noni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==aaaa. dddd. bbbb and vxl an" de

Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 428: Plain (dotl1lQ cannot be captured at egress direction)

BorderCP-1#
show noni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==aaaa. dddd. bbbb and not vxl ar

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

£)u50 DHCP 9 ACK - L& - 2395 L2

Client Onboarding and Packet Flow
DHCP Offer and ACK (Broadcast Flag) Fusion

Border/CP-1
BU‘IdErf'c P_2 1. DHLP Discover/Request is sent to the DHCP Server as
relayy/unicast.

2. DHCP Server replies with Offer/aCK honoring the
flag, in this case Broadcast.

3. DHCP Relay receives the packet, removes DHCP Relay
optiens, Broadcast Flag instructs the Relay to send
the DHCP Offer as 2 Broadcast packet.

4, DHCP Relay sends the Offerf/ACK to BCP-1

5. BCP-1 receives the Offer/ACK and registers VLAN141
GW MAC in L2LISP ID to both Contral Planes

6. BCP-1 flonds the DHCP Offer/ACK using L2 Flaoding
{Multicast Encapsulation) with VNI

Edge-2 7. Both Edges receive the DHCP packet, map the VNI
to VLAN1041

8. Both Edges bridge and flood the packet across all

“Ta all active ports in STP-forwarding ports for VLAN1041

VLANLD4L

VLAN 1041

aaaa.dddd.bbbb L2LISP IID 8240

L2 Handaff Enabled

AL LY LILAIA A AL LT L2 Handoft Dizabled

388 2,36 1,9, - & &0 DHCP 9 ACK s L2 Béb



lJle w8 i Il 1doguld DHCP ClJg)oz pu wuso SD-Access: sz wyzsd DHCP gsbhlo
oyesd DHCP lJowdssss (eds uwesd lJdpold. GiAddr/GatewaylPAddress) gses> w9ogso
IJes06 Joo lebs IJs ¢bpe DHCP. Bs o3l 1Jesd @ Jl suods wuwse SD-Access s gsble
DHCP ¢los.

g0 9029 "YonlBlbde DHCP" |Js 1Jgbe: sdhp 1Uehe edlps 1Jue 1dpuopus I IJoo
Uiabl’s. wpds 030 ldedlps ol B3I Uy 9dsd wypsd DHCP s99, wleglsé wogso g)u0 DHCP |Js
zoly w88 Iduslule pu 1Jgbe (229s0l) Jlbl, wo Iy huwld lzbs. 9p0 Ted 03l 1Jg )00 s,
wsubss Jdoo.

wede MAC sowesd IJwglud

ewpl syuwd wopsd DHCP g,,0 DHCP Iy ACK. szu v woede €856 L2BN g_g_:glg, MAC
Jdewlyor souoso [Js z29d gulssy MAC 1Jgluo wole wp |Js 229d L2/IMAC Sk glgs)l 1Us
Ilesé wslule L2LISP Juveds VLAN 1410 1Jpgswé Jposd L2LISP 8240.

<#root>
BorderCP-1#

show mac address-table interface tel/ 0/ 44

Mac Address Table

141

f87b. 2003. 7f cO
DYNAMIC

Tel/ 0/ 44

Bor der CP- 1#

show vlan id 141

VLAN Name Status Ports

141

L2ONLY_W RED

active L2LIO:



8240

Tel/ 0/ 44

BorderCP-1#

show devi ce-tracki ng database mac | i 7fcO|vlan

MAC Interface vlan privl state Time Teft PoTicy

f87b. 2003. 7f cO

Tel/ 0/ 44 141
NO TRUST
MAC- REACHABLE
61 s LISP-DT-GLEAN-VLAN 64

BorderCP-1#

show i sp ins 8240 dynamic-eid sumary | i Nane|f87b. 2003. 7fc0

Dyn-EID Name Dynamic-EID Interface Uptime Last Pending

Aut o- L2- gr oup- 8240

f87b. 2003. 7f cO

N/A 6d06h never

0

BorderCP-1#

show |isp instance-id 8240 ethernet database f87b.2003. 7fc0

LISP ETR MAC Mapping Database for LISP O EID-table Vlan
141

(IID
8240

), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 0

f87b. 2003. 7f cO/ 48

, dynamic-eid Auto-L2-group-8240, inherited from default Tocator-set rloc_0f43c5d8-f48d-48a5-a5a8-094b8
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tlocal



Service-Insertion: N/A

Locator Pri/Wgt Source State
192.168. 0. 201

10/10 cfg-intf site-self, reachable

Map-server Uptime ACK Domain-ID
192.168. 0. 201

6d06h

Yes

0

192. 168. 0. 202
6d06h
Yes

0

Bl op IJogy,d eds guslo MAC 1Jglue oldoslos wuvdd uozse 9op 9uee edles ACK J g
Jeuwossle Idoede Vs 1Jouss: WOly oo Idpeypds ceow) pdopds.

2oy v DHCP O gp, L2

@290 wpdsu IJobldd eds wy9w9dsd DHCP. Jl swp 2b) gpdsle wo DHCP ssepe
wuopsuol Vs IJoe Idpoess JJVsuolule pu ldbo@s 2. 98 ds IJedw po 3JI: bl wp
cepdsu ldobud gJs w)9w99d9J DHCP. swp pug w399 2jpe & DHCP.

<tfroot>
BorderCP-1#

show i p dhcp snoopi ng

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on follow ng VLANs:

1001 <-- VLAN141 shoul d not be listed, as DHCP snoopi ng nust be disabled in L2 Only pools.

Proxy bridge is configured on following VLANs:
none

Proxy bridge is operational on following VLANs:
none



odese: ubl Jese wepdsu ldobyd eds w)y909d9d DHCP W 29> L2Border. JI sJje
odso &6 IJobdd eds wy9e93d9) DHCP.

WO 030 IJpypdor swp wldwed 1ozl pu wozd Ylisps IJozde Os 1U9ue9d J L2LISP s
JJl Jzoljsu.

IJluwosbe po pgpsed Broadcast-Under lJos cp wdsswvel Jposd L2LISP ggusly 1P
JJpeuwe9s 2 Border Loopback0 JJwz 9§ pu bEld Wsuoly L2 (S.G) IJss sgpd eds wouosd
030 IJzipd Is £8> wus9ss s Llee 229ds IJpuwh smiib JJeedd po woes Ieedele ped
lJ9glzod [Jgl,36 98lispd IUglzod IUol>,6 9esble [glss IJw9zso.



<#root>
BorderCP-1#

show i p int |oopback O | i Internet

Internet address is

192. 168. 0. 201/ 32

BorderCP-1#

show run | se 8240

interface L2LISP0.8240

instance-id 8240

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1041

br oadcast -underl ay 239.0.17.1

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168.0.201, 239.0.17.1

), 1lw5d/00:02:52, flags: FTA
Incoming interface:

Nul 10
, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tlist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downl i nk
TenG gabi t Et her net 1/ 0/ 43
, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk



BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

92071
/0/102/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nmnust increase

Totals - Source count: 1, Packet count: 92071



odpst: Bl e sop ldees) eds 1eld (S:G) Iy lu Blises 1Uslzes IJuolsyé (OIL) wzess
eJs £50 9I§o|o uoI?Jé (OIFs). u.-9!90| oubs) 1Js 929> pubddo Vs wdysu 1w
IJewess Idlgwlgus 19 1Jg pdso 1Jlgul wss.

pe o0 lJogsrseler eds bsd e odb epled s 1Jebsle IJuwlods: sop lgocle ol
IJSuwe: wel o gyue DHCP sep pugo Joo IUs zese 2919 Iouss oluwedsle pzossle
Blispé 1Jslzos IJLol 6. Bes 030 IzlJs. ghz 1U9lz06 TenGig1/0/42 g TenGig1/0/43.

&,u0 DHCP 9 ACK - IJu - Edge

welel pod ldesd @ Iduwlod wpdd pu L2border S.G W 2lWs IUouss: e wubs) 1Uglzos
1J91)38 1Js L2BN 952096 [Jodb gds pensd L2LISP 1Jpgso IJs yvwds VLAN 1041.

<{froot>



Edge-1#

show vl an id 1041

VLAN Name Status Ports

1041

L2ONLY_W RED

active

L2LIO:

8240

Tel/ 0/ 2
, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20, Ac2, Pol
Edge-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192. 168. 0. 201

239.0.17.1

), 1w3d/00:01:52, flags: JT
Incoming interface:

TenG gabit Et hernet 1/ 1/ 2
, RPF nbr 192.168.98.2

<-- |IF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)

Outgoing interface Tist:

L2LI SPO. 8240

Forward/Sparse-Dense

1w3d/00:02:23, flags:

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second



Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:
192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) nust increase

Totals - Source count: 1, Packet count: 4



odpset Bl de sop ldesgy eds eld (S.6) Slue sy 1Us 929> puvdJs Os wdssu
IJoo Ipogss IUlgulgus I 1g pdsé Iluulwss. 131 Jp sJo L2LISP JJpssd IJpbdsw
292951 J OIF. Bluo subvs) 1Js 9295 puvdJs B zlds IJouugsd UP/DOWN IJgl o6
lJslzos 1Jd,es8 L2LISP Ig 21Js wpdsw IGMP ¢l o6 w9lzos L2LISP.

op lJezdd pu uors Slses IJozde ldsuesd (ACL) [Js L2LISP Lldued B JJI IJzobisuw.

w83 blde wgdswd 1Uzies 99,080l gds uvwJs VLAN IJpble 8o Jpg )y Wiso 1Jegy> (VNI) 8240,
wpds bosgs IJoe 1Jgluos ol luo wp Voo guy gpsE pullds lgbo wzsoe wi9w999J
lJuvg)o Idpeod,e6 JuveJs VLANT041.

<#root>

Edge-1#



show spanning-tree vlan 1041 | be Interface

Interface Role Sts Cost Prio.Nbr Type

Tel/ 0/ 2
Desg

FWD

20000 128.2 P2p Edge
Tel/0/17 Desg

FWD

2000 128.17 P2p
Tel/0/18 Back

BLK

2000 128.18 P2p
Tel/0/19 Desg

FWD

2000 128.19 P2p
Tel/0/20 Back

BLK

2000 128.20 P2p

S 229d gu9lo MAC 1Jpunds Te1/0/2 Jpuds 8o IJuoelss: 9ldds sdsu Vs glds FWD
w9luwbo STP. gowpe Voo IUgje6 lJs uldbo IJuolss.

<tfroot>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb

DYNAMIC

Tel/ 0/ 2



JI osld gpdss eyue DHCP 9 ACK pou 6. w290 wedso Idobyd eds wy9eydsd DHCP. JI
Sop logile Isé beldle Bs za9d IJobldd eds wy9e99ds] DHCP. suldalds: sop logile 1gld
CEOw L_Ja:_ol_j Jg:é]oé |JQO=|.§6 lJos wp wpdsy DHCP gdsol woluwlos pzp9esd zip ARP. 900
lJew9de lsuol 1o wgyuo 19l ped "show platform dhcpsnooping client stats” Jl vslole: gse
Sup websd lJobwd eds w999 DHCP.

<tfroot>
Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address Interface vlan privi

ARP
172.16.141.1

aaaa. dddd. bbbb

Tel/0/2
1041

0005 45s REACHABLE 207 s try O
Edge-1#

show i p dhcp snoopi ng binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

&0 DHCP 9 ACK - Unicast - g> L2

ag



Client Onboarding and Packet Flow
DHCP Offer and ACK (Unicast Flag) Fusio

Border/CP-1
BOFdEI’f‘C p-2 1 DHCP Discover/Request is sent to the DHOP Server as
relayfunicast.
2. DHCP Server replies with Offer/ACK honoring the
flag, in this case Unicast.
3. DHLCP Relay receives the packet, remaves DHCP Relay
options, Unicast Flag Instructs the Relay to send the
DHECP Offer as Unicast, destination aaaa,dddd, bbbb
4. DHCP Relay sends the Offer/ACK to BOP-1
5. BCP-1 receives the Offerf/ACK and registers VLAN141
GW MAC in L2LISE 1D to both Control Planes
6. BCP-1 queries the CP (itself) to find the RLOC for
aaaa.dddd.bbbb, resolves to Edge-1 RLDC.
Edgs_nz 7. BCR.1 encapsulates the DHCP Offer/ACK using the
LI5P Map-Cache to Edge-1 RLOC with VNI
8. Edge-1 receives the DHCP packet, maps the VNI
to VLAN1041
9. Edge-1 consults the CAM table for anaa,dddd bbbb,
forwards the packet out to the physical port mapped
to the CAM entry

VLAN 1041
L2LISP 1ID 8240

L2 Handaff Enabled

aaaa.dddd.bbbb

ssmisns L2 Mandoff Disabled

w38 296 1Je,9) - Unicast DHCP g, 0 9 ACK s L2 W b

ool IJuwsubss peodd Bdsdl wpss udbs IJuolss gdles w& DHCP gls luol s,y pesé 9
"0"_

JI syuwd oyesd DHCP g, o/ACK Joo: 9dIJdu Jgjps oo unicast wodl pou 3JI: pg glséd
{upper}mac address pvo @ pu gudlu zoly IJgpsd 513d 2e9ddé DHCP. sgpd 03l gds wessd
lJbys86 IJos swp wol peldesd 1Jzie6 woluvbé wusé SD-Access wuvdd 23,8 S Suvwedp
3ly6 IJegiso IJpdde Jersbs L2LISP Jlghsé wozse 2yds 1Jpma) 9dsuw brsds wuopsy
lJow lJpwgss Jdbo 9o 2.

2> Idpsoodle IJosuss/wy9e9ded [doedp WOs 1Usue9d (CP) (192.168.0.201) 2500 CatPure:
0>¢dJ DHCP g, 0

<#root>
BorderCP-1#

show nonitor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr ==aaaa. dddd. bbbb" det:

Dynamic Host Configuration Protocol (

Di scover

)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O
Transaction ID: 0x00002030
Seconds elapsed: 0

Bootp flags: 0x0000, Broadcast flag (Unicast)



0... .... .... .... = Broadcast flag: Unicast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address:
Relay agent IP address:

0.0.0.0
0.0.0.0
0.0.0.0

Client MAC address: aa:aa: dd: dd: bb: bb (aa: aa: dd: dd: bb: bb)

OGS o3l Iduwsoubsy swp luwodsle Vsuolu L2 zuos! JIJognld/bdole: vsupl wope lelhs
oozse IJeyoloesle IJeede B 1Usuosd Jsuwlsl (ACK) ey 31956 1dogiso 1Jedde
Jersbs L2LISP. ppl sgpd eJs couwsb 1Ugpdsé 1Ulzeldss. po edld IUIJole wpolsis lglsé
wozso ldoo IJiab.@ ouwoede 229 L2 g puwess IJogde Jewslo MAC JJggos
(aaa.dddd.bbbb). olwe,lo Idogde po MAC gowesd uldbe Iduolse wugle" eds Fabric
Edge: szw9s puvwss Idogdp eds peyd ubo IJuoelss o3l (EID) 1deuwzd.

<#root>
BorderCP-1#
show

lisp instance-id 8240 ethernet server aaaa.dddd. bbbb

LISP Site Registration Information
Site name: site_uci
Description: map-server configured from Catalyst Center
Allowed configured locators: any
Requested EID-prefix:
EID-prefix:

aaaa. dddd. bbbb/ 48

instance-id

8240
First registered: 00:36:37
Last registered: 00:36:37
Routing table tag: 0
Origin: Dynamic, more specific of any-mac
Merge active: No
Proxy reply: Yes
Skip Publication: No
Force Withdraw: No
TTL: 1d00h
State: complete
Extranet IID: Unspecified

Regi stration errors:



Aut henti cation failures: 0

Al l owed | ocators msnmatch: 0

ETR 192. 168. 0. 101: 51328

, last registered 00:36:37, proxy-reply, map-notify
TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce 0x1BF33879-0x707E9307
XTR-ID OxDEF44F0B-0xA801409E-0x29F87978-0xB865BFOD
site-ID unspecified
Domain-ID 1712573701
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

192.168. 0. 101 yes up 10/ 10 | Pv4 none

w8 luwoedlo 1Ups 1Js puvess Idoede (peds 19 wes) wess 386 LISP [eld 31956 wgiso
99w JJg)lisb Jewslo MAC Jubo IJuoelss.

<#root>
BorderCP-1#

show | isp instance-id 8240 ethernet map-cache aaaa. dddd. bbbb

LISP MAC Mapping Cache for LISP 0 EID-table Vlan
141

(IID
8240

), 1 entries

aaaa. dddd. bbbb/ 48
, uptime: 4d07h, expires: 16:33:09,
via map-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, last modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID



192.168. 0. 101

4d07h up 10/10 -

o& oJ 9236 !Joadp 3Is IJuveds IJppdss 1JJluwdIdss (RLOC). swp wuppsy &yue DHCP
B I IUizlas shuwldo polying lJs Edge-1 gdes 192.168.0.101. Ll wegsle VNI 8240.

<tfroot>
BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table

141
aaaa. dddd. bbbb
CP_LEARN

L2LI O

BorderCP-1#

show platform software fed switch active matm nacTabl e vl an 141 nac aaaa. dddd. bbbb

VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle riHandle di
141 aaaa. dddd. bbbb

0x1000001 0 0 64 0x718eb5271228 0x718eb52b4d68 0x718eb52be578  0x0 0 10

RLOC 192. 168. 0. 101

adj_id 747 No

BorderCP-1#

show i p route 192.168.0.101

Routing entry for 192.168.0.101/32



Known via "
isis

", distance 115, metric 20, type Tevel-2
Redistributing via isis, bgp 65001T

Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago

Routing Descriptor Blocks:

* 192.168.98.3, from 192.168.0.101, 1w3d ago,

via TenG gabi t Et hernet 1/ 0/ 42

Route metric 1is 20, traffic share count is 1

pE 1J U8 wo puozss Jpl Bs Suwe Lwlwd: eds Swue Is p)9) eds 2> wwsle pagd pu I
DHCP «,zsd 9lds IJ RLOC ez $bu lo sulde IJ VXLAN gpodsé Joyuds s unicast |Js

lJzlws RLOC.

&,ue DHCP 9 ACK - Unicast - Edge

Suvede 1Jzlwe IJ unicast DHCP g, ,0/ACK o0 1Jz293¢ Sisd Jouwds 1Jzyds pi9) 9)lze o
{upper}mac address bl Js o sz IUperz woese psule. wedld g 00 IJuolopsle IJoede B
lJsuo9d (ACKs): w99p £9>6 Edge Llglhs wozso IJejps Vb [Js 1Upuuds ez zse odyy
uldbé IJuolsé poods: wadl pu 18518 1Ugiedé wepese lJpulu9s.

S>> 229d guslu MAC Idpowds TE1/0/2 Jpuds gpsd: 9lU3s sIdu Vs zldo FWD 9l ubs
STP: wop lelbé wogso IUgjped IUs ubé IJuolss.

<tfroot>
Edge-1#

show mac address-table interface tel/0/2

Mac Address Table

1041

aaaa. dddd. bbbb

DYNAMIC

Tel/ 0/ 2

JI ojld gpdss g,u0 DHCP 9 ACK pow 96.

w390 wpdsu IJobud gds wy9e9dsd DHCP. U



Swp lugule i@é beldlo Vs z29d Idobwd gds 90999 DHCP. gueszs J3dId: sop lugile
beld wedu 1dgoly Juldbs IJuelss IJos wp wedsy DHCP gdsol oyluwlbs g0 ARP glean.
900 1Jpu9de lsuol lo weyuo 19le, ped "show platform dhepsnooping client stats" JI wslole.
258 s websd IUobdd eds wy90999) DHCP.

<#root>
Edge-1#

show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address Interface vlan privl

ARP
172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041

0005 45s REACHABLE 207 s try O

Edge-1#

show i p dhcp snooping binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

0 1pop JJElss pdlzbs 16 wuss IJsuosd IJs SD Jl v, eds luwegsle edles oo 1Jizlss
19 luvhs IJo e zse 1o 03l 1duwdsd eolid g uvdsd Lbs wolss VEb. Lsupel 8> sop welys
030 IJob s L9l ubod yesd DHCP I gls 0 DHCP (W wo. Blo JJlUIJsoss wosgsselu
Jepdsé DHCP L udlué Bs wsisé L2 B b: w3 L2 pg IJwe Ipeess JJiuudd Je ) soo
I._J:__;o/ACK‘gl._Jowa_;ﬂsJ IJpuluwe Juldbs IJuelss s puwess Idoedp Jg)uo/ACK JJwo
lJlzlbs.
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