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IJobdd eds wu9w9dsd DHCP s wds VLAN IJElLo8 Lldgpsd B 2lds Idouss. sgpd
IJobowd eds wu9w9dsd DHCP eds celdsd &u2 o9z B 03l Iduwsls: o9 suwed Il
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edld cpdsu lehs wogso Idow eds 9lzole v $ 9,09J Fabric Edge.

|.J.oabb

Fusion

192.168.254.68 (DHCP Relay)

WLC

DHCP Server

172.16.1.7 192.168.0.101

@ L2 ONLY
VLAN 1031
4822.54dc.6a15 L2LISP lID 8232

byosdszs! Idubods

WO oo ldby9dozsl:

L2 Handoff Enabled

192.168.0.202
BorderCP-2

=20 L2 Handoff Disabled

192.168.0.102
Edge-2

* 192.168.0.201 9 192.168.0.202 0.5 239> pzped Jp98e lJwwiséd. BorderCP-1 o9 IUzs IUsz.so

PE CpdSu p8j6 €30 1U9u09d pu IUb w86 2.
+ 192.168.0.101 9 192.168.0.102 o.s £.6> Fabric Edge

.+ 172.16.1.7 05 0dbs 1UsLosd B ldueds 15l s 1Jblo,ss (VN) pg isods VLAN

1021
* 192.168.254.39 o9 ¢l>p DHCP

. 938 IJopdp B Iduvods IUpedss (LAN) IJlueJdss os 192.168.254.69

+ 4822.54dc.6a15 os u9bé IJuolsé IJos wigp DHCP

* Sg&pd zolj Fusion Jo,zsd DHCP JduvoJdle 1, es6 1UEluoo wldouss.

L2 Bl VLAN o ivds]



L2 w3l VLAN gy pu pldé 2l56 o))

lJewl: Idubvodle [dbloyss pu ldpuwess IJolus 1 Catalyst Center / 1Je 965 1 0998 1Jowsé /
lJovodlo IUbloysé pu ldpuwess IJolos  weys) duvedle IUbloysé po lUbo 96 2

R stllusnlns y - . Er avar 2 Virtual Networks
= ciseo Catalyst Center Edit Layer 2 Virtual Network:

Configuration Attributes

LAYER 2 VIRTUAL NETWORK

O Data

'
@ Fabric-Enabled Wireless J

!

@) Advanced Attribute

od9su L2VNI pe IUloLold IJJlgndIds 1Uds sx8p ldowss
L2 Bél VLAN cuidsd - wole 2ol

wzwys £9> Fabric Edge gds vwds VLAN IJos wpe odgsuol pg wpdso CTS 9 IGMP g IPV6
MLD pebd. olJlgols |Us wdesy L2 LISP Idebdye. o3l IJogee pu ldpuwess IJelos W8
sobo g0 wepe Juwdds: JJYe sop wdssu Idpsile 1Jpszess gho WOs wepele L2
IJJlgvdIdss v@8b. pod RA-Guard 9 DHCPGuard 906938 1Jsuesd 1Js IUSsuolu. Je sop
Cedso Ea) ARP gds czae Juuddss.

oJ9so Fabric Edge (192.168.0.101)

<#root>
ipv6 nd raguard policy

dnac- sda- permt - nd-raguar dv6

device-role router
ipv6 dhcp guard policy

dnac- sda- permt - dhcpv6

device-role server

vlan configuration

1031



ipv6 nd raguard attach-policy

dnac- sda- perm t - nd-raguar dv6

ipv6 dhcp guard attach-policy

dnac- sda- perm t - dhcpv6

cts role-based enforcement vlan-Tist

1031

vlan

1031

nane L2 Only _Wrel ess

ip ignp snooping querier
no ip ignp snooping vlan 1031 querier

no ip ignp snooping vlian 1031

no i pv6 md snooping vlan 1031

router lisp

instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 1031

br oadcast -underlay 239.0.17.1

fl ood unknown-uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet



Swp wIdoso IJle, tunnel access JJBdsolule Bs wulso IJouwe Idpopled JJoo Ipogss
IJgluo o 28 Sup wuppsU 2esE Y6 p)9) welule wi9wsdsd bLs ezesele Ulow,vw
(BUM) 1Js 0l 1J9,09J Cluweesle pzeses Ioo ldpoess 1Jsluos oldeuos, (232.255.255.1)
Nwopsle 68bsé 9,09] 1duvods IUppdss 1Ublo,ss (VLAN) Jovods VLAN lJos sop
lovoushool pu od luwebdle w9099 s pgesele IUloo,uw (IGMP) Jlghhs wozso gyds
e29) wslole ¢i9e9dsd Idlue,ue (BUM).

L2 Wb o vdsd VLAN - Jlgwdds lan zols cpde

eds elow 9228 IUopde B IUuueds IJeedss 1Jdlwddss (WLC): szo wdsso edlele
IJes e Idpyoobs wudlb 1dyuosd 1ds Idouss oluwegsle "I wozs ullb 9,09 S 1dyoe
IJpd e J ARP-FABRIC" Jogbsd sblisd ARP JJsdsd. suldluolds |Us 3JY: szo opdsu
“fabric ap-dhcp-broadcast”. gs& suwpe 03l lJodosy olghé wogse gip w& DHCP oo 0w 9bs
IJsuo9d [Js wdlb 1Juolss 1JJluwddss.

ouwdsd WLC yuwusezs (192.168.254.69)

<{froot>

wireless tag site RTP-Site-Tag-3
description "Site Tag RTP-Site-Tag-3"

no fabric ap-arp-caching
fabric ap-dhcp-broadcast



odest: peesesd ldoo Idpoess [JJlundds 232.255.255.1 o5 1Jpgpses IJle,)loso
IJpuwegrpd w9luwbos zase edlele IJpsde.

<tfroot>

WLC#

show wireless tag site detailed RTP-Site-Tag-3

Site Tag Name

RTP-Si te- Tag- 3

Description : Site Tag RTP-Site-Tag-3

AP Profile : default-ap-profile



Local-site : Yes
Image Download Profile: default
Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232.255.255.1

RTP-Site-Tag-3 Load : O

©0$S6 1Jsy> pu ldpuwess IJelos (25 1Jooso)

p0 pub9) gpdslos: I DHCP ol (I3 puwzlz cgrss/orzsd) uwees 1o sdsusube [Us s
wule 8836 wpl B 3JY JJI po 1Jpa95 9lJzsls.

luvegsle [Jews 1Jes9>86 Juguosd glbe DHCP o9 IJuog 1Upguos wo: 9pe 3JYc subdy s,luwé
IJouopse weulss. 93JY Jive szo wdosy 1Uees Jdouwdse pu ldpuvess IJolus eds
Iuwluw JJ 9lz0é. 03l suwpee IJ fabric w,Js 16 sd9u uwdew [Js lel I wduwo VLAN ool Lopw
|J fabric |3 peodd gles. 030 IJpy9us Vs peydle Jvwdle VLAN Csu 29lwd 1Jouss 9ldzres
pp o Jio, JJI puopl Up wEsSwo IJs U pgW posd L2 LISP. szu g0 wpdsy IJpulds
lJebso Jdouwdse pu lJpuwess IJolus Os o 1Usde pe Jivwds VLAN o wol Jpug
od)ble 2ddss pu IJbo@s 2 51Rd Jvwds 1Jguosd 1Js SD. Jeiss pu IJod)lye sdjp w9,
wlpz vLoss pod StackWise Virtual ig FlexLink+ Ig M.

B Idedlod Jl sebdo wouosd ¢he DHCP Iy p9zo Idwslus w2lds IJwuss odssul [uoldsl.

= alale catalyst Center

— E2i11-
RTP Viewr Site Hiararch it Actlon BorderCP-1.DMNAZ. loca
Back

Fabric Infrastrusture

This action can cause Layer 2 loops if the same Layer 2 Virtual Network handoff off on multiple interfaces, Please make sure that
SUMMARY a B ‘1 measurés have beéen 1aken to prevent the ps balore pr
*> Dovice Fam
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» Compliance Status
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)

w0Ss6 L2 sx95l

oJ9su 2393 IJwusdley9e9dd Ideedpe Vs IJlueyue (192.168.0.201)



<#root>

ipv6 nd raguard policy

dnac- sda- perm t - nd-raguar dv6
device-role router

ipv6 dhcp guard policy

dnac- sda- perm t - dhcpv6

device-role server

vlan configuration
3

1

ipv6 nd raguard attach-policy

dnac- sda- permt - nd-raguar dv6

ipv6 dhcp guard attach-policy

dnac- sda- perm t - dhcpv6

cts role-based enforcement vlan-Tist

31

vlan

name L2_Only_Wrel ess

ip ignp snhooping querier
no ip ignmp snooping vlan 1031 querier

no ip ignmp snooping vlian 1031

no i pvé md snooping vlan 1031

router lisp



instance-id

8240

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 31

br oadcast -underlay 239.0.17.1

fl ood unknown-uni cast
fl ood access-tunnel 232.255.255.1 vlan 1021

database-mapping mac locator-set rloc_91947dad-3621-42bd-ab6b-379ecebb5a2b
exit-service-ethernet

interface TenG gabit Et hernet 1/ 0/ 44

swi tchport node trunk

<- -

DHCP Rel ay/ Server interface

wedsu oo Idpwess IJJlgvdIds

Swe wdasu 29l Idouss Jlghs wozse e Idow [Js udlb 1Jsuosd e 1Uss b sue9d
lJOsolu. Soup wuopsy 030 IJgje VS pzesss IJoe Idpwgss 232.255.255.1 gds JvwJdo
VLAN IJslgdso-VN. cugop vl 1Jsuosd odilissl [Js peesed IJod [Jpwgss odoc e wp
wdssu edles 1Jpsde IUeluos wol puuedl Jlgwasleol.

<#froot>
WLC#

show ap nanme APl config general | i Site

Site Tag Name

RTP-Si te- Tag- 3

WLC#



show wireless tag site detailed RTP-Site-Tag-3

Site Tag Name

RTP- Si t e- Tag- 3

Description : Site Tag RTP-Site-Tag-3
AP Profile : default-ap-profile
Local-site :

Yes

Image Download Profile: default
Fabric AP DHCP Broadcast :

Enabl ed

Fabric Multicast Group IPv4 Address :

232. 255, 255, 1
RTP-Site-Tag-3 Load : 0
o0 udbs IJy ol eds l¥aslu wldbs wolss JlwdIdss JJouwse: sop odysy ud§ VXLAN

(GsulpsIds gds zluow vdbs IJguosd: slisel Vs zlue Fabric pEdge). wepu 03l 1Juvl: swpe
IJo2d8 pu preses 1o Idpogss Jouss CAPWAP Clgwasle 19le) o0 pzlos AP Idb,8s6.

<tfroot>
AP1#

show i p tunnel fabric

Fabric GWs Information:

Tunnel-Id Gw-IP GW-MAC Adj-Status Encap-Type Packet-I
n Bytes-In Packet-Out Bytes-out
1

192.168.0. 101

00:00:0C:9F:F2:BC

For war d

VXLAN

111706302

6 1019814432 1116587492 980205146

AP APP Fabric Information:

GW_ADDR ENCAP_TYPE VNID SGT FEATURE_FLAG GW_SRC_MAC GW_DST_MAC

AP1#



show capwap ntast

IPv4 Multicast:
Vlan Group IP Version Query Timer Sent QRV Teft Port
0

232.255.255.1

2 972789.691334200 140626 2 0

ou zlue Fabric Edge, olds ou wpdsu ldobd gds wy9099d9d IGMP Jvwds VLAN IJgl 00
wuldbo 1Jguosd INFRA-VN. 98> Juvdde odlb 1Jsue9d 9lzod wdd 9,09d Slugopee 1Js
pepe9ed ldow IJpogs> 232.255.255.1

<#root>

Edge-1#

show i p ignp snooping vlian 1021 | i | GW
Global IGMP Snooping configuration:

IGMP snooping :

Enabl ed

IGMPv3 snooping

Enabl ed

IGMP snooping

Enabl ed

IGMPv2 immediate leave : Disabled
CGMP interoperability mode : IGMP_ONLY
Edge-1#

show i p ignp snoopi ng groups vl an

1021 232.255.255.1

Vlan Group Type Version Port List
1021 232.255.255.1
igmp v2
Tel/0/12  ----- Access Point Port

Edge-1#



show devi ce-tracki ng database interface tel/0/12 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft
DH4 172.16.1.7

dc8c.3756.99bc

Tel/ 0/ 12 1021

0024 1s REACHABLE 251 s(76444 s)
Edge-1#

show access-tunnel summary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels =1
Name RLOC IP(Source) AP IP(Destination) VRF ID Source Port Destination Port

Ac2
192. 168. 0. 101

172.16.1.7

0 N/A 4789
<snip>

o9 gpdsle 1ozl 030 uzle wedsu IJow IJpoess IUJIuwdIds vy uldbs 1Jsuosd 9zlw9s
lJowuss 99256 IJopde WS IJuvedo Idpedss IJJlgwdIse.

lJe il DHCP sbJuo - 1Jzloe IJJlgedds



Client Onboarding and Packet Flow Fusion
DHCP Discover or Request (DHCP Relay)

DHCP Server

BorderCP-2

L2 ONLY
VLAN 1031
L2LISP ID 8232

4822.54dc.6a15

338 2,36 1,9, - [Jeyuld DHCP oldbJo Bs L2 Bélb

L2 Handoff Enabled

1. Client associates and authenticates to the Fabric S5/D using 802.11
and CAPWAR

2. WLC registers client MAC 4822.54dc.6a15 to the Fabric CPs in
L2LISP 1D

3. CP performs a LISP WLC Notification to Edge-1, Edge-1 learns
MAC 4822 54de.Ba1b using the AccessTunnel interface of the AP

4. Client sends DHCPREQ (Discover or Request), it is a broadcast packet
over the wireless 5510

5. AP receives the packet, encapsulates it to Edge-1 Loopbackl in
VELAN using VHID

6. Edge-1 maps the VNI 8232, de-encapsulates the packet and bridges
it in VLANLO31

7. Edge-1 floods the DHCP broadcast wsing L2 Flooding (Multicast
Encapsulation) with VI

8. Both Borders receive the DHCP packet but only BCP-1 maps the VNI

to VLAN3L

9. BCP-1 bridges and floods the packet across all STP-forwarding ports
for VLAN31

10. The packet reaches the DHCP Relay or Extermal GW on VLAN31,
which then inserts the options required for relay

11. DHCP Discover/Request is sent to the DHCP Server as relay/unicast.

lJogyw eds glds udbe IJuolss IUJlgwddss 9udlos 1Uguosd Idpeuods 1UEluos wol

serlsue Idouse [Jpgo,ue.

<tfroot>
WLC#

show wireless client sumary | i MAC -| 4822. 54dc. 6al5

MAC Address AP Name

4822. 54dc. 6al5

WLAN

17

Run

11n(2.4) MAB Local

WLC#

Type ID State Protocol Meth

show wirel ess client mac 4822.54dc. 6al5 detail | se AP Nanme|Policy Profile|Fabric

AP Name:



AP1

Policy Profile :

RTP_PCD1_SSI D _profile

Fabric status :

Enabl ed

RLOC

192.168. 0. 101

VNID

8232

SGT : 0
Control plane name

def aul t - control - pl ane

pu Ipop 1Jelds pu websd IJ pu psile 1Jozasd 1derdis 9 DHCP 1e)diss eds odsd
oeHsY Iduwslws. sze odysu Idlgle, "no central dhep" 9"no central switching” gJs pJwd
S8 I wslws J SSID.

<#root>
WLC#
show wi rel ess profile policy detailed RTP_POD1_SSID profile | i Centra
Flex Central Switching : DI SABLED
Flex Central Authentication : ENABLED
Fl ex Central DHCP : DI SABLED
VLAN based Central Switching : DISABLED

o9 030 IJwz 89 i uldbé IJuolsé puods o "AP1" gldus oyowl o Fabric Edge RLOC
192.168.0.101. soldelds swp wuopsu 2yIJs 1Jpy9) IUElLoé wol gy VXLAN pe VNID 8232
JJbuwld pu wdbs 1dgosd IJs 2lus 1o uss.

lJovled DHCP gbbdwo - 2lws IJouso



oedp MAC Ulgweésle ledle WLC

Ieole wep ulbs IJuolsé: s99p WLC wogwesd suslo MAC Jugbé 1Juelsé 1UJlundIdss
Cluwepsle puvess IJogde O 1douss. 99¢ 1Jsde vudwor sede puwess IJozde €556
2196 1Jooss (IJes couad wol udlbs 1Jsuesd) Jluuule 1sgld wede MAC ¢luo "CP_LEARN",
pubSl 1Js 9lz0s B9 9,09d Lbs IJs o9

<ttroot>
Edge-1#

show |i sp session

Sessions for VRF default, total: 2, established: 2
Peer State Up/Down In/Out Users

192. 168. 0. 201: 4342 Up

2w2d 806/553 44

192. 168. 0. 202: 4342 Up
2w2d 654/442 44
Edge-1#

show i sp instance-id 8232 ethernet database w c 4822. 54dc. 6al5

WLC cTients/access-points information for LISP O EID-table Vlan
1031
(11D

8232

)

Hardware Address:

4822. 54dc. 6al5

Type: client
Sources: 2

Tunnel Update: Signalled
Source MS:

192. 168. 0. 201

RLOC:

192.168. 0. 101

Up time: 1lwéd

Metadata length: 34

Metadata (hex): 00 01 00 22 00 01 00 OC AC 10 01 07 00 00 10 01
00 02 00 06 00 00 00 03 00 OC 00 OO 00 00 68 99



6A D2

Edge-1#

show mac address-tabl e address 4822. 54dc. 6al5

Mac Address Table

1031

4822. 54dc. 6al5

CP_LEARN

Ac2

Bl op wede gwslo MAC Judbs IJuolss wuvdd Logse ew Sleod vy 1Usuesd 1Jpbl§é
Judbo IJsosd IJpoodo IJgl oo ol By 030 IUpyedd weww) pdopds.

20wy w& DHOP (s ¢, L2

g pl swp websd IJobwd eds y909d9d DHCP. Jl sep 2b) gpdsle oo DHCP: 9usJl pu
3 sup wuopsuol Vs IJwe IJpogss Jsuolu Idbw$s 2. 98 ds Ied w958 wpdsu
IJolbsd eds w90999d DHCP |Us pug €p) 2ip IJw odo.

<{froot>

Edge-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i senabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
12-13,50,52-53,333,1021-1026

DHCP snoopi ng i soperational on foll owi ng VLANs:

12-13, 50, 52- 53, 333, 1021- 1026
<- -

VLAN1031 shoul d not be listed, as DHCP snooping nust be disabled in L2 Only pool s.



Proxy bridge is configured on following VLANs:
1024

Proxy bridge is operational on following VLANs:
1024
<snip>

wellu lJobd eJs w)y90999J DHCP ogbJ. By IdeildllbJy DHCP s uoésp 9lzoé
L2LISPO: ppl szuw 9o 1Ueu9) v £p) L2, Lule gds luosl) Catalyst Center gJlvcle Idouss
lJplw 96 (9> LTS 9lz06 L2LISPO gJs 99lise 1d9uo9d IJos we wdsuol WOs JJI
IJlozlosus Jsdde olds oy 30 300 2yJ6 py9) DHCP (o093 UDP 67 9 68) wvdd Losse
woluwbs is beldle Jdopdpe B 1Jso9J (ACES).

<tfroot>

interface L2LI SPO

ip access-group

SDA- FABRI C- LI SP

ip access-group

SDA- FABRI C- LI SP out

Edge-1#

show access-1i st SDA- FABRI C- LI SP

Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

iu.uoé_)ro pzp9eo Broadcast-Under IJos wpe wdysuol Jposd L2LISP ggggly IP Jzlwe IJouss
Loopback0 JJweg 88 pu Ibgld Wsuolu L2 (SG) 1Uss sgpd £ds woosd oo 1Jzies |Js g9
cus9sé 1ps. Llee 229ds 1deuwh smfib JJozdd po wozs Idpedele eod 1glzos 1Uslas
98lispd 1Jglzod U ols,6 98sble [glhé IJwgzso.

<#root>
Edge-1#

show i p interface |oopback 0 | i Internet



Internet address is

192. 168. 0. 101/ 32

Edge-1#

show runni ng-config | se 8232

interface L2LISP0.8232

i nstance-id 8232

remote-rloc-probe on-route-change
service ethernet
eid-table vlan 1031

br oadcast -underlay 239.0.17.1

Edge-1#
show i p nroute 239.0.17.1 192.168.0.101 | be \(

(192.168. 0. 101, 239.0.17. 1)

, 00:00:19/00:03:17, flags: FT
Incoming interface:

Nul 10

, RPF nbr 0.0.0.0

<- -

Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 1/ 2

For war d
/Sparse, 00:00:19/00:03:10, flags:

<- -

1st OF = Tel/1/2 = Border2 Uplink

TenG gabitEthernet1/1/1



For war d

/Sparse, 00:00:19/00:03:13, flags:

<- -

2nd OF = Tel/1/1 = Border1 Uplink

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101

SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

7

/0/231/0, Other: 0/0/0

<- -

HW Forwar di ng counters (First counter = Pkt Count) mnust increase

Totals - Source count: 1, Packet count: 8



odpset edpse: BBl Je soe IJges) eds 1beld (S.G) g o $lisps 1Uslzes 1Jual,é (OIL)
STU9S &J-:S E3p 9|§o|o w2l (O{IFS). Iluol ouvs) IJs 929> puvIddo Vs sy I
IJewess Idlgwlgus 19 1Jg pdso 1Jlgul wss.

cepdsle oyl 1Ug)e

GdJo pujleu sbe) ol gds IJpsole 1o suved eds g2 wwsle IJpsgd DHCP ,ub o0 I ap
9ld seled ppozovl J L2 sW8so.

siodle 25p 216 IJooss (192.168.0.101)

<ffroot>

nonitor capture cap interface TenG gabitEthernet1/0/12 IN <-- Access Point Port



nonitor capture cap interface TenG gabitEthernetl/1/1 OQUT <-- Milticast Route (L2 Flooding) OF

noni tor capture cap natch any

noni tor capture cap buffer size 100

noni tor capture cap limt pps 1000

nmonitor capture cap start

nmoni tor capture cap stop

e IJoylb 1Jz)ps: sew pdlebs oJle 2jp pudoJo:

» 1Jeyild DHCP - VXLAN - AP |J.s Edge
» 1Jeyuled DHCP - CAPWAP - AP |Js WLC
* 1Jeyiled DHCP - VXLAN - b, p20986 IJwd [Jpogss

<#root>
Edge-1#
show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==4822. 54dc. 6al5"

<-- 4822.54dc. 6al5 is the endpoint MAC

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
129 4.865410 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45

<- -

From AP to Edge

130 4.865439 0.0.0.0 -> 255.255.255.255 DHCP
420

DHCP Discover - Transaction ID 0x824bdf45

<- -

From AP to W.C



131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP

394

DHCP Discover - Transaction ID 0x824bdf45

<- -

From Edge to L2 Fl oodi ng G oup

Edge-1#

show nmoni tor capture cap buffer display-filter "bootp and dhcp. hw mac_addr ==4822. 54dc. 6al5

and vxl| an"
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
129  4.865410 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45
131  4.865459 0.0.0.0 -> 255.255.255.255 DHCP

394
DHCP Discover - Transaction ID 0x824bdf45
Edge-1#
show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr==4822. 54dc. 6al5

and udp. port==5247"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
130 4.865439 0.0.0.0 -> 255.255.255.255 DHCP
420

DHCP Discover - Transaction ID 0x824bdf45

Edge-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. mac_addr==4822. 54dc. 6al5 and vxl an"

det ai

| i Internet

Internet Protocol Version 4, Src:
172.16.1.7
, Dst:

192. 168. 0. 101 <-- From AP to Edge

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
Internet Protocol Version 4, Src:

192.168. 0. 101



, Dst:

239.0.17.1 <-- From Edge to Upstream (Layer 2 Fl oodi ng)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

odpse eds Idubedle IJJlpnddss Idos op cpdsu Idouss edsol wa) 2ip
VXLAN IJeg 86 2,96 0,9, DHCP |Js IJg edle i 19l p. s p bhuwld wslole CAPWAP
(UDP 5247) IJpg J36. pg 3JI: IUs gouoy Idoedp B Iduvwds Ipeedss IUJluud I sé
(WLC) B3k Jig)lup IJogdu: ped 2lds cede IP Iy cedo 1zols IdJluwdds.

lJould DHCP gbJeo - 2> L2



W& i Syuwd 1Jelws |IJ DHCP 1do il gbdew Hob gu bysy bo@s 2 sOsuoc SEJW pg I
broadcast-under pzpe986 239.0.17.1. o3l ,ob |uwodee o IJ L2 2o wpassl 1Jgs/CP-1 W o3l

wwSubis.

JIds seoe 3JYe seu o spodd border/ep-1 puul, W& pogss pe (SG) pu 1Jelds: sszw 1o
coupes Blisps 191206 10136 1UElL06 wo pisd L2LISP po wdd L2 VLAN. oy lJpop pdlzlbs
o 2395 &30 IJesgd po IJpuwess Idolos coguld Bs uBuw pe)d posd L2LISP. zos b3l
Jlow ogwedse gvwdle VLAN pgodus Jdouwdse.

<tfroot>
BorderCP-1#

show vlan id 31

VLAN Name Status Ports

31
L2_ Only_Wrel ess

active
L2LIO0:
8232

Tel/ 0/ 44

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.101 | be \(

(
192.168. 0. 101

239.0.17.1

), 00:03:20/00:00:48, flags: MTA
Incoming interface:

TenG gabi t Et her net 1/ 0/ 42
, RPF nbr 192.168.98.3

<-- IIF Tel/0/42 is the RPF interface for 192.168.0.101 (Edge RLOC)

Outgoing interface Tist:



TenGigabitEthernetl/0/26, Forward/Sparse, 00:03:20/00:03:24, flags:

L2LI SPO. 8232

, Forward/Sparse-Dense, 00:03:20/00:02:39, flags:

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 101 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 101,
SW Forwarding: 1/0/392/0, Other: 0/0/0
HW Forwarding:

3

/0/317/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) rmnust increase

Totals - Source count: 1, Packet count: 4



odpset Bl de sop ldesgy eds eld (S.6) Slue sy 1Us 929> puvdJs Os wdssu
IJoo Ipogss IUlgulgus I 1g pdsé Iluulwss. 131 Jp sJo L2LISP JJpssd IJpbdsw
292951 J OIF. Bluo subvs) 1Js 9295 puvdJs B zlds IJouugsd UP/DOWN IJgl o6
lJslzos 1Jd,es8 L2LISP Ig 21Js wpdsw IGMP ¢l o6 w9lzos L2LISP.

ped £8>6 Fabric Edge. olds pu g3p 1eld 1dozde B 1J9009d S,802 25p6 DHCP 1Jpsgd edis
9lz06 L2LISPO.

<#root>
BorderCP-1#

show i p access-lists SDA-FABRI C- LI SP



Extended IP access 1ist SDA-FABRIC-LISP
10 deny ip any host 224.0.0.22
20 deny ip any host 224.0.0.13
30 deny 1ip any host 224.0.0.1

40 permt ip any any

8> LlJé wgdsad 1Uzp6 99,00l s Lwds VLAN IJpblods Jpg b Bisé 1Je9,s (VNI) 8240,
weds bosgsd ldod 1JEluos vol lu sop oo Ehe zese pulds lebsé wozse wi9eydsd
IJubz)é lJpod s Juvwds VLAN 141,

<#root>
BorderCP-1#

show spanning-tree vian 31 | be Interface

Interface Role Sts Cost Prio.Nbr Type
Tel/ 0/ 44
Desg
FWD
2000 128.56  P2p

S99 229d wedw 1Jzols 1w 1Jglzos TE1/0/44. IJos wouod womesd Gateway/DHCP. szo lu
od9y puds els w9zso STP.

<#root>
BorderCP-1#

show devi ce-tracki ng dat abase address 172.16. 141. 254 | be Network

Network Layer Address Link Layer Address
Interface vlan privl age state Time Teft
ARP

172.16. 131. 254
87b.2003.7fd5

Tell/ 0/ 44

31

0005 34s REACHABLE 112 s try O



epdsle oyl 1Uz)e

Sp woddsu IJodlb 25pé puopud wuvdd pujleu eds 1Jpesd Jouwesd JJ po zjpé DHCP
1956 o0 €y L2 (S.G slzob 91)368) 92506 119z Ipblods 1Us oupsd DHCP. gus 1Jodlb
IUzipd: sz pdlehbs Tiposu popsiosu: wEdd Juwds VXLAN IJzjps pu Edge-1. 9ldz;es
g IJpgds 1dos cuodd lJs )zsd DHCP.

229> Idousélejpe eie CP (192.168.0.201)
<#root>
nonitor capture cap interface TenG gabitEthernet1/0/42 I N
<- -
Ingress interface for Edge's S, G Moute (192.168.0.101, 239.0.17.1)

noni tor capture cap interface TenG gabitEthernetl/0/44 OUT <-- Interface that connects to the DHCP Re

nonitor capture cap match any

moni tor capture cap buffer size 100

nmoni tor capture cap start

nmoni tor capture cap stop

BorderCP-1#

show nonitor capture cap buffer display-filter "bootp and dhcp. hw. nac_addr ==4822. 54dc. 6al5"

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
324 16.695022 0.0.0.0 -> 255.255.255.255 DHCP
394

DHCP Discover - Transaction ID 0x824bdf45
<-- 394 is the Lenght of the VXLAN encapsul ated packet
325 10.834141 0.0.0.0 -> 255.255.255.255 DHCP
420
DHCP Discover - Transaction ID 0x168bd882

<-- 420 is the Lenght of the CAPWAP encapsul at ed packet

326 16.695053 0.0.0.0 -> 255.255.255.255 DHCP

352



DHCP Discover - Transaction ID 0x824bdf45

<-- 352 is the Lenght of the VXLAN encapsul ated packet

Packet 324: VXLAN Encapsul ated

BorderCP-1#
show noni tor capture cap buffer display-filter "franme. nunber==324" detail | i Internet

Internet Protocol Version 4, Src:

192.168.0.101, Dst: 239.0.17.1

Internet Protocol Version 4, Src:

0.0.0.0, Dst: 255.255.255.255

Packet 326: Plain (dotl1lQ cannot be captured at egress due to EPC |imtations)

BorderCP-1#
show noni tor capture cap buffer display-filter "frame. nunber==326" detailed | i Internet

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255

gud 030 IJugbo: Blpw z2jps IJould/Ndbde olJgi9z e wuss [J9uosd 1Us SD: pgowpes o3l
IJSuwe- 9pe 3Jde Sud Ipologs: puopds pedps pops - gdlps oo DHCP. 1Jpz336 9lumlos
udbo IJuolss uwol - Jusulysy lehs IJwszse Jzie IJeyue ig ACK IJJlz80. spduul Yo
Iz>s 2jp Discover 1Ugluosé wul Jzuo 030 Idgdles.

<#root>
BorderCP-1#
show nonitor capture cap buffer display-filter "bootp.type==1 and dhcp. hw. mac_addr ==4822. 54dc. 6al5

' detailed | sect Dynamc

Dynam ¢ Host Configuration Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O

Transaction ID: 0x00002030
Seconds elapsed: 3



Bootp flags: 0x8000, Broadcast flag (Broadcast)

1... .... .... .... = Broadcast flag: Broadcast <-- Broadcast Flag set by the Endpoint

.000 0000 0000 0000 = Reserved flags: 0x0000

odest spdu luwwgsle bootp.type==1 JooWss gjp IJovled sbde V9.

)00 DHCP 9 ACK - L& - 2395 L2



Client Onboarding and Packet Flow Fusion
DHCP Offer and ACK (Broadcast Flag (DHCP Relay)

o e | DHCPONE[U]- Bioadeast Flsy

DHCP Server

(2

s L2 Handoff Enabled

L2 Handoff Disabled

BBrderCP-1 BorderCP-2

1. DHCP Discover/Request is sent to the DHCP Server as relay/unicast.

2. DHCP Server replies with OfferfACK honoring the flag, in this case
Broadcast.

3. DHCP Relay recelves the packet, removes DHCP Relay eptions, Broadcast
Flag instructs the Relay to send the DHCP Offer as a Broadeast packet.

4. DHCP Relay sends the Offer/ACK to BCP-1

5, BCP-1 receives the Offer/ACK and registers VLANI1 GW MAC in LILISP

Edpe-2 no te both Contral Planes

6. BCP-1 floods the DHCP Offerfack using L2 Elﬂodlng {Multicast

Encapsulation) with VM|

L2 ONLY

7. Both Edges receive the DHCP packet, map the VNI to VLAN1D31,
VLAN 1031 then bridge and flood the packet across all wired STP-forwarding ports
far VLANL031

L2LISP IID 8232 E B. Edges configured with "flood access-tunnel™ will forwand the
& broadcast packet using 232.255.255.1 w0 all ports where the IGMP
|- snooping table has received a Membaership Report {sent from Access
. 4 Paints).
9. Access Points de-encapsulate the packet and forwards it to the
wireless endpoints.

4822.54dc.6a15

388 2,36 1,9, - oo £5u0 DHCP 9 ACK s L2 Béb

IJlo wes 1o Ble 1Joyulld DHCP LlJg 9z po wusé SD-Access: wsdse wyzsd DHCP Lls)lz
¢sble wyesd DHCP 1Jo@dssss (eds uvesd Idpold. GiAddr/GatewaylPAddress) glglsé
9zso 1zjp6 Juo lebs 1Us gl DHCP. B o3l IJesdd: JI suods wuvse SD-Access s
¢sble DHCP ¢l os.

ews 9029 "Youldlbde DHCP" |Js 1Jgbe: sdhp 1Uehe edlpd IJue 1dpuopus I IJoo
Iizlss. wpds 030 IJedlps ol I3 Jlu 99dsd wozsd DHCP @90 lehsé wogso &2 DHCP |Js
zoli w8 IJuslule pu 1Jgbe (229s0l) Jlbly Lo Iy huwld lzhbs. 9p0 Ted 03l 1dg L0 s,
wsubss Jdoo.

wede MAC sowesd IJoglud

ewpl syuwd wopsd DHCP g,,0 DHCP Iy ACK. szu 1o woede €856 L2BN E_Q_?lQ MAC
Jdewlor souosdo [Js z29d gulssy MAC 1Jgluo wole wp |Js 229d L2/IMAC S glgs)l 1Us
Ilesé wslule L2LISP Juueds VLAN 141 1Jpgswé Jpeosd L2LISP 8232.

<#root>
BorderCP-1#

show mac address-table interface tel/ 0/ 44

Mac Address Table



31

f87b. 2003. 7f d5

DYNAMIC

Tel/ 0/ 44

BorderCP-1#

show vlian id 31

VLAN Name Status Ports
31

L2_Only_Wireless active L2LIO:
8232
Tel/ 0/ 44

BorderCP-1#

show devi ce-tracki ng database mac | i 7fd5| vl an

MAC Interface vlan privil state

f87b. 2003. 7f d5

Tel/ 0/ 44 31
NO TRUST
MAC- REACHABLE
61 s LISP-DT-GLEAN-VLAN 64

BorderCP-1#

show l'isp ins 8232 dynamic-eid summary | i Nane|f87b. 2003. 7f d5

Dyn-EID Name Dynamic-EID Interface Uptime

Aut 0- L2- gr oup- 8232

f87b. 2003. 7f d5

N/A 6d06h never

0

Time left

Pending

Policy



BorderCP-1#
show i sp instance-id 8232 ethernet database

f87b. 2003. 7f d5

LISP ETR MAC Mapping Database for LISP O EID-table Vlan
31

(IID
8232

), LSBs: 0x1
Entries total 1, no-route 0, inactive 0, do-not-register 0

f87b. 2003. 7f d5/ 48

dynamic-eid Auto-L2-group-8240, inherited from default locator-set
rloc_0f43c5d8-f48d-48a5-a5a8-094b87f3a5f7, auto-discover-rlocs
Uptime: 6d06h, Last-change: 6d06h
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

192.168. 0. 201
10/10 cfg-intf site-self, reachable
Map-server Uptime ACK Domain-ID

192.168. 0. 201

6d06h

Yes

0

192.168. 0. 202

6d06h

Yes

0

Bl op ldogyd gds guslo MAC 1Jglue oldwsles wuvdd Lorse 9oe suoe edlpd ACK J g "
Jeuwwsslo Idoedpe Vs 1Jwuss: Bl 030 ldpyzdo weww, pdopds.

2w & DHCP (s ¢, L2
wou wedsu IJobdd gds wy9w9dsd DHCP. Jl sop 2b) gpdsle & DHCP gsep

ouwopsuel Vs Idow Idpoess JJOsolule po Idbo@s 2. 9eds Idedw pu 3JIe BBl wp
ovpdsu ldobud gJs w)9w9d9d DHCP: swp pug w398 e & DHCP.



<#root>
BorderCP-1#

show i p dhcp snoopi ng

Swi t ch DHCP snoopi ng i s enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:
1001

DHCP snooping is operational on follow ng VLANs:

1001 <-- VLAN31 shoul d not be l|isted, as DHCP snoopi ng nust be disabled in L2 Only pools.

Proxy bridge is configured on following VLANs:
none

Proxy bridge is operational on following VLANs:
none

Jiv IJobdd sds wy909d9) DHCP ¢, ppdo Bs g9 L2Border. Jl sdjp wdosy & @6
IJobud eds wi9w9d9) DHCP.

WO odo Idpyeds sup wlded IJozdd pu Logs Vlises IJopde Vs 1J9uo9d J L2LISP ws
JJl Jzoljsu.

Iuwegse peeses Broadcast-Base lJos wp odoswol Jposd L2LISP ggusly IP JJpuwess 2
Border Loopback0 JJwz 89 pu bEld Wsuolu L2 (S.G) IJss uwsd9p wwsuosd odo IUzjes |Js
88> wus9ss 18y lze 229des [puwly smiib JJezdd eu wozs IUpedele pod 1Uslzes I1Usl)06
98lssp6 1Uglzod IUuol>,6 9esble lele [Jugegso.

<#root>
BorderCP-1#

show i p int |oopback O | i Internet

Internet address is

192. 168. 0. 201/ 32

BorderCP-1#

show run | se 8232



interface L2LISP0.8232

i nstance-id 8232

remote-rloc-probe on-route-change
service ethernet
eid-table vlan

1031

br oadcast -underlay 239.0.17.1

BorderCP-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192.168.0.201, 239.0.17.1

), 1w5d/00:02:52, flags: FTA
Incoming interface:

Nul 1 O
, RPF nbr 0.0.0.0

<-- Local S,GIIF nust be NullO

Outgoing interface Tist:

TenG gabi t Et hernet 1/ 0/ 42
, Forward/Sparse, 1w3d/00:02:52, flags:
<-- Edgel Downl i nk
TenG gabi t Et her net 1/ 0/ 43
, Forward/Sparse, 1w3d/00:02:52, flags:

<-- Edge2 Downl i nk

BorderCP-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

Other counts: Total/RPF failed/Other drops(0OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1



Source:

192.168. 0. 201
SW Forwarding: 1/0/392/0, Other: 1/1/0
HW Forwarding:

92071

/0/102/0, Other: 0/0/0

<-- HWForwarding counters (First counter = Pkt Count) nmnust increase

Totals - Source count: 1, Packet count: 92071

odese: Bl Jp sop lJess, eds beld (S.G) I 1o Blisps 1slzos 1Juol>,6 (OIL) weess



eJs £50 _9|§o|o uo|:>)6 (OIFs). u.é!}yol oubs) 1Js 929> pubddo Vs wdssu 1w
lJpewess IUlwlgws 19 1Jg pd s Ul gwlguss.

pPE 030 lJouozselo eds byd ldoylb 1Uge6 ppled lJs Idgbole [duwlo8é wgowe 03l 9uwe:
wpel 1o 8o DHCP Juscpe pugo Joo Ids JJ 2910 IUouss wluwedsle peossle Blises 1Uglzos
lJuol>,60 W6 o030 IJzldo: ¢z IUlzos TenGig1/0/42 9TenGig1/0/43.

&u0 DHCP 9 ACK - IJu v - Edge

oelel ped 1Joddd Iduwlod: vdse Ul wldozdd pu 229> L2Border S.G WOs 2lWs IJowss:
2w wuvs) 1Jglzgos 1Jglyss wlogle L2BN 9szw9s IJudb gds posd L2LISP ldessy 1Js
JvwJo VLAN 1031.

<ffroot>

Edge- 1#show vl an id 1031

VLAN Name Status Ports

1031

L2 Only Wreless
active L2LIO:
8232
, Tel/0/2, Tel/0/17, Tel/0/18, Tel/0/19, Tel/0/20,
Ac2
, Pol
Edge-1#

show i p nroute 239.0.17.1 192.168.0.201 | be \(

(
192. 168. 0. 201

239.0.17.1

), 1w3d/00:01:52, flags: IT
Incoming interface:

TenG gabit Et hernet 1/ 1/ 2
, RPF nbr 192.168.98.2

<-- |IF Tel/1/2 is the RPF interface for 192.168.0.201 (L2BN RLOC)a



Outgoing interface Tist:

L2LI SPO. 8232
, Forward/Sparse-Dense, 1w3d/00:02:23, flags:

Edge-1#

show ip nfib 239.0.17.1 192.168. 0. 201 count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Default

13 routes, 6 (*,G)s, 3 (*,G/m)s
Group:

239.0.17.1

Source:

192.168. 0. 201,

SW Forwarding: 1/0/96/0, Other: 0/0/0
HW Forwarding:

76236
/0/114/0, Other: 0/0/0

<-- HWForwardi ng counters (First counter = Pkt Count) rmnust increase

Totals - Source count: 1, Packet count: 4



odpset Bl de sop ldesgy eds eld (S.6) Slue sy 1Us 929> puvdJs Os wdssu
IJoo Ipogss IUlgulgus I 1g pdsé Iluulwss. 131 Jp sJo L2LISP JJpssd IJpbdsw
292951 J OIF. Bluo subvs) 1Js 9295 puvdJs B zlds IJouugsd UP/DOWN IJgl o6
lJslzos 1Jd,es8 L2LISP Ig 21Js wpdsw IGMP ¢l o6 w9lzos L2LISP.

op lJezdd pu uors Slses IJozde ldsuesd (ACL) [Js L2LISP Lldued B JJI IJzobisuw.

w8 LilJs oEdsad 1Uzses 99,080l eds Guwds VLAN IJpbblos Jegyd Bisé 1deg,s (VNI) 8232,
weds boses Idod 1Uglues vl o sop Suoe Ehe zese pulds Jelsé wozso wi9wgdsd
IJuivzs 1dpedd,es Idguddssé Juvwds VLANT031.

<#root>

Edge-1#



show spanning-tree vlan 1041 | be Interface

Interface Role Sts Cost Prio.Nbr Type

Tel/ 0/ 2
Desg

FWD

20000 128.2 P2p Edge
Tel/0/17 Desg

FWD

2000 128.17 P2p
Tel/0/18 Back

BLK

2000 128.18 P2p
Tel/0/19 Desg

FWD

2000 128.19 P2p
Tel/0/20 Back

BLK

2000 128.20 P2p

908 3JJ: Vlu 1J9lzesd IJus voge gwel Juw &),,0 DHCP o 3lzos Access-Tunnel |Jpde,06
codbs 1J9uo9d. 9l sedu lple o3l Ul Jlve wp wpdso "od8 1dsuesd Is IJBs ol eds
p&)9 1D 8232 J L2LISP. 9lJl Wuwswe gl 030 1Jzjpes Jlgle wozsool |Us 9lzos AccessTunnel.

<tfroot>
Edge-1#

show |isp instance-id 8232 ethernet | se Miulticast Flood

Multicast Flood Access-Tunnel:

enabl ed

Multicast Address:

232.255.255.1

Vlan ID:

1021

Edge-1#



show i p ignmp snooping groups vlan 1021 232.255.255.1

Vlan Group Type Version Port List
1021 232.255.255.1
igmp v2

Tel/ 0/ 12 <-- APl Port

e& IJ igmp swlbwd es¢d J IJ multicast sWOs o pge9es. DHCP s,uvd g)u20 9 ACKs |Js IJ ap
physical psule.

JI ojld gpdso gyu0 DHCP 9 ACK pow§6. w390 wpdsu IJobudd gds «jy99999d DHCP. JI
Swpe lugble L_sé beldle Vs z2r9d IJobdd eds «y9099d9d DHCP. goldolds: swp logle 1bElJ
IR IJ@:oIJ' Jg,}ébé |Jooj§6 lJos wp wepdsy DHCP gdsol w9luwlbs gip ARP 1Jpzegé. 9p0
lJewsde lsuol 1o wgyuo 19l ped "show platform dhcpsnooping client stats” Jl wslole: gse
Swp websd IJobuwd eds wy909J9J DHCP.

<tfroot>
Edge-1#

show devi ce-tracki ng database interface Ac2 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
ARP
172.16.131. 4

4822. 54dc. 6al5

Ac2

1031

0005 45s REACHABLE 207 s try O

Edge- 1#show i p dhcp snooping binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface



Total nunber of bindings: O

&2 DHCP 9 ACK - Unicast - g> L2

Client Onboarding and Packet Flow Fusion
DHCP Offer and ACK (Unicast Flag [DHCP RE]EIV) DHCP Server

DHCP Offer [U]- UTicast-FIEE @

DHCP Discover (U= Unicast-Fiag >

—— 3 Handoff Enabled

L2 Handoff Disabled
BorderCP-2

1. DHCP Discover/Riguest is sent 1o the DHCP Senver as relay/unicast,
2. DHCP Server replies with Offer/aCK honoring the flag, in this case
Unicast.,
3. DHCP Relay receives the packet, removes DHCP Relay options, Unicast
Flag instructs the Relay to send the DHCP Offer as Unicast, destination
4822.54dc.Bal15
4. DHCP Relay sends the Offer/ACK to BCP-1
Edge-2 3 BCP-1 receives the Offer/ACK and registers VLANZ1 GW MAC in L2LISP
no to both Contral Planes
6. BCP-1 queries the CP (itselfl) to find the RLOC for 4822 54dc.Bal5,
resolves to Edge-1 ALOC.
7. BCP-1 encapsulates the DHCP Offer/ACK using the LISP Map-Cache to
Edge-1 RLOC with Wikl
. Edge-1 receives the DHCP packet, maps the VNI to VLAN1031
. Edge-1 consults the CAM table for 4822.54de.6a15, entry is a CP_LEARM
entry to the AccessTunnel interface associated with the AP
then encapsulates the DHCPE Offer/ACK in VXLAN with VNI o the
AP
10.Access Points de-encapsulate the packet and forward it to the
wireless endpoint

L2 ONLY
VLAN 1031
L2LISP lID 8232

o

4822.54dc.6a15

388 2,36 1,9, - Unicast DHCP g0 9 ACK (s L2 Bl

ool IJuwsubss peodd Gdsdl wpss vldbs IJuolss edles w& DHCP gls luol g,y pesé 9
"0".

JI syuwd oyesd DHCP g, o/ACK Joo: 9dIJdu Jgjps oo unicast wadl pu 3JY: pg glsé
{upperimac address p_vo9 pu guslu golj IJgpsd >lgd ge9dé DHCP. sgpd 03l gds wedsd
lJb,s86 IJos swp wol peldesd 1Jgies woluvbsé wusé SD-Access o uvdd 23,8 S Suvwedp
31,6 IJogisu 1dpdde Josbs L2LISP Jlghs wozso I 1dpi9y s9dsuw brsds wuoesy
lJoo [Jpwgss JUbo s 2.

2> 1Jpsoodle IUosusslonesdsd Ideede B 1d9uosd (CP) (192.168.0.201) 2506 CatPure:
25¢J DHCP &, 0

<#root>
BorderCP-1#

show nonitor capture cap buffer display-filter "bootp.type==1 and
dhcp. hw. mac_addr ==4822. 54dc. 6al5" detailed | sect Dynamc

Dynamic Host Configuration Protocol (

Di scover



Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: O

Transaction ID: 0x00002030
Seconds elapsed: 0

Bootp flags: 0x0000, Broadcast flag (Unicast)

0... .... .... .... = Broadcast flag: Unicast

.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address:
Relay agent IP address:

0.0.0.0
0.0.0.0
0.0.0.0

Client MAC address: 48:22:54:dc:6a: 15 (48:22:54: dc: 6a: 15)

O o3l Idwsubsy sop luwwgsle Bsuolu L2 Loyl JIdogildibdole: wsupl oop lgle
w9zso lJg 9 olapsle IJozde B 1Usuosd JJauwlisb (ACK) eu; 31446 IUogisu [dpsde
Jérsbé L2LISP: ppl sgpd s vouwsb IJgpdss IJIzpldss. po edId IUlogople IS poulsis
lel>s wozso Iue IJizhbes: ouvoede 229 L2 puwess IJozde Jewslo MAC JJozoes. wlde,lue
"wgde MAC sluvel, WLC" Lozl eds 2196 Iouss: seess puvess IJopde eds perd udbs
lJuolse (EID) o3l puzd.

<#root>
BorderCP-1#

show | isp instance-id 8232 ethernet server 4822.54dc. 6al5

LISP Site Registration Information
Site name: site_uci
Description: map-server configured from Catalyst Center
Allowed configured Tocators: any
Requested EID-prefix:
EID-prefix:

4822. 54dc. 6al5/ 48

instance-id 8232

First registered: 00:53:30

Last registered: 00:53:30

Routing table tag: 0

Origin: Dynamic, more specific of any-mac
Merge active: No

Proxy reply: Yes

Skip Publication: No

Force Withdraw: No

TTL: 1d00h



State: conpl ete

Extranet IID: Unspecified

Regi stration errors:

Aut henti cation failures: 0

Al l owed | ocators msnmatch: 0

ETR 192.168.0.101:51328, last registered 00:53:30, proxy-reply, map-notify

Locator Local
192.168.0.101 vyes

ETR 192. 168. 254. 69: 58507

TTL 1d0Oh, no merge, hash-function shal

state complete, no security-capability

nonce 0xBB7A4AC0-0x46676094

XTR-ID OxDEF44F0B-0xA801409E-0x29F87978-0xB865BFOD
site-ID unspecified

Domain-ID 1712573701

Multihoming-ID unspecified

sourced by reliable transport

State Pri/Wgt Scope
up 10/10 IPv4 none

, last registered 00:53:30, no proxy-reply, no map-notify

<-- Registered by the Wreless LAN Controller

state conplete

, ho security-capability

W.C AP bit: dear

Locator Local

192. 168. 0. 101
yes
up
0/0 IPv4 none

TTL 1d0Oh, no merge, hash-function sha2

nonce 0x00000000-0x00000000
XTR-ID N/A

site-ID N/A

sourced by reliable transport
Affinity-id: 0 , O

State Pri/Wgt Scope

<-- RLOC of Fabric Edge with the Access Point where the endpoint is connected



we> luvoedle 1 1Us puvess Ioede (peds 19 wesd)e o 286 LISP |sgld 516 wgisu
99w JJg)lisb Jeuwslo MAC Jugbo IJuoelss.

<#root>
BorderCP-1#

show |isp instance-id 8232 ethernet map-cache 4822.54dc. 6al5

LISP MAC Mapping Cache for LISP 0 EID-table Vlan
31

(I1ID
8232

), 1 entries

4822. 54dc. 6al5/ 48

, uptime: 4d07h, expires: 16:33:09,
via map-reply

conpl ete

, local-to-site
Sources: map-reply
State: complete, last modified: 4d07h, map-source: 192.168.0.206
Idle, Packets out: 46(0 bytes), counters are not accurate (~ 00:13:12 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

192.168. 0. 101

4d07h up 10/10 -

o€ oJ 9236 JJoaer s IJduveds [Jpedss 1JJluwdIdss (RLOC) swp wuppsy &)ueo DHCP
B Idoe 1l Showldo poluis 1 Edge-1 g 192.168.0.101. og VNI 8240.

<tfroot>
BorderCP-1#

show mac address-tabl e address aaaa. dddd. bbbb

Mac Address Table



31

4822. 54dc. 6al5

CP_LEARN

L2LI O

BorderCP-1#

show platform software fed switch active matm nacTabl e vl an 141 nac aaaa. dddd. bbbb

VLAN
MAC Type Seq# EC_Bi Flags machandle
siHandle riHandle diHandle *a_time *e_time ports

Con

31 4822. 54dc. 6al5
0x1000001 0 0 64 0x718eb52c48e8 0x718eb52c8b68 0x718eb44c6cl8 0x0 0
RLOC 192.168.0. 101

adj_id 1044 No

BorderCP-1#

show i p route 192.168.0.101

Routing entry for 192.168.0.101/32
Known via "

isis

", distance 115, metric 20, type Tlevel-2
Redistributing via isis, bgp 65001T
Advertised by bgp 65001 level-2 route-map FABRIC_RLOC
Last update from 192.168.98.3 on TenGigabitEthernetl/0/42, 1w3d ago
Routing Descriptor Blocks:
* 192.168.98.3, from 192.168.0.101, 1w3d ago,

via TenG gabi t Et hernet 1/ 0/ 42
Route metric 1is 20, traffic share count is 1
pE 1J uSuwo puozss Jol Vs Juwe wlvd: eds Souup Y6 pr9) eds 2> wdle pgd pu IJ

DHCP ¢ esd 9lJs IJ RLOC g5z Bho 1o s)lde IJ VXLAN godsé Jouwds B unicast |Js
lJzlws RLOC.



&0 DHCP 9 ACK - Unicast - Edge
Suvede 1Jglws IJ unicast DHCP g, 0/ACK po 1J2293¢ Sisd Jogwds 1UzyJds )9, 9olze o
{upperimac address bloJs Io sz IUptrz Loese psule. wpdld &0 IJualpsle IJopde B

IJso9d (ACK). we§9p £826 Edge wg> 3Jd olehs wopso 1Uzips Bib |Js vy 1Usuesd
lJpers 28 w9y uldbs IJuolss pouodsé wadl pu 1818 1Jz)ipd wzpse 1Jpuluds.

S22 229d gudlu MAC IJpu9s AccessTunnel2 Jpoo93 bloys pyovl o AP1.

<#root>
Edge- 1#show mac address-tabl e address 4822.54dc. 6al5
Mac Address Table

1031
4822. 54dc. 6al5
CP_LEARN

Ac2

Edge- 1#show i nterfaces accessTunnel 2 description

Interface Status Protocol Description
Ac2
up up

Radio MAC: dc8c.37ce.58a0,

P 172.16.1.7

Edge- 1#show devi ce-tracki ng dat abase address 172.16.1.7 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
DH4



172.16.1.7

dc8c.3756.99bc

Tel/ 0/ 12

1021 0024 6s REACHABLE 241 s try 0(86353 s)

Edge- 1#show cdp nei ghbors tenG gabitEthernet 1/0/12 | be Device

Device ID Local Intrfce Holdtme Capability Platform Port ID
AP1 Ten 1/0/ 12
119 R T AIR-AP480 Gig O

Jlosld gpdss )0 DHCP 9 ACK pou 6. w90 wedsu IJobud eds w9w939d DHCP. JI
Sop logvle Is 9blistd B z39d IJebdd gds w9999 DHCP. soldelds: sep logsle [glJ
oEVv Ideols Juybé I.Jgol@i:? Lqug= op opd§u DHCP gJdsol w9l wlos g0 ARP IJpgpgs.
9Jdsuw DHCP. 900 lJpws e lsuol 1o wgruo 191, pod "show platform dhcpsnooping client stats”
Jloslolocob)l Jogbsd Idobowd gds wy9e9d9d DHCP.

<{froot>

Edge- 1#show devi ce-tracki ng database interface tel/0/2 | be Network

Network Layer Address Link Layer Address
Interface vlan privi age state Time Teft
ARP
172.16.141.1

aaaa. dddd. bbbb
Tel/0/2
1041

0005 45s REACHABLE 207 s try O

Edge- 1#show i p dhcp snoopi ng binding vlan 1041

MacAddress IpAddress Lease(sec) Type VLAN Interface

Total nunber of bindings: O

p0 1Jpop JJEISS pdlzbs 1o wuss 1Usuesd 1Js SD Jl wdey eds luwegsle edles IJoe IUlehbs



I lubvho IJoo gse I 03l lJuwded golyo gu uwdey u@bo volsse VWP, Lsupl B> swpe wglyj

030 1J9b 586 L9l uloé o psd DHCP Iy ¢l DHCP (W wo. lu JJIIJIJsose wosgssolo
Jepdso DHCP ¢ uudlws WOs wsisé L2 Wb wx 8@ L2 pe Idwe Idpegss JJluwdd Jg 9o
IJo&/ACK: gldowesd IJpoluve Juldbs IJuelss s puwess Idegde Jeyuo/ACK JJwo

IJizhs.

p&lodé DHCP - 1Jwe 99 IJJlwdIs

20 £0uoy Jeede B IUubods 1dppdss IUJluvddss (WLC). o p poldus 2,36 DHCP py

sJIJ puwlyle RA.

<#root>

WLC#debug wirel ess mac 48:22:54: DC. 6A: 15 to-file bootflash:client6alb

RA tracing start event,
conditioned on MAC address: 48:22:54:dc:6a:15
Trace condition will be automatically stopped in 1800 seconds.

Execute 'no debug wireless mac 48:22:54:dc:6a:15" to manually stop RA tracing on this condition.

WLC#Nno debug wirel ess nac 48:22:54: dc: 6a: 15

RA tracing stop event,
conditioned on MAC address: 48:22:54:dc:6a:15

W.C#nore flash:client6al5 | i DHCP

2025/08/11 06:13:48.600929726 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.606037404 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

SI SF_DHCPOFFER

, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.609855406 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4822.54dc.6al5

2025/08/11 06:13:50.613054692 {wncd_x_R0-0}{1}: [sisf-packet] [15981]:

SI SF_DHCPACK

, giaddr: 172.16.131.254, yiaddr: 172.16.131.4, CMAC: 4822.54dc.6al5

WS wolss 1UgyJds: wop luols u§bo IJuolss [Js Ylgss wslule wows Uiao;é 1Jp92956 £Js

9236 IUeede B 1duveds 1dppdss IUJluvJdss.

<#root>

(info):

(info):

(info):

(info):

RX:

RX:

RX:

RX:

DHCPv4 from

DHCPv4 from

DHCPv4 from

DHCPv4 from

interfac

interfac

interfac

interfac



WL.C#show wi rel ess devi ce-tracki ng dat abase nac 4822. 54dc. 6al5

MAC VLAN TIF-HDL

ZONE-ID/VRF-NAME

4822. 54dc. 6al5

1 0x90000006

172.16.131. 4

0x00

000000

fe80::b070:b7el:cc52:69ed 0x80000001

Up OUOST ié_]olc 2yJo DHCP LlJdled gJs v gbo IJ9o9d wd wol.

<tfroot>

APl#debug client 48:22:54:DC: 6A: 15

AP1#t er m non

AP1#
Aug 11 05:37:47 APl kernel: [*

[UW

DHCP_DI SCOVER

: TransId 0x76281006
Aug 11 05:37:47 AP1 kernel:
Aug 11 05:37:47 AP1 kernel:
Aug 11 05:37:47 AP1 kernel:
Aug 11 05:37:49 AP1 kernel:
Aug 11 05:37:49 AP1 kernel:
Aug 11 05:37:49 AP1 kernel:

L e I e N s I s I N ey |

[D:W

DHCP_CFFER

: TransId 0x76281006 tag:534

08/11/2025

*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025
*08/11/2025

05:

05:
05:
05:
05:
05:
05:

37:

37:
37:
37:
37:
37:
37:

47.

47

49

3530]

.3531]
47.
47.

3533]
3533]

.35871]
49.
49.

3588]
3589]

[1754890667:353058] [AP1] [48:22:54:dc:6a:15] <

chatter: dhcp_req_local_sw_nonat: 1754890667.35
chatter: dhcp_from_inet: 1754890667.353287600:
chatter: dhcp_reply_nonat: 1754890667.353287600
chatter: dhcp_from_inet: 1754890669.358709760:
chatter: dhcp_reply_nonat: 1754890669.358709760
[1754890669:358910] [AP1] [48:22:54:dc:6a:15]



Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3671] [1754890669:367110] [AP1] [48:22:54:dc:6a:15] <
[U W DHCP_REQUEST

: TransId 0x76281006
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3671] chatter: dhcp_reg_local_sw_nonat: 1754890669.36
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3709] [1754890669:370945] [AP1] [48:22:54:dc:6a:15]

[D:W

DHCP_ACK

: TransId 0x76281006 tag:536

Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3733] [1754890669:373312] [AP1] [48:22:54:dc:6a:15] <
[DA] DHCP_OFFER

: TransId 0x76281006 [
Tx Success

] tag:534
Aug 11 05:37:49 AP1 kernel: [*08/11/2025 05:37:49.3983] [1754890669:398318] [AP1] [48:22:54:dc:6a:15] <

[D:Al

DHCP_ACK

: TransId 0x76281006 [

Tx Success

] tag:53

* U W= Uplink Packet fromCient to Wreless Driver

* DW= Downlink Packet fromCient to dick Mdule

* D:A = Downlink Packet fromdCient sent over the air



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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