odsu wdysu luwe doslos JJgoes
JJbo$6 2 Uluweesle ASAV slJoz 88 puo

lJpzogsle

lJp 95,00

S 03l lJpgwewd JsOss wdss wdasu Huwe wslus 1w §6 2 JJgses 9ldezdd pu
woewo Vs Cisco Application Centric Infrastructure (ACI).

IJpclbdole Il ulusé
lJpolbdolo

9008 Cisco iy oday Jrsd pe,uds Lldpsluose IJoldss:

* Dop JsIs6 gpd Iuwe Idoslus JJées pu ldbo s IJeldes O slzos w)ped
IJoboséle (ACH)

* Wop JSWOS6 wI9sSu pgecd uwsluws udbe IJuelss sublyle 1Uzuw) 9lJe@> Vs 9lzoo
IJoede Bs 1dsesd (ACH) :

¢ Wop Jsbso wdysu ASAV (wbusd IJlely IJéloed Jdedsad IUblo,s) Jpol) zelsé
SOl

lJpdovlo Idpuuespd
ouwow Idpedspele 19l W o3l ldpuwews 1Js luosble Ido)lez 9ldedsole 1Jebss Ideldss:

. |_osl, APIC: 6.0 (3g)



o 1J9z6 1Jlo,8.56 H/W: NOK-C93180YC-FX
. 1J9z6 IJlo,8.56 S/W: n9000-16.0 (3g)

. £856 19, 1019102 9 103

. Guiy ASAV £Js 2l e ESXi

wpe logvle Idpgdgple 1U9l)6 Bs o3l IJpuwows pu L_Jig_o_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
wlo gpse IJlzojé U,ou»oé)pé'z WO o3l |JFL}UQQ):g_JO¢J_9;§Q PPUNIT {I;éojlubQ). LBIIJlye
wwedod 8 ldogsgsd Bulds po Wopd Jdules) Idpzeed JIs ).

|Jpabb
Spine201
EPG1 EPG2
BD1 BD2
X.1.1.254/24 I3_out_vri_pk_1 X.1.2.254/24
Leaf101 Leaf102 Leaf104
E1/14
‘ 2525 }T | 2526 ‘
ransparent
EP1 — A'§A — EP2
‘ G0/0 ‘ Gon ‘ |
X.1.1.10 ‘ ASA FW is deployed on ESXI ‘ L
VMNIC --- E1/14
Inside PG -- 2525
Outside PG -- 2526
IJpglolo

Jlswp &Huo wdssu EPG1 9 EPG2 W o3l lJpuwews 982w wdssuo Ywd wedp 1Us> 9u9bo
lJoolss.

1. 1doz 88 pu wozd uldbs volss EPGT IJwedss x.1.1.10 IJos wp IJogy sdsol (IJg @0



101).

Systemn  RERERIH

EPG - epgl
Mince | @ B Y
MACHIP Endpoint Name  Learning Hosting Server
| [r—
ullb wolsé IJgpsd
2. sop luwesodld EPG1 JJgés ABC.
13_out_pk_tn Contracts
Mame = Tenant Tenant Afias

3 Eontract Type- Contract

IJg 8> IJpuweodd

Reportingnterface (learmed)
Controller
HName

Pod-1/Node-10Weth /S (learmed)

Caontract Type Provided |
Condurndd

oS Class

00

Haalth Faults Histary

adl Leaves

o
Encap ESG Policy Tags

wlan-3516

State Lab

Subject Label

3. 1Jozds pu weed EPG2 szugs eds udbs volsé X1.2.150 0 Idogde (1956 104).

13_out_pk_tn o EPG-epg2

MaCP

Endpoint Name  Learning Hesting Server

I LEEENRFETER Isarned

uldbé wolss IJgpsd

4. sop ©99s) ABC JJeg ¥ woluwbs EPG2.

Reportingnterface learmed)
Controller
Name

Pad-1/N

- 104640113 (learned|

ts History

Encap ESG

wian-3517



13_out_pk_
Contracts
- s Q

O £ W

Mame = Tenant Tenant Alias Contract Type Provided | Q05 Class State Label Subject Label
Cansumad

1]
L
=
L
L
L
=
|
L
L
=
L
C
=
=
C
=

e > 1Jedop

Jebsl sdjp luwesle Idyuwe Idoslos JJéses pu ldeguess
lIJolos Vs 9lzos lJwpde B 1Ugo9d (ACHS

« s Cisco ACL spJu I,z 12036 306 LA-L7 Bs IJbw 6 3 (L3): Idbw$6 2 (L2). 19
b s 1 (L1).

* bEld1deps pu ldpuwess Idelde: s@9p IJzels 1debes (eds uvosd ldpeld. 2ol 1dzelsd
suble pug IJogudd (IPS) olegls goble IJesgse glelsé wogso eyds py9) lduslole
lowoubl lJs gulosu IP.

* bEld1Jees pu ldpuwess IJlus: wop lglhs wozse 2yIds Ipss) luwe bl lds golssu
MAC 1390 puilyJds w9zso. 98Iy 03l pdssl Jeaslu 1Jeelso 1 uedlds Ig Izoj6 IPS.

* sop luvedsle IJogese Jpuveos Ids uwsluws (PBR) pu ldpuwess Idelos gus 1beld zobs
8306 pu Idpwess IJolus: pod 90999d IPS 19 2ol 2plss LI Vs Slisps IJozdp
I 1dsuo9d (ACH).

« obJTJss lels w9zso 2yJs 1Upu9, os wdwol JUJ pu L3 9 L2 PBR.

© 1LY Idyssums:

- L3 PBR: wwp lghs wozgso yJs 1Jey9) IJs guslo IP (suvhd IJzoly Ws IJeyzso).
- L2PBR: wwp lghs wozso 2y 1Ues9) 1s gwslo MAC (sepd Idzols O IUbe @6 2).

* Vs L2PBR: swp b gulssy MAC uvdd elow wldglzole 1Ubywvsse Jopelo lele
w9zse s 1Upy9) Idpuluwos.

Jeisds pu ldpedsple 29d eldle luweesle PBR oo ldpuveys IJing/IJQubJo ig IJovb/ldoivl
L1/L2: lze lJo@us) L wes J PBR.

odosu lHuwe IJoslus Jgped L2

tb9s 1. suvdd puwwodd bd sgsu J con-bd1.


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html#L1L2PBR
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-739971.html#L1L2PBR

St wedso wozse v Iizhs: szw wesso we Uiehbs £, IJpesssd pu ldeumess 2 eds
99Jsd IJIzojo 9dl sdje 929> U Jo W,es0 Jegldle con g prov Bridge (BDs).

13_out_pk % Bridge Domain - con_bd1
Summa
Properiies
wJdgsu CONS BD
13_out_pk.tn ¥ Bridge Demain - con_bdl O o
Summary Policy Operationa St Haalth
Ganeral o Ady ]
(=
Propeities
It is recommended to disable Unicast Routing when no subnats are canfigured.
Gatewary Address Descrigtion - Scops Primary irtual Subret Contral Matching Tag Selector
Asdress
IJedssw 2 J Cons BD
- ~ P - s . ¢ s -
IUg 1096 2. $p wodose [Jpos) lpuwes & prov-bd1.
13_out_pk_tn % Bridge Domain - prov_bd1 0 o
Summary Policy C tional Stans Hi Faul tory
Ganeral L3 Configurati o

Properties

odysy Prov BD



n This object was created by the Mexus Dashboard Orehestrator. It is recommisndied 1o onty madify this abject us

ising the NDO GL!
% Bridge Domain - prov_bd1 0
T Policy Iperational It Faul Hi
G C o d ut r
(o]
It Is recommended fo disable Unicast Routing when no subnets are configured.
Unicast fiouting: B2
Gatewsy Addross Description - Scope Primary 1P Wirtual 1P Subnat Control Matching Tag Selector

Adckiuss

IJodssy 2 J PROV BD
1J81096 3. 0950 Lwsluws [odl§ss puwess 8306 IP (SLA) Lluweesle woe SLA L2Ping.

loedd 1Js ueuuoia, > wslowle > 090939 > IP SLA > Luslusle syl 8us IP SLA. & o,
wio Idelagw 1Jlspo 8938 lugule yusluws.

13_out_pk_tn IP SLA Monitoring Policy - 12_pbr_sla

Properties

P I TCP LZPing HTTP ):
-

—

Fequest Data 5

Type

Operation Timeout (mi
Thrasheld [millise

Traffic Class Value: 0

wslows IP SLA

IJzbbss 4. oo zol LA/LT.

loodd 1ds Idpuwole, > 1gele > 1Ulzess: &e ludy wis Idplsuw Ilspo B398 zol; L4-LT 960
wlouwlso.



13_out_pk_tn

L4-L7 Dovices - transparent_fw

Policy Faults H
EHRE
Genera vices
= Name Interfaces
Cluster
(o}
= Name Concrete & Encap
col;y L4-L7
lJglo9é 5. o vl pu w6 glps eds lgls [Jugzso IJpuwewsd lJs [Juwsluwsd (spdud
lJozdd pu 03l wgd wdysy 5a 9 5b).
u This object was created by tha Nexus Dashboard Orchastrator. It Is recommendad to only modify this object using the N0 GLII
I3_outTFk_tn L4-L7 Policy-Based Redirect
H A
= Mame Desc Hashing Algorithm Threshold  Resilles Min  Max  Threshold Down Action L3 L3 unzip LIL2 MAG
Enable Hashin Thee: Thrést [ MAC

Enable [perc [perce
False 0

wwsluws ehbé wozso lJpwegs 4-L7

IJg1096 5.1. odasw uwsluws lehs IJegzse 1dpuwewss [Js uusluws L4-L7 Jizojs IJiele
IJegsJs (ASA) sl¢J 1Uslzos (Jl 2lzé lJs wesss MAC Ig IP. swpe pddol woluwbs APIC (W wo).

loedd Ids puvcle) > uslosle > Ci90sdsd > lelxs wozso Slisps eds uslows LA-LT. ¢p
o9, i Idplauw Idlseu B899 lugble yusluws.

13_out_pk L4-L7 Policy-Based Redirect - 12_pbr_redirect_policy

Properties

@

Source 1P, Destination 1P and Prateesl numbss

A Redirect - Weight Description Oper Status
daing et Grous




odosu uwsluwsd lehs wozso lJpuweys 4-L7

IJ¢b9o 5.2. ©dgsu uwsluws lehs Idegzsoe dpuwe oo |Js yusluws L4-L7 Jglzos ASA 1Ughzso
(Jl 2lzé 1Js wesss MAC Ig IP. sep pddol w9luwbs APIC Wi wo).

loedd IJs puvoley > wwslusle > wisesdsd > lebs wozso Blises eds uwsluws L4-LT. &p
lod) wis Idplauw Idlspu W98 luuble Luslws.

13_out_pk_ L4-L7 Policy-Based Redirect - 12_pbr_redirect_policy_2 0

odosu uwsluws lelé wogso IUpuweys 4-L7 2
lJglogs 6. odysu Vldu luwe IJoslus JJgses.

loe8d s puwcle) > 2l > Sle lLhuwe Joslos Jdges: wp lody win 1delogw IJiseu
998 Slde Iuwe IJoslos JJéses LA-LT slogis.

13_out_pk_tn

L4-L7 Service Graph Template - transparent_fw Q
Topolagy F Histary
(o]
Consumer Provider
= e =
; € e T
ca BN, L/

od9su luwe Idoslus JJgspd
lJglb9s 7. od9su woz wesss IJgols.

lowdd IJs puvale) > e3ple > woz weass IJzoli &p ludy wiy Idplagw IUlspw W98 Loz wesss
IJzol 98 wlugblise.



ach by the Mexus Dashboard CGroh

trator. It is recommended to only y this abj

13_out_pk_tn Legical Device Context - abe-transparent_fw-N1

=

od9su luwe doslus JJgses 2

++ Gusld 1J9lzos IJpoubdss JJpuweodd

13_out_pk_tn .
=Outpi. Logical Interface Context - consumer

Properties

1PfMask Scope

odysu ldpuweodd Juog weasss IJgol)

sl 1U9lzod IJpubdsé JJpas) ++

13_out_pk_tn Logical Interface Centext - provider

1Pk Seapd

oIJ9su p98) woz weass IJzol;

using the NDO G

Prefened

Prishaered

Subnet Control

Sl Caditral

Anycast MAG

Aryeast MAC

Faults
(o]
Faults
(v}
Faults
(o]



pdlebo: Gog weass Idzoly Bl Yl yusope logilyeo odllissl Ws 2lds luvwgsle ¢sly
obosd luwe IUoslos JJéses.

IJgb96 8. §p webusd PBR pu lzd IJoglds eds psosg abe.

loodd [Js puvele) > 885 > p9uo9e IJe > > L4-L7 Service Graph > transparent_fw.

13_sut_pk_tn Contract Subject - abe




odysu lJg¥s

1Jg 96 9. I3l wp lJuuib) wurle: w288 pu lduors weo luwe Idoslus Ideesd IUpouby,
(loze o 1Jz1Js).

13_out_pk_tn

Deployed Graph Instances O

Service Graph Contract Contained By State = Description

IJozdd pu wozd Idyuwe IJoslus JJésed

++ 1doedd pu lgole wble IJpzpesed slduvedle IJpedss IUbloyss (VLANS) [Jpspzo 908 y9le
Oisle pued IUgblisus.

13_out_pk_tn Function Mode - N1 °

Properties

Encap

- Wi Encap Class 1D LIOUIPER Sarvice peTag

lJozdd po word Idyuwe Idoslus JJgses 2

ozl puw oI o9y L2 PBR gJs ASA

b8 1Jiely (SSH) pu wBbs wolss Src s wdlbs lJuolss 1dpess6 IJos spdud Jdswol B
eld z29d IJpzwss eJs ASA.

ASA(config)#® show conn —— . .1.2.15 ping statistics ——

1 im use, 3 most use 1080 packets transmitted, 997 packets received, @.39% packet less

round=-trip min/avg/max = 8.842/1.118/2.625 ms

bgl-aci@7-switchl# ssh +1.2.15 wrf roguel
User Access Verification
Password:

IJozdd pu woes ASA



oz pu L2 PBR gds 1J9,90

1. 1 denpes eo Iuvods IUpedss [Jblo,ss (VLAN) gJs €636 1Ug,6 102,

<ffroot>

PBR vlan 2525 and 2526 will get programmed on leaf node 102 and mac addresses will be statically tied t

bgl-aci07-apicl00#

fabric 102 show endpoi nt

Legend:

S - static s - arp L - local 0 - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-r1 D - bounce-to-proxy

E - shared-service m - svc-mgr

i fmmmm e o o oo +
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

i fmmmm e o o oo +

28/13_out_pk_tn:13_out_vrf_pk_1 vlan-2525 024a.e954.b591 LS ethl/14

1/13_out_pk_tn:13_out_vrf_pk_1 vlan-2526 02c0.282b.d1lcf LS ethl/14

2. 1g136 w920 IJuwsluwé 98le36 ©Buuse IJpullbd eds £858 IJpuweodd (101) sldpej9s (104).

<ttroot>

++ Redirect policy on consumer node

bgl-aci07-apicl00#

fabric 101 show service redir info

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |

List of Dest Groups

GrpID Name destination HG-name
7 destgrp-7 dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] 13_out_pk_tn::HG1
8 destgrp-8 dest-[143a:41d1:9c75:4973:8501:bcf:d12b:28c0]-[vx1an-2228224] 13_out_pk_tn::HG2

List of destinations
Name bdVnid vMac vrf

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] vxlan-16744328 02:4A:E9:54:B5:91 13_



dest-[143a:41d1:9¢75:4973:8501:bcf:d12b:28c0]-[vx1an-2228224]

List of Health Groups

vx1an-16056296 02:C0:28:2B:D1:CF

13_

HG-Name HG-OperSt HG-Dest

13_out_pk_tn: :HG1 enabled dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[v
13_out_pk_tn: :HG2 enabled dest-[143a:41d1:9¢75:4973:8501:bcf:d12b:28c0]-[vx
List of Backup Destinations

Name primaryDestName

List of AclRules

AclRuTeVnid DestGroup OperSt  OperStQual

++ Zoning rule on consumer Node

bg1-aci07-apicl00#

fabric 101 show zoning-rule | grep redir

| 4228 | 32771 | 49157 | default | bi-dir | enabled | 2228224 |

| 4231 | 49157 | 32771 | default | uni-dir-ignore | enabled | 2228224 |

| 4230 | 32771 | 15 | default | uni-dir | enabled | 2228224 |

| 4229 | 16386 | 32771 | default | uni-dir | enabled | 2228224 |

<#root>

++ Redirect Policy on Provider Node

bgl-aci07-apicl00#

fabric 104 show service redir info

Node 104 (bgl-aciO7-leaf4)

LEGEND

TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |

List of Dest Groups

GrpID Name destination
3 destgrp-3
4 destgrp-4

List of destinations
Name

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] vxlan-16744328
dest-[143a:41d1:9c75:4973:8501:bcf:d12b:28c0]-[vx1an-2228224] vxlan-16056296

List of Health Groups
HG-Name

13_out_pk_tn::HG1
13_out_pk_tn: :HG2
List of Backup Destinations

HG-OperSt HG-Dest

enabled
enabled

HG-name

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] 13_out_pk_tn::
dest-[143a:41d1:9¢c75:4973:8501:bcf:d12b:28c0]-[vx1an-2228224] 13_out_pk_tn::

vMac

02:4A:E9:54:B5:91
02:C0:28:2B:D1:CF

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[v
dest-[143a:41d1:9¢c75:4973:8501:bcf:d12b:28c0]-[vx



Name primaryDestName

++ Zoning rule on provider node
bgl-aci07-apicl00#

fabric 104 show zoning-rule | grep redir

| 4220 | 32771 | 49157 | default | bi-dir | enabled | 2228224 |
| 4221 | 49157 | 32771 | default | uni-dir-ignore | enabled | 2228224 |

IJigble IJos op j9swel B zlds Wuud lpoul Ilouold
L2Ping

VI gldo wuvd lBovble louald L2Pings g zols PBR: ywe izl i, PBR JI Sild Ws glds
IJouin slo IJIglole F4203 9 F2833 9 F2911 IJos we wywswol wuvs) [Js 929> woue/pepses
wPTSé pelbs.

IJodlb ooble loyold L2

Sedud IJodlb touble logold L2Pings wluwwgsle tepdump seJs 9lzos 1Ue,9) Jpg )96 el 31
op huwldel sluwedoldol wuvdd Lozse. Bllse BEb Luwld 92368 IJpgldzs 1Jerdiss (CPU)
paundd 9E8) puwoded: Beu 1Jpusde 229¢ Iigble 139,86 puwodl 9sze edsd luved il
igbole ASA sl odlzol e, Juwwuw luvdlbol (Lze lJs Buvpe wIdsse ASA).

<#root>
Capturing L2Pings using tcpdump on PBR Node 102

bgl-aci07-leaf2#

tcpdunmp -i tahoeO -w /datal/techsupport/|2_pbrl. pcap

tcpdump: Tistening on tahoeO, 1ink-type EN1OMB (Ethernet), capture size 262144 bytes
AC4858 packets captured

4875 packets received by filter

0 packets dropped by kernel

In order to deocde the tcpdunp

cat /datal/techsupport/|2_pbrl.pcap | knet_parser.py --decode tahoe --pcap | |ess

** Search for mac 00ab.8752.3100

++ CPU transmit packets

Frame 505

Time: 2024-10-29T05:55:28.707136+00:00
Header: ieth



CPU Transm t

sup_tx:1, ttl_bypass:0, opcode:0x0, bd:0x207, outer_bd:0x0, d1:0, span:0, traceroute:0, tclass:5
src_idx:0x0, src_chip:0x0, src_port:0x0, src_is_tunnel:0, src_is_peer:0

dst_idx:0x0, dst_chip:0x0, dst_port:0x0, dst_is_tunnel:0

Len: 72

Eth:

00ab. 8752. 3100 > 024a. e954. b591
, len/

et hertype: 0x721

Frame 506

Time: 2024-10-29T05:55:28.707297+00:00

Header: ieth CPU Transmit

sup_tx:1, ttl_bypass:0, opcode:0x0, bd:0x208, outer_bd:0x0, d1:0, span:0, traceroute:0, tclass:5
src_idx:0x0, src_chip:0x0, src_port:0x0, src_is_tunnel:0, src_is_peer:0

dst_idx:0x0, dst_chip:0x0, dst_port:0x0, dst_is_tunnel:0

Len: 72

Eth:

00ab. 8752. 3100 > 02c0. 282b. dicf
, len/

et hertype: 0x721

++CPU recived packets

Frame 509
Time: 2024-10-10T20:16:37.580855+00:00
Header: ieth_extn

CPU Recei ve

sup_qnum:0x33, sup_code:0x4d, istack:

| STACK_SUP_CODE_PBR_TRACK_REFRESH

(0x4d)

Header: ieth

sup_tx:0, ttl_bypass:0, opcode:0x0, bd:0x209, outer_bd:0x2, d1:0, span:0, traceroute:0, tclass:0
src_idx:0x32, src_chip:0x0, src_port:0x6, src_is_tunnel:0, src_is_peer:0

dst_idx:0x1l, dst_chip:0x0, dst_port:0x3d, dst_is_tunnel:0

Len: 76

Eth:

00ab. 8752. 3100 > 024a. e954. b591

, len/ethertype:0x8100(802.1q)
802.1q:

vl an: 2526
, cos:0, len/

et hertype: 0x721

Frame 510
Time: 2024-10-10T20:16:37.580891+00:00



Header: ieth_extn

CPU Recei ve

sup_qnum:0x33, sup_code:0x4d, istack:

| STACK_SUP_CODE_PBR_TRACK_REFRESH( 0x4d)

Header: ieth

sup_tx:0, ttl_bypass:0, opcode:0x0, bd:0x20a, outer_bd:0x2, d1:0, span:0, traceroute:0, tclass:0
src_idx:0x32, src_chip:0x0, src_port:0x6, src_is_tunnel:0, src_is_peer:0
dst_idx:0x1, dst_chip:0x0, dst_port:0x3d, dst_is_tunnel:0

Len: 76
Eth:

00ab. 8752. 3100 > 02c0. 282b. dicf

, len/ethertype:0x8100(802.1q)
802.1q:

vl an: 2525
, cos:0, len/

et hertype: 0x721

o398 U6 1dpy9) pu wldbs wolss SRC |Js DST

<tfroot>

++ Endpoint X.1.1.10 want to send tra

++ If destination is not learned on consumer/source leaf, PBR will be performed on destination leaf

ffic to X.1.2.15

++ For this case we are assuming endpoint X.1.2.15 is learned on Leaf 101 so PBR/Redirection will be pe

bgl-aci07-apicl00#

fabric 101 show endpoi nt

Legend:
S - static s - arp
V - vpc-attached a - local-aged
B - bounce H - vtep
E - shared-service m - svc-mgr
e e L L P LR +
VLAN/
Domain
e e L L P LR +

13_out_pk_tn:13_out_vrf_pk_1
17
13_out_pk_tn:13_out_vrf_pk_1

++ EPM entry to get the PC TAG
bgl-aci07-apicl00#

L - local
p - peer-aged

R - peer-attached-r1 D - bounce-to-proxy

0 - peer-attached
M - span

——————————————— B it e e e
Encap MAC Address MAC Info/ Interface
VLAN IP Address IP Info
——————————————— B it e e e
X.1.2.15 tunnel6 ===>
vlan-3516 10b3.d514.3516 L ethl/5 ===
vlan-3516 X.1.1.10 L ethl/5



fabric 101 show systeminternal epm endpoint ip X 1.1.10

MAC : 10b3.d514.3516 ::: Num IPs : 1

IP# 0 : X.1.1.10 ::: IP# 0 flags : ::: 13-sw-hit: No

Vlan id : 17 ::: Vlan vnid : 11792 ::: VRF name : 13_out_pk_tn:13_out_vrf_pk_1
BD vnid : 16744307 ::: VRF vnid : 2228224

Phy If : 0x1a004000 ::: Tunnel If : O

Interface : Ethernetl/5

Flags : 0x80005c04 ::: sclass :

32771

:: Ref count : 5 ==> sclass
EP Create Timestamp : 10/11/2024 09:15:44.430334
EP Update Timestamp : 10/29/2024 10:45:35.458416
EP Flags : local|IP|MAC|host-tracked|sclass|timer|

bgl-aci07-apicl00#

fabric 101 show systeminternal epmendpoint ip X 1.2.15

MAC : 0000.0000.0000 ::: Num IPs : 1

IP# 0 : X.1.2.15 ::: IP# 0 flags : ::: 13-sw-hit: No

Vlan id : 0 ::: Vlan vnid : 0 ::: VRF name : 13_out_pk_tn:13_out_vrf_pk_1
BD vnid : 0 ::: VRF vnid : 2228224

Phy If : O ::: Tunnel If : 0x18010006
Interface : Tunnel6
Flags : 0x80004400 ::: sclass :

49157

:: Ref count : 3 ==> sclass
EP Create Timestamp : 10/29/2024 10:38:34.949150
EP Update Timestamp : 10/29/2024 10:45:55.571786
EP Flags : IP|sclass|timer|

++ Traffic will be redirected based on redir(destgrp-7)
bgl-aci07-apicl00#

fabric 101 show zoning-rul e src-epg 32771 dst-epg 49157

fom - Fommmmm - B it fomm - Fommmmm - Fommmm - fom - Fo————- fmmmmmmm oo
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action

fom - Fommmmm - B it fomm - Fommmmm - Fommmm - fom - Fo————- fmmmmmmm oo
| 4228 | 32771 | 49157 | default | bi-dir | enabled | 2228224 | | redir(destgrp-7)
fom - Fommmmm - B it fomm - Fommmmm - Fommmm - fom - Fo————- fmmmmmmm oo

++ Based on redirect policy traffic will be redirected to mac

02: 4A: E9: 54: B5: 91

bgl-aci07-apicl00#



fabric 101 show service redir info

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest |

List of Dest Groups

GrpID Name destination HG-name

7 destgrp-7 dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vx1an-2228224] 13_out_pk_tn::HGL
List of destinations

Name bdVnid vMac vrf

dest-[3d49:a399:3d4b:4eal:8829:5991:b554:e94a]-[vxlan-2228224] vxlan-16744328
02: 4A: E9: 54: B5: 91

13_out_pk_tn:13_out_vrf_pk_1 enabled no-oper-dest 13_out_pk_tn::HG
1

++ PBR mac addresses are never Tlearnt remotely as IP/MAC learning is disabled for PBR BD

++ PBR mac addresses are statically binded to interfaces where L4/L7 device 1is connected and reported t
++ Traffic will be forwarded to SPINE PROXY

++ Spine has an COOP entry for 02:4A:E9:54:B5:91

bgl-aci07-apicl00#

fabric 201 show coop internal info repo ep key 16744328 02: 4A: E9: 54: B5: 91

Repo Hdr Checksum : 49503

Repo Hdr record timestamp : 10 29 2024 10:15:07 658496921
Repo Hdr last pub timestamp : 10 29 2024 10:15:07 661679296
Repo Hdr last dampen timestamp : 01 01 1970 00:00:00 0

Repo Hdr dampen penalty : 0O

Repo Hdr flags : IN_OBJ ACTIVE

EP bd vnid : 16744328

EP mac :

02: 4A: E9: 54: B5: 91

<<<<========== ASA MAC
flags : 0x480
repo flags : 0x102
Vrf vnid : 2228224
PcTag : 0x100c006
EVPN Seq no : O
Remote publish timestamp: 01 01 1970 00:00:00 0
Snapshot timestamp: 10 29 2024 10:15:07 658496921
Tunnel nh : 10.0.144.66
MAC Tunnel : 10.0.144.66
IPv4 Tunnel : 10.0.144.66
IPv6 Tunnel : 10.0.144.66
ETEP Tunnel : 0.0.0.0
num of active ipv4 addresses : 0
num of anycast ipv4 addresses : 0
num of ipv4 addresses : 0



num of active ipv6 addresses : 0
num of anycast ipv6 addresses : 0
num of ipv6 addresses : 0

Primary Path:

Current published TEP :

10. 0. 144. 66

Backup Path:

BackupTunnel nh : 0.0.0.0

Current Backup (publisher_id): 0.0.0.0
Anycast_flags : 0

Current citizen (publisher_id): 10.0.144.66
Previous citizen : 10.0.144.66

Prev to Previous citizen : 10.0.144.66
Synthetic Flags : 0x5

Synthetic Vrf : 411

Synthetic IP : X.X.83.223

Tunnel EP entry: 0x7f20900167a8

Backup Tunnel EP entry: (nil)

TX Status: COOP_TX_DONE\

Damp penalty: 0

Damp status: NORMAL

Exp status: O

Exp timestamp: 01 01 1970 00:00:00 0
Hash: 3209430840 owner: 10.0.144.65

++ Spine will forward this to PBR Leaf Node 102 based on COOP entry

++ PBR Leaf Node will forward this to ASA FW on interface E1/14

++ ASA FW will forward the traffic based on mac address table and send it back to PBR Leaf Node 102

++ PBR Leaf Node will Took for Dst IP in the traffic and route it to Leaf 104 if remote endpoint entry
++ Leaf 104 will get this traffic forwarded to actual EP X.1.2.15 (Leaf4 does not Tearn the client IP a

odosy ASA

tb9s 1. 9hu wuvIdsd.

<#root>
ASA(config)#

show runni ng-config interface

interface GigabitEthernet0/0
bridge-group 1

nameif inside
security-level 100

|

interface GigabitEthernet0/1
bridge-group 1

nameif outside
security-level 0

|

interface BVI1

ip address 192.168.100.1 255.255.255.0 ==> In case BVI IP 1is not defined ASA will not switch the packet



096 2. plJ sedp Suws Juo pels.

<#root>
ASA(config)#

show run nac-| earn

mac-Tearn inside disable
mac-Tearn outside disable

wS ws b

IJgbbss 3. 239J gulose MAC Ieloes J PBR MAC.

<tfroot>

The mac statically binded to inside interface is the PBR mac generated by provider and vice versa
ASA(config)#

show run mac- address-tabl e

mac-address-table static outside 024a.e954.b591
mac-address-table static inside 02c0.282b.dlcf

lJglogs 4. o dosy Ylispeos IJogde Vs 1J9uo9d (ACL) Jopys) ldovble louold L2.

<#root>
ASA(config)#

show access- i st

access-1list L2_PBR ethertype permit 721

ASA(config)# show run access-group
access-group L2_PBR in interface inside
access-group L2_PBR 1in interface outside
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