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S5 050 IUb9w9szsl Jrsd eJles APIC woivgd 1luos) 6.0(5h) po slzos wypes IJebussle
(ACl). sooglbd 9lzos wypzs IJobosyle (APIC)3 sowlbdy luvowsldol.

ACI Fabric
B.0{5h)

APICH APIC2 APIC3

cbole wuwss Ido)dse IJod@lissoe J APIC

ol 1o suwede lue IJ RMA APIC. LudJe IJ cisco integrated Management Controller (CIMC) IP Iy,
odlep Idywlo @ CIMC guslo.

1Ug9s 1. Sp vogwesd 1Usgad IUs slzed IJpwese Ihumspss (GUI) eu) 9226 IJozde CIMC.
11096 2. 19 09J 1Js APIC o0 gJIJ J9zé 1Jpdlese 9lJdsss9 9ld el .
luedd IJs cuvésd VKVM > 168, edso > uwsoe Bog edlps cwsse uldss igs > lud) W9

IJhoolb lJogvgos
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Server Properties Cisco Integrated Management Controller (Cisco IMC) Information
Product Name: APIC-SERVER-M2 Hostname:  bgl-aci0d-apied
Serlal Number:  FCH2322V0AG IP Address:  10.197.204.113
PID: APIC-SERVER-M2 MAC Address:  60:AB0S:88:27:10
UUID:  BOSBCOTF-4ASC-4EB3A0CI-BAEGZCFD19BF Firmware Verslon:  4.1(2g)
BIOS Warsion:  CZ20M4.4.0.1c.0.0711181559 Current Time (UTC):  Wad Jul 3 14:58:10 2024
Description:  ACI Lab - PODO4 - bghacild-apic3 Local Time: W Jul 3 14:58:10 2024 UTC +0000
Asset Tag:  Unknown Timezene: UTC
Chassis Status Server Utilization
Powaer State: @ 0 "
Overall Server Status: B ¢ o
o014
Temperature: I
84
Overall DIMM Status: B ¢ 1
Power Supplies: 4 ( -
Fans: G s
Locator LED: @ 0y 1
04
Ovwerall Storage Status: C .
104
I |
] Sarver
<] © Not Secure  Btps:f10.197.204.113:2068/cert_check_redirect. htmizredinect_url=https://10.197.204. 113 /htmifkvmviewer. html T n ] a
3 Persenal [ Cisco [ Tools [ ACI [ ciscolive @ ACHintersight APR.. [l AC1APIC & Node -.. £} Manageld: Login Cizco Mexus 9000.. Cisco Mexus 9000..  [§] How to attach to L »

vK'VM server certificate has vE VM client application:

lJ¢ oo 3.‘-;',0‘5{56 APIC I1Jz>s> Jdwe vl pu luesl) APIC 1Uss s 99 voungsdoe (Spdud
lovedslp lso pedple "JIYoyulod dowuss" jlisws pod luwe IJowsd 9089 IUouso 9ogpes TEP
9pl lJs 3JY)

lJglo9s 4. wpzy> wosise APIC IJzsss w29l pu IJluosh: (spdud 59686 [uosly APIC 1Je9z95 09
5.2.5¢c)

apic3# acidiag version <== To check the APIC version
5.2.5c

IJg 96 5. wubbsad [ehss ppsd APIC 1zsss wluwagsle 19le) 1Jpezs6.

acidiag touch clean <<== Commands to remove all configuration and reboot the devices
acidiag touch setup
acidiag reboot



IJz 1096 6. oweds9u SAM_EXPORTED.config pu £ od APIC p&J 030 Ipgdsple |Jpb s
luwegsleol loule wosiss APIC.

apicl# cd /data/data_admin

apicl# pwd

/data/data_admin <=== Location of sam_exported.config file
apicl# 1s -1 | grep sam

-rw-r--r-- 1 root root 349 Jul 3 07:32 sam_exported.config

apicl# cat sam_exported.config

Setup for Active and Standby APIC

fabricDomain= bgl-aciO4

fabricld= 1

systemName= bgl-aciO4-apicl <== APIC1 hostname , change based on APIC3
controllerID= 1

tepPool= 10.0.0.0/16

infraVlan= 3967

GIPo= 225.0.0.0/15

clusterSize= 5

standbyApic= NO

enableIPv4=Y

enableIPv6= N

firmwareVersion= 6.0(5h)

ifcIpAddr= 10.0.0.1

apicX= NO

podId= 1

standaloneApicCluster= no

oobIpAddr= 10.197.204.114/24 <== APIC1 00B IP, Change based on APIC3

IJglb9o 7. wosise APIC zas> wluwedsle Ioslule [Jpgees Vs 1Jgbgo 6.



Press Enter at anytime to assume the default values.
at anytime to restart from the beginning.

Cluster configuration
Enter the fabric name [bgl-aci®4]:
Enter the fabric ID (1-128) [11]:
Enter the number of active controllers in the fabric (1-9) [3]:
Is this a standby controller? [NOI:
Enter the controller ID (1-3) [31:
Standalone APIC Cluster 7 yess/no [nol:
Enter the POD ID (1-254) [11:
Enter the controller name [bgl-aci®4-api
Enter addre pool for TEP addresses [10.0.0.0-161:
Note: The infra ULAN ID should not be used elsewhere in your environment
and should not overlap with any other reserved ULANs on other platforms.
Enter the VULAN ID for infra network (1-4094) [39671]:

Out-of -band management configuration
Enable IPvb for Out of Band Mgmt Interface? [NI]1:
Enter the IPv4 addr [10.197.204.116/241:
Enter the IPv4 addr of the default gateway [10.197.204.11:
Enter the interface speeds/duplex mode [autol:

admin user configuration
The admin user configuration will be syncronized
from the first controller after this controller
joins the cluster.

The above configuration will be applied

Warning: TEP address pool and Infra ULAN ID cannot be changed later,
these are permanent until the fabric is wiped.

Would you like to edit the configuration? (ysn) I[nl:

IJz 96 8. APIC3 pese B lJounds) pu 9lzos Ideuwesse ldyuuspss (GUI) J APICO1

loowd IJs Idouble > |esble Idoble > gesle ldopdp > wepse Jpl 09 p9oe w9luvbd 1Ug 956



tsco APIC (FAB4) QP OOOOOO

w5t Tenants Fabric Wirtual Netwaorking Admin Operations Apps Integr.

Controllers

Cluster As Seen By Node
General
Fabric ID Fabric Domain Name Controller Time Deviation (msec) (0
1 bgl-acid 106369
Current Size Discovery Mode Target Size
3 Permissive 3

Shrink In Progress
Mo

=T
=
=
—]
.
=0
-
=
=
=]
[~ B

lod) eds edle wilb eds Izlow 1dispo pu Izols. 108, eds 1Jéle IJogbésd

<tfroot>

Active Controllers

Filter by attributes el

D 4 Host Name P Admin Operational Health Failover Serial SsSL
State State State Status Number Certificate
1 bal-aciO4-apic 10.0.0.1 In Service @ available Fully Fit No Appliance 1 FCH2322V05( yes
2 bgl-aci04-apic 10.0.0.2 In Service @ available Fully Fit No Appliance 1 FCH2323V09 yes v
3 bgl-aci04-apic 10.0.0.3 In Service @ available Fully Fit No Ap Commission ree
10 ~ Rows
Replace
Reset

Standby Controllers
Open In Object Store Browser

Filter by attributes Save As ) ] o

1Jgo96 9. 1wz 9l pu 2lds IJpeussd IJEluoo wlJe 936 Bluol whbo, eds ivol "¢z 1Jg>ps"
9Swp WS ¢sh IJowdsy.



Cluster As Seen By Node

General

Fabric ID
1

Current Size

Shrink In Progress
Mo

Active Controllers

Fabric Domain Name

bagl-aci4

Discovery Mode

Permissive

Controller Time Deviation (msec) (O
1106368

Target Size
3

Commission
Replace
D % HostMame P Admin State Operational State  Health State Failover Status Serial Mumber Radbi
trgl-acidd-apicl 10.0.01 n Service @ available Fully Fit Mo Appliance failove FCH2322W056 Open In Object Store Brows
2 bgl-aci0d-apic2 10.0.0.2 In Service @ available Fully Fit Mo Appliance failove FCH2323V09wW  Save As
bgl-acidd-apicd 0.0.0.0 Out of Service @ unregistered Unknown Mo Appliance fallove yes
10 Row Page 1 of 1 1-30f 3

IJg 96 10. [31J6 APIC3 IJpe s oo IJzlpd 50 wse APIC3 2o B Uzl ed.

1Jglo9s 1. Lz wowsw 9lzos wypeo wbousdle (APIC) zas0 Vs IJzled: Bp vogvgsd
9lzod wyped wbosyle (APIC3) IJzyss6 slouod IJdlcdle. wogopo IJJdodle 9uodle wus9ss

9p0lds 3l)6.

IJglo9s 12. lue b, Jes6 10 |Js 1558886 zos Spdu wyvgsd APIC IUzsss. w2ldd pu eJIJ

WEar

CIMC KVM ]3l wp oubgsd APIC 2385 9spJduul 1956 pbldws ouwesd 1U5g9d. (sgpd ouvesd
IUs2sd pe puwctspe IUludl S8b)

IJg b6 13. Jzwé APICO3 oo 91206 lJpuucese IUsuusesé APICO1.

loowd IJs Iduble > |esble Idouble > gesle Idogdp > wepse Jol 09 p9oe woluwbs 1Ug 936

lo@) eds odle wdlb sds 1Jzlou IUlspw po 1dzols > 1o@, eds [Jod9s o

<ttroot>



o]

Cluster As Seen By Node
General

Fabric ID Fabric Domain Name Controller Time Deviation {msec) ()
1 bagl-aci4 1106368

Current Size Discovery Mode Target Size

3 Permissive 3

Shrink In Progress
Mo

Active Controllers

Commission
attrt
Replace
o] %  HostName P Admin State Operational State  Health State Failover Status Serial Number P
et
1 trgl-acidd-apicl 10.0.0. In Service @ available Fully Fit Mo Appliance failove FCH2322V05G Open In Object Store Browser
2 bgl-aci04-apic2 10.0.0.2 In Service @ svailable Fully Fit Mo Appliance failove FCH2323V09wW  Save As
3 bgl-acidd-apic3 0.0.0.0 Out of Service @ unregistered Unknown No Appliance fallove yes
10 Rows Page 1 of 1 1-30f 3

IJgbo9s 14: 1od g0l IP 1Jgluo o CIMC. I wp IJpuuegse: IJpé 1p,9) IJos op luwaésleol
WIS 9lz0s wypzo IJobousyle (APIC) IJglbiso/l§3800 o 0d9e wluwowsldol. b9, W98
IJozdd pu lduoes. e vele Ideeds pu lduees.

15¢J luwe APIC 99Jp8 )9, admin (JJpé 1des9) 1Jeldss Idpuwcgsps Bs IJwuss) 9pe 8 POD
seuwslu bhs ghe IJubls 9u9lus IPV4 9l @) eds wbousy. (Cuvps JJ odo ldpgdele |Us APIC
o5 Bes 21Js Ilpuowol)).



Commission

Controller Type

Controller Type

[ Physical | Virtual ]

Connectivity Type

IPvE

(3 Enabled

CIMC Details

IP Address *

10.197.204.113

Username *

admin

Password *

[ — S J

Cancel Y



CIMC Details

IP Address =

10,197 204113

Username #

admin

Password »

ﬂ Validation Success

Commission

General

Name =

bgl-aci04-apic3

Admin Password *

Controller ID =

3

Pod ID+

K

1

Serial Number

FCH2322V0AG



IJglb9s 15. IUlu lowlby Jesé woslsz po 10 1ds 15 58886 zos wop luolds 9lzod wyped
obosdle (APIC) 236836 [Js IJouss oluuasle ool 5.2(5¢) APIC.

apicl# acidiag avread

Local appliance ID=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0 CHASSIS_ID=8c

Cluster of 3 Tm(t):1(2024-07-03T07:52:20.791+00:00) appliances (out of targeted 3 Tm(t):3(2024-07-03T09
appliance id=1 address=10.0.0.1 Tm(t):1(2024-07-03T07:33:50.078+00:00) tep address=10.0.0.0/16
appliance id=2 address=10.0.0.2 Tm(t):3(2024-07-03T12:40:59.116+00:00) tep address=10.0.0.0/16

appliance id=3 address=10.0.0.3 Tm(t):101(2024-07-03T13:18:17.965+00:00) tep address=10.0.0.0/

Jekos 16. &89 APIC 192936 2ldisl wendiss APIC Izass odliss! U 6.0(5h) somedse
wluolwo [Js 1dpezeses lsuol. spdud !v‘élg 03l 3> IJogvgsd Jps6 30 58596 12)s
Sldeedd pu el IJuose Iduwle$o 0,6 1)s.



apicl# acidiag avread

Local appliance ID=1 ADDRESS=10.0.0.1 TEP ADDRESS=10.0.0.0/16 ROUTABLE IP ADDRESS=0.0.0.0 CHASSIS_ID=8c

Cluster of 3 Tm(t):1(2024-07-03T07:52:20.791+00:00) appliances (out of targeted 3 Tm(t):3(2024-07-03T13

appliance id=1 address=10.0.0.1 Tm(t):1(2024-07-03T07:33:50.078+00:00) tep address=10.0.0.0/16

appliance id=2

appliance id=3

address=10.0.0.2 Tm(t):3(2024-07-03T13:24:30.725+00:00) tep address=10.0.0.0/16

address=10.0.0.3 Tm(t):102(2024-07-03T13:42:57.550+00:00) tep address=10.0.0.0/

JJoedd pu o 1desdss Idoddlisss o pd wundluws 590 lgble. w88 pu pJud
svc_ifc_appliancedirector.bin.log gJs APIC IJe9z29>: 9lJeu99d g0 wyds6 APIC 1U3s wpw

luoldwe gasul.

lJe9 8¢ : /var/log/dme/log

svc_ifc_appliancedirector.
44111 12024-07-03T13:
44111 12024-07-03T13:
44111 12024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:
4442112024-07-03T13:

4442|12024-07-03T13:

03:

03:

03:

04:

04:

04:

04

04:

13:

13:

17:

17:

20:

02.

02.

02.

02.

02.

02.

:03.

03.

59.

59.

55.

55.

25.

bin.log | grep "ApplianceAutoUpgrade.cpp"

014060877+00:

014069812+00:

014078887+00:

025327143+00

025434226+00:

025661541+00:

001492232+00

001598593+00:

287332478+00:

287418460+00

430111171+00:

430203755+00:

430436301+00:

00| |appliance_director||DBG4| || |# Registered APICs:3||../applian
00| |appliance_director||DBG4| || |# APICs its version is same clus

00| |appliance_director| |DBG4| || |# APICs its version is different

:00]| |appTiance_director| |DBG4||||Try to upgrade Appliance3||../ap

00| |appliance_director| |DBG4| || |ImageFile: /firmware/fwrepos/fwr

00| |appliance_director||DBG4| || |Running rsync -8 -avzk --timeout

:00]| |appTiance_director| |DBG4]| || |Done: Copy auto_upgrade script t

00| |appliance_director| |DBG4| || |Running rsync -8 -avzk --timeout

00| |appliance_director| |DBG4| || |Done: Copy iimage file to remote

:00]| |appTiance_director| |DBG4]| || |Running ssh -p 1022 -i /secureda

00| |appliance_director||DBG4| || |Run remote upgrade done||../app]
00| |appliance_director| |DBG4| | | |Decommissioning Appliance 3]|]|../

00| |appliance_director| |DBG4| || |Commissioning Appliance 3||../ap

IJglo96 17. B 2lJé Wuvd o888 APIC IJoJbdlisss: sop wowgol wibl.

lJglogs 18. Llduuwews JJeldle 1JBlgbde spdud sisel lghbse ouvgsd o{kéggé APIC
lJoddlisss gu bysyd lple lelho wepsd ulbsws 9l olds APIC zas> p)o 136 |Js wuso ACI

JIIde uls.
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