lwod ol bl godsle wzls, ACI OSPF
9luodlzol

|Jp 95006

S 03l IJp wews luvadguled Igble lgble IJooss IUguluuss 1desodsé eds Idobosdle
(ACI) sluadlzol gus Woz 18w, pusb l9dI (OSPF) Jogly, Idelbosdle.
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Router ID 192.168.0.1

OSPF Peering >

SVI1192.0.2.1 # [Eth1/50

SVI192.0.2.50 ¥ |Eth1/2
NX-O§  RouterID 172.16.0.1

-T.
——

|Jpabb

eubdole wdysy vwbs,) OSPF

OSPF o9 i@ lJenswsdedle IJos spdud wpdsuol wsu 9lzos IJwede Vs 1Usue9d (ACH) pu
Cisco 9ldp9zo IUghzs. wrgp 9lzos IJowzdp b6 1U9uo9d (ACH) ey Cisco zese IJgshle
IJublisgd: pod pulb§s OSPF wpl WO 3JJ 1Jgp9s IJSE,s s¢shle 1dzse IUpgod 6 9pu0l5 96
IJpzloy sgsble 12 publuos.

Swuopyw L30Ut gshle wu909dd Idwgzse: sldedsse IJelue wldpzad (pdd we)rssd £§56):
sldlgsble 1Jgluoé ldslzos (pdd G s 9lz08). Spdo wdss Idpedele IJpeedds o OSPF
cubdd Lssums B pdloso eod 1desze IJebs. 1Jlsd o9 Idoszso slehs IJwszse Idblos
(VRF) g Iduivods Iy IJodsse eds puwess IUedr6 pod perd Idpub 86 90se 1Jpulo 6
lJos spdu odssuol gds L30ut udwo. 9ldpgdpes IJEluss os pedple puvess 1Jslzos pod
IJSlLod 1d5p0s Jeszwl 1Jglue « OSPF Iy use 1Uslzes (IJws: po 0dbos [Js u§bs(P2P)).

030 o0 Idpwlbdole 1Ugluoe wogly) OSPF 1Uss uvsop logilgo wsu 9596 229> ACH 9ldp9zo
lJ¢bes:

1. szw lu soblud peyd polgé OSPF glJugs

2. Sew lu sJ9u ped p9zo OSPF W60l

3. stw o ceblo 9256 Ibusld 1JBuoss (MTU) (cged Iwuss IS lupss gds
wgssuwol £Js 9000. 9089 pebope 92l IJeg s Cisco IOS®/NXOS Logssuoel gds
1500)



4. sev IU Swblod polz puolb§o OSPF 9u9g0 (WS 2lJs luwwgsleo)
5. szv lu woblo® Wl od OSPF Hello 9 Dead
6. szw lu sublud ws UvwJs OSPF

Gp lJdolo Idlus o Lisel pduodl Jplose sgshle lJouopse lJeoeddé o ACI L30ut
Jooswsdodle lJogese 1Uslgpé.

Jles IJYolo IJlosoe B3l Jp odo eds 2)lsé wlesls L30ut gpelbdole Tpuluss 12)s.

lowodoldd gble wzly, OSPF sl odlzol - §lises IJoed8
NPy

Sugo ldub, gpl I3 iy o@_lg_; OSPF:L§> 228 pU Bl |9 Jo s238 p0 Bud: Bpu Uiu_é,__;oJ
IJozdd pu Idpobdole 1l uss T9Jl.

IJglogs 1. It louold 1Jlzos 1Uby8s6 IJwgsr6. Wosl suwles eds oid§> ol Bl Ylyo Jbsd
Ilewdss 9,09d 1Js IP 1Js 1db,0 1dwgss 909 ol 585 pbdol lgwluus! Jlovle OSPF.

iping -V <vrf> <remote_end_IP>
example:
BL-301# 1iping -V abcl:vrf-1 192.0.2.50

1Jg96 2. IJoedd pu woes pedple IJodsse Idiuslwss:

1. Szw o soblud persd pubés OSPF glJuse

2. sgw o SY9U p&HI9 p9zo OSPF 9,0l

3. Sew o woblud 9236 1z 1JIduos JJuldd (MTU) (0@sp lJwuss wuvdd 1be,luos
vugssuwol £Js 9000 9w 99, peb e Cisco IOS/NXOS Logssuol gJs 1500)

4. seo v soblod pdule ol $8 OSPF 9usge (S 2lJs luucgsleo)

5. Sew lu woblud W9l oJ OSPF Hello 9 Dead

6. szw lu soblud wse uwJs OSPF

o2 peoele 1dle) uvele 1Jodsse 1Jos wpe 3Bl [Us 1U9)86.

<tfroot>

BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/link-up/admin-up --> 13out SVI

109 192.168.0.1/32 protocol-up/1link-up/admin-up --> Router ID SVI
BL-301#

show i p ospf interface vlian 1

Vlanl 1is up, Tine protocol 1is up


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

IP address

192.0.2.1/24

, Process ID default VRF
abcl:vrf-1

area backbone

EnabTled by interface configuration
State P2P,

Net work type P2P

, cost 4

Index 84, Transmit delay 1 sec

1 Neighbors, flooding to 1, adjacent with 1
Timer intervals:

Hell o 10, Dead 40

, Wait 40, Retransmit 5
Hello timer due in 00:00:03

No aut hentication

Number of opaque 1link LSAs: 0, checksum sum O
BL-301#
show int vlan

1| egrep "MIU

MTU
9000
bytes, BW 10000000 Kbit, DLY 1 usec

BL-301#

show i p ospf vrf abcl:vrf-1 | grep Routing

Routing Process default with ID
192.168.0.1
VRF abcl:vrf-1 -->

Router 1D

Jleb Iwdd s 1ol osd 1pesio 9olds pu v pedele IJuolss IUugssé 1Jplblu g6
puilpyd.



lowoduuldd Igble g 0dsé wely, OSPF gl oJlzol - 1JIgble

<ffroot>

[+]From the border Leaf we can identify the state of the neighbor state
BL-301# show ip ospf neighbors vrf

abcl:vrf-

1

<<EMPTY>>

[+] You can check the associated faults to the VRF.
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1

"Y' | egrep "code|rule|dn|descr|lastTransition"

<<EMPTY>>

ould weuo IJuvsubssole Idos Jl oosoew gble wuvbs Bs IJwsss 9JIo spdu 1o sIsu
ould uwzd iéblc slz> JJb,l; F1385 (wy9w9d9J-ospf-neighbors-down) eJs 1J9,96 suvs) wul
IJs Té) o6 Jlue Besol 030 IJpub 96 p0des iy Jo odo lusl B 2lds Jles.

Spdud og)s ol Uip ) wluw ool e moquery -c faultRecord -f ‘fault.Inst.code=="F1385"" -x 'query-target-
filter=wcard(faultRecord.dn,"abcl:vrf-1")" | grep dn I._Ji,o -

S288 pu £33 wedle Iigble Jis olis pess wluwogsle moquery -c faultRecord -f ‘fault.Inst.code=="F1385"" -x ‘query-target-
filter=wcard(faultRecord.dn,"abcl:vrf-1")' -x 'query-target-filter=wcard(faultRecord.created," 2024-01-01")' | egrep "dn" | wc -l 1Ji .

Sew ©g$2 9lzes OSPF g ulysy IPldpedss IJos e odssuel gu wes.

<{froot>

[+] Identify the IP applied on the external device from the ARP associated to the interface
BL-301# moquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"

vl anl

")' | grep "ip
ip :
192.0.2.50

IJoglle 2596 p)9) wslule puvess ldozde eds 1Je 826



o€ ldpuos) 9lJ9z0s e des plbolz Lo bloys (SVI) pu 1Uz> 9536« KA suvobse lgwogepdo IJ tepdump i>l6 puwless i
SSLe-

gk UlJogwns Josl Iies: sop luwagsle Jozs Ipcdlose 91dss9 sldplsgw (KPM_inb) Jslzes IJes wuwee JI
@986 2pSE Y6 o9y Ubeds puwess Idoede Vs IJoblg IUslgds J9zao 1Upeldes 1Jesdjss.

<tfroot>

[+] Capture asingle OSPF hello packet using TCPDUMP coming for local BL OSPF IP 192.0.2.1

BL-301# tcpdump src host 192.0.2.1 -wv -e -i kpm_inb

tcpdump: listening on kpm_inb, link-type EN10MB (Ethernet), capture size 262144 bytes
192.0.2.1 > ospf-all.mcast.net:



OSPFv2

, Hello, Tength 44
Router-ID 192.168.0.1,

Backbone Area

Aut henti cation Type: none (0)

Options [

Ext er nal

]

Hello Timer 10s, Dead Tiner 40s,

Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP 192.0.2.50
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb
tcpdump: Tistening on kpm_inb, Tink-type EN10OMB (Ethernet), capture size 262144 bytes

192.0.2.50 > ospf-all.mcast.net:

OSPFv2

, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area, Authentication Type: none (0)

Options [

Ext er nal

]

Hell o Tinmer 10s, Dead Ti ner 40s,

Mask 255.255.255.0, Priority 1

IJ=zdd a0 Wireshark

Spdud IdoBlb 2,96 0,9, wslule OSPF 92,96 0,9, 8luos wldeuosd pu iaJ wedsdel gJs Wireshark.

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF.pcap | tcpdump -r - host any
BL-301# tcpdump -xxxvi kpm_inb "proto ospf and (host <<X.X.X.X>> or host <<Y.Y.Y.Y>>)' -w /data/techsupport/Node-X X X_OSPF_HOST .pcap

BL-301# tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /data/techsupport/Node-X X X_OSPF_HOST .pcap | tepdump -r - host X.X.X.X



Jidoglb PCAP. spdud |gwogsle pyuvelo Wireshark oldoze 9lgwagsle Analysis> Apply dglasa.
ospf.area_id = Jugss> ArealD

ospf.auth.type=JJeezdd e we Idpuob§6 IUds we wdssue JJpble §é
ospf.hello.hello_interval = JJezdd po 9295 925l 1z IUIGLos JJodd (MTU) ppeduds
ospf.hello.router_dead_interval = in order to Wz oo pgodd Bluod jpus pse wuvdsd

ospf.srerouter = RouterlD

wsubsgole luveduld 1Jigble 9l oJlzol

Iwedul lgble wgly, OSPFlLodleol: 30 whblud ey IJpulb 86

o0 APIC v dsd pg pob§61d0.0.0.42 loodd [Js wals > susciz sga > Giads > L 3out > <L 3outName> > cuglasd > Jisgosss.

pel L3 Qutside - Site2-L30ut-OSPF-Leaf301

> (C» Quick Start
@ abcl
B Application Profiles
v [ Networking
» [ Bridge Domains
> [ VRFs

B 120 Enable BGP/EIGRP/OSPF: [ gap ] osPF
20uts

OSPF Area 1D:| 0.0.0.42

- [ L30uts

» &N Site2-130ut-OSPF-Leaf301

OSPF Area Control:
[7] Send redistributed LSAs into NSSA area
Originate summary LSA

» [ Dot1Q Tunnels a Suppress forwarding address in translated LSA

= Contracts OSPF Area Type: Regular area

= Policies OSPF Area Cost: |0 i

> [ SR-MPLS VRF L30uts

ices

|— EEE0

op 0dISy pe)W pub §6 OSPF g5, Lozse 0.0.0.42

pu 1J9) 96 1Ugr9ss6:

<#root>

[+] Check OSPF interface detailsto confirm current area

BL-301# show ip ospf interface vlan 1 | grep area
IP address 192.0.2.1/24, Process ID default VRF abcl:vrf-1, area

0.0.0.42



Or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | grep area
area :

0.0.0.42

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1,

Area
0.0.0.42

, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1,

Backbone Area
, Authentication Type: none (0)

Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

eo zob ehes:

<tfroot>

NX-OS# show logging log | tail -n 100 | grep ospf-bootcamp
2023 Dec 28 15:17:09 NX-OS %O0SPF-4-AREA_ERR: ospf-bootcamp [22263] (301-13-abcl) Packet from 192.0.2.1 on Ethernet1/2 received for wrong are

0.0.0.42

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

IJed: blod pub 86 OSPF |Jis 0.0.0.0 19 1Ugp9> 1J8 8,6 edis BL 19 0.0.0.42 g s IJzols IUgbzs.
Iweduuld igble OSPFIJegls, sluodlzol: £3p wlolud wse IJpulb 96

U 9lzod Idpwegsp Iyuwyess (GUI) Jdouss |JiL)u|uu.,§6 (ACH) IJodssy wluwogsle uog 1Upul §6 | ol NSSA i9 Stub. lgedd



JJes 1Weaed > Waowaiz sso > 1doiceds > L 3out > " L3outName' > dossusd > Vi soses.
=t L3 Outside - Site2-L30ut-OSPF-Leaf301
C» Quick Start
- BH aber
= Application Profiles
b — I EE
> [ Bridge Domains
> [ VRFs
» [ L20uts

o — LT

Enable BGF/EIGRP/OSPF. [] BGP 1 osPr
OSPF Area ID: | 0.0.0.42

OSPF Area Control:

- &N Site2-L30ut-OSPF-Leaf301

,7| Send redistributed LSAs into NSSA area
i Originate summary LSA
: [ Dot1Q Tunnels [[] suppress forwarding address in translated LSA

> [ SR-MPLS VRF L30Outs

> [ Contracts OSPF Area Type: = Reqular area

- [ Policies OSPF Area Cost: |( &
» [ Services
= Security

oJ9su pub §6 NSSA Iy Sub.

eu 1J9,96 1Uz29>56:

<#root>

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

nssa

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

NSSA



Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
or

BL-301# moquery -c ospfArea -x 'query-target-filter=wcard(ospfArea.dn,"abcl:vrf-1")"' | egrep "type"
type :

stub

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

none

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Area 0.0.0.42, Authentication Type: none (0)
Options [

Ext er na

Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

pu ol ghezs:

<#froot>



[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/1link-up/admin-up
Eth1/2.1120 192.0.2.50 protocol-up/1ink-up/admin-up

NX-0S# show ip ospf interface Ethernetl/2 | grep area
Process ID bootcamp VRF 301-13-abcl,

area 0.0.0.0

IJzJ: pblw 6 u9g pulb§s OSPF L ivdd pocbe eds L30Ut Iy 1Jpblu s pu 1Jzol; IUgDzs.
Iweduuld igble wely) OSPF sl adlzol: peyd 1Jesze IUpd),)

Spug ey Ideszo Idpuoled wdasy wely) OSPR. Os wuss Blises Idopde O 19uosd (ACH: we> wdasu perd pozo OSPF.
od9p 1U9,86 wluuble luvanzle wluvegsle guslo IPJee s 1Jeyzo. Ji o3l ewslu sYyu lywegpdo J loopback. [ Suwubse
Jlsedds 09 wolgd pg IJEbY ip suveged wel b 09 sbuud.

B 03l lJpeld sedud cldss luo wp wdssve v dd £y LoBSE wiuwetsle perd IJpszo pu 1Jzols 1Jpzls..

o0 91206 IJpwedse 1yuw9pss (GUI) IJeesld §s pe pesly ACL luodd |Js Fabric > Tenants > Networking > L30uts > "L 3outName
> "Node-X" > Configured Nodes > topol ogy/pod-Y /node-X.

abc1 Node Association

> (C» Quick Start
. Eg abcl
= Application Profiles
~ [l Networking
E Bridge Domains Node ID: topology/pod-1/node-301
> [ VRFs Router ID:{ 172.16.0.1

> [ L20uts Use Router ID as Loopback Address: [v] 5
~ [ L3Outs Loopback Addresses:
~ &N Site2-L30ut-OSPF-Leaf301 . P

~ [l Logical Node Profiles

v Bl node-301

~ [ Configured Nodes
E topology/pod-1/node-301
> [l Logical Interface Profiles

> [ External EPGs

= Route map for import and export route control




e IJodssu wuvdd 85 woese wluvedsle perd Idpszo pu IJzols IUpels).

pu 1J9) 96 1Ugr9ss6:

<#root>

[+] Check OSPF interfaces associated with the VRF
BL-301# show ip int bri vrf abcl:vrf-1
IP Interface Status for VRF "abcl:vrf-1"(137)

Interface Address Interface Status

vlanl 192.0.2.1/24 protocol-up/1ink-up/admin-up
109

172.16.0.1

/32 protocol-up/1link-up/admin-up

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-1D

172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48



Router-1D

172.16.0.1

, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

eu zob ebes

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp
2024 Jan 4 13:55:36 NX-0S %0SPF-4-DUPRID: ospf-bootcamp [22263] (301-13-abcl) Router 192.0.2.1 on 1int

IJed: luwegsp perdle pozole ppoduds eds JJI IJzolisw.
Cloted Node Association
> (C» Quick Start
ﬁ abcl
= Application Profiles
- [l Networking

> [l Bridge Domains Node ID: topology/pod-1/node-301
. B VRFs Router ID:I| 192.168.0.1 ||

. B L20uts Use Router ID as Loopback Address: E e
[ L30uts 4 Loopback Addresses:
~ &N Site2-L30ut-OSPF-Leaf301 - 1P

[ Logical Node Profiles

E node-301

~ @l Configured Nodes
E topology/pod-1/node-301
> [ Logical Interface Profiles

> [ External EPGs

> [ Route map for import and export route control

luvedsle perd pozo peoddd eds JJlJzolisu



Iuved il fglole OSPFIJegly, sluadizel: g30 whblw§ MTU

o logile pozole OSPF IJpezls,osu Jdlouold euliss Idlegle sluwglo IJpsze 1Jpsso 1UIJled (DR)/BDR (gds yvodlo [Jow).
cuodd IJpsgole lJs glds Exstart. B oo 1Jzldé: w89p IJpszole 1pzle)s wlouble gJ1§6 wuvbdlluveesl 902385 1 8p
IJouvduwd Jsluod Gless Iduslole Ilsdss (DBD) IUss uswop luvogsles loule wulsd zje DBD.

weer IJedlse eds IJedl§s IJuuubslldizoslbes (suove IJpsze wolew perd 1dpsze Iigds o IJuib): coodd IJeszole
lJpzlo,s IJs 2lds [dowhbd. B 030 1Jeldsé covlbd ldesgole 2 DBD: gldos ouowd $lesxs vslule glds IdLoullb 1UglLes wol
wlddlped. ©89p 1Jpszole Lsuol chuwwld e bdo zlds Iboolbsldos cbdo 1Jpjss pu ledlivle zlds ILoolb 1dgssesd
(LSA) po lJesolo.

I3l Jp coblod leslle MTU Jslzole 1esze IJpzle)s: Buusoe wedsd Ipszole B zlJs Exstart/Exchange. 93J Jio 1poz0 o
9226 12> UIduos JJudd (MTU) Uieds souwd 258 19w, eu pzeses MTU eds Idpszo Ipzlos: J5JY sozlod 1Jpsze IJpzls,
|Ja)'p6.

o0 wd9su 9lzos [Jpuwegse I um9pess (GUI) J APIC pe 1o dssy IUIB el o Inherit lue@d |Js Fabric > Tenants > Networking

> L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile.

sv (n]>]

Policy Faults History Route

o L . (o]

wdd 18u)luos: weed wuss Slisps IJoedp B 1Jsuesd (ACH eds wesso 9226 IJe> IUIGuos JJoudd (MTU) b $é 3
£Jis 9000 LoJl oo 1500

wudJ [8e)los: w89p wuss Blisps IJcede B 1U9uo9d (ACH) wogssy 9296 1Jes IJlduos JJudd (MTU) JUbe$s 3 eds
9000 wsJl pu 1500. 9ubol Jiv $lised IJepdp B 1dso9d (ACH wewss eds 9226 Iz IJluos JJudd (MTU) leds: Bluol
o) IS Guad e wslule wi9esdsd Ideums (DBD) pu ldesze IUghzs soelad Ilgesld wol.

131 o 1 pszo IJehes szoss eds 9226 1Jes 1Jiduos JJudd (MTU) 18J s leds: Bluo sezlod 250 DBD pg ACK oy §lisps
[Jozde b6 1U9uo9d 9suvepy B lels huwld gjpes DBD IJigJ.___sé‘ 9sbd Vs zlJo Exstart/Exchange.

eu 1J9,96 1Jzo9>56:

<tfroot>

[+]From the border Leaf we can identify the state of the neighborship relation
BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID  Pri State Up Time Address Interface

172.16.01 1



EXCHANGE

/ - 01:10:05 192.0.2.50

VI anl

[+] You can check the associated faults to the Tenant:VRF / OSPF interface
BL-301# moquery -c faultInst -x 'query-target-filter=wcard(faultInst.dn,"

abcl:vrf-1
\/if-\[
vl anl

\1")" | egrep "code|rule|dn|descr|TastTransition"
code :

F1385

descr

OSPF adj acency is not full, current state Exchange

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vlanl]/adj-172.16.0
TastTransition 1 2023-12-28T12:26:23.369-05:00

rule : ospf-adj-ep-failed

title : OSPF Adjacency Down

code

F3592

descr

OSPF interface vlianl ntu is different than nei ghbor ntu

dn : topology/pod-1/node-301/sys/ospf/inst-default/dom-abcl:vrf-1/if-[vianl]/fault-F3592
lastTransition 1 2023-12-28T12:26:23.369-05:00
rule : ospf-if-mtu-config-mismatch-err

[+] Identify the MTU applied on the OSPF interface
BL-301# show int vlan 1 | egrep "MTU"

MIU
9000

bytes, BW 10000000 Kbit, DLY 1 usec

[+] If the default configuration is on place there will be a missmatch with the 1500 default
BL-301# show ip ospf event-history adjacency | grep "neighbor mtu"
2023-12-28T12:24:31.986149000-05:00 ospf default [20751]: TID 21885:o0spfv2_check_ddesc_for_nbr_state:49

nei ghbor ntu [

1500] is smaller than if ntu 9000

[+] Or if the Tocally configured MTU is lower tham external router
[2023-12-28T14:05:48.495659000-05:00:T:ospfv2_check_ddesc_for_nbr_state:478] abcl:vrf-1DBD from 192.0.2



mu [1500] is large than if nmtu 1200

IJzdsJ 1ppdus:

o pblods 9236 1ps IJIduos JJodd (MTU) eds Il lzobisy

£ OESS) 9228 I IJluos JJudd (MTU) eds bs pu IJzlowsu: 9ol Jio IJgo9ss &> wp louuldel uldded: Bluol wlbJ
eds o3l 1dugy zos IJpdlsole IJeldss 9spds wuvgsdol Jiuuvlv o336, £Js uwesd IJpeld: 9lzos bedso JudJss 9lelo
ouin Iduog 9lehs wzesd II9)lE sendseol 9el lUs 3J9.

loedd [Js Fabric > Tenants > Networking > L30uts > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile Jel

09 p9uoT B 1Juey 6.

Logical Interface Profile - leaf301 int orof 0
= O a Policy Faulls History
Palicy Faults History ———
Routed Sub-Interfaces Routed Interfaces S Floating SV
Lo TR 8 —
CHES
I ot~ 1N 92,0.2.1/2 2ZEOFE.. 1 Lot 1

9226 1Jz> IJIBuos JJuldd (MTU) pJdsué eds 1500

o 8938 welod MTU B wog 9lzed OSPF IJpe 8w ,u6 IJs lehs lugsle IJleold.

Sedu o oboy 1JpundJs pg welod MTU g0s wes $less wslule OSPR. guspl wgadd gesle 1Ues 1JIGuos JJudd (MTU) go
weuool wE BJsd pu sele Idulse Vb, spdu lu sgpd IJlesh JBe,8 basds pus $eas lud we,) gu) IJpeeoes
lJuozses puw 9pdle LSAsIJos w@ye wlugile DBD is e o slo ldzze IUpuluwe B3b.

Sop lple IURooblo Bs pEow) WES) w86 9JJu Uveds Idlucle spdu i o9leo wddsle gs) pusdes.

loe’d |Js Fabric > Tenants > Networking > L30Outs > "L 3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile
> Associated OSPF Interface Policy Jpel 09 090z s 1Juo9,6.



QSPF Interface Policy - default ‘m] -]

Policy Faults History

Interface Profile - OSPF Interface Profile

O L %

o authentication

CD C© €D

MTU cglod wubvdsd

Ipwed il igble OSPF IJegly, sluadizol: e3p wlblud IUpuol s

SpJdud wpdsu Ipuold§8 Bs OSPF oy lzd wulsd pedsele werse IJusese wundd Teu. spdu lu ooy puol> 96 OSPF |l
wdl (19 81Js8) I wuuslos I9 MD5. sgos Iuwdow [Jpuol> §6 'None g3 luvaésle lsé puol 86 J OSPF 909 1k ,s86 1JI8 el oss.
Iopob 86 Luwsbd wagd Jdes 1de9) Ss wue Sluse evn IJubeds. Lluwesle puold§6 MD5. Jl we)y Jdes Ides9) e
NSRS

030 o5 IJlugle IJedles 1Jpeedds JJpuols 86 IJes ssgpol OSPF.

lJeuol> 86 1JelJess — sumes o3l isuol IJuge 0909 SEus €30 ©uppsw pedsple 1puol§6 Bis siuw IJze8. 909 IUsoe
IS lups.

PP B8 Luusbs — suves o3l syl IJuge 1 asuvaese IJple p19) wuwsbs JJuue 1sluse.
PP §8 MD5 — s wps o3l lsal 1Juse 2 ssuweesp JJple er9) wubds) MDS.
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U 9lzod IJpwesp Iyuwsess (GUI) Jdouss IJigwlowss (ACH. luedd |Js Fabric > Tenants > Networking > L30uts >
"L3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile Jel 09 0902 b 1Jo9,6.

abc1 Interface Profile - OSPF Interface Profile
C» Quick Start
B aber
B Application Profiles
B Networking
Name:

Description: optional

u Associated OSPF Interface Policy: default @
OSPFv2 Authentication Key:
Confirm OSPFv2 Authentication Key:

OSPFv2 Authentication Key 1D: 1 >

OSPFv2 Authentication Type: I'/- MD5 authentication Mo authentication Simple authentication \W
o3 A

i Route map for impaort and export route control



MD5 |9 puohb 86 wuwsbs wp wdysyol

pU 9lgod b, 1Jisl e,

<#root>

[+] Check Authentication type configured
APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

sinpl e

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

sinple (

1)

Simple text password: cisco
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1
or

[+] Check Authentication type configured

APIC# moquery -c ospfIfP -x 'query-target-filter=wcard(ospfIfP.dn,"tn-abcl\/out-Site2-L30ut-0SPF-BL-301
authType

nd5



[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type:

VD5 (2)

Key-ID: 1, Auth-Length: 16, Crypto Sequence Number: 0x026c0a34
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1

192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 48

Router-ID 172.16.0.1, Backbone Area, Authentication Type:

none (0)



Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

[+] Live OSPF trace Decode for VRF
BL-301# log_trace_bl_print_tool /var/sysmgr/tmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep abcl:vrf-1
[2024-01-04T16:23:29.650806000-05:00:T:0ospfv2_set_authentication:70] abcl:vrf-lout pkt on Vlanl:

auth sinple text: key cisco

or
[2024-01-04T16:24:22.794682000-05:00:T:ospfv2_set_authentication:96] abcl:vrf-lout pkt on Vlanl:

auth nd5: key cisco

, key id 1 Seq 40635829 (time 1704403462)

eo zob ehes:

NX-0S# show logging log | tail -n 100 | grep ospf-bootcamp
2024 Jan 4 16:55:01 NX-0S %O0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from

or
2024 Jan 4 16:55:20 NX-0S %0SPF-4-AUTH_ERR: ospf-bootcamp [22263] (301-13-abcl) Received packet from

IUzJ: puob s IJpblods.

Iowodul lgble ogly, OSPF 9l odlzol: £30 wblud pddcle IJozsw/lJlssle
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I3l op wessd 9e3le w9dse OSPF 9o 20l IUIB,luoss £ds wusé 9lzod IJozde B 1Js osd (ACH). Bszw lu wblud 1Jeszo
lJghes:

U 9lzod Idpwesp Iyuwsess (GUI) Jdouss IJiuuluu§6 (ACI). lyedd |Js Fabric > Tenants > Networking > L30uts >
"L3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile > Associated OSPF Interface Policy Jpel 09 0902 b

IJo9.6.

nterface Profile - OSPF Interface Profile OSPF Interface Policy - default [W]>]

Network Type: |
\

9edle w9dswe Hello/Dead |Jpg o006

pu 1J9) 96 1Uzr9s56:

<#root>

[+] Check OSPF 1interface configuration

BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State P2P, Network type P2P, cost 4

Timer intervals: Hello

20

, Dead



42

, Wait 42, Retransmit 5
Or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt

deadl nt vl . 42
hel | ol nt vl . 20
nwT T p2p
Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl

42

heTloIntvl



nwT T p2p

[+] Capture a single packet TCPDUMP for local BL OSPF IP

BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1

192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]

Hel | o Ti nmer 20s

Dead Tiner 42s

, Mask 255.255.255.0, Priority 1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44

Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)

Options [External]

Hell o Ti ner 10s

Dead Ti mer 40s



, Mask 255.255.255.0, Priority 1

pu 2ol ghzs:

<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lol001 110.1.0.1 protocol-up/Tink-up/admin-up
Ethl/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2.1120 | grep hello

ip ospf hello-interva

10

[+] Check OSPF 1interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2.1120 | grep Timer
Timer intervals:

Hell o



10

Dead

40

, Wait 40, Retransmit 5

lJzJ: pblo s pddele OSPF.
v dunlad Igble OSPF IJegls,) sluadlzol: £3p wlolud wee 1Uglzos

Sued 03l 1w e Iuweduulad 1Jigble sl odlzol gus wdssy Broadeast Iy ¢, 1pess £Js slzos Idoedp B IUsuo9d (ACI)
9lJzols IUghzes o9 P2P.

wo

o W9E Uvwds Idoe 09 IJlgsh Il el o J9lzos lsesuw wagp OSPF
o subdo uig Ubods 1o 929> boulb sgp lpdlole 1o pu ldbo g6 2
* S2W9S WIE Ubwds Idwe gds Wu ) oSy prwol 10 &sly 9098w 90816 Jess 40 eluss (ped P2P)
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IJlouold po u9bs |Js udbé

o Jlspodb uog Liods P2P OSPF LeJl§s DR/BDR

* S2W9S UIE Ubwds P2Peds Wu6 wyzsy pawol 10 &9ly 9099 9816 Je6 40 &lusé

© sop wuopse losle vodle P2P Jlguagsleol wsu 9200 pouadsu puluib

U 9lzod IJpwesp Iyuwsess (GUI) Jdouss |Jiuu|uu§5 (ACI). lyedd |Js Fabric > Tenants > Networking > L30uts >
“L3outName" > "Node-X" > Logical Interface Profiles > OSPF Interface Profile > Associated OSPF Interface Policy Jpel 09 0902 s

IJ29.

Interface Profile - OSPF Interface Profile OSPF Interface Policy - default [n]x]

op odIsu w9t lJow i9 wods g5 pedd

pu 1J9) 96 1Ugr9ss6:

<#root>

[+] Check OSPF neighborship relation

BL-301# show ip ospf neighbors vrf abcl:vrf-1

OSPF Process ID default VRF abcl:vrf-1

Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
172.16.0.1 1

I NI TI ALI ZI NG DROTHER

00:06:42 192.0.2.50 Vlanl

[+] Check OSPF 1interface configuration
BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt
deadIntvl : 40



heTloIntvl : 10
nwT :

bcast

or

BL-301# moquery -c ospfIf -x 'query-target-filter=wcard(ospfIf.id,"vlanl")' | egrep "deadIntvl|helloInt
deadIntvl 1 40

helloIntvl : 10

nwT :

unspeci fied

Or

APIC# moquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfIfP.dn,"abcl\/out-Site2-L30ut-0SPF-BL-30
tnOspfIfPolName : Custom_OSPF_Interface_Policy

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl : 40

helloIntvl : 10

nwT :

bcast

APIC# moquery -c ospfIfPol -x 'query-target-filter=wcard(ospfIfPol.name,"Custom_OSPF_Interface_Policy")
deadIntvl 1 40

helloIntvl : 10

nwT :

unspeci fied



[+] Whether it is bcast or unspecified the interface will show as Broadcast
BL-301# show ip ospf interface vlan 1 | egrep "Timer|Network"
State DR, Network type

BROADCAST

, cost 4
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5

[+] Capture a single packet TCPDUMP for local BL OSPF IP
BL-301# tcpdump src host 192.0.2.1 -vv -e -i kpm_inb -c 1
192.0.2.1 > ospf-all.mcast.net: OSPFv2, Hello, length 48
Router-ID 192.168.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

Desi gnat ed Rout er

192.0.2.1

Neighbor List:
172.16.0.1

[+] Capture a single OSPF hello packet using TCPDUMP coming from external device OSPF IP
BL-301# tcpdump src host 192.0.2.50 -vv -e -i kpm_inb -c 1
192.0.2.50 > ospf-all.mcast.net: OSPFv2, Hello, Tength 44
Router-ID 172.16.0.1, Backbone Area, Authentication Type: none (0)
Options [External]
Hello Timer 10s, Dead Timer 40s, Mask 255.255.255.0, Priority 1

e zobi ebes:



<#root>

[+] Check OSPF interfaces con vrf
NX-0S# show ip int bri vrf 301-13-abcl
IP Interface Status for VRF "301-13-abcl"(21)

Interface IP Address Interface Status
Lo1001 110.1.0.1 protocol-up/Tink-up/admin-up
Ethl/2.1120 192.0.2.50 protocol-up/Tink-up/admin-up

[+] Check OSPF configuration by default Dead timer on NX-0S devices is 4 times hello interval
NX-0S# show run ospf all | section Ethernetl/2 | grep network
ip ospf network

poi nt -t o- poi nt

[+] Check OSPF interface advertized parameters
NX-0S# show ip ospf interface Ethernetl/2 | grep type
State P2P, Network type

P2P

, cost 1

gblelsle, IJoz 8

e IJlushé 1Js 030 1Jisle) gJId o3l IJpweos Jlgved il igble IJgusobssole Ipgedds sluadizol.

€936 IJisl e, IUE, L2
kjglaﬁd show ip ospf neighbors vrf <<TNT:VRF>> Weuo edlyo 1Jzoly eds
; VRF
Switch




show ip ospf interface brief vrf <<TNT:VRF>>

lJoed9 pu 9lgole OSPF
lJoyoobé o VRF

mogquery -c faultinst -x ‘query-target-filter=wcard(faultinst.dn,"<<TNT:VRF>>")'

SpJdod IJozdd po IJigble
IJp 8,06 o VRF

mogquery -¢ ospflf -x 'query-target-filter=wcard(ospfIf.dn,"<<TNT:VRF>>")'

IJoedd pu zese wdlosd
91206 OSPF |Jpe,oubd o
VRF

mogquery -c ospflf -x 'query-target-filter=wcard(ospflf.id,"<<vlanX>>")'

lJozdd pu oJdssu 9lzos
OSPF

mogquery -c arpAdjEp -x 'query-target-filter=wcard(arpAdjEp.ifld,"<<vlanX>>")" |
grepip

o2d9 pu wbosy IP eds
lJzols IJgbes pu ARP
lJpyowl oldslzod

log_trace bl_print_tool /var/sysmgritmp_logs/ospfv2_1_trace.bl | tail -n 250 | grep
<<TNT:VRF>>

WY oSy wowg OSPF
lJeoluivy J VRF

tepdump -i kpm_inb proto ospf -vv -e -w - | tee /dataltechsupport/Node-
XXX_OSPF.pcap | tcpdump -r - host any

JJdoedsd eds Wireshark

tcpdump -i kpm_inb proto ospf -vv -e -w - | tee /dataltechsupport/Node-
XXX_OSPF_HOST .pcap | tepdump -r - host <<X.X.X.X>>

lJollb 2,J6 P19 PESVS
Jdpuos pu led Idozdsd
eJs Wireshark

tepdump -xxxvi kpm_inb ‘proto ospf and (host <<X.X.X.X>> or host
<<Y.Y.Y.Y>>)'-w /data/techsupport/Node-X XX_OSPF_HOST .pcap

lJogle 2,d8 p)9) IJpLosd
lJ¢luod o SRC 9 DST pu lzJ
lIJozdsd eds Wireshark

tcpdump src host <<X.X.X.X>>-vv -e-i kpm_inb -c 1

IJodlb puwess wpde sl
Sied IJobll Jpos pesu

ACI APIC

mogquery -¢ ospflfP -x 'query-target-filter=wcard(ospfIfP.dn,"<<TNT>>\/out-

<<L3outName>>")'

©2dS pu w9E IJpuol>§6
lJ3s wp wdsuo




mogquery -c |3ext.RsPathL 30utAtt -x ‘query-target-
filter=wecard(I3extRsPathL 30utAtt.dn," <<TNT>>\/out-<<L 3outName>>")'

o2l pu wIdssu puvh iz
L3

mogquery -c faultRecord -f 'fault.Inst.code=="F1385"" -x 'query-target-
filter=wcard(faultRecord.dn,"<<TNT:VRF>>")'

IJozdd o lduvedle
IJobstss JJgbl JJgbl
F1385 protocol-ospf-
neighbors-down

mogquery -c ospfRsIfPol -x 'query-target-filter=wcard(ospfl fP.dn,"<<TNT>>\/out-
<<L 3outName>>")" | grep tnOspflfPolName

lJogvs pu L3out Juog
91206 OSPF |Jpe 9w, 06
IJpzuoued

mogquery -c ospflfPol -x 'query-target-
filter=wcard(ospflfPol.name," Custom_OSPF_Interface Policy")'

IJezdd pu oluosd wog
91206 OSPF |Jpe9w,u6
IJpguou08

p29d
NXOS

show ipint bri vrf <<VRF>>

lJoedy pu 9lgole OSPF
con VRF

show run ospf all | section EthernetX/Y

lJozdd pu odssy OSPF

show ip ospf interface EthernetX/Y

wzdY pu ldpedple IUpedu
euwol IJglod w9lzoo OSPF

pedyple slo Lods
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