odyso 1dbLs slpd IJoblg s AC

lJpzwsslo
| 9300

lpcbdole | lwl_w,sé

3200l INB J o w sy
3.1. I wle L3out Bs s wolz, Wbl

3.2.BDI Lol o L3out
3-3 |l ile e 99>
3-4- ob gl 9> INB EPG
35 . cbosdlls g L3out EPG
Llen§ oo | s
lowed ol L izble o] o Jlzol
pedoplo o o Jé
lJp 95,00

SueW o3l IJpwews odssy IJbLe slgd IJoblg (INB) Ws ldeuso Uiuuluu@(j lJeyodjsé eds
lJobossle (ACI).

IJpclbdoulo Il ulusé

lJeobdolo

9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
* Bop Lwsluwle 1Us o9 [Js AC

* Bop £.§95 erplw 1JosIJ Il s
* Wop wdISU pdV wg)HSY pesd Idubeds IUghzse (EPG 1Ughzs) Jewsd L3out



Sdip [Jeld 1ol 1Jouss God odssy INB Bs $lises IJozde WO IJyuesd (ACH).
IJedoule [Jpuueded
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:

e 9236 ldopdpe 1JglLoé wolbusd unsluws [Jouss IJiuslwss (APIC)

* ldeuwoere
* 9lgo6 wyped lJobousyle (ACH) IJos wgpd wuble IJouugsd 5.2 (8e)

op louile |Jro=&J9|p|Q I:ng_pé B 03l IJpuwows pu 1Jiz06 10092956 B wsisé pgpdsé gl os.
o zese Ulzoss Ideuwodps S o3l ldpuwows wodsso ppuwse (IBe)luos). bl Jlow
Jvodod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed Jis ).

lJodosy

9ouduwe £pdst IJuosiss IUs edle gbsle jissuwss:

1. 9p wodssy yvwdo VLAN 1Jgluoo o INB gJs Idpowds 1U3s sywb wsu 1J9) 86 99lz06
weed IJobosyle (APIC).

2.18,lu INB EPG s rouuoi@ IJ!)IJé IUESSU euslu INB Jgpse IJiao)é.

3. oSy £u9lu INB g, L3out 9 pwelz, VRF.
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IPN-2 IPN-2

] APIC ) APIC (@ 2} APIC

(©) [©) )
APIC1 APIC2 L3out APIC3
APIC-SERVER-M3 APIC-SERVER-M3 OSPF APIC-SERVER-M3

1. od9so Uvods VLAN Uzl o6 o INB s 1slz06 |Jb,d.s56
1.1. louble zeg VLAN

loodd IJs puwl) 9lzod [Jpuwegse lUyuw9ess (GUI) o) 1U9se J APIC: Fabric > Access Policies > Pools >
VLAN.



System Tenants Fabric Virtual Networking

Inventory | Fabric Policies | Access Policies

Policies

(C» Quick Start

E Interface Configuration

E Switch Configuration

> m Switches
B Modules
> [ Interfaces
> fm Policies
> [ Physical and External Domains

v [ Pools
o — BN

Create VLAN Pool

> I Multicast Addr_
> [ VSAN

> I VSAN Attributes

> I VXLAN




Pools - VLAN
Create VLAN Pool (<]

Name: | Io

Description: | optional

N |
Allocation Mode: ( Dynamic Allocation Static Allocation y

|
Encap Blocks: &

xternal Domains VLAN Range Description Allocation Mode Role

Create Ranges

Type: VLAN

Description: opliona

Range: | VLAN [ e - van EO

Allocation Mode:

Static Allocation
Role: External or On the wire encapsulations
o . : Cancel

[2321-2399] (Static Alloc:

IJlgwe - luwe wzpg VLAN. spdu T seolsz o3l IUluue wso 19 64 25081 9,8 !,
IJsLow® - 9,08 wepe VLAN. spdy o sdau 1Js o po 0 1Js 128 2,0l iuzss! hdesl.
9u2e IJogise - sew o sdau luwdow 1Jesise Jogpe VLAN o3l oluel J INB.

Jod ENCAP - o bl wzpg ivwdle VLAN IJpg o 06.

IJobol - pg s woe Giwds VLAN 9p8 58 wolsé Suwds VLAN Jozpeg uvwdlo VLAN. szo o
SUI ey IJoe 18 pu perd IJuolss Iy puwlss! Jo.

1.2, logble pzld Veds

loodd IJs puwl) 9lzod [Jpuwegse lUyuu9pess (GUI) eu) 1U9se J APIC: Fabric > Access Policies > Physical
and External Domains > Physical Domains.



System Tenants Fabric Virtual Networl

Inventory | Fabric Policies | Access Policies

Policies @ @ @

(» Quick Start

E Interface Configuration

E Switch Configuration

> I Switches

> I Modules

> m Interfaces

> fmml Policies

v [m Physical and External Domains
> [ External Bridged Domains
> [ Fibre Channel Domains

> m L3 Domains

> [ Physical Domains
Create Physical Domain
> fml Pools




. Create Physical Domain (2 I¥]
Name:l Io

Associated Attachable
Entity Profile:

VLAN Pool: | select an option D

select a value

Security Domains: A +

Select Name Description

Cancel

Ilwe - luwe 1eeld 13 ds. spdo o selse 03l 1dluue wsu 1.9 64 2,31 9,6 esl.

ozpe VLAN - 1320, ozpe VLAN 1Uss op loglde B 1Jgbgs 1.1.
1.3. logvle pdVle ogys JIslo 1Jsuesd 1Jedzd

loodd IJs puwl) 9lzod [Jpuwegse lUyuu9ess (GUI) eu) 1J9sw J APIC: Fabric > Access Policies > Policies
> Global > Attachable Access Entity Profile.



System Tenants Fabric Virtual Networ

Inventory | Fabric Policies | Access Policies

Policies ® @D @

(» Quick Start
E Interface Configuration
E Switch Configuration
> I Switches
> [ Modules
N — BN GE
v [ Policies
> [ Switch
> ml Interface
v [ Global
-l PTP User Profile
> [ DHCP Relay

= Attachabi A T

: reate Attachable Access Entity Profile
E Error Dis.

E MCP Instance Policy default

> [ QOS Class
> [ Monitoring

S| — ) e R el R s



Create Attachable Access Entity Profile (X

STEP 1= Profile

Name: [ "o

Description: | optional

Enable Infrastructure VLAN: []

Association to Interfaces:
Domains (VMM, Physical or "

External) To Be Associated
To Interfaces: « Domain Profile Encapsulation

!Iselect an option I h ‘ E

<D

Application EPGs Encap Primary Encap Mode

IJluw e - luwp pJd ogsué AttachAccess Entity. sedo o soplaz o3l 1Jluwe wso 19 64 2,8l
98l

lJIgeslo oldslzole - [Jgle IJoe9.0. O lJ¢glo9oé IJié§J6‘ Ip vldoguosuo ss9sl Jglgos 19,96
WO IJglbgs 1.6.

ozldle (VMM plssé 19 ghzss) Jsop subol wldglzole - 12e,) 1deeld IJBeds 1Jss op luuildo
WO IJgbgs 1.2.

1.4. louble pepsgs uvsluwle puds 1Jsuesd [Us 1J9)0

lowwd IJs puwl) 9lges lJpuweésp lUyuwsesd (GUI) eo, lJose J APIC: Fabric > Access Policies >
Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port Policy Group.



System Tenants Fabric Virtual Networl

Inventory | Fabric Policies | Access Policies

Policies @ @ @

(C» Quick Start

E Interface Configuration

E Switch Configuration
> [ Switches
> f Modules
vkl Interfaces
v [ Leaf Interfaces
> [ Profiles
v [ Policy Groups
Bl Leaf Acc]p o -
Lreate Leaf Access Port Policy Group
> fml PC Interfaee
>l VPC Interface
> [ PC/VPC Override
> [ Leaf Breakout Port Group
> lm FC Interface
> [ FC PC Interface

> [l Overrides

v B Snhine Intarfarec



Create Leaf Access Port Policy Group (]
Name:l |0

Description: optional

Attached Entity Profile:l select an option Link Level Policy: select a value
CDP Policy: | select a value LLDP Policy: | system-lldp-enabled |
Advanced Settings

802.1x Port Authentication: |select a value MCP: | select a value

Transceiver policy: | select a value Monitoring Policy: | select a value

CoPP Paolicy: | select a value PoE Interface: | select a value

DWDM: | select a value Port Security: | select a value

Egress Data Plane Policing: | select a value Priority Flow Control: | select a value

Fibre Channel Interface: select a value Slow Drain: | select a value

Ingress Data Plane Policing: | select a value Storm Control Interface: |select a value

L2 Interface: |select a value STP Interface Policy: | select a value

Link Flap Policy: | select a value SyncE Interface Policy: | select a value

Link Level Flow Control Policy: select a value

MACsec: | select a value

MetFlow Monitor Policies: +

MNetFlow IP Filter Type NetFlow Monitor Policy

Cancel

IUlgup - luwe pzeses voz puds Isuosd 1Js 1J9)8- spdu lu seloz o3l 1lgve wso 1.9 64
3l 9,80l

pJS 0SS 1JIslo 1derd G - 12o) pdod cersd 1JIslo 1erdd 1Uss e lugulio B 1Jgloss
1.3.

wwSlows wi909dsd 1doulsd bo$s IJLo ol (LLDP) - sze edsd lRosh wpdso Iduoe.
1.5. logble pze9gsé uwsluwle puWds 1suo9d 1Js 1J9)8

lowdd IJs puwl 9lzos lJpuweésp lUyuwsessd (GUI) eu, 1Jose J APIC: Fabric > Access Policies >
Interfaces > Leaf Interfaces > Profiles.



System Tenants Fabric Virtual Networl

Inventory | Fabric Policies | Access Policies

Policies @ @ @

(C» Quick Start

E Interface Configuration

H Switch Configuration
> fml Switches
> I Modules
v [ Interfaces

v [ Leaf Interfaces

> ml Profiles
Create Leaf Interface Profile
> [ Policy Gre

Create FEX Profile
> m Overrides

> [m Spine Interfaces
> fm Policies

- — Physical and External Domains

> fml Pools




Leaf Interfaces - Profiles

Create Leaf Interface Profile (<]
Name:l |0
Description: | optiona
Interface Selectors:
Create Access Port Selector (%]
Name:l [+ ]

Description: | optional

Interface IDs: |

Connected To Fex: [_]

Interface Policy Group: |select an option I:‘

Cancel

Il - luwpe pJ® o8 1Uslzos 1Jlb,8ss. spdu 1o seole 03l IUluwe wso 19 64 2,0l
939l

peelo 1Jglgod - logule gJI96 pblu 96 wsu lUglzole 9uoz 1U9lzos.
Ilgwe - lwp 0223 p083 1J9009J. $pdu o sesloz o3l IUluwe wso 1964 2,81 9,5

PY S IJslzos - sJsu &9 1Uglzos poodl pg APIC. WO peblb IJpguews: sY9y pg s
lJglzod o3l 1/47 19 1/48.

pep9es voe 1Usleos - Tee,) pdud we s IUJslu 1Jprdd 1Uss wp luublie B 1Jgbes 1.4.



pdlzbo: Vs bugdozsl 03l sose lJSLo sywb Id edles APICs |Js 1U9y 96 Jsuw 1J
u'—9uu

wpl 1y APIC 3 €Sy poued wilgos ETH1/47. Jl spdu lugile pgyle 1Uglzos 1/47-1/48.
ou 1Juo)9)s lugile pdOle og)sd 9lzos pudodo J ETH1/47 9 ETH1/48.

1.6, cboousd pdd cersd Islzos gds 19,56

loedd lJs puvh 91208 IJpuwaése Iumsess (GUI) eo, IJssw J APIC: Fabric > Access Policies >
Switches > Leaf Switches > Profiles.



System Tenants Fabric Virtual Network

Inventory | Fabric Policies | Access Policies

Policies @ @ @

(C» Quick Start

E Interface Configuration

E Switch Configuration
v [ Switches

v [l Leaf Switches

> Profiles
= Create Leaf Profile

> [ Policy GIoaps
> i Overrides
I Spine Switches
> |l Modules
> [ Interfaces
> [ Policies
> [ Physical and External Domains

o — RIS




\ Create Leaf Profile (]

STEP 1> Profile 2. Associations

Name: [Leaf-APIC-48

Description:  optional

Leaf Selectors: ﬁf

Name Blocks Palicy Group
fAPIC-48 | |ho1-102111-112 | |- ||select an option : |

r
Update N Cancel
[ |

Cancel

lowp - lawe 0JB cersd 19,6 $pdu lu selsz 03l Ilue wso 19 64 2,081 9,80l

pe»le Uig_,lé - ié_o_) )9 1J9,96 138 swp 298 wdosy IJ9lzos [Jso.
Ilowp - lowe pzeses 1J19,16.

Jod - 1ge) perd £826 1Jpzed



Create Leaf Profile

Interface Selector
Profiles:

o +
Select Name Description
system-port-profile-node-102

system-port-profile-node-111
system-port-profile-node-112
test

Leaf-48

Module Selector Profiles:

o +
Select Name Description

r

pJVle g )sW ez 1Uglzoo - i'ao_) pdV og)sW 1JIsly 1dey938 1Uss wp logilye Ws 1Jgbgo
1.5.



pdlzbo: Vs peld o3l ldpwous: Sge wdIsy wyLosIle peyd.

lJésh IJbJ 09 I ool 1J9y@se 101-102, 91Jg, 86 111-112, gogsSU pJWd wg)HSd
lJ9lgos |Js ETH1/48.

IJgsh IJelus 09 Igesl 9586 111-112 9o essu pdd wg s 1Uglgoos |Js ETH1/47.

JJzwesd eds pisd po oBluosd luweduls 1Jigble oluodlzel 29 Luesluws 1so9d: bze
IJes luwed ol iz bole ¢op | lJes $lispb LJepde Bs | ACI) sl_oJlzol.

2. oSS0 e09lu INB B pwale) 1UD1)6
2.1 logble gvods V856 Jeeld Izuw, (BD) INB

lowdd IJs puwl) 9lzos lJpuweésp lUyuwsessd (GUI) eu, lJose J APIC: Tenants > mgmt > Networking >
Bridge Domains > inb.


https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218029-troubleshoot-aci-access-policies.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/218029-troubleshoot-aci-access-policies.html
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pdlzbo: suuwgse 03l Idpguews BD IJIWe,los 9 VRF IJIWe )l os.
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System Tenants Fabric Wirtual Me

working Admin Operations Apps Integrations

ALL TEMANTS | Add Tenant [ commen mgmt guangxil | guanguil2 infra

mgmt

Bridge Domain - inb 0
Summary Operational Stats Health Faults History Policy Viewer
General L3 Configurations Advanced/Troubleshooting
o &
2 It is recommended to disable Unicast Houting when no subnets are contigured.
v
= Unicast Routing: [7]
— Operational Value for Unicast Routing;
Custom MAC Address:
=
Virtual MAC Address: | Not Configured
—]

Subnets: .
= [
= « Gateway Description  Scope Primary IP Virtual IP Subnet Matching Tag Selector

Address Address Control
—]
—]
—] =
= EP Move Detection Mode: |_| GARP based

Associated L3 Quts: +

—]

~ L3 0w
—]

Create Subnet (%]

Gateway IP: |‘|92.

168.6.254/24 |

e /mac
IAAress/MaskK

Treat as virtual IP address: [_]

Il Make this IP address primary: ]

Scope:|[¥] Advertised Externally
[] Shared between VRFs

fi Description: | optional

Subnet Control: [_] No Default SVI Gateway
(] Querier 1P

IP Data-plane Learning: Enabled

L3 Out for Route Profile:  select a value

Policy Tags: 0

r 3

Gateway IP - The INB subnet gateway.



Scope - Choose according to the route |eakage method you used. Here, choose to use L 3out, and then click Advertised Externally.

2.2. |uuble INB EPG

loedd IJs puwl) 9lzos IJpuweése lyuu9pess (GUI) o) IJ9se J APIC: Tenants> mgmt > Node
Management EPGs.



System Tenants Fabric Virtual N

ALL TENANTS | AddTenant | Tenant Search:

mgmt @ @ @ Node

(> Quick Start

g magmt

> [ Application Profiles
> [ Networking

> m Contracts

> [ Policies

> [ Services

B Security

M — LG Manaﬁement EPGs

E Create Out-of-Band Management EPG

> [ Ex Create In-Band Management EPG
> I Node Management Addresses
> [ Managed Node Connectivity Groug

> P Address Pools




Create In-Band Management EPG (X

Name: l:jera;nlt |

Annotations: e

Encap: [vlaw 10 |

Bridge Domain: Iinb "\ &

Static Routes: +

IP Address

,

b

IJlwe - luwe INB EPG.

encap - lgo o VLAN B 1J VLAN 96 wel o oo gJdo Bs glogs 1.1.
oeld 1Jzuw - oy, BD IUss wp loguldo B IJgbgs 2.1.

2.3. vessu guslu INB Idolow Jdgols

loodd IJs puwl) 9lzed [Jpuwegse lUyuu9pess (GUI) o) 1J9se J APIC: Tenants> mgmt > Node
Management Addresses > Static Node Management Addresses.



System Tenants Fabric Virtual Networkir

ALL TENANTS | Add Tenant |Tenant5earch: name or d

mgmt

(C» Quick Start

mgmt
> [ Application Profiles
> [ Networking
> fm Contracts
> [ Policies
> I Services
B Security
> [ Node Management EPGs
> @ External Management Network Instance Profiles
v [ Node Management Addresses

E default

B Static Node Management Addresses

l — BYEREGEGE Create Static Node Management Addresses

> I |P Address Pools




Create Static Node Management Addresses (X
Node Range: - |3 |

Config: [ ] Out-Of-Band Addresses
I In-Band Addressesl

In-Band Management EPG: |default |

In-Band IPV4 Address: [192.168 6.1/24 |
address/mask

In-Band IPV4 Gateway: |192,‘|68,6,254 I

In-Band IPV6 Address:

addressfmask

In-Band IPV6 Gateway:

A )

ubl@ 1Jg 826 - o, 1Ug 956 IJ3s uwswp wgssuo Jeuslu INB. sl gusly INB IJpgsu
vuvdd owduwds pe perd 1Je 6.

IJodoso - lge, golasw slgd 1dubls.
EPG IJs1,6 sl IJubld - Ige, EPG IUss wp luuilio B 1Jglogs 2.2.
gwolo IPV4 5lgd 1Jobld - 19d gusle INB ¢ e wgsswo.

w9lwo IPVA I IJubld - §p wodssuol Jeusly JJuveds 1JW,es6 IJos weo luoldwol s
1Jglo9s 2.1.

n



stem Tenants Fabric Virtual Networking Admin

rations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: | common | mgmt
mgm AR\ 1T )
gmt "\U (—J} @:’ Static Node Management Addresses
(@3
ﬁ mgmt
MNode ID MName « Type EPG IPV4 Address IPV4 Gateway
> [ Application P
le-3 ¢ nd 192 19
>
i1 Y.
pde Band default 1921 16E

Aanagement
SE
ment Addre

tivity Groups

» [ IP Addr




edlebi: wes |Jeld IJodsse Bs 1Jgbgs 2.3. spdu o wouad zese 1J9)1@ 9 APIC oy
sJIJ INB.

3. vuwsy gusly INB

sedod pubhds IJuueds 1,es6 INB 1Js 1o dle IJigs pu eI s bysds Jouwsy
lJeuwl). Spdu lewol) INB EPG Lpolws EPG gluo. Jl s92> WO, pg EPG IJgbs g0 wdsy
cunw IJeuwh.

SY9p 03l IJpywows wodysy L3out Wb Jpold.

3.1. lugsle L3out Bs puwelz, 1516



System Tenants Fabric Virtual Networkir

ALL TENANTS | AddTenant | Tenant Search: RERIEReIReL

mgmt

(» Quick Start

v B mgmt
> [ Application Profiles

v [ Networking
> [ Bridge Domains

> I VRFs
> fm L20uts

B L30uts
Create L30ut
> I SR-MPLS VRF

> [ Dot1Q Tunnels

> fm Contracts

> fm Policies
> [l Services

B 03l 1Jpild: sop luwoisle 9lz0s pbss pg e9z0 SULEJ wa9w9dsd Boz lEua) puwl Il
(OSPF) IJowsho.




pdlebs: Bl oo o)y pey98 1Jpss pu ldovdlosd zod L3out: Lze [Js w@)s,) L3out
ACI Fabric L30ut White Paper.



https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

Create L30ut

Leaf

Identity

|
2. Nodes And Interfaces 3. Protocols 1. External EPG

Router

A Layer 3 Qutside (L30ut) network configuration defines how the ACI fabric connects to external layer 3 networks. The L30ut supports connecting to external
netwaorks using static routing and dynamic routing protocals (BGP, OSPF, and EIGRP).

Prerequisites:

+ Configure an L3 Domain and Fabric Access Policies for interfaces used in the L30ut (AAEP, VLAN pool, Interface selectors).

» Configure a BGP Route Reflector Policy for the fabric infra MP-BGP.

Namc:[ INB-L30ut ]
VRF: [inb | &P
L3 Domain: |Fr—;_,inn |@

Use for GOLF: []

|\J|u.up - |uu|o INB L3out.

Oecr
oserareatt: o ]

OSPF Area ] 5
Control: [4 o

Os

s
OSPF Area Type: L\_ t

OSPF Area Cost: |1 ¥

r =
b )

VRF - ¢, VRF 25 sde puwly L3out. B 03l 90.886: luwegpdo wuwsb wuvdsd: 9lJ VRF

INB Bs IUb1)s puwelz) luodswe.

eeld L3 - lugvle glgesh 998l JdzlJs [dvedss. Jdzuesd eds pedople wdLosdss 29d pzld

L3: Lze IJs w6, L3out.

OSPF - b5 03l IJpold: $§9p L3out woubgsd wa9wsdsd OSPF. lgenw 2ds weuins wa9w9dsd
g lgwogpde pwldo lpwolosds weuvs bodl JJsvoe tdsds.



3. Protocols 4. External EFG i

Create L30ut

1. Identity

Nodes and Interfaces

The L30ut configuration consists of node profiles and interface profiles. An L30ut can span across multiple nodes in the fabric. All nodes used by the L30ut can be included
in a single node profile and is required for nodes that are part of a VPC pair. Interface profiles can include multiple interfaces. When configuring dual stack interfaces a
separate interface profile is required for the IPv4 and IPv6 configuration, that is automatically taken care of by this wizard.

Use Defaults: [+
Interface Types

Layer 3: Routed Sub [ v I Flaating SV1 )

Layer 2: Direct Port Channel
Modes
Neode ID Router 1D Loopback Address
[r2iearioz (noge-102) ]| [isz.168.16 | [1s2.168.16 + Hide Interfaces
L 0 ot C
Interface 1P Address MTU (bytes)
[em1ra0 -] |19z2168.2.1/24 [| [1s00 | B

Gp wodaso 1Uslzos 906! Jgbos 1 vods 1Ugl o6 .

Create L30ut

1. ldentity 2. Nodes And Interfaces 4. External EPG

Protoceol Associations ‘

OSPF

Node ID: 102
Hide Poliey []

nterface
/40 Policy:
OSPF_PZP | @

I

e )
" ext 4

wlJouweo J OSPF: swp oo u9e Idgveds Il )los. sEs) 03l Idpeld ug Idgvewdo |Js



uldbé |Js u9be.
Create L30ut - o

1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG

The L30ut Network or External EPG is used for traffic classification, contract associations, and route control policies. Classification is matching external networks to this
EPRG for applying contracts. Route control policies are used for filtering dynamic routes exchanged between the ACI fabric and external devices, and leaked into other VRFs
in the fabric.

External EPG

Mamae:

Provided Contract: Type to select Provided Contrac

Consumed Contract: Type to select Consumed Contr:

Default EPG for all external nelworks:

r b

Bes 031 IJpeld: 0uld L30Ut 9lz> b ok 9 EPG B 6o 5500 luwpslp 2l EPG IUIBe, I os
Jepse Iduvedle 1Ughzsé.



edlzbé: |6 sodds lue swess L3out EPGs W IJ wdwo VRF. judJe o3l gsl)
weulse. Jeiss pu ldpedsple: Lee s wdis) L3out.

o8> wdsu lJpsze: spdu wess) eldé gl OSPF |Js full.

admin-Infra# show 11dp neighbors
Capability codes:

(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device

(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other
Device ID Local Intf Hold-time Capability Port ID
f6leafl102.aci.pub Eth4/37 120 BR Eth1/40
admin-Infra# show run

version 8.2(6)

feature ospf
interface Toopback66
vrf member aci-inb
ip address 192.168.1.7/32



ip router ospf aci-inb area 0.0.0.0
interface Ethernet4/37

vrf member aci-inb

ip address 192.168.2.2/24

ip ospf network point-to-point

ip router ospf aci-inb area 0.0.0.0

no shutdown
vrf context aci-inb

address-family ipv4 unicast
router ospf aci-inb

vrf aci-inb

router-id 192.168.1.7

admin-Infra# show ip ospf neighbors vrf aci-inb

OSPF Process ID aci-inb VRF aci-inb

Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
192.168.1.6 1 FULL/ - 00:04:01 192.168.2.1 Eth4/37
admin-Infra#

f6leafl02# show ip int bri vrf mgmt:inb
IP Interface Status for VRF "mgmt:inb"(27)

Interface Address Interface Status

ethl/40 192.168.2.1/24 protocol-up/1link-up/admin-up
vlan7 192.168.6.254/24 protocol-up/1link-up/admin-up
1037 192.168.1.6/32 protocol-up/1ink-up/admin-up

f6leafl02# show ip ospf neighbors vrf mgmt:inb
OSPF Process ID default VRF mgmt:inb
Total number of neighbors: 1

Neighbor ID Pri State Up Time Address Interface
192.168.1.7 1 FULL/ - 00:05:08 192.168.2.2 Eth1l/40
f6leafl02#
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admin-Infra# show ip route vrf aci-inb
IP Route Table for VRF "aci-inb"

'*' denotes best ucast next-hop

'**%' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]

"%

in via output denotes VRF

192.168.1.6/32, ubest/mbest: 1/0

*via 192.168.2.1, Eth4/37, [110/5], 00:37:40, ospf-aci-inb, intra
192.168.1.7/32, ubest/mbest: 2/0, attached

*via 192.168.1.7, Lo66, [0/0], 00:04:06, local

*via 192.168.1.7, Lo66, [0/0], 00:04:06, direct
192.168.2.0/24, ubest/mbest: 1/0, attached

*via 192.168.2.2, Eth4/37, [0/0], 00:37:51, direct
192.168.2.2/32, ubest/mbest: 1/0, attached

*via 192.168.2.2, Eth4/37, [0/0], 00:37:51, Tocal
192.168.6.0/24, ubest/mbest: 1/0

*via 192.168.2.1, Eth4/37, [110/20], 00:24:38, ospf-aci-inb, type-2
admin-Infra#
admin-Infra# ping 192.
PING 192.168.6.1 (192.
64 bytes from 192.168.

168.6.1 vrf aci-inb

1

6.
64 bytes from 192.168.6.

6

6

6

8
8.6.1): 56 data bytes
1: icmp_seq=0 tt1=62 time=0.608 ms
1: icmp_seq=1 tt1=62 time=0.55 ms
64 bytes from 192.168.6.1
64 bytes from 192.168.6.1
64 bytes from 192.168.6.1

: icmp_seq=2 tt1=62 time=0.452 ms
: icmp_seq=3 tt1=62 time=0.495 ms
: icmp_seq=4 tt1=62 time=0.468 ms

--- 192.168.6.1 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.452/0.514/0.608 ms

admin-Infra# ping 192.168.6.3 vrf aci-inb

PING 192.168.6.3 (192.168.6.3): 56 data bytes

64 bytes from 192.168. : icmp_seq=0 tt1=61 time=0.731 ms
64 bytes from 192.168. : icmp_seg=1 tt1=61 time=0.5 ms

64 bytes from 192.168. : icmp_seqg=2 tt1=61 time=0.489 ms
64 bytes from 192.168. : icmp_seqg=3 tt1=61 time=0.508 ms
64 bytes from 192.168. : icmp_seqg=4 tt1=61 time=0.485 ms

[o) o) B o) o) @)
w w w w w

--- 192.168.6.3 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.485/0.542/0.731 ms

admin-Infra# ping 192.168.6.201 vrf aci-inb

PING 192.168.6.201 (192.168.6.201): 56 data bytes

64 bytes from 192.168.6.201: icmp_seq=0 tt1=63 time=0.765 ms
64 bytes from 192.168.6.201: icmp_seq=1 tt1=63 time=0.507 ms
64 bytes from 192.168.6.201: icmp_seq=2 tt1=63 time=0.458 ms
64 bytes from 192.168.6.201: icmp_seq=3 tt1=63 time=0.457 ms
64 bytes from 192.168.6.201: icmp_seq=4 tt1=63 time=0.469 ms

--- 192.168.6.201 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.457/0.531/0.765 ms

admin-Infra# ping 192.168.6.211 vrf aci-inb

PING 192.168.6.211 (192.168.6.211): 56 data bytes



64 bytes from 192.168.6.211: icmp_seq=0 tt1=63 time=0.814 ms
64 bytes from 192.168.6.211: icmp_seq=1 tt1=63 time=0.525 ms
64 bytes from 192.168.6.211: icmp_seq=2 ttl1=63 time=0.533 ms
64 bytes from 192.168.6.211: icmp_seq=3 tt1=63 time=0.502 ms
64 bytes from 192.168.6.211: icmp_seq=4 tt1=63 time=0.492 ms

--- 192.168.6.211 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.492/0.573/0.814 ms

admin-Infra#
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f6leafl02# show vrf mgmt:inb

VRF-Name VRF-ID State Reason
mgmt:inb 27 Up --
f6leafl02#

f6leafl02# show ip int bri vrf mgmt:inb
IP Interface Status for VRF "mgmt:inb"(27)

Interface Address Interface Status

ethl/40 192.168.2.1/24 protocol-up/1link-up/admin-up
vlan?7 192.168.6.254/24 protocol-up/1link-up/admin-up
1037 192.168.1.6/32 protocol-up/1link-up/admin-up
f6leafl02#

f6leafl02# show ip route vrf mgmt:inb
IP Route Table for VRF "mgmt:inb"

'*!' denotes best ucast next-hop

'#*' denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
"%

in via output denotes VRF

192.168.1.6/32, ubest/mbest: 2/0, attached, direct

*via 192.168.1.6, 1037, [0/0], 02:12:38, local, local

*via 192.168.1.6, 1037, [0/0], 02:12:38, direct
192.168.1.7/32, ubest/mbest: 1/0

*via 192.168.2.2, ethl/40, [110/5], 00:03:09, ospf-default, intra
192.168.2.0/24, ubest/mbest: 1/0, attached, direct

*via 192.168.2.1, ethl/40, [0/0], 00:37:13, direct
192.168.2.1/32, ubest/mbest: 1/0, attached

*via 192.168.2.1, ethl/40, [0/0], 00:37:13, local, local
192.168.6.0/24, ubest/mbest: 1/0, attached, direct, pervasive

*via 192.168.224.64%overlay-1, [1/0], 00:24:06, static
192.168.6.102/32, ubest/mbest: 1/0, attached

*via 192.168.6.102, vlan7, [0/0], 00:21:38, local, local
192.168.6.254/32, ubest/mbest: 1/0, attached, pervasive

*via 192.168.6.254, vlan7, [0/0], 00:21:38, local, local



f6leafl02#

s APIC:

f6apicl# ifconfig
bond0.10: flags=4163

mtu 1496

inet 192.168.6.1 netmask 255.255.255.0 broadcast 192.168.6.255
inet6 fe80::2ef8:9bff:fee8:8al0 prefixlen 64 scopeid 0x20

ether 2c:f8:9b:e8:8a:10 txqueuelen 1000 (Ethernet)
RX packets 37 bytes 1892 (1.8 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 889 bytes 57990 (56.6 KiB)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

f6apicl# show inband-mgmt

Tablel : INB-Mgmt Node Details
Type Node ID IP Address Gateway
f6apicl 1 192.168.6.1/24 192.168.6.254
f6apic2 2 192.168.6.2/24 192.168.6.254
f6apic3 3 192.168.6.3/24 192.168.6.254
f6leaflol 101 192.168.6.101/24 192.168.6.254
f6leafl02 102 192.168.6.102/24 192.168.6.254
f6leaflll 111 192.168.6.111/24 192.168.6.254
f6leafll2 112 192.168.6.112/24 192.168.6.254
f6spine201 201 192.168.6.201/24 192.168.6.254
f6spine202 202 192.168.6.202/24 192.168.6.254
f6spine21l 211 192.168.6.211/24 192.168.6.254
f6spine212 212 192.168.6.212/24 192.168.6.254
Table2 : InB-Mgmt EPG Details
Name Qos Tag Nodes
default unspecified 32778 1
default unspecified 32778 2
default unspecified 32778 3
default unspecified 32778 101
default unspecified 32778 102
default unspecified 32778 111
default unspecified 32778 112
default unspecified 32778 201
default unspecified 32778 202
default unspecified 32778 211
default unspecified 32778 212

vlan-10
vlan-10
vlan-10
vlan-10
vlan-10
vlan-10
vlan-10
vlan-10
vlan-10
vlan-10
vlan-10

Inband EPG

default
default
default
default
default
default
default
default
default
default
default

Oper State

up
up
up
up
up
up
up
up
up
up
up

Oper State
up
up
up
up
up
up
up
up
up
up
up



Table3 : INB-Mgmt EPG Contract Details

INBAND-MGMT-EPG Contracts App Epg L3 External Epg Oper State
default(P) ALL default all-subnet-epg up
default(O) ALL default all-subnet-epg up
f6apicl#

f6apicl# bash

admin@f6apicl:~> ip route show

default via 192.168.6.254 dev bond0.10 metric 32

192.168.6.0/24 dev bond0.10 proto kernel scope 1link src 192.168.6.1
192.168.6.254 dev bond0.10 scope link src 192.168.6.1
admin@f6apicl:~> route -n

Kernel IP routing table

0.0.0.0 192.168.6.254 0.0.0.0 uG 32 0 0 bond0.10
192.168.6.0 0.0.0.0 255.255.255.0 U 0 0 0 bond0.10
192.168.6.254 0.0.0.0 255.255.255.255 UH 0 0 0 bond0.10

admin@f6apicl:~>
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