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lwesolss 18e 2 Jlwed il 1Jigble ol odlzol Ul wegsle Lbléle Multi-Pod (o8, § BUM)

| ool O 1. weoJdd | >ole |Jpow 336 09l PIM RP

lJp 9500

Swod o3l ldpumwows Igbsle 1JJLes Jdop usoliss lehs wozse Bglise IJoedp B 1Jsunsd
lJpwesso (ACI) gl wed il IRbliso gl adlzol.
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IJobousdle oo Cisco >0l | > IJele IJ\JU'U:SEJ..S oco |.Jua).$) IEI)O |.Ju_93..§o
wSU IJoos - lels IJegzso pogss IJpulds IJSoJ.

wlby6 gled eds lehé IJogzso pogss Isgole
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Sod IJob, [s lpeds 62238 Jlgweduuld 1igble gluodizol pu IJpop 1o Suweésd Bop
lJpdoule pugssé IJgbliswe gds puwwss gld Jebé.

pdJ9ule Multi-Pod

IPN

' OSPF, PIM

BGP VPNv4, EVPN

Pod 1 Pod 2

Pod1 Spine nodes Pod2 Spine nodes

1S-IS I1S-1S
COOP COOoP
MP-BGP MP-BGP
Leaf101 Leaf205

) s=o RRILIIL o= REIIII] @50 LIRS L 1111l eoe

Ap‘v M:I? APIC Cluster ( AF"-y

9Jpl 09 1JglJ Vs Idouse IJoddsrso Jglgos w)ped IJobosdle (ACH. JI s)ld 1deuss
pog38 IUluwdld veow, woss Slisps wede Vs 1dsuesd (ACH) 9lzrs soeops eds presesd
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91236 pes 9lz06 wypzs IUebusdle (APIC) JJbbbs.

9uepu JJ Pod W s g pd Blisps Idopde Os 1Usue9d (ACH eds IJluwedlse ey
lJen9wsdedle ol Vs IdegLvso pod lJouss IJoddssss. sswuoeu 3JY w)y9u99d9d
wble spush [Js wble suushb (1S-1S) Joulbd pedsple wu9wsdsd IUuvzys lJpewd,es (TEP)
wlJluols [Js weass 1Jglzoes 1ol e Jdwe Idpwgss (OIF) 9¢,909d9d COOP Jeww9rge
u9bé yolss ge9ps 9 BGP VPNV4 Jugjse IJpszole 1Ughzsé pu gdId IJouss.

sop logile 12036 pogssé Pod gds odo lJpdsule pse sew sdsol yub JJ Pod egl.

- Joubd pedyple IUegzso IJpoed s o TEPs s Pod IJwgss sop luvedsle OSPF
JJledlo gu wepe TEP Jdedéus pu eJIJ IP.

s Joubd Ideushle 1Ughzss IUos wp ldog,o edsol po Pod IJs 135 sop o9uuse glisds
guslu VPNVA Jo,y9093d9d BGP Lo 885 1Jge9s I G)s. suowe JJ Pod pzeses
pPuSLoJs Jedw Idpuul).

- Jpjlpwd ull IJuoelss 9d3JY 1Jpgdyple Uié)s lJpg w6 s COOP g,y uilb 19 o9J:
Sup wpdSd glisdsé gugly BGP EVPN osu 89> [Jgp9s lUyissums.

sl po led peldzs Ssuplo 096 p19) 1w sldwe IUlzhbs £y 1Upeisd sldwe IJpogss
(BUM) £o) 01l 19,090 cgpd 885 1Jgp93 IJdins s JJ Pod Jp osle IGMP
suwubd pzolu IPN pedyple wogso o ldpwgss pu gJld PIM wuliss [Jleglo.

Subwo zie Jus) pu uwsulbissole luved vl 1deusdJle 9pdol Lluwegsle Izo ;6 Multi-Pod
9w Ble IJgpd wus ACI i?_b@ wluwegsle Pod. usydj o3l Id9uwpe 1U3s sgess eds 1Jgsss
v Idsuodle eds IJiRedlVvle wsu lebs wzse JJ pu Pod 1Jw)ss 9 Multi-Pod.

bodozs! IleeJs pogsss IUui9e9dedle

3l 09 1Jzld pe luwed il Ls pwsubess slupdlzol: Bpu 1dpop Iwss pu ¢l Bop IUelJs
IJpe98es. Lze o3l Ipglbol Jlpeds o3l 1JBoJ.



IPN

OSPF, PIM

BGP VPNv4, EVPN

Pod 1 Pod 2
Pod1 Spine nodes Pod2 Spine nodes
IS-1S IS-IS
COOP COOP
MP-BGP MP-BGP
Leaf101 Leaf205

1) sse 111 eee 11l o0 11l eoe

BD1 (Subnet 10.0.1.1/24) BD2 (Subnet 10.0.2.1/24)
VNID - 15728642 VNID - 16646035
GlPo - 225.1.53.64 GlPo: 225.0.234.208
M EP A EPB
EPG1 EPG2
10.0.1.100/24 10.0.2.100/24
MAC: 0000.1111.1111 MAC: 0000.2222.2222

s IJged IJgle Jlgued il Tgble Jebs IJcszso pogsd
IUsuedle sluedizol

gJs puwess eld g wuozse pUb IS lehs wazso pugss Idszolur spdu Llsse Itk
IJelJss:

1. oJ IJesd$ Unicast Ig pogss 192068 w3dy pos bl Il pu IJposde 1o sdsw [Josd §
unicast W glJs IJgpd: I3 Jp sep 2d ARP Vo9 wr8§ pugss 1J9zos.

2. 0d wp ©9zso e dd I w9u08J0S wubIdd ©BJsrS: wsIIu [Jord§ 1Jez0 pu
pub) Blises IJozde B 1douesd (ACH) Is ©rdG 2se sIsu guslu MAC JJszes gusly
MAC JJpe9zo 1J3s s3I0 ppdodl woluulos wolus wp wdysuol gds 9lzes IUozdp WOs
lJsuo9d (ACH). 9oldluols |Js 3JdY I3l wp welbsd ods o ARP O usw e w9280 9586
1J>29d lgweobl |Js goslo IP 1Jess. 131 Je sJo guglo MAC JJ9zod pedsd pu Swd ACL
Buwsd9p Iezad lel wlghs Iwszso wole eds guslo MAC s lowg IJuudsd "ezosd
unicast" [U>s wp vdysuvo gds pzld 1Jzuw. : : :

3. 0d 9580 1U>g9d o v 1Je>9 8¢ |o FTriage 9 ELAM opl 0 oJ IUbgle Joldss 3JY.

131 I IJendG o9 Idos IUlzhbs JJby$é 3:

1. od wgws 9096 IJpesgd eds v dbs wolsse wog)d eds IP JJ9zoes s uduw VRF IUglo
wldeuos) EPGS sl Jiu Idie)y I5Jd pusdas Joslslsel IJisdsss eds Is pumble pogdps.
osoe lghs wozse 109,86 euluiné 1Js euslo IJud§ I slzes 1Jg )9z 28 soe Iog,d
eds vgbs lJuolss.

2.3l dp sop ldog)d eds udbs volsé: od wzwss 9,86 IUpagd eds puwh Jdszos Idos wpe
wessu ldedles "lJpoonys" edsolf 903l sybvsy s edsso IJuveds 1JS,e56 Jogos
Jupods B8 Jpzld IJzuw slue szw lu edsy IUgbes IJeldss os 9dsd g es>



lyssums S Pod IJpzds.
3. 151 Jp v 0uld by pucui Slu IJpdls Iigs) pwsdsu ks br§ sop cedeol po el
L30ut. o3l IUzje plolud Jlghs wozse ¢z L3Pod izlss.
I3l Il IJerBd 09 Idwe IUizhs JUbu s 2:

1. od wzw9s 9,906 IJpesgd eds uldbs wolsse wugyw eds guslu MAC JJ9zos s wdw
pzld IJzuwy pod EPG 1Ue 0,8 I3l Jlg 1Jie, J3Jd: Buuadse 1J9)8s wlghs lJoszse [
IP JJuds Iwgss 19 ez IUslzos IJpedss s swe cede udbs IJuolss.
2. 3l dp sop ldogrd eds euslu MAC Jdszes B peld IJzuw IJpuos): gusss pwadspe
lJ9y 96 wlebé IJogese wulel geds ywd9ed "pgogd-unicast” IUss wpe wessu BD gdso. I3
Op SESSwol [Js "wa8@" Buwsoe w398 19,96 [Js pzeses IJoe Idpoess J GIPO
IJpeours Jezld Bridge. seo lu weuod 12036 IJJpuses 1Upzesds IUpedss oldwgsss
gJs s pdeds. I3l op owbo gds "9dsd Ilze8" Buusce buwld 1JIbl) 1Js 1Jg 9>
I)ssuws JJuzs g0 99sd slebs ozsoo luwaobl [Js [sgld COOP 1Ugl o wlJg 95
lJyssums.
wel 1o ptsele lpwed gl IUigble sluadizel pwedsy pgodds wuvdd Jus) Jdws IUizhbs
2 8hus L3lYys BUM: B usop lJub, Bs pgzle IUe pd slduvsobssels Jdue Idizhbs $ud
o sop ldluodld 1Js 31d,6 BUM.

S £pd luwedild IJigble o] odlzol JJud IJizhbs pogss
IJoy90999Jle

o> 1dbousdszsl louis s 1Jo38d po 10.0.2.100 £ 9,86 205 JJs 10.0.1.100 £ 9,66
101.

pdlels: $ud IJpclogs ool po IJpop oldss ol s Jlo IJpuosy 85 we od ARP JJeuls
(JJor@ 1dpszo) s euslo MAC JJgzoes (JJwrd gu) IJzuw))

1. olds po o IJpsed 9,56 .;UWJ,. Iy, [uuoise 1516 9lzed ulo, IJi9le, (CLI)
J ELAM Umuoao dhs Suwp "Idbgle” vlJlualdo IJs poele IJodos) Idpes,é

nmodul e- 1# debug platform internal tah elam asic 0

nmodul e- 1( DBG el an) # trigger reset

nmodul e- 1(DBG el anm) # trigger init in-select 6 out-select 1

nmodul e- 1( DBG el am i nsel 6) # set outer ipv4 src_ip 10.0.2.100 dst_ip 10.0.1.100
nmodul e- 1( DBG el am i nsel 6) # start

nmodul e- 1( DBG el am i nsel 6) # status

ELAM STATUS

Asic 0 Slice 0 Status Arned
Asic 0 Slice 1 Status Triggered

Jleb Io ELAM lJos wp oubgsdel odds o 1Uzips op oddsel eds pdclz 1Usgsd. 110 1ok,
IJs 2ddso Bs IJedrs) el lo ldegele ybleds.

Capt ured Packet



CQuter Packet Attributes

CQuter Packet Attributes
Opcode

| 2uc ipv4 ip ipuc ipviduc
OPCODE_UC

Quter L2 Header

Desti nati on MAC
Source NMAC
802.1Qtag is valid
CoS

Access Encap VLAN

0022. BDF8. 19FF
0000. 2222. 2222
yes( Ox1 )

0( 0x0 )

1021( Ox3FD )

Quter L3 Header

L3 Type

I P Version

DSCP

| P Packet Length
Don't Fragnent Bit

TTL

I P Protocol Nunber
I P CheckSum
Destination IP
Source | P

84 ( = I P header (28 bytes) + IP payload )
not set

255

| WP

10988( Ox2AEC )

10. 0. 1. 100

10. 0. 2. 100

S92 Ipis> pu ldpedsple s IJodus) 29d loglo IUzies 9JJu wbosd puvles ELAM 2ldsl
lJe,) Blisre Jowduws) 030 Iduslule. guvsope 802 peoele puvles ELAM Josl IJe>w @ Jlz

B 03l 1lJBoJ.

2. oJ IJp>ed Lo Bzs sedp IJELsS Judlbos wolss Vs IJpsgd VRFS |o Jp s
Ulp, 509, Bod owld b s 3s

a- | eaf 205# show endpoint
Legend:

s - arp H -
R - peer-attached-rl B -
D - bounce-to-proxy O -

L - local E - shared-service
o m e e e e eeeeaeas e a s e e
e +

VLAN/ Encap MAC Addr ess MAC | nf o/
Interface Endpoi nt Group

Donai n VLAN | P Address IP Info

I nfo

o m e e e e eeeeaeas e a s e e
e +

ip 10.0.1.100 detail

vt ep V - vpc-attached p - peer-aged
bounce S - static M - span
peer - attached a - local -aged m - svc-ngr

el pu lele B Il Tedlo seos luo Jp soe wede eoslu IP JJszes. w2dd wes 39 pu 229

lJogzso.



a- | eaf 205# show ip route 10.0.1.100 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"U<string> in via output denotes VRF <string>

10.0.1.0/ 24, ubest/nmbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 01:55:37, static, tag 4294967294
recursive next hop: 10.0.120.34/32%verl ay-1
s Il 1Jp3ds) ledlo: sop 1988 1dedlps Ideuouing Ios cubs) [Js 1o o3l 09 puul)
IJubods 1JS,e86 Jpeld Bridge. szo lo odso 1Ugbgs IJeldss guglo 9sd AnyCast gds
BIFINNCR PR

a- | eaf 205# show isis dtep vrf overlay-1 | grep 10.0.120.34

10. 0. 120. 34 SPI NE N A PHYSI CAL, PROXY- ACAST- V4

Jlgab loo Il wp lJogy gds uldbs IJuolss gds wwd @ 19 9lzos ro|.)..,§6‘ O sy Josl Il
Ilodoss: pol 955 1Js lehé wozse IJzied poluisé ould. Slee IJwuad Mlels Idogesoe IUehes'
WOs ol IJdole Jdeuesd eds o8> pu lJovdliosd.

quo'@ro euwle> ELAM .Joie)..f_g Gble lebs Idogzse IJos weo j9swol Ws Idpg)ele 1Jp3dy,o
leJlo.

cuﬂgqsc,pkydgp ELAM

(=) Capture a packet with ELAM (Embedded Logic Analyzer Module)

ELAM PARAMETERS Quick Add Add Node

Name your
capture:;

Status Node Direction Source IfF Parameters
VxLAN (outer) header

¥ Not Set node-205 from downlink any 4 — | srcip 10.0.2.100

| dstip 10.0.1.100

ELAM Report Parse Result ( report name: )

Express Detail Raw

IJozdd pu Woble lebs IJoggse



Forward Result
Destination Ty To another ACI node (LEAF, AVS/AVE etc.)
Destination TEF 10.0.120.34 (iPv4 Spine-Proxy)
Destination Physical Por eth1/53
Contract
Destination EPG pcTag (dclass) 0x1/1( 0 1 is to ignore contract for special packets such as Spine-Proxy,
ARF. Multicast etc
Source EPG pcTag (sclass) OxCO001 [ 49153 (Prod:ap1.epgl)
Contract was applied 0 (Contract was not applied on this node)
Drop
Drop Code no drop

sz Itz Tedlo lo Louzs IUpsed odse wlghs wozse Izies IUs guslo s9sd IUgles>
lissuws IPV4. 903l 09 pl s0998 2398 0.

3. ol gds IJge9s Iyissuws po o IP 19206 09295 s COOP zos sgpd blw
lJ9dsJ.

ould £38 by § JJzuesd eds peuele COOP eds IUglp9s Irssuns: eds uvwsd IJpold: ub,o
lJsol oluweesle e, "show coop internal info ip-db™:

a- spi ne4# show coop internal info ip-db | grep -B 2 -A 15 "10.0.1.100"

| P address : 10.0.1.100
Vrf : 2392068 <-- This vnid should correspond to vrf where the IP is |earned. Check operationa
tab of the tenant vrfs
Fl ags : 0x2
EP bd vnid : 15728642
EP mac : 00:00:11:11:11:11
Publisher 1d : 192.168.1. 254
Record tinmestanp : 12 31 1969 19:00: 00 O
Publish tinestanmp : 12 31 1969 19:00:00 O
Seq No: O
Renmot e publish tinestanmp: 09 30 2019 20:29: 07 9900483
URI B Tunnel Info
Num tunnels : 1
Tunnel address : 10.0.0.34 <-- Wen learned froma renote pod this will be an Externa
Proxy TEP. We'll cover this nore
Tunnel ref count : 1

9lp, Ty Joubgsdel eds IUgless Iyssums:

luvegdle COOP JlsglJ L2:

moquery -c coopEpRec -f 'coop. EpRec. mac=="00: 00: 11: 11: 22: 22"
luveedle COOP Jls¢lJ L3 9ldzuesd eds beld L2 [ odis:



noquery -c cOOpEpRec -x rsp-subtree=children 'rsp-subtree-
filter=eq(coopl pv4Rec. addr, "192. 168. 1.1")"' rsp-subtree-include=required

lgvegdle COOP Jlsgl L3 B §b:

noquery -c¢ coopl pv4Rec -f 'coop. | pv4Rec. addr=="192. 168. 1. 1"’
lJubse Jpdss 29d IJlweedle IJpogss 09 luo spdy I.___su.'ol ouuesdo puluu,yé eds APIC
9spdu Jdpuwere lu sos I gless luvlupws Jo Iduved O Joo.

4. $)l, lehs cozso 99sd 1Jge9s IJD G poes 1z

131 Jly >gld COOP IJgluo wldgess Idyissuns suvs) IJs ud g Vs Pod IJpeds: Wy lgle
lJogzsoe wuwows s uvded ACH IJo9dsss.

Jlzb 1o spdo IJoedd pu pldd TEP B IJouwuss o bysd lJouvésd pu APIC: moquery -c
ipvdaddr -f 'ipV4.addr.addr="<tunnel address>"

B Lwsubss 1Jsdsd [Josdd IJolds 09 10.0.0.34. oy 09 pldd gusly IP 03I

a- api c1# moquery -c ipv4Addr -f 'ipv4.Addr.addr=="10.0.0.34"' | grep dn

dn . topol ogy/ pod- 1/ node- 1002/ sys/ i pv4/inst/domoverlay-1/if-[109]/addr-
[ 10. 0. 0. 34/ 32]

dn : topol ogy/ pod- 1/ node- 1001/ sys/i pv4/inst/domoverlay-1/if-[|02]/addr-
[ 10. 0. 0. 34/ 32]

03l IP ppd9d JIJ pu g8>08 1Ugp9> [JW 9,5 WOs Pod 1. 03l g09lu IP o3> suwpes gudlo 9JsJ
ehes: o Idb)sd6 IJos wzwss Bsol 9lzes Idupde Vs 1Jsuesd (ACH) eds gulsy
9Jdsd ppdods Je ¥ 1Ugpss Iissuws sléd Pod Glze 1Jgb96 2 oo 03l 1USuwe): ould sual
culdsu 99 wp wessuol IUs Pod g wo. spdu IUez 88 pu woe 1Jslzos o3l oo gJIJ
lJogvgsd:

a- api c1# moquery -c ipv4If -x rsp-subtree=children 'rsp-subtree-
filter=eq(ipv4Addr.addr,"10.0.0.34")' rsp-subtree-include=required

# ipvd.|f

node : anycast -v4, external
# i pv4. Addr

addr 1 10.0.0.34/32

dn . topol ogy/ pod- 1/ node- 1002/ sys/i pv4/inst/dom overlay-1/if-[109]/addr-
[ 10. 0. 0. 34/ 32]

wuins) IJedles "IJghzss" IUs 1o 030 g6 g0 TEP Jdsdsd IUghes.
5. 1Joz8d pu BGP EVPN gJs 1Jgp9s IJB 8,8

sew luvos)b yved vdbs wolsé IJw,9e9dsd pu BGP EVPN eJs 1Jg 9> Isissuvs. spdu
lowwgsle |J||o_) lJolds Jdeedd pu o0 £929> Bs EVPN (eds 1Usép pu ivo 131 Jlg uIJk_QE_J 9SS
COOP pg IJglbogs IJoldss po TEP IUgdsd 1Jghes J Pod IJegss: spdu lWe,)l o [P Zle pu
EVPN):

a- spi ne4# show bgp 12vpn evpn 10.0.1.100 vrf overlay-1



Rout e Di stinguisher: 1:16777199

BGP routing table entry for [2]:[0]:[15728642]:[48]:[0000.1111.1111]:[32]:[10.0.1.100]/272,
version 689242 dest ptr Oxaf42a4ca

Pat hs: (2 avail able, best #2)

Fl ags: (0x000202 00000000) on xmit-list, is not in rib/evpn, is not in HW is | ocked

Mul ti pat h: eBGP i BGP

Path type: internal 0x40000018 0x2040 ref 0 adv path ref O, path is valid, not best reason:
Router 1d, renpte nh not installed
AS- Pat h: NONE, path sourced internal to AS
192.168.1.254 (metric 7) from 192.168. 1. 102 (192. 168. 1. 102)
Oigin I GP, MED not set, |ocal pref 100, weight 0
Recei ved | abel 15728642 2392068
Received path-id 1
Ext communi ty:
RT: 5: 16
SOO 1: 1
ENCAP: 8
Rout er MAC: 0200. 0000. 0000

Advertised path-id 1
Path type: internal 0x40000018 0x2040 ref 1 adv path ref 1, path is valid, is best path, renote
nh not installed
AS- Pat h: NONE, path sourced internal to AS
192.168. 1. 254 (netric 7) from 192.168.1.101 (192.168.1.101)
Oigin I GP, MED not set, |ocal pref 100, weight 0O
Recei ved | abel 15728642 2392068
Received path-id 1
Ext communi ty:
RT: 5: 16
SO0 1:1
ENCAP: 8
Rout er MAC: 0200. 0000. 0000

Path-id 1 not advertised to any peer

Jlebb 1o 1l ledle spdu o sep wuvésdo Jewslo MAC Is ol

-192.:1 68.1.254 09 TEP Jpwwos lJoslule 1Uss S odg._suogi&glc le>b Multi-Pod. Jlzlo pg
>3JY 1o eds 1Uygp pu Idledlu guel s BGP gds luol NH. Ul 1Jgbys IJoldse IJvedso
wvodo TEP JJdsdsd IJghes.

-192.168.1.101 9.102 0.5 £8> Pod 1 1Ui55uws6 1Jes cedo 03l 1Jpuwl,.

6. [Jozdd pu COOP gJs IJgp9> IUSE)s B Pod 1Jgzos.

SpJu luwesle IUiey oduwo Iduwlud:

a- spi ne2# show coop internal info ip-db | grep -B 2 -A 15 "10.0.1.100"

I P address : 10.0.1.100

Vrf : 2392068

Flags : O

EP bd vnid : 15728642

EP nmac : 00:50:56: 81: 3E: E6

Publ i sher Id : 10.0.72.67

Record tinmestanp : 10 01 2019 15:46: 24 502206158
Publish timestanp : 10 01 2019 15: 46: 24 524378376
Seq No: O



Rermot e publish tinestanmp: 12 31 1969 19:00:00 O
URI B Tunnel Info
Num tunnels : 1

Tunnel address : 10.0.72.67

Tunnel ref count : 1

338G pu SpdI IJud s eusle o syduo Ui, IJolds eds APIC:

a- api c1# moquery -c¢ ipv4Addr -f 'ipv4.Addr.addr=="10.0.72.67""'
Total njects shown: 1

# i pv4. Addr

addr . 10.0.72.67/32

chil dAction

ctrl :

dn . topol ogy/ pod- 1/ node- 101/ sys/ i pv4/i nst/domoverl ay-1/if-[100]/addr-

[10.0.72.67/32]
i pv4Cf gFai | edBnp :
i pv4Cf gFai |l edTs : 00:00: 00: 00. 000

i pv4Cf gSt at e 0

| cOmn : local

nodTs : 2019- 09- 30T18: 42: 43. 262- 04: 00
nonPol Dn : uni/fabric/monfab- def aul t
oper St Toup

oper St Qual Doup

pref 0

rn : addr-[10.0.72.67/32]

st at us :

t ag )

type : primary

vpcPeer : 0.0.0.0

sbo, Iley 1Je39s, ledlo 16 1JudG pu wdlb Jsu [Js Jsd 101. o3l sgus lu Leafl01 sovés
lo sodus IJogde IUpeds Juldbs IUuolss 1Jgzos.

7. ol po o 9586 1Ug 19z Jol IJogdp Ipeds.

SpJdu Iddsle w3JY po gJId IJle, 'show endpoint':

a-| eaf 101# show endpoint ip 10.0.1.100 detail

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - |ocal -aged m - svc-ngr
L - local E - shared-service
R R R LT R R o
R S T +
VLAN Encap MAC Addr ess MAC | nf o/
Interface Endpoi nt G oup
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guwd uungsd fTriage gJs 1Jpold flow:

a-api cl# ftriage route -ii LEAF:205 -dip 10.0.1.100 -sip 10.0.2.100

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "7297",
“"apicld": "1", "id": "0"}}}

Starting ftriage

Log file nane for the current run is: ftlog_2019-10-01-16-04-15-438.txt

2019-10-01 16:04: 15, 442 | NFO /controller/bin/ftriage route -ii LEAF:205 -dip 10.0.1.100 -sip
10. 0. 2. 100

2019-10-01 16:04: 38,883 | NFO ftriage: nmai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019-10-01 16:04: 54,678 | NFO ftriage: nmai n: 839 L3 packet Seen on a-1|eaf205 |ngress:
Ethl/31 Egress: Ethl/53 Vnid: 2392068

2019-10-01 16:04: 54,896 | NFO ftriage: nmai n: 242 ingress encap string vlan-1021
2019-10-01 16:04: 54,899 | NFO ftriage: mai n: 271 Building ingress BD(s), Cx

2019-10-01 16:04:56, 778 | NFO ftriage: nmai n: 294 I ngress BD(s) Prod: Bd2

2019-10-01 16:04:56, 778 | NFO ftriage: main: 301 Ingress Cix: Prod:VWrfl

2019-10-01 16:04: 56,887 | NFO ftriage: pktrec:490 a-leaf205: Collecting transient |osses
snapshot for LC nodule: 1

2019-10-01 16:05: 22, 458 | NFO ftriage: mai n: 933 SIP 10.0.2.100 D P 10.0.1.100
2019-10-01 16:05: 22,459 | NFO ftriage: unicast:973 a-leaf205: <- is ingress node
2019-10-01 16: 05: 25,206 | NFO ftriage: unicast: 1215 a-leaf205: Dst EP is renpote

2019-10-01 16: 05: 26, 758 | NFO ftriage: m sc: 657 a-1eaf205: DMAC(00: 22: BD: F8: 19: FF) sane
as RMAC(00: 22: BD: F8: 19: FF)

2019-10-01 16: 05: 26, 758 | NFO ftriage: m sc: 659 a-leaf205: L3 packet getting

rout ed/ bounced i n SUG

2019-10-01 16:05: 27,030 I NFO ftriage: msc: 657 a-leaf205: Dst IPis present in SUG L3
t bl

2019-10-01 16:05: 27,473 | NFO ftriage: m sc: 657 a-1eaf205: RWDMAC DI Po(10.0.72.67) is
one of dst TEPs ['10.0.72.67']

2019-10-01 16:06: 25, 200 | NFO ftriage: mai n: 622 Found peer-node a-spine3 and I F:. Ethl/31
in candidate |ist

2019-10-01 16:06: 30, 802 | NFO ftriage: node: 643 a-spine3: Extracted Internal-port GPD
Info for lc: 1

2019-10-01 16:06: 30, 803 | NFO ftriage: fcls:4414 a-spine3d: LC trigger ELAMwith IFS:

Et h1/31 Asic :3 Slice: 1 Srcid: 24

2019-10-01 16:07: 05,717 I NFO ftriage: nmai n: 839 L3 packet Seen on a-spine3 | ngress:

Et hl/ 31 Egress: LC-1/3 FC-24/0 Port-1 Vnid: 2392068

2019-10-01 16:07: 05,718 I NFO ftriage: pktrec: 490 a-spine3: Collecting transient |osses
snapshot for LC nodule: 1

2019-10-01 16:07: 28,043 | NFO ftriage: fib:332 a-spine3: Transit in spine

2019-10-01 16:07: 35,902 | NFO ftriage: unicast: 1252 a-spine3: Enter dbg_sub_nexthop with
Transit inst: ig infra: False glbs.dipo: 10.0.72.67

2019-10-01 16:07: 36,018 | NFO ftriage: unicast: 1417 a-spine3: EP is known in COOP (Dl Po =
10. 0. 72. 67)

2019-10-01 16:07: 40, 422 | NFO ftriage: unicast: 1458 a-spine3: Infra route 10.0.72. 67 present
in RB

2019-10-01 16:07: 40, 423 | NFO ftriage: node: 1331 a-spine3: Mapped LC interface: LC1/3
FC-24/0 Port-1 to FC interface: FC-24/0 LC-1/3 Port-1



2019-10-01 16:07: 46, 059 | NFO ftriage: node: 460

a-spine3: Extracted GPD Info for fc: 24

2019-10-01 16:07: 46, 060 | NFO ftriage: fcls:5748 a-spine3: FC trigger ELAMwith I FS: FC
24/0 LC-1/3 Port-1 Asic :0 Slice: 1 Srcid: 40

2019-10-01 16:08: 06, 735 | NFO ftriage: unicast:1774 L3 packet Seen on FC of node: a-spine3
with Ingress: FC-24/0 LC-1/3 Port-1 Egress: FC-24/0 LC-1/3 Port-1 Vnid: 2392068

2019-10-01 16:08: 06, 735 | NFO ftriage: pktrec: 487 a-spine3: Collecting transient |osses
snapshot for FC nodul e: 24

2019-10-01 16:08: 09, 123 I NFO ftriage: node: 1339 a-spine3: Mapped FC interface: FC 24/0
LC-1/3 Port-1 to LCinterface: LC-1/3 FC-24/0 Port-1

2019-10-01 16:08: 09, 124 | NFO ftriage: unicast:1474 a-spine3: Capturing Spine Transit pkt-

type L3 packet on egress LC on Node:

2019-10-01 16:08: 09, 594 | NFO ftriage: fcls:4414
1/3 FC-24/0 Port-1 Asic :3 Slice: 1 Srcid: 48
2019-10-01 16:08: 44, 447 | NFO ftriage: unicast: 1510

Transit pkt Seen on a-spine3 Ingress:

2019-10- 01 16:08: 44, 448 | NFO ftriage: pktrec: 490
snhapshot for LC nodule: 1

2019-10-01 16:08: 46, 691 | NFO ftriage: unicast: 1681

t hr ough {a- spi ne3:

2019-10-01 16:10: 19,947 | NFO ftriage: mai n: 716
a-spinel IF: Eth2/25

2019-10-01 16:10: 25,752 | NFO ftriage: node: 643
Info for Ic: 2

2019-10-01 16:10: 25, 754 | NFO ftriage: fcls:4414
Eth2/25 Asic :3 Slice: 0 Srcid: 24

2019-10-01 16:10:51, 164 | NFO ftriage: mai n: 716
a-spine2 IF: Ethl/31

2019-10-01 16:11: 09, 690 | NFO ftriage: mai n: 839
Et h1/ 31 Egress: Ethl/25 Vnid: 2392068

2019-10-01 16:11: 09, 690 I NFO ftriage: pktrec: 490
snapshot for LC nodule: 1

2019-10-01 16:11: 24,882 | NFO ftriage: fib:332
2019-10-01 16:11: 32,598 | NFO ftriage: unicast: 1252
Transit inst: ig infra: False glbs.dipo: 10.0.72.67
2019-10-01 16:11: 32,714 | NFO ftriage: unicast: 1417
10. 0. 72. 67)

2019-10-01 16:11: 36,901 | NFO ftriage: unicast: 1458
in RIB

2019-10-01 16:11:47,106 | NFO ftriage: mai n: 622
Ethl/54 in candidate |ist

2019-10-01 16:12: 09, 836 | NFO ftriage: mai n: 839
Et hl/ 54 Egress: Ethl/30 (Po5) Vnid: 11470

2019-10-01 16:12: 09,952 I NFO ftriage: pktrec: 490
snapshot for LC nodule: 1

2019-10-01 16:12: 30,991 | NFO ftriage: nxos: 1404
scope: 84 filter: 65534

2019-10-01 16:12: 32,327 | NFO ftriage: mai n: 522
2019-10-01 16:12: 32,333 | NFO ftriage: mai n: 313
2019-10-01 16:12: 34,559 | NFO ftriage: mai n: 331
2019-10-01 16:12: 34,560 | NFO ftriage: mai n: 332
2019-10-01 16:12: 37,704 | NFO ftriage: unicast: 1252
Local inst: eg infra: False glbs.dipo: 10.0.72.67
2019-10-01 16:12: 37,705 | NFO ftriage: unicast: 1257
dbg_sub_eg for ptep

2019-10-01 16:12: 37,705 | NFO ftriage: unicast:1784
2019-10-01 16:12: 37,911 | NFO ftriage: unicast: 1833
2019-10-01 16:12: 37,912 | NFO ftriage: m sc: 657

i f (Pob)

2019-10-01 16:12:38,172 | NFO ftriage: m sc: 657
t bl

2019-10-01 16:12: 38,564 | NFO ftriage: m sc: 657

as EP segid: 11470
fTriage Status: {"dbgFtriage":
"id": "0"}}}

{"attributes":

LC-1/3 FC-24/0 Port-1 Egress:

['Eth1/29']} Dipo 10.0.72.67 and filter SIP 10.

{"operState":

a-spine3 IFS: LG 1/3 FC-24/0 Port-1

a-spine3: LCtrigger ELAMwith IFS: LG

a-spine3: L3 packet Spine egress

Et h1/29 Vnid: 2392068

a-spine3: Collecting transient |osses

a-spine3: Packet is exiting the fabric

0.2.100 DI P 10.0.1.100

Capturing L3 packet Fex: Fal se on node:

a-spinel: Extracted Internal-port GPD

a-spinel: LCtrigger ELAMw th IFS:

Capturing L3 packet Fex: Fal se on node:

L3 packet Seen on a-spine2 Ingress:

a-spine2: Collecting transient |osses
a- spi ne2:

a- spi ne2:

Transit in spine
Ent er dbg_sub_nexthop w th

a-spine2: EP is known in COOP (Dl Po =

a-spine2: Infra route 10.0.72. 67 present

Found peer-node a-leaf 101 and | F:

L3 packet Seen on a-leaf101 Ingress:

a-leaf 101: Collecting transient |osses

a-l eaf 101: nxos matching rule id: 4659
Conput ed egress encap string vlan-1075
Bui | di ng egress BD(s), Ctx

Egress Ctx Prod: Vrfl

Egress BD(s): Prod:Bdl

a-l eaf 101: Enter dbg_sub_nexthop with
a-|l eaf 101: dbg_sub_next hop i nvokes
a-| eaf 101:
a-| eaf 101:
a-| eaf 101:

<- is egress node
Dst EP is |ocal
EP i f (Po5) sane as egr

a-leaf101: Dst IP is present in SUG L3

a-leaf 101: RWseg_id: 11470 in SUG sane

“Idle", " pl d*: "o", " apl cld": "0",



fTriage Status: {"dbgFtriage": {"attributes": {"operState": "lIdle", "pid": "0", "apicld": "0",
"id": "0"}}}
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ftriage bridge -ii LEAF:205 -dmac 00: 00: 11: 11: 22: 22
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cudpl S 99p Ug_lpg) lissuvs wluouvle bdo glean. Wy |._Jz),oo IJlquso JIojld pedgbo s
IJbJo eds ls 2lde Blo 1dzspes wuvede etherType 0xfff2 Is sJ9o EtherType o2 oo p229J
JJdglean. 9Jo3l Il wow Jo SY90 pu lJuwod wbuus, 030 I yuwlisd B bele IJodlb 1z50
pod Wireshark.

Jol sSwp vesSU 906 IUbL 96 Uab@so 3 £ 239.255.255.240 905 pze9gs v pugdd p2e9i0
twosuel Luwlsd IJuieds. o3l suvés Juo Sup gu) Iduole sls perz 9,88 pdclz lu
Swdds IJglss subnet oy IJ glean bdo souuvy uwssds ARP bdo Iu Sed 1Jglss. swpe hywld
ARPs 030 o0 gu9lu IP Juveds BD IJW,es6 Idos wp odssuol (seldolds Jl spdo JJ?ngo
lJsdsd 2d p9de vl IJuolss IJuolewslss,) 1dpe 9096 I3l wp websd wozse IJwe IJlzbs
eds eeld zuw)-

Spedu IJoedd pu luwedold Idyuwlds IUse $sé eds 9,86 1Jgu9z 9 ARP IUss we lugilye we>
3JY sluwedold luvezlus ARP o gdId 1Jls, 1IJolJs:

IJozdd ew ARP J Glean

a- | eaf 205# show ip arp internal event-history event | grep -F -B 1 192.168.21.11

73) Event: E_DEBUG DSF, |ength: 127, at 316928 usecs after Wed May 1 08:31:53 2019

Updating epmifidx: 1a01e000 vl an: 105 ip: 192.168.21.11, ifMde: 128 mac: 8c60. 4f 02. 88fc <<
Endpoi nt is | earned

75) Event: E _DEBUG DSF, |ength: 152, at 316420 usecs after Wed May 1 08:31:53 2019
log_collect_arp_pkt; sip = 192.168.21.11; dip = 192.168.21.254; interface = Vlanl04;info = Garp
Check adj:(nil) <<< Response received

77) Event: E_DEBUG DSF, |ength:142, at 131918 usecs after Wed May 1 08:28:36 2019

log _collect_arp_pkt; dip = 192.168.21.11; interface = M anl104;i od 138; Info = Internal Request
Done <<< ARP request is generated by | eaf

78) Event: E_DEBUG DSF, |ength: 136, at 131757 usecs after Wed May 1 08:28:36 2019 <<< d ean
received, Dst IP is in BD subnet

log_collect_arp_glean;dip = 192.168.21. 11;interface = Ml anl04;info = Received pkt Fabric-d ean:
1

79) Event: E _DEBUG DSF, |ength: 174, at 131748 usecs after Wd May 1 08:28:36 2019
log_collect_arp_glean; dip = 192.168.21.11; interface = Vlanl04; vrf = Ci scoLive2019:vrfl; info
= Address in PSVI subnet or special VIP <<< dean Received, Dst IPis in BD subnet
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BD1 (Subnet 10.0.1.1/24) BD2 (Subnet 10.0.2.1/24)
VNID - 15728642 VNID - 16646035
GlIPo - 225.1.53.64 GlPo - 225.0.234.208

EP A EPB

EPG1 EPG2

10.0.1.100/24 10.0.2.100/24

MAC: 0000.1111.1111 MAC: 0000.2222.2222
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s COOP.
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-9df°| (1) pulduuuo L}uludl SOp I.O.JC l)aIJlu COOP Judlb |Ju0|50 .J Pod IJUE6)0 18]
290l BGP EVPN. 900526 Jodl Bpo IJlopss wedlo o wpss:

) oJ s209 IJg 9> 1UB 8,5 Jdeuos, POD (Pod 2) gJs EVPNS

a- spi ne4# show bgp 12vpn evpn 10.0.1.100 vrf overlay-1



<no out put >

v) od Sews IJgp9s 1,6 IJwes> Pod (Pod 1) gJs o3l s EVPNS

a- spi nel# show bgp 12vpn evpn 10.0.1.100 vrf overlay-1

Rout e Di stinguisher: 1:16777199 (L2VNI 1)

BGP routing table entry for [2]:[0]:[15728642]:[48]:[0050.5681. 3ee6]:[32]:[10.0.1.100]/272,
version 11751 dest ptr Oxaf bf 8192

Paths: (1 avail able, best #1)

Fl ags: (0x00010a 00000000) on xmit-list, is not in rib/evpn

Mul tipath: eBGP i BGP

Advertised path-id 1
Path type: local 0x4000008c Ox0 ref 0 adv path ref 1, path is valid, is best path
AS-Pat h: NONE, path locally originated
0.0.0.0 (metric 0) from0.0.0.0 (192.168.1.101)

Oigin I GP, MED not set, |ocal pref 100, weight 32768

Recei ved | abel 15728642 2392068

Ext comuni ty:

RT: 5: 16

Path-id 1 advertised to peers:
Sew9s lJgp9s 1B, Pod 1 eds 3J9. 9 Next-hop IP 09 0.0.0.0: 03l sgus lwo wp wuo38,0 pu

COOP pzJsl. 9pg 3Jd: Jleb 1o Suwe "lJpedo JJuindle" Jl souops £33 1Jge9s 1UBE s J
Pod 2.

2) oJ BGP EVPN Ly PodsS

a- spi ne4# show bgp 12vpn evpn summ vrf overlay-1

Nei ghbor Y, AS  MsgRcvd MsgSent Thl Ver I nQ QutQ Up/ Down St at e/ Pf xRed
192.168.1.101 4 65000 57380 66362 0 0 0 00:00:21 Active
192.168.1.102 4 65000 57568 66357 0 0 0 00:00:22 Active

Jizb s IJlg)lz Ie._Jlo I 2lJle BGP EVPN 9> |uak_9u0u wsw Pods. s s ybss )
lJ9spo 1U)9ps0 Vs 9> State/PfxRed |Js o IJozly) g8y pode. Jp sop lJogyd gJs POD
1 EPs pu ¢JIJ EVPN 9Jl sep luwos)lsel [Js COOP.
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(Jp swp UUE)J eds |5 ecod b;8s Vs lJousd): '~9UCL9L9 U |u epdsé wdssu IJouss
oged wubdd vozse: edublu subogd Yoo
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- Sew 1o 899, IPN 8306 wozsoe oo ldpwgss Jdpgeses 239.255.255.240.
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PUED P& Lluwpe guslu Ehzs (Iy GIPo) JJpzesgs. Wuoo JJ 2yJds p)9) o SYuslgd zuw)
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BD GIPo W 9lz0é [Jpuwogse IU)uu9esd

N APIC

CisCo

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Saarch:_l common | Prod | jy | mgmt | infra

fFroq MNetworking - Bridge Domains
(C» Quick Start
E Prod
= Name Alias Type Segment VRF Multicast Custom MAC
B Application Profiles Address Address

B Networking
[ Bridge Domains
= VRFs Bd: reguiar 16646035 V1
B External Bridged Networks
B L30uts
= Dot1Q Tunnels

B Contracts

= Policies
= services

Page 1 a1 Objecis Par Page. 15

Spdu lJlgwogedle o IJIlisy polyv,é eds i@ APICs.

BD GIPo s Moquery

a- api c1# moquery -c £vBD -f 'fv.BD.name=="Bdl"'

22515364 0022 BD'F8 19:FF



Total bjects shown: 1

# fv.BD

name Bd1
Opt i m zeWanBandwi dt h no
annot ati on

ar pFl ood :yes
bcast P : 225.1.53.64
chil dAction

confi gl ssues

descr

dn uni / t n- Prod/ BD- Bd1
epd ear no
epMoveDet ect Mode

ext MhgdBy

host BasedRout i ng no
intersiteBumlrafficAlow : no
intersitelL2Stretch no

i pLear ni ng :yes

i pv6Mcast Al | ow no

| cOmn | ocal
limtlpLearnToSubnets

I'I Addr

:yes

. 00:22:BD: F8:19: FF

mac
ncast Al | ow © no

nodTs : 2019- 09-30T20: 12: 01. 339- 04: 00
nonPol Dn uni / t n- common/ nonepg- def aul t
ntu i nherit

mul ti Dst Pkt Act bd-f 1 ood

nameAl i as

owner Key

owner Tag

pcTag 16387

rn : BD-Bdl

scope : 2392068

seg 15728642

status

type regul ar

uid 16011

uni cast Rout e :yes

unkMacUcast Act : proxy

unkMcast Act : flood

véunkMast Act : flood

vimac not - appl i cabl e

Idpedsele 10916 Iedle 29 s o GIPO Lozses wéus Idob, gal 131 Jlo Multi-Pod e uegsel
o JI. IUzse IUluoldes 1Jpcedd o Multi-Pod o wozso Iwe Idecgss eds IPN.

SUULPU 9zSo v IPN IJpwgss ol sJs:

- ogpd 1Jeds IJlgwlunss JpuosBle Jduo Idpeess (IGMP B $b). Jl susgdoo PIM.

- bl e by BD W POD: By gp93l hissuws! lesl o POD yusyuwd 900J6 IGMP gds
2> 9lzole 9lzos IP 1JElL06 wo. 95ep e dumse 0do IUgbs6s |Us yilisb e zese e8>
IJg 29> 1J8)5 951206 91206 9lz0d IPN o) Iess> pu ldprestle.

- oodds uvedle IPN oo IJs odle 9e,uwd Slzole PIM uzg PIM RP Soliss IJleglo.
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Spine sends IGMP
join for GIPo

BD GIPo Ex: | BD GIPo Ex:
225.1.53.64 1 I 225.1.53.64

Ppuv S wslule & IPN IJeogss

BD GIPo Ex: ' : BD GIPo Ex:
225.1.53.64 | i 225.1.53.64

lJ9wesdo 1Ugzsr6 Jodhly wu9e9dsd RP pg PIM Bidir os |uogsle 1IJ1316 1J900868. wop wélbsé
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RP Addr - 192.168.100.1

IPN1# show run int lo1 IPN3# show run int lo1
interface loopback1
ip address 192.168.100.2/27
ip ospf network point-to-point
ip router ospf IPN area 0.0.0.0

interface loopback1
ip address 192.168.100.2/28
ip ospf network point-to-point
ip router ospf IPN area 0.0.0.0

ip pim sparse-mode

IPN2# show run int lo1

interface loopback1

ip pim sparse-mode

IPN4# show run int lo1

interface loopback1

ip address 192.168.100.2/29
ip ospf network point-to-point

ip address 192.168.100.2/30
ip ospf network point-to-point

ip router ospf IPN area 0.0.0.0
ip pim sparse-mode

ip router ospf IPN area 0.0.0.0
ip pim sparse-mode

IPN4 is RP due to longest prefix
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eJs IPn. §p woubésd "show ip route <gipO address>" J GIPo JJIbJle eJs Iu Uiz, 6 RPF
oubS) IJs pogole pugrss 9pgeduds.

131 JIy 03l 09 IJ2ld Vo8l ppl SJs:
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RP I dis ksl eeds! 132 Jo.

- 02d8 pulu pozole IP IJpwesse Jl wgdu o udw bed IUubise J RP Ws ywsulyss RP
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9lz05 RPF ¢29 ACI

IPN3# show ip mroute 225.0.80.64 vrf IPN

(*, 225.80.64/32), bidir, uptime: 00:00:26, igmp ip pim
Incoming interface: Ethernet1/1.4, RPF nbr: 192.168.1.0
Outgoing interface list: (count: 2)

Ethernet1/1.4, uptime: 00:00:26, igmp, (RPF)

High Speed Link: Cost 1

¢&——> Low Speed Link: Cost 10
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