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| > On-demand TechSupp
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4 Create On-demand TechSupport

Create On-Demand TechSupport O

Name: | echsup_Policy|

Export to Controller: [+

5.1

For App: []
Include pre-upgrade logs: |:|
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Specify TechSupport Time Range: [ ]

Category: | All = >

-

logvle g0 VUS gws IUbJe

1. 1luodd IJs uvsluws 1> p 1JOus 1Up9e9ro eus Idbde. spdu ldewsy) eds [duwslusle
lJos op logblgel Ws: Admin > |uwes)b/ogess) > ueslule IUouoss,) > TechSupport
g Idbdo > woguse ped> TechSupport gos Idbde > 1ud) wiy el IJlspo 898
IJuwsluws Idos gusoe luwodsleol > zeg 1dsge IJSGS.

* 19108y wis Jplauw IJlspu B8 woz TechSupport gus IUbdy Jlbolyo Ws IUzse
lsissoms: Ge lody 998 ses pdolz Iowssdible IUpl, 6 slee, wepse 12ee



: lJus.
2. 130, "uep" Juse geg pedsple lUsgp IUVUS.

et
cisco  APIC

Fabric VM Networking 4-L7 Services Admin Operations Apps
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Include pre-upgrade logs: [

n 1-1 Include All Controllers in A
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Node Status Detail « Collection Export File Logs Logq DB DB
ID Status Time Location Size| Location Size| Location Size

S pdlzbs: suvsy 1d)8e 1Je9z9> WO guslu URL IUglue wzjeé techsupport (IUsg e 1J90s)
IJs ue93z APIC 1Uss 92> edso ldpdws. eds wwesd IJpold: "files/2/techsupport.tgz”
Subsy IJs o spdu IJe ey, eds o030 1Jzp6 1 ppsré B >Jsd "/data/techsupport/”
lJ¢luo » APIC 2.
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IJewsd). IJ URL 09 use pdod uwed ptodd 9szess eds pedsele B)s8. sobdo i)
IJpuwless 1JBusé (TAC) s wppsd Ipddle IJedles JIJ £656 po lzd IUzuo9d £Js zpse
lJouwzsdle Jliple wedsd Jlpd.

sesu JJ gusly URL Izs gsle 1dpddle 1o dles:

IJdiss 1288 wp9dss |p 9> J- e IJpdd

) wwedlo ]
g-E X3} _10f3.tgz |Jo>é§j/IJitblc Small-Med

IJuwedle | logs_30f3.tgz  |uwedle IJgpdslollJide,
DB _db_20f3.tgz MO Dump UPESH6

A edlebbs: bl wp wpds 9200 w oSy Wil pu ldouoss) 1Us 9256 Idoedp Blu 1Jpesde
lJogss 1Jpzsd @9 vluuile ped> szwss eds edles pdule JJJ g956.

Bl oo ould puvdds Bs wuisd IUsgp IJO0S wluwedsle hoolb U,o:uuog)u'o‘ WO 9p :
wouisd IdpdVle poluiys po 9236 wgisu APIC Cluwwgsle gpsd scp g sftp pod WINSCP |9
FileZilla.
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sftp://admin@10.66.80.178 - FileZilla

Host: sftp:f/ic.ci.Co...c  Username: admin Password: essssssess Port: Quickconnect ~

Status: Connecting to 10.66.80.178...

2. luodd |Js |Jpeds /dataltechsupport Wb APIC IJ e od () 030 1Jglbgs B zese 9le
lJogde Vs APIC).

Remote site: /data/techsupport E

? aci

? bin

? controller
v data

? devicescript

? log.lastupgrade

B
o .~

Filename Filesize File
I' access.log.bk.gz.tar 846,370 tar.

audit.txt 916,910 txt-
I dbgexp_coreexp-default_leaf101_sysid-101_2017-05-22T10-30CST 1495420227 0x102_port... 13,478,0... gzif
B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_10f3.tgz 33,315,631 gzij
B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_db_20f3.tgz 31,054,6... gziy
B dbgexp_tsod-ABCTECH_apic2_sysid-2_2017-07-21T08-35CST_logs_30f3.tgz 1,617189... gzij
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST _1of3.tgz 8,612,822 gzij
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_db_20f3.tgz 975,800 gzig
B dbgexp_tsod-ABCTECH_leaf101_sysid-101_2017-07-21T08-35CST_logs_30f3.tgz 908,076,... qziy
I dbgexp_tsod-TAC_Techsupport_apic2_sysid-2_2017-07-20T13-30CST_1of3.tgz 29,360,3... gzi
I dbgexp_tsod-TAC_Techsupport_apic2_sysid-2_2017-07-20T13-30CST_db_20f3.tgz 31,046,3... gzi

loze go IdpdVle IJos czess eds luve uvsluwd IUsgp IJOus gus b (Bs o3l IUpeld.
09 "ABCTECH") 990 wwujsd o030 Idpdule gds zols IdJpwsse) [JEluo .

lUse e IJ0s Idpeds

sSUod slsel IUsgp [Juéogs ews Idbdo gu "ld>ge IJbos IJpeds" Jio 1dsgp IJB0sS g0 )
!.JJo.J;_, S99 Lo9)6 1de) I pldl. 9pg 3 BOluo Sewpe> £Js pgpoed APIC puluvws wpl ol
loole oubgsd Idpeeses ew Iduwsluve.

Jlzbb i szo wuuésd "Techsupport local” (IUsg p 1B s Idpeds) eds I £658 9,086 J3l 3
Juo wigbb Jogese "Techsupport local" Jzpse 9z25le APIC: Wszew wuvgsd cmd eds JJ
APIC Vs I1Upze9es eds g2o.
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lo APIC g, poluuws wplel

© Jp sop Idoguld pusd ACI Lgluwbs APIC

© J&> B&> pusd ACH Ul Lol pe APIC

* gbdolRds W ldgpdss spue wunésd IUsge IJBus gus IUbJe (0b))

lJouugsd v 820 ub, Isle, APIC

1. 180z eduws SSH pg APIC Cluwegsle wslule lewels 1Jeuuged.
c Bl dp wopdy po luweesle wslule lewels 1Jpuwisd Jouvesd 1Usgsd: Bluwaése
luwe IJpuweésp "rescue-user”. sgo o wdso JJpé 1Jpu9) 05 wbwol pod
) I.J,?uuo'a),o lJeeds "admin®.
2. yved lJlp, bash -c "techsupport local"
<#root>

Using username "admin".
Application Policy Infrastructure Controller

apicl#
bash -c¢ "techsupport |ocal"

This command is being deprecated on APIC controller, please use NXOS-style equivalent command
Running bash commands
Completed 1 of 10 commands

Completed 10 of 10 commands
Starting data compression
Techsupport collected at /data/techsupport/local_apicl_2018-05-29T08-17.tgz . Please remove the fj

3. 8p woussd local techsupport (IU>g e 1JO0s 1Jpzds).

o 1Jgsh i: ouisd pd 1Usgp IJVus wluwegsle SCP:
- WInSCP Iy pscp.exe (p_uegsps Windows)
- gpsd SCPIJiLods (puwetses MAC)

« 1Jgsh) v wujsd pduwd TechSupport Cluwegsle HTTPS:
1. 18we puwee,uel pod Chrome g Firefox.
2. lyewd lJs: https://<aci.apic.ip.addr>/files/<apic#>/techsupport/<ts_filename>

- puld: https://a.p.i.c/files/1/techsupport/local_apic1_2018-05-29T08-17.tgz

3. wwed 1Jsgsd wluwasle wslule lewels 1Jeuudsd.
4.5l bJo pod 3Jd. Bzas pBb 1JpJd Bis pozo 9lo, wujsd IJpooWde.

IJoubésd ew 9lzed pub)isle, 1Uposd

1. 18z eduwo SSH g ID;_).):J ACI H:qu&é)lln wslulo lgw el 1Jpuu9sd.
* Blde sop ldoguld 1Jpwsd w9luwbs APIC: Bluwegse luwe IJpuwedse "admin”.
2. yuéd IJie,: "techsupport local"

<ttroot>
fab5-leafl#

t echsupport |oca



Running bash commands
Completed 1 of 9 commands

Completed 9 of 9 commands
Starting data compression
Techsupport collected at /data/techsupport/Tocal_fab5-Teafl_2018-05-29T08-16.tgz . Please remove the fi

3. ¥p woujsd local techsupport (IUs>g e IJO0s 1dpzds).

* 1Jgsh I oussd pdO 1sge 1JB0s po pead Slises Ideede B 1dsuesd (ACH) wluwesle
SCP:
- WInSCP Iy pscp.exe (p_uegsps Windows)
- gpsd SCPIJiuods (puwetses MAC)
* 1Jgsh o e wouisd pd Idsgp [JOus wluuwgsle HTTPS oy ¢JIJ APIC:
1. pued 13¢9J [Jss 9lzoé uub, Isle) APIC (Jlzb Is APIC sop luuogsleol JJgloss 5 $p
4)
2. lo@dd pJud techsupport (IU>g p 1IJB0s) pu pwsd ACHJs APIC Lluwegsle 1o,
lJolds:
- wy9w9deJ SCP <node-name>:/data/techsupport/<ts_filename>
/data/techsupport
- puld: apic1# scp fabb-leaf1:/data/techsupport/local_fab5-leaf1_2018-05-29T08-
16.tgz /data/techsupport
3. 18wz puve el pod Chrome g Firefox.
4. lyowd lJs: https://<aci.apic.ip.addr>/files/<apic#>/techsupport/<ts_filename>
- puld: https://a.p.i.c/files/1/techsupport/local_fab5-leaf1_2018-05-29T08-16.tgz
5. pwed 1Usgsd lawepsle wslole lecels 1puuisd.
6. |3l Jo.Ju pud 3JI e 2L IJpJWd WS p9zo |_9|rOJ ouisd IJpoodg.

>ep CIMC IJvus
IJoubgsd gw 9lzod puveispe CIMC
SpIU gpSE d8p VUuS pu APIC CIMC Jpe,lzeos Iduwedle Idpogd 96 wosdd APICs. spdy
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Compute

MNetworking 4 v Last Technical Support Data Export
v PID Catalog
Status:  COMPLETED{100%)
f‘ﬂ|l;}"élilf! ~ ] Upload Status: N/A
= Last Generated Time:  Fri, 09 Oct 2020 09:03:34 +0000
Activation Status:  n/A

Admin L

Step 2: Mavigate to Admin Dropdown
User Management » Cisco IMC Last Reset v Inventory Data
Networking Status:  graceful-reboot Status:  COMPLETED

Communication Services

» Cisco IMC Configuration Import/Export v VIC Adapter Import/Export
Security Management
Action: MNOME Action:  NONE
Event Management
Status: NOME Status: NONE
Firmware Management
Diagnostic Message: NONE Diagnestic Message: NONE

Device Connector
w Cartars Nafaalt Céatoe

lJpuivéd gw 91208 yulo, IUisle, (CLI) Jsgss IJozde CIMC

B 9lzoé ulp, 191, APIC CIMC. I>gJ:

14

# scope cimc

/cimc # scope tech-support

/cimc/tech-support # set tftp-ip 192.168.1.1
/cimc/tech-support *# set path \techsupport\showtech
/cimc/tech-support *# commit

/cimc/tech-support *# start

14

14

14

14

14

cedsd IUsgp IUBos J CIMC

Bsel sds weue IJedsd Isissuwss eu slgd 1le, show tech.

pJuSlp9 g TechSup Jsooud

Sewss eds wwedle oo sdss 92lJs zese
IJé>ple 1Jpsldws. Jpl Szuss eds pddle

woly/ o

i peJople IUgrple pod odsu wuusole lzojé
luveouugl, SOL gIPMI.

var/log Sew9s eds uuwlsd Iduwed Ipobls,é

IJpwp9zs




Sewss eds ouwlsd Iduwed €5 IJpobls,o

OBFL :
dpepszs
wllodo/ lJodssu ey IJpobls,) 9 SEL

ol IUpdle IJuuoss Jdsgp IJBus:
Cldlgolss |Us IpdVle Iduuoss JJse e
o ol lJus J BIOS. wewss ldpdudle IJuuoss
eJds zese pedyple lUgpdsle slduvoJs
slJoble lUbo s IUs wbses 921Js BIOS.

slew lJzuesd eds Idpedsple IJiuuluu§6 29d elJe
o 2 )L_Su

CIMC

e o IJzuesd eds wdssu Iduveds Ieldsé

i 9ped9ple pl2s IJosuosd
oo IJzuesd eJs Live OBFL (uzJle IJigblJ
o IJe>p20)
>sdidle lJzuosd eds pJud live /var/log/messages
I3l 9lise Iz056 IUlwo el s eldle IJlusl
lzos6 IJluwovel) Wlele lJpuwouvg) 1elJsé po IPMI
IJbl 86 elJs IUbl g6 1JzlJsé JJbo,l; x86

gpdsle 1Jesdsd 1Jpsuwe s sldizsle slJizble 9lJejs> (TacOutput)

Spdu o sbdu oy 1dpuwless IJBuss (TAC) pgzle Tuwluuss luoldss pod IJigble gldizsle
9sepdsle IJesdsd lJpbdsws wuvdd glo J- RCA.

slecobl po IJsse: wubopd clusle IUgue wlJSed eds pzesgd Bigsé pu odo IJdlisule.
9JJu @b I3, 10000 Jwzd. 998 weue IJeldle: sebde oY) Idpuwless IJGso [Jpzees
IJIleds pu IduwedlodldJos ooely) wdos, 10 000 Lued.

) edlebs: Lael pu 1dluesl) 5.2(19) spdod luuegsle 1oy sleos yulo; 1Jisle, (CLI "lJpuiéJ
tacoutput” oy 9lzes wypzs IJobusdle Jogese oo IUJlsule IJluoldss. 9pg 3JI: B



S Uloosble owlo 36 J 5.3 5 6.0(3d). 8> $Subd Iwsolaz Mouas ez S ozest
2pSE wodzlo Iduwedle. Vs o030 IJzlJs: s9u08 wluwwgsle l2oe [uosl) pu ldouyulee
lJouos wopu puwe9se ACI-TAC-Scripts IJpezs> WS IUduve IJelds.

lJeuved v, "IUIRl IdodBliss Jdpuved" - 5.3/6.0(3d) sldlosble 1JJIz 96

olJouwed Jdouss |Jiuf|u»§5 IJe,ods8 eds Idobosile (ACH IJos oybgd IUlues)
5.3/6.0(3d) slJluesble 1dlzse. 9, I8l IJeuibgd tacoutput 9lzos weese puuwbs Jdlgsle
sldizlole 9lJea8sd 9ptele luwad bl Iigble sluodlzol 1ig,s):

<tfroot>
apicl#

trigger tacout put

Select corresponding numbers of objects to collect. Separate numbers with commas. *Note, topSystem, fab
Ex: 1,2,3,4,5

1. faultInfo *collected unfiltered

2. faultRecord

3. eventRecord

4. aaaModLR *collected unfiltered
5. polDeploymentRecord

6. epRecord

7. healthRecord

8. healthInst *collected unfiltered
Enter selections:

1,2,3,4,5,6,7,8

Enter record start date (format: 2019-12-15T00:00:00) *default is one month prior to current date:
Enter record end date (format: 2019-12-15T00:00:00) *default is current date:

. collection runs...

2021-12-17T08:19:59 TacOutput collection completed.

2021-12-17T08:19:59 Verify files and file sizes at /tmp/TacOutput2021-12-17T08-16-19
2021-12-17T08:19:59 Compressing files...

2021-12-17T08:20:01 Compression completed

Logs available for SCP or SFTP download from /data/techsupport/TacOutput-2021-11-17T08:18:06-t0o-2021-12
To download through your web browser go to

https://<apic address>/files/1l/techsupport/TacQut put-2021-11-17T08: 18: 06-t 0- 2021-12-17T08: 18: 06. t gz

Note: in the URL above 1 denotes the APIC ID 1, if script was run on APIC-n, then n must be specified i
To remove files when done run

rm -rf /tmp/TacOutput2021-12-17T08-16-19
rm -f /data/techsupport/TacOutput-2021-11-17T08:18:06-t0-2021-12-17T08:18:06.tgz

lJeubed vy IJoyulee IJuues Collection TACoutput


https://github.com/datacenter/aci-tac-scripts

lJouwes Jousle Idozde Vs 1Ugo9d (ACH) Idos ouved IJluesh Bod 5.3/6.0(3d). s9z>
wulez UZR Collection TACoutput p99) sIgd IJpeuve9sg aci-TAC-Scripts 1U3s $gsp 9lgod
palods Jipy cubisd ISz

<#root>
apic#
/tnp/ col | ect TacCQut puts. sh

Select corresponding numbers of objects to collect. Separate numbers with commas. *Note, topSystem, fab
Ex: 1,2,3,4,5

1. faultInfo *collected unfiltered

2. faultRecord

3. eventRecord

4. aaaModLR

5. polDeploymentRecord

6. epRecord

7. healthRecord

8. healthInst *collected unfiltered
Enter selections:

1,2,3,4,5/6,7,8

Enter record start date (format: 2019-12-15T00:00:00) *default is one month prior to current date: 2019
Enter record end date (format: 2019-12-15T00:00:00) *default is current date: 2020-01-05T00:00:00

...script collection runs...

Compression completed
Logs available for SCP or SFTP download from /data/techsupport/TacOutput-2019-12-25T00:00:00-to-2020-01
To download through your web browser go to https:///files/1/techsupport/TacOutput-2019-12-25T00:00:00-t

oJdusle 1JlgblJ/Idp,d;
IJozese e 9lzod puvese APIC

cuboed £33 pusd ACISAPIC gJs IJesss e Igedsle IJos copdp B 1Jzslow
lJ9bsds6 Idpgedwds eds Iduble. 31 Jlo IJuble 2o8 o Buivd wyulpe Bs gpJs6 peSUG
sop logble pJd Iuwluws slels cepsd IJgpdss. gu> webd loss Igpdsle ssop lugsle pJod
lwlows: swp logsle gbl 9d3Jd oo, gus webd IUgpdsé eds [JpwsJ/APIC: swp Jogb
IJeJ 8 IJIgulpus souwgo |Js APIC.

0938 8lz06 IJpwegsp Idyuwsess (GUI) J APIC podel exdis! Jeee Ideddle IUipulpuss Jed>
lJouss.

SpIJu luuile gusluwo ©uoss) 236836 pu Admin > Import/Export s oz IJooss, > Core.

$92> wog Towlows 18e)luos 2 Spdo wujsd IdpdBle poluiss. weled JIWs 1Jeddsle
lJlwlwsé I.J,o_9.J)6=|.J.;,h§.J lJs 9236 wgdpe APIC g luublisol. bl ugew: spdu g ey, edsol
w2 pu Iduwsluws Il pwlguss 1ol o ss.


https://github.com/datacenter/aci-tac-scripts/tree/main/collect%20TacOutput
https://github.com/datacenter/aci-tac-scripts

Tenants Fabric VM Networking  L4-L7 Senices Adrmin Operations Apps

AAA | Schedulers | Historcal Record Policies | Firmware | External Data Collectors | Config Rolibacks: | import/Export

| Core Export Policy - default i
M Cuicic Start
+ I kmport Policles Operational  Faults  History
» I Roiback Policies
. =
4 I Export Policies A i AT
+ I TochSupport Properties
+ I On-demand TechSuppant Nama: dofault
+ I Per-Feature Container for System TechSupport Data

Description: | “Rticnal
v I Per-Featura Comaines for App TechSupport Dats

» I AvS TechSuppart
2 M Coro Mrmmmmmw

| T detautt | € Expont to Controller: #]
¢ I Cortgiration %041 Dst
» I Snapshat Management
» I Remote Locations

sedud £02 IJpdBle Uiguluwss IJos oo loguldel (BlJos we cuossel) po ¢JId eilees
eJlpd on_?.@;_; lJouvgsdss . Vs edlps IJowsse o030 Spdud pylzeo IUg@so IJos logvle
lJpdle IJlwluso (cebdo 1Ugse0) 999w [dogpese 9ol IJs 3JY.

afuafn System Fabric WM Networking  L4-L7 Services
cisco

Adrmin Operations Apps
AAR | Schedulers | Historical Record Policies | Femmwane | Extemnal Dats Collectors | Config Rolibacks | Import/Export

L] - oot Poicy - efault
I Quick Start

v I impont Pokciss Poibcyt m Fais  History
+ I RoWack Poiicies
4 M Export Policies m

» I TechSupport O i ACTIONS =
+ I On-demand TechSuppon
+ I Par-Feature Container for System TechSupport Data :m Swius  Coection Time Export Location = Fibe e

b I Per-Feabare Contalner TechSu Data =
r-Feature Container for App TechSupport Dal 1 ™ 2017-05-22 10:30;... Hles/2h 8 i oo~ chpfault_bea 100 _sysid- 100_3017-05-22T10-3005T_1455420227,_0x102_port_clierd,log. 160432 targz

» I AvS TechSupport
4 M coe

B detoun |
+ I Configuration

1 [] 2017-06-01 10:10:... filps/ 1Mechsuppon/dbauxp comaxn-defa ap

+ I Snapshot Managemant
+ I Remoie Locations

SpJdud oujsd IdpdVle [Js gwbe Idpdow s po gl 1Jud) W99 howlb "ouoss)
lJpode". luwwgspe wslule lgwels APIC 1Ugluos wd gus Idplbldws L3JY.

! Authentication Required
https://10.66.80.178

Import/Export g
I Cuick Stant
» I Empon Policies PASSWOrD | werenes e

Core Export Policy - de

Username  admin

» I Romback Policies
4 M Expont Poicies

Cancel Leg In
+ I TechSupport e i
+ M On-gemand TechSuppor
» I Per-Feature Cortainer for Syszem TechSupport Diata :’;m Saatis  Golection Time Export Location = File Skze

v I Per-Feature Cortainer for App TechSupport Data

e -] 2N7-05-22 1030, flos/inchs, #3420 . 13478099
+ I AVS TechSupport
+ 8 Coen 1 (-] 2017-08-01 10:10:...  fies/\techsupgort/dbgesn corsexp-default_apic] svsid-1_2017-06-01T10-10CST_snmpd bin_log, 1277tz 9265209
| E cetan
» Il Configuration

» I Srapshot Managemens
» I Remote Locations

o 3JY spdod 1Jso9d 1Js Idpddle 1Jiuwlusé ewy SSHISCP pu ¢JIJ peds APIC B
/data/techsupport ¢ Js APIC zs& $92> 1pd 1Jiuwluus. Jlizb 1o 1dpedd Il gus pe9d) eds
/data/techsupport g Js APIC 9lz> B 1Jpzesgs: 95pIdu IJeeg) eJs APIC 1U> 8688 2se S92
IJedS Iyssuus woluwbs puwly p98e IJouoss) Jel 09 09 0z IO 9lzod IJpumcise
Iyw9pss (GUI). eds uwosd Idesld: 131 Jlo p9de 1douoss) swdl o "edSlel3l Blu IJpdd
929> eJs e 826 3 (APIC3).

IJozese e 9lzos uwb, 1910, U.Di.»:J



VIS wewe Ideldle IJlpwooulsss: @ Jl sop uugwg 1Juss pu Leafs |_9 Spines |Js APIC 9spdy
lJew9) edsol W "llogflash/core” PU lJegodle. 9spdu luwaslel woluwlos oy9e9ded IJouwe
|._JT|0Q (SCP) IJs lJpwnd polyins 19 wuldd IUpedwd |Js APIC &p SCP ¢z APIC.

selod Idosulez IJouos JJpzesss ceese IJpdile 1Jiuuluuss B logflash/core LlJlolds
IJs pedyple luolvss pogd 9o woglbd:

#Run on an ACI Leaf Node, Copy from here
bash -c '

# set this to correct Teaf name
Jeaf="$(hostname)""_data"

# collect data

mkdir /data/techsupport/$leaf

cd /data/techsupport/$leaf

show system reset-reason > show_sys_rr.log

vsh -c "show Togging onboard internal reset-reason" > show_logg_onb_internal_rr.log
vsh -c "show Togging onboard stack-trace" > show_Tlogg_onb_stack-trace.log

vsh -c "show logging onboard card-boot-history" > show_logg_onb_card-boot-history.log
vsh -c "show processes Tog details" > show_process_log_detail.log

df -h > df.log

1s -1iah /logflash/core > logflash_core.log

cp /var/log/dmesg ./

cp -rf /mnt/ifc/log/last_run/ ./

mkdir bootflash; cp /bootflash/mem_log* ./bootflash/

mkdir mnt_pss; cp -rf /mnt/pss/* ./mnt_pss/

mkdir mnt_pstore; cp -rf /mnt/pstore/* ./mnt_pstore/

mkdir logflash_core; cp -rf /logflash/core ./logflash_core

# compress and combine files
cd /data/techsupport
zipfile="$leaf"".tgz"

tar -zcvf ./$zipfile ./$leaf/*
rm -rf ./$leaf/*

rmdir ./$leaf

echo
echo " ///// Please collect /data/techsupport/"$zipfile" and upload to SR ///////"

#copy to here

IUsgp IUBus Jobusd APIC

IJoubésd gwn 9lzod puuegse APIC

Bl Yy obosy APIC 96 IUlgwesle 992 1 S9lzo puvIddle: Bspdy logile guslywo 1U>gp
lJBus gus IUbde pdlod IJobosd Jogese [duvedle 1JEluos wo Jogdsdol.

Sedu logble Idgwsluws Os 1pgwdsd > luwes)blogoss) > wslule IJouoss) > logile sge
Bus gwd IUbJw. ool ¢sl) peds "Jdobosd" suvpe Jdpuwodde wopdss wbous APIC
Jeee Iduvedle pdlod:



ng L4-L7 Services Operations Apps Integrations

Create On-demand Tech Support (7 ]

C MName: SSDUpgrader

Export to Controller: [+]

For App: [+
App || o des

Cisco/ELAM Assistant
(Beta)
pluginContr

af-101
Cisco/ExternalSwitch
pluginContr

Cisco/Nexus Insights
Cloud Connector
pluginContr

Cisco/SSDUpgrader
pluginContr

Cancel

wee logble Idouslows: sedo ouvgsd 1dezeses s88T Jodd Iduwslws Jorese Ioge
IJous 9zedo polel JJouisd pu edles IJowsse IJogvgsdss bl oe wrass "lJouess) s
96 lJogdpe".

2186 lJebosd Ul e, oss (AVE)

>ep Vem

IJouvésd gw lzos yulb, 191y £856 AVE

wed 1U>9d 1Jis slzes swlo, I9le, AVE s sgd Iie) bbole. swe czpse Bus IJeruo B >dsd
tmp. spdud luuegsle o909dsd IJouwg IJlew (SCP) Jooss)e.

<#root>
cisco-ave:~$

vem support all



This may take some time. Please wait.

Copying dpa logs

Generated /tmp/dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_Togs.tgz

cisco-ave:tmp$ tar -tf dbgexp_ave_sw-dvs-60_10.48.16.46_2019-0226-1408_1ogs.tgz

dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.

dbgexp_ave_sw-dvs-60_10.
dbgexp_ave_sw-dvs-60_10.

48.
48.
48.
48.

48.
48.

16.
16.
16.
16.

16.
16.

46_2019-0226-1408_1ogs/

46_2019-0226-1408_Togs/cisco-vemlog.txt
46_2019-0226-1408_Togs/cisco-vem-support.txt
46_2019-0226-1408_Togs/cisco-vemdpa.txt

46_2019-0226-1408_Tlogs/Tog/redis/

46_2019-0226-1408_1ogs/Tog/supervisor/

wedlo vCenter/p o9 ESXI

lJoubgsd gy 9lzod puwegsp VCenter/ESXi

Spdu wuoss) wedle puosd Veenter SESX Jol 09 p9 oz B Joble IJuiluué bbole.

") bdsol-aci02-vc.cisco.com w ?ﬁ g'i)

Actions +

Getting Started  Summary [ Monitor | Configure i: u"j Actions - bdsol-aci02-vc.cisco.com
+
e

{Issues

Tasks & Events

System Logs

Sessions ’

[ Journal de vCenter Server [vpxd-7.log]

)

¥@ Deploy OVF Template...

|
Export System Logs...

|

New Datacenter...

7 New Folder...

2019-02-25T13:44:33.725Z Section for VMware VirtualC @ Assign License... =¢
2019-02-25T13:44:33.725Z info vpxd[7F2C8BC78700] [¢
2fae-5b5366d59890)
2019-02-25T13:44:33.726Z infe-vpxd[7F2C8BC78700] [(
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [€
vim.AuthorizationManager.hasUserPrivilegeOnEntities --
2019-02-25T13:44:33.747Z info vpxd[7F2C89BB7700] [C
2019-02-25T13:44:33.773Z info vpxd[7F2C89BB7700] [€
2019-02-25T13:44:33.875Z info vpxd[7F2C8AFSE700] [€
-- 52157544-2f06-726e-b804-591af4eab9cc(52fd6131-c¢

| |2019-02-25T13:44:33.875Z info vpxd[7F2C8AF5E700] | Update Manager P

a
Settings
vCenter HA Settings a
0
Tags & Custom Attributes » 4
1
Add Permission... a
Alarms p Ife



1 Selecthosts Select hosts

Select host logs to put into an export bundle. You can optionallyinclude vCenter Server and vSphere Web Client logs in the bundie.
2 Selectlogs
CE. e Q Filter =
MNarme Status Cluster Datacentar Version
M [ 10481670 Connected [ AVE-Cluster [ig PODO2 6.0.0
M [g 10481682 Connected ) AvE-Cluster [5 PoDO2 6.0.0
[+ E] 10.48.16.83 Connected @ AVE-Cluster b PODO2 6.0.0

lE Include vCenter Server and vSphere Web Clientlogs.

The vCenter Server system you selected does not support export of individual system logs. All
system logs will be exported from vCenter Server,

Next Cancel

Nexus Dashboard Orchestrator (NDO). _wlo §] MSO
odus) luveduuls 1Jigble 9l oJlzol

lJeubed v, Slz06 puwegse NDO/MSO - MSO pre-2.x

ntroller Status \—)3 a Welcome, Admin

Troubleshooting Report X

Select Logs

Sites
Tenants
Schemas
Users
Infra Logs

DOWNLOAD

lJeuued gu) 9lgod puwegse NDO/MSO - MSO IJlosl, 2.x

1. p0 9lz06 puweEse MSO I, w9086 1ol 8938 ls8aws IJlesble




2. 23 "ywedle IJoble" pu lJBlses IdpounsJs

3. 1u@) W9s 1)) "wuisd" pu Idulwss ldpuw e 9o

el Multi-Site Orchestrator (Production) Clustar Stalus

About MO

Audit Logs (50000 Logs)

(o]

DATE « USER

System Logs b
Jun 12, 2021 V g admin (Ademin Usar)
41644 PM a|
Jun 9, 2021 admin (Adrmin User)
34819 PM L 3

i Database Backup Server Logs
T:dB: 10 PM Loca
Jun 8, 2021 Sam denin Lisar)

1

EEZ22 AM

Jun 6, 2021 on
55ET2 AM

Jun 6, 2021 admin (Admin User)
1:00:16 AM T

Jun &, 2021 acimin (Admin User)

IJpuiéd £y 9206 puveese NDO/MSO - MSO IJlesl; 3.x sle s

= Multi-Site Orchestrator

@& Dashboard

rn Application Management Te (2 h S U p p O FT

5 Operations
1 Ope 1 System Logs o/

Backups & Restore

External Streaming Available Logs
Tech Support Off Database Backup
Server Logs
Remote Locations Select Logs Count of Servers
All Logs 0

Infrastructure

£ Admin

1. pu 9lgod puwedse MSO lJHuw9pess: Vs IJB@lkses IUyssuwsodwoe gulyvs gwedle IJuble.
2 gpdslo > 1bep IJVus.

2. Vs Idslase 1Jgdass Idspeus pu lbly gwedle IJubledlud) 8938 5, "wersy"



System Logs X

Download Logs o

Database Backup Server Logs 2 Download

weesd
3.@3 lJowedle IJos s> oujsdol.
4.168) W99 IJj)y wujsd.

sop wuisd bubss JJeulue, 1Jpes s wbled. szess Idodis eds Idpedsple IJoldss:
JIs [Jpgbbloe gog)sle 1Upslds sogrsle Idpuwolzysu sog)sle IJpuwegspsu
couuwsd JSON. zpse wwedle IJzlssle Vs pJus infra_logs.txt.

1> gy 91206 puweese NDO/MSO - MSO IJ] osly 3.x slJluoshle Iigds

Sedu w388 yedle IJuble |Js pedd Ehes. Jeiss pu ldovluosd 2ad Jsdss huwld
IJuwedle [Js blé pedd uved ghes Bs 1dsde IUsdeds: sozs Izse [ds Idboulb IJelds.
https://www.cisco.com/c/en/us/td/docs/dcn/mso/3x/configuration/cisco-aci-multi-site-configuration-
guide-301/aci-multi-site-logs.html

wedle IJesyss 1Jpuwe8Jé
lJoepese v, leod puwegse NDO/MSO

SpIdu wujsd ywedle wydsy MSC Loouuwsd JSON



/content/en/us/td/docs/dcn/mso/3x/configuration/cisco-aci-multi-site-configuration-guide-301/aci-multi-site-logs.html
/content/en/us/td/docs/dcn/mso/3x/configuration/cisco-aci-multi-site-configuration-guide-301/aci-multi-site-logs.html




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



