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Create Subnet (<]

Route Control

Route control is used for filtering external routes advertised out of the fabric, allowed into the fabric, or leaked to other VRFs within the fabric.
g

[ Export Route Control Subnet Aggregate Route Summarization Policy

[ Shared Route Control Subnet

Name Direction

External EPG Classification

External EPG classification is used to identify the external networks associated with this external EPG for policy enforcement (contracis).

[ Shared Security Import Subnet
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gds uwosd Idpold. sg)uo 03l 1Jie, puul, BGP GB.s VRF tz:itz-VRF_1:

<ttroot>

Leafl01#

show i p route bgp vrf tz:tz-VRF_1

IP Route Table for VRF "tz:tz-VRF 1"

'*' denotes best ucast next-hop

'**%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'%<string>' in via output denotes VRF <string>

172.16.1.0/ 24

, ubest/mbest: 1/0

*via 10.10.1.2

%tz:tz-VRF_1, [20/0], 00:00:04, bgp-65002, external, tag 65003
Leaf1l01#

9031 s3> lwo we wouse IJeuuly Vs 229J wozso VRF 9lue po9ld, Jlghs wozse IUE)1lw.
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JJozdd pu wuousyd lduveds 1Jw,)es6 weo EXEPG: spdu IUluweedle o APIC Juoiso
L3extInstP. IJos weod posd EPG IUghes. ouvys L3extSubnet IJologs 1UEl o6 wol
IJuvedle Id,ess IJos wp wdsuol wpze EXEPG o3l gds yvesd Idpeld:

<#root>

nmoquery -c | 3extlnstP -f "I3ext.InstP.dn*"[ tenant name ].*[ |3out name |]"' -x rsp-subtree=children rsp-
<#root>

APIC#

moquery -c | 3extinstP -f '"I3ext.lInstP.dn*"tz.*|3out"' -x rsp-subtree=children rsp-subtree-cl ass=I 3ext Sul

Total Objects shown: 1

# 13ext.InstP

name : tz- EXEPG 1

I-- cut for brevity --1I

configSt : applied

descr :

dn : uni/tn-tz/out-13out/instP-tz-ExXEPG_1
I-- cut for brevity --1I

floodOnEncap : disabled
isSharedSrvMsiteEPg : no

TcOwn : Tocal

matchT : AtleastOne

mcast : no

modTs : 2025-09-10T00:36:49.239+00:00
monPo1Dn : uni/th-common/monepg-default
nameAlias :

pcEnfPref : unenforced

pcTag : 32771

pcTagAllocSrc : idmanager
prefGrMemb : exclude

prio : unspecified

rn : instP-tz-ExEPG_1
scope : 3047430

status : modified
targetDscp : unspecified
triggerSt : triggerable
txId : 1152921504612318828
uid : 15374

userdom : :all:

# 13ext.Subnet

ip: 172.16.1.0/ 24

I-- cut for brevity --1!
dn : uni/tn-tz/out-13out/instP-tz-EXEPG_1/extsubnet-[172.16.1.0/24]



extMngdBy :

TcOwn : Tocal

modTs : 2025-09-10T01:05:13.249+00:00
monPo1Dn : uni/th-common/monepg-default
!I-- cut for brevity --!

rn : extsubnet-[172.16.1.0/24]

scope : inport-security

status :
uid : 15374
userdom : :all:

APIC#
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<tfroot>

<-- When the prefix 1s not configured under the External EPG, a classification of Oxf is seen -->
Leafl101#

vsh_lc -c '"show platforminternal hal |3 routes vrf tz:tz-VRF_1' | egrep "Prefix/Len|172.16.1.0" | cut -

VRF | Prefix/Len | RT|CLSS| Flags

4675| 172.16.1.0/ 24| uUQ f|spi, dpi

Leaf101#

<-- When the prefix is configured under the External EPG, a classification of the pcTag in hexadecimal
Leafl101#

vsh_lc -c '"show platforminternal hal |3 routes vrf tz:tz-VRF_1' | egrep "Prefix/Len|172.16.1.0" | cut -

VRF | Prefix/Len | RT|CLSS| Flags

4675 172.16.1.0/ 24| UC| 8003 spi, dpi

Leaf1l01#

Leafl1l01#
vsh_lc -c

dec 0x8003

32771
Leafl01#
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IJes9s 99ble lehe IJegzsoe luweobl lds Idubvedle 1J,ess 1Ughess IJos wp odysuol.

<#root>

Leaf101#

vsh -c 'show systeminternal policy-ngr prefix' | egrep "tz:tz-VRF_1"
3047430 36 0x80000024 Up tz:tz-VRF_1l ::/0 15 True True False False
3047430 36 0x24 Up tz:tz-VRF_1 0.0.0.0/0 15 True True False False

3047430 36 0x24 Up tz:tz-VRF_1 172.16.1.0/24 32771 True True Fal se Fal se

Leafl01#
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Segment: 3047430

Policy Control Enforcement Preference: Enforced Unenforced |

pe
Policy Control Enforcement Direction: { Egress Ingress
ey

lJouwed Joso IUgpdsé odsu 296 1p9) 51036 pu L30UL 950 e wowse Blgss cduvse
lJeulb eJs 9596 1Jzr9 IJos vouod w3Jdd L30ut gse |y 030 1J9, 96 wepd J9,96 puos)
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<#root>

Leaf1l01#

show zoni ng-rul e scope 3047430 | egrep "Rule|---]32771"

e +-------- +-====--- Fommmmm - Fommmmmmmmmmmmme- Fommm e ittt +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name |
e +-------- +-====--- Fommmmm - Fommmmmmmmmmmmme- Fommm e ittt +
| 4441 | 49153 | 32771 | 5 | bi-dir | enabled | 3047430 | tz:Contract |
| 4500 | 32771 | 49153 | 5 | uni-dir-ignore | enabled | 3047430 | tz:Contract |
e +-------- +-====--- Fommmmm - Fommmmmmmmmmmmme- Fommm e ittt +
Leaf1l01#
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Route Control Enforcement: ] impart

VRF: | VRF1 )
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Border Leaf#

show i p bgp nei ghbors vrf tz:tz-VRF1 | egrep route-nmp

Outbound route-map configured is exp-13out-ExXEPG-peer-2981888, handle obtained

I nbound route-map configured is inp-I3out-EXEPG peer-2981888, handl e obt ai ned

Border Leaf#

show rout e-map i np-| 3out - EXEPG- peer - 2981888

route-map imp-13out-EXEPG-peer-2981888,
permt

, sequence 15801
Match clauses:

ip address prefix-lists: |Pv4-peer49155-2981888-exc-ext-inferred-inmport-dst

ipv6 address prefix-lists: IPv6-deny-all
Set clauses:

Border Leaf#

show i p prefix-list |Pv4-peer49155-2981888-exc-ext-inferred-inport-dst

ip prefix-Tist IPv4-peer49155-2981888-exc-ext-inferred-import-dst: 1 entries
seq 1 permit 172.16.1.0/24
Border Leaf#
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Create Route map for import and export route control &
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Create Route Control Context [ X

Order: 0 -
Hame: Iz
Description:

Assaciated Matched

RuleEs: E +

Fuse Mama

tz

Sat Rule:

B Suwp pblods 1U8sles Bp wlde sy Ids whbss ldpblods siuode Igvods (IJubvodle)
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Create Match Route Destination Rule (%]

¥ 1720600024

Description

Aggregate: [

core

& buwld ldusslusle: soés) lole luvosib sk Iegul, 9981 J3JI: pg S0 o086
Idobisle [Jplodss.

<#root>
Border Leaf#

show rout e- map i np- | 3out - EXEPG- peer - 2981888

route-map imp-T3out-EXEPG-peer-2981888,
deny

, sequence 8001

Match clauses:

ip address prefix-1lists: IPv4-peer49155-2981888-exc-ext-in-default-import2tz0tz-dst
ipv6 address prefix-lists: IPv6-deny-all

Set clauses:

Border Leaf#



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



