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Cisco AR 0 bl

oy gy el causuas ap el 2l ol .Cisco AR _le g 2l,=| e Jouaxll trace /r 5 oVl ,luol pd
_»l eap_diag2_ong eap_diag1_on J! ,x0ly telnet b e ap JI JI

P1121: Packet received from 10. 48. 86.230 :16: 31: 49 06/ 28/ 2004
P1121: Checki ng Message- Aut henticator :16:31:49 06/ 28/ 2004
P1121: Trace of Access-Request packet :16:31:49 06/ 28/ 2004
P1121: identifier = 5 :16:31:49 06/ 28/ 2004
P1121: length = 146 :16:31:49 06/ 28/ 2004
:P1121 :16:31: 49 06/28/2004
reqauth = eb5: 4f:91: 27: 0a: 91: 82: 6b: a4: 81: cl:cc:c8: 11: 86: 0b
P1121: User-Nane = userl :16:31:49 06/ 28/2004
P1121: NAS-IP-Address = 10.48.86.230 :16:31:49 06/28/2004
P1121: NAS-Port = 37 :16:31:49 06/28/2004
P1121: Service-Type = Login :16:31:49 06/ 28/2004
P1121: Framed- MTU = 1400 : 16: 31: 49 06/ 28/ 2004
P1121: Called-Station-1d = 000d29e160f2 :16:31:49 06/ 28/ 2004
P1121: Calling-Station-1d = 00028adc8f2e :16:31:49 06/28/2004
P1121: NAS-ldentifier = frinket :16:31:49 06/28/2004
P1121: NAS-Port-Type = Wreless - | EEE 802. 11 :16:31:49 06/ 28/ 2004
P1121: EAP- Message = 02: 02: 00: 0a: 01: 75: 73: 65: 72: 31 :16: 31: 49 06/ 28/ 2004
:P1121 :16:31:49 06/28/2004
Message- Aut henti cator = f8:44:b9: 3b: 0f : 33: 34: a6: ed: 7f: 46: 2d: 83: 62: 40: 30
P1121: Cisco-AVPair = ssid=blackbird :16:31:49 06/28/2004
(P1121: Using Cient: apl200-1 (10.48.86.230 :16:31:49 06/ 28/ 2004
P1121: Using dient apl200-1 (10.48.86.230) as the NAS :16:31:49 06/28/2004
P1121: Authenticating and Authorizing with :16:31:49 06/28/2004
Servi ce ap-1ocal service
, P1121: Response Type is Access-Chal |l enge :16:31:49 06/ 28/ 2004
. ski ppi ng Renote Sessi on Managenent
, P1121: Response Type is Access-Chal |l enge :16:31:49 06/ 28/ 2004
. ski ppi ng Local Session Managenent
P1121: Addi ng Message-Authenticator to response :16:31:49 06/ 28/ 2004
P1121: Trace of Access-Chall enge packet :16:31:49 06/28/2004
P1121: identifier = 5 :16:31:49 06/ 28/ 2004
P1121: length = 61 :16:31:49 06/28/2004
:P1121 :16:31: 49 06/28/2004
reqauth = 60: ae: 19: 8d: 41: 5e: a8: dc: 4c: 25: 1b: 8d: 49: a3: 47: c4
= P1121: EAP- Message :16:31:49 06/28/2004
c3:47:d6: be: b3: 67: 75: 73: 65: 72: 31: 01: 02: 00: 15: 11: 01: 00: 08: 66: 27
= P1121: Message-Authenticator :16:31:49 06/28/2004
d2: bc: ec: 8d: 85: 36: Ob: 3a: 98: b4: 90: cc: af : 16: 2f: 59
P1121: Sending response to 10.48.86.230 :16:31:49 06/28/2004
P1123: Packet received from 10. 48. 86.230 :16: 31: 49 06/ 28/ 2004
P1123: Checki ng Message- Aut henticator :16:31:49 06/ 28/ 2004
P1123: Trace of Access-Request packet :16:31:49 06/ 28/ 2004
P1123: identifier = 6 :16:31:49 06/ 28/ 2004
P1123: length = 173 :16:31:49 06/ 28/ 2004
:P1123 :16:31: 49 06/28/2004
reqauth = ab: f1: 0f : 2d: ab: 6e: b7: 49: 9e: 9e: 99: 00: 28: 0f : 08: 80
P1123: User-Nane = userl :16:31:49 06/ 28/2004
P1123: NAS-IP-Address = 10.48.86.230 :16:31:49 06/28/2004
P1123: NAS-Port = 37 :16:31:49 06/28/2004
P1123: Service-Type = Login :16:31:49 06/ 28/ 2004
P1123: Framed- MTU = 1400 : 16: 31: 49 06/ 28/ 2004
P1123: Called-Station-1d = 000d29e160f2 :16:31:49 06/ 28/ 2004
P1123: Calling-Station-1d = 00028adc8f2e :16:31:49 06/28/2004
P1123: NAS-ldentifier = frinket :16:31:49 06/28/2004
P1123: NAS-Port-Type = Wreless - | EEE 802. 11 :16:31:49 06/ 28/ 2004



= P1123: EAP- Message :16: 31:

49 06/ 28/ 2004

:02:02: 00:25:11: 01: 00: 18: 5e: 26: d6: ab: 3f: 56: f7:db: 21: 96: f 3: b0: f b: ec: 6b
a7:58:6f:af:2c:60:f1:e3:3c: 75:73: 65:72: 31

= P1123: Message- Aut henticator :16:31:

49 06/ 28/ 2004

da: 35: 89: 30: 1e: el: d6: 18: Oa: 4f: 3b: 96: f4: f8: eb: 21

P1123: Cisco-AVPair = ssid=bl ackbird :16: 31:

(P1123: Using Client: apl200-1 (10.48.86.230 :16: 31:

P1123: Using Cdient apl200-1 (10.48.86.230) as the NAS :16: 31:
P1123: Authenticating and Authorizing :16: 31:

49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004

with Service ap-I|ocal service

P1123: Calling external service ap-userservice :16:31:

49 06/ 28/ 2004

for authentication and authorization

P1123: Getting User userl's UserRecord :16: 31:

49 06/ 28/ 2004

from UserList ap-users

P1123: User userl1l's Ms-CHAP password matches :16: 31:
P1123: Processing UserGroup ap-group's check items :16:31:
P1123: User userl is part of UserG oup ap-group :16: 31:
P1123: Merging User Group ap-group's BaseProfiles :16: 31:
into response

P1123: Mergi ng BaseProfile ap-profile :16: 31:

into response

: P1123: Merging attributes into the Response Dictionary :16: 31:
P1123: Adding attribute Session-Ti meout, value = 600 :16: 31:
P1123: Merging UserGoup ap-group's Attributes :16:31:

into response

: P1123: Merging attributes into the Response Dictionary :16: 31:
P1123: Reroving all attributes except for :16:31:

49 06/ 28/2004
49 06/ 28/2004
49 06/ 28/2004
49 06/ 28/2004
dictionary

49 06/ 28/2004
dictionary

49 06/ 28/2004
49 06/ 28/2004
49 06/ 28/2004
Di ctionary

49 06/ 28/2004
49 06/ 28/2004

EAP- Message fromresponse - they will be sent back in the Access-Accept

, P1123: Response Type is Access-Chall enge :16: 31:

. ski ppi ng Renpte Session

, P1123: Response Type is Access-Chall enge :16: 31:

. ski ppi ng Local Session

P1123: Addi ng Message- Aut henticator to response :16: 31:
P1123: Trace of Access-Chall enge packet :16:31:

P1123: identifier = 6 :16:31:

P1123: length = 44 :16: 31:

:P1123 :16: 31:

49 06/ 28/ 2004
Management

49 06/ 28/ 2004
Management

49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004

reqauth = 28: 2e: a3: 27: c6: 44: 9e: 13: 8d: b3: 60: 01: 7f: da: 8b: 62

P1123: EAP- Message = 03:02: 00: 04 :16: 31:
= P1123: Message- Aut henticator :16:31:

49 06/ 28/ 2004
49 06/ 28/ 2004

2d: 63: 6a: 12: fd: 91: 9e: 7d: 71: 9d: 8b: 40: 04: 56: 2e: 90

P1123: Sendi ng response to 10.48.86.230 :16: 31:
P1125: Packet received from 10.48. 86. 230 : 16: 31:
P1125: Checki ng Message- Aut henti cator :16: 31:
P1125: Trace of Access-Request packet :16: 31:
P1125: identifier = 7 :16:31:

P1125: length = 157 :16: 31:

:P1125 :16: 31:

49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004

reqauth = 72:94:8c: 34: 4c: 4a: ed: 27: 98: ba: 71: 33: 88: 0d: 8a: f4

P1125: User-Nanme = userl :16: 31:

P1125: NAS-| P- Address = 10.48. 86.230 :16: 31:

P1125: NAS-Port = 37 :16: 31:

P1125: Servi ce-Type = Login :16: 31:

P1125: Franed- MIU = 1400 : 16: 31:

P1125: Call ed-Station-1d = 000d29e160f2 :16: 31:
P1125: Calling-Station-l1d = 00028adc8f2e :16: 31:
P1125: NAS-ldentifier = frinket :16:31:

P1125: NAS-Port-Type = Wreless - | EEE 802. 11 :16: 31:
= P1125: EAP- Message : 16: 31:

49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004
49 06/ 28/ 2004

01:02: 00: 15:11: 01: 00: 08: 3e: b9: 91: 18: a8: dd: 98: ee: 75: 73: 65: 72: 31

= P1125: Message- Aut henticator :16:31:

49 06/ 28/ 2004

8e: 73: 2b: a6:54:c6:f5:d9: ed: 6d: f0: ce: bd: 4f: f1:d6

P1125: Cisco-AVPair = ssid=blackbird :16: 31:
(P1125: Using Client: apl200-1 (10.48.86.230 :16: 31:

49 06/ 28/ 2004
49 06/ 28/ 2004



P1125: Using dient apl200-1 (10.48.86.230) as the NAS :16:31:49 06/28/2004
P1125: Authenticating and Authorizing :16:31:49 06/ 28/ 2004

with Service ap-I|ocal service
:16: 31: 49 06/ 28/ 2004
:16: 31: 49 06/ 28/ 2004

: P1125: Merging attributes into the Response Dictionary
P1125: Adding attribute Session-Ti meout, value = 600

P1125: Restoring all attributes to response

that were renmoved in the |ast

. P1125: No default Renote Session Service defined
P1125: Addi ng Message- Aut henticator to response
P1125: Trace of Access-Accept packet

P1125: identifier =7

P1125: length = 142 :
:16:

1 P1125

16: 31: 49 06/ 28/ 2004

Access- Chal | enge

0 16:
0 16:
1 16:
1 16:
16:

31
31
31
31
31
31

49
49
49
49
49
49

06/ 28/ 2004
06/ 28/ 2004
06/ 28/ 2004
06/ 28/ 2004
06/ 28/ 2004
06/ 28/ 2004

reqauth = 71:f1: ef: b4: e6: e0: c2: 4b: Oa: d0: 95: 47: 35: 3d: a5: 84
:16: 31: 49 06/ 28/ 2004
:16: 31: 49 06/ 28/ 2004
:02: 02: 00: 25:11: 01: 00: 18: 86: 5¢c: 78: 3d: 82: f7: 69: ¢c7: 96: 70: 35: 31: bb: 51: a7: ba: f 8: 48: 8c
e8:3c: 75: 73: 65: 72: 31: 45: 66: 00
:16: 31: 49 06/ 28/ 2004
7b: 48:¢c3: 17:53: 67: 44: f 3: af : 5e: 17: 27: 3d: 3d: 23: 5f
:16: 31: 49 06/ 28/ 2004
6¢C: 65: 61: 70: 3a: 73: 65: 73: 73: 69: 6f : 6e: 2d: 6b: 65: 79: 3d: 04: f 2: c5: 2a: de: f b: 4e: 1e: 8a: 8d
b8: 1b: €9: 2c: f9: 9a: 3e: 83: 55: ff: ae: 54: 57: 4b: 60: el: 03: 05: fd: 22: 95: 4¢: b4: 62
P1125: Sendi ng response to 10.48.86.230 :16:31: 49 06/ 28/2004

do olbd ol

P1125: Session-Ti neout = 600
= P1125: EAP- Message

P1125: Message- Aut henticator =

P1125: Cisco-AVPair =
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