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uBR7100 2500 LNS
LAC

PPPoE

LZTP

PPP

W T

oLl axigall & liygSil xituall 138 oy

(PPPOE Jswoc) Cisco (0 1600 a>goll

PPPoOE cl i ent #show running-config
...Building configuration

Current configuration : 1099 bytes
!

version 12.2

service tinestanps debug uptine
service tinmestanps | og uptine

no service password-encryption

!

host nanme PPPoE _cl i ent

!

no | oggi ng consol e

enabl e password ci sco
|

username LAC password 0 cisco

Cmts-user name/password sent to LNS to create the ---!
L2TP tunnel. username LNS password 0 cisco

Lns-user name/password used by LNS to authenticate ---!
tunnel creation. username user@surf.org



//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

Specifies a username and password for each user to ---!
be granted PPPoOE access. !--- This can be configured on
the RADIUS authentication servers. ip subnet-zero no ip
domai n | ookup i p dormain nanme surf.org ! vpdn enable

1

vpdn-group 1
request-dialin
protocol pppoe

1

1

1

!

interface Ethernet0
no ip address
pppoe enable
pppoe-client dial-pool-number 1

interface Virtual-Templatel
no ip address

ip mtu 1492

no peer default ip address
1

interface Serial0

no i p address

shut down

no fair-queue

!

interface Seriall

no i p address

shut down

!

interface Dialerl

mtu 1492

ip address negotiated

ip nat outside
encapsulation ppp

dialer pool 1

ppp chap hostname user@surf.org

ppp chap password 0 cisco

!
ip nat inside source list 1 interface Dialerl overload
ip classless
ip route 0.0.0.0 0.0.0.0 Dialerl
no ip http server

1

!

access-list 1 permit any

1

1

line con O
line vty 0 4

password ci sco

| ogin

!

end

(Cisco (LAC oo CMTS uBR7100

LAC#show running-config
...Building configuration




Current configuration : 2442 bytes

1

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec

no service password-encryption

1

"hostname "LAC

!

no | oggi ng consol e

enabl e password ci sco

!

Cmts-user name/password sent to LNS to create the ---!
L2TP tunnel. username LAC password 0 cisco

Lns-user name/password used by LNS to authenticate ---!
tunnel creation. username LNS password 0 cisco

Specifies a username and password for each user to ---!
be granted PPPoOE access. !--- This can be configured on
the RADIUS authentication servers. username
user@surf.org

no cabl e qos permi ssion create
no cabl e qos permi ssion update
cabl e qos perm ssion nodens
cabl e tine-server
|
cabl e config-file platinumcm
service-class 1 nax-upstream 128
service-class 1 guaranteed-upstream 10
service-class 1 nax-downstream 10000
service-class 1 nax-burst 1600
cpe nmax 10
timestanmp
|
i p subnet-zero
|
1
no i p domain | ookup
|
i p dhcp pool pppoe
network 10.1.4.0 255.255.255.0
bootfile platinumcm
next-server 10.1.4.1
default-router 10.1.4.1
option 7 ip 10.1.4.1
option 4 ip 10.1.4.1
option 2 hex ffff.8f80
lease 7 0 10
|
i p dhcp pool pppoe_clients
network 172.16.29.0 255. 255. 255. 224
next-server 172.16.29.1
defaul t-router 172.16.29.1
donai n-nanme surf.org
| ease 7 0 10
|
Enables Virtual Private Dial-Up Networking (VPDN). ---!
vpdn enable

vpdn logging

VPDN group 1 configures the router to accept PPPoOE ---!




connections. !--- Specifies the virtual template used
for the virtual interfaces that are created !--- for
each PPPoE session. ! vpdn-group 1
accept-dialin
protocol pppoe
virtual-template 1

VPDN group 2 configures the group to be used for ---!
the L2TP tunnel to the LNS. !--- PPPOE sessions will be
. initiated from clients using the domain surf.org

vpdn-group 2
request-dialin
protocol 12tp

domain surf.org
initiate-to ip 1.1.1.8
local name LAC

Disables authentication for creation of L2TP ---!
tunnel. no 12tp tunnel authentication
|
|
|
!
i nterface FastEthernet0/0
ip address 2.2.2.2 255.255.255.0
dupl ex auto
speed auto
|
interface FastEthernet0/1
ip address 1.1.1.6 255.255.255.0
i p broadcast-address 1.1.1.255
no i p route-cache
no i p nroute-cache
dupl ex auto
speed 10
|
interface Cablel/0
ip address 172.16.29.1 255. 255. 255. 224 secondary
i p address 10.1.4.1 255.255.255.0
cabl e downstream annex B
cabl e downstream nodul ati on 64gam
cabl e downstream interl| eave-depth 32
cabl e downstream frequency 471000000
cabl e downstream channel -id 0O
no cabl e downstream rf-shut down
cabl e downstream rf-power 51
cabl e upstream 0 frequency 32000000
cabl e upstream 0 power-level 0
no cabl e upstream 0 shut down
cabl e dhcp-gi addr policy

pppoe enable nmust be configured on the cable !--- ---1!
interface accepting PPPoOE sessions. !--- This is not
. necessary on subinterfaces

pppoe enable

interface Virtual-Templatel
ip unnumbered FastEthernet0/1
ip mtu 1492

ppp authentication chap




ip classless
no ip http server

1

!
cdp run

!
snnp-server community private RW
snnp-server enable traps tty
alias exec scm show cabl e nodem
!

line con O

line aux O
line vty 0 4

password ci sco

| ogin

line vty 5 15

| ogin

!

end

(Cisco 2500 (LNS

"hostname "LNS

|

!

Lns-user name/password for the LNS itself. username ---!
LNS password 0 cisco

Cmts-user name/password for the Cisco CMTS. ---!
username LAC password 0 cisco

Username and password for the PPPoE client. !--- ---1!
This can be configured on the RADIUS authentication
servers. username user@surf.org password 0 cisco

!

vpdn enable

!

Creates a VPDN group and starts VPDN group ---!
configuration mode. vpdn-group 1

accept-dialin

Configures VPDN group for L2TP protocol so that it ---!
l--- can access the PPPOE server. protocol 12tp

Specifies the virtual-template number to be used ---!
when !--- configuring a PPPoOE session. virtual-template
1

This group terminates L2TP tunnels from the ---!
specified CMTS hostname. terminate-from hostname LAC

This is the local hostname of the LNS. local name ---!
LNS

Disables authentication for creation of L2TP ---!
tunnel. no 12tp tunnel authentication

|

|

|

interface Virtual-Templatel




ip unnumbered FastEthernet0/1
ip mtu 1492

Surf is used as the pool nane, and !--- the router ---!
will use an address fromthe 100-net. !--- If a test
cannot be found, it will search for the pool with the

. nanme default

peer default ip address pool surf
ppp authentication chap
1

ip local pool surf 100.0.0.1 100.0.0.10

2o JSuin Jogy ousSil ol oo a5l Lgolasiuw] diSay wlogleo pumsll 13 499,

Dl e el puiiillo (laad Gelxuall eMawll) 21,3V o> o 613l dlawlyy o2l Jolol Jasy acs iy
woosll Lol z1,21

olel 2>Vl

il olghsdl gsl NS gaxs oo IP Olsic pubus oo gaxil

A oVl 23] e 88> .LNS 0 show ip local pool oVl jlausl o8
LNS#show ip local pool

Pool Begi n End Free In use

surf 100.0.0.1 100.0.0.10 9 1

LNS o show caller ip ,oVI jlasol o3 2>l Jaiall yaxid .2

LNS#show caller ip

Li ne User | P Addr ess Local Nunmber Renot e Nunber
<->

Vi 29 user @urf.org 100.0.0.1 - -
in
3 .show vpdn session oV jluol 08 (LNS e VPDN dwl> o o=l

LNS#show vpdn session
L2TP Session Information Total tunnels 1 sessions 1

LocID Rem D TunID Intf User nane State Last Chg Fastswi tch
Vi 29 user@surf.org est 00: 16: 03 enabl ed 23629 299 30

No active L2F tunnel s%
No active PPTP tunnel s%

No active PPPOE tunnel s%

PPPOE Jiae Jsd (o anlasiaw] piy sill s @Uall Lall dg=lo o8, o saxill obsl olglasl pasiuwl

oVl 2131 oo 3835 LAC JI (o ol dwl> vpdn Lo,ell o )aol .1

LACH show vpdn session
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L2TP Session Information Total tunnels 1 sessions 1
Locl D Rem D Tunl D I ntf User nane State Last Chg Fastswitch
Vil user@surf.org est 00: 31: 19 enabl ed 26280 30 299

No active L2F tunnel s%

No active PPTP tunnel s%

PPPoE Session Information Total tunnels 1 sessions 1
PPPoE Session Information

SI D RemVAC LocMAC I nt f VASt antf VLAN VP/ VC
a328. 831c Vil uP Cal/0.0008 0030. 9413. 0556 1

show interface LoVl ,lxol, p8 PPPOE plxiiwl, Cisco CMTS go lolxuw il cuorsimsll o ,el .2

.cable modem
LAC#show interface cable 1/0 modem 0

SID Priv bits Type State | P address nmet hod MAC addr ess
nmodem up 10.1.4.2 dhcp 00 1

0010. 9526. 2f 57

nmodem up 10.1.4.3 dhcp 00 2

0007. 0e03. a7e5

host unknown 172.16.29.2 static 00 2

0007. 0e03. a7e4

nmodem up 10.1.4.4 dhcp 00 3

0007. 0e02. c893

host unknown pppoe 00 3

0030. 9413. 0556

nmodem up 10.1.4.5 dhcp 00 4

0007. 0e03. 5075

3 .show vpdn domain oVl ;lasl 68 (&)=l VPDN oY o el

LACH#show vpdn domain
Tunnel VPDN Group

(domain:surf.org2 (L2TP

Le>Moly clas VI BLiSiwl

>Vl elasV BLiSiwl el 2|
Lo Mooyl 68l dglac ellas] Blisiw obsl ologleill paciwl

A1 show ip oVl jlaol JM5 0o clelell dls e gMbW (LAC) Jawgll 5 pSxill las (0 oz
Lol dlase e olezlgdl ol Go Sbg leall LSl o 38218 « wle>loll o si ils Ilinterface brief

LAC#show ip interface brief

Interface | P- Addr ess oxK? Met hod St at us Pr ot ocol
Fast Et hernet 0/ 0 2.2.2.2 YES NVRAM up up
Fast Et hernet 0/ 1 1.1.1.6 YES NVRAM up up
Cabl el/ 0 10.1.4.1 YES NVRAM up up
Virtual - Accessl 1.1.1.6 YES TFTP up up

Vi rtual - Tenpl at el 1.1.1.6 YES unset down down



2o o 1P Olgic 3929 09 Juainll dg>ly 0 gaxill PPPOE_client _le 659>g0ll dg=>lg)l (o a5 .2

.LNS

PPPOE_cl i ent #show ip interface brief

Interface | P- Addr ess K? Met hod St at us Pr ot ocol
Dialerl 100.0.0.1 YES BOOTP up up

Et hernet 0 unassi gned YES NVRAM up up
Serial 0 unassi gned YES NVRAM up up
Seriall unassi gned YES NVRAM up up
Virtual - Accessl unassi gned YES unset up up

3 PPPOE Jiac 0 LNS Jlail ,Lis| aplSel 0 15T

PPPoE_cl i ent #ping 1.1.1.8

. Type escape sequence to abort
: Sending 5, 100-byte ICMP Echos to 1.1.1.8, tinmeout is 2 seconds
Success rate is 100 percent (5/5), round-trip mn/avg/max = 12/12/16 ms 1111

SJILCP Gilks pae e Logladll 3le] oYl laol Jolxd L2TP Jusis e (9 JSlive asles S 15] 4

VPDN écgoxo ;a0 LNS _lc aiygSs pi
LNS#config t

.Enter configuration comrmands, one per line. End with CNTL/Z
LNS( confi g) #vpdn-group 1
LNS(confi g-vpdn) #1cp renegotiation on-mismatch

ey aie (LAC (LCP aSuiv JI Jowos)l 8 aSxill ddlnio eMSg) b,V (8 aSxill JgSei9 s talasNo
doss | doss o JLasVl JsSi9 0 89 3 LNS Dag Losic .(PPP) dlas I JuasVl JoS539, Jasein
Jrosll go ade Loglil cils Lo o8 13D Sy @l Bl LCP JoSsign I sl gl agezei sleall (PPP)
oolaill 3Lel LNS le LCP JoSgi9, ellas pac e Logladl ssle] oVl Lo ,a, .oSuini lgild cau
OS99 (LCP JgSgig» e Jogladl dslels eMasll gra> pgas ¥ «ells go9 . hasll 2o LCP JgSgi9 . e
5 Goles, pgalneo

Le>Mol9 clasV Bliiwl ol9l

Dbz oo ol i, ille (ladd ¢elxuuall eMawll) 21,3V a2 io 51 dlawles o el solsl Loz, acs ai
ol ol 213l

23Vl juni olol 9 dogall Slosleall e gMbYI > ellasVl auxgi 5ol9l lao] Jid takaso

alSlinall yaxs) PPP Logles wlS,> Lo,es LNS le ,0Vl 13® las] zouy — debug ppp negotiation -
oI PPP oslis 21,3] pgis ol sy0,all 09 el gog . J> sskaig Uasl lgd ey Ll >l 9
PPP scl,a) alolis dsy b clasVl aouan Lol PPP oolss 21,3 agd L8, .clasVl aonaiy
Le>Volg aslias] Blisiwlg

elin] gios Ll L2TP 9 L2F JgSg59, clasi oVl 13 jlasl Lo 2, —debug vpdn 12x-packet errors -
ol Jasiaill ol  gaill

clis] oo £52 @ Ll L2TP o>l Lo,y LNS e ol 13® a0, —debug vpdn 12x-packet events -
aleis Sla) ol gail

aoj> ul) ologles LAC ol LNS e oVl 13® ,luol Lo 2, - [debug vpdn [control | data] [detail -
Jslallg oMeVlg (659>90 <ils 13] Jubusidl o181 Jio JoSsi9,ly dnols

VPN cliasi LAC 9l LNS _le oVl 13 )laol Lo =, — [flow-control | JeSei9 »] debug vpdn event -
Jitiw] 6300 (0S5 i cu> 991 (8 aSilly dloag soll ellasVlg L2TP JgSoi9 J3 1> dwwlwVl &la>Vlg
S0 o ST dogi) a2l baill
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Sl dowsy JLasVl S @8slaall JgSeig . LoVl 13D ,laol Lo s — {debug ppp {chap | PAP -
.PPP 9 zoa0ll (PAP) ,9,0ll dolS a95Lao JgS9i9 19 (CHAP)

oo llsiwl pi o5l colS 3] b @8, 20) 213Vl o $8>i LNS e 40Vl 13® ;ua, —debug ip udp -
.PPPOE (auas

Loy patiome JS' e lgaulas i il Slowddl o2 LNS o 40Vl 138 lao] —pasiwe JSJ debug aaa -

plaziwl @sLaall ygeaziuwall pgsy baic das yoll Slogleall o2, 0Vl 138 las] —debug radius -
.RADIUS p>>

6,550l dliwdI

S(PPPOE) ci i e dadil JJ| daiill JoS539,4 a5 83le| Cisco CMTS pcy, J2 .q

leg>55 159 63,19 dg>l9 o PPPOE pj> ks _illy [PPPOE azg 65lc| Cisco CMTS clgzgo pcxi V .a
PPPOE 9,0 &,> a>gi 6slel, Cisco UBR7100 dbubull (o wlgsall pois .6,5lo dgaly e 2,1 I
ligd «ell5 go9 «(Cisco 10S (o EC 12.1 jlno)l e lnad ancs piy sillg) MxU el giog) lgineSi xie Lilak
J daidl JsSsio 0 ags oslel acs piy ¥ 2909)l ,idsi) PPPOE acs (sl camaty Luualg Juosdl (oSl doni
.Cisco CMTS (0 Jgwogl blis oo i e (PPPOE) e il aSuiv e dlasill

(DHCP) wawiaall Saolipall usSil J9S939 0 eMac9 PPPOE JgSgi9 s eMac e Joual iiSay JD . w
Clgwss DOCSIS dlaxo e edgll Juis 9 plaiio JSiy

eMaz) (ol siall plaziwyl (PPPOE) ¢ il &uib e dlaaill I dlaiill JoSe59, ne clgVl 6500 pcxi o2 .2
(DHCP) warinoll (Saolo ! (295l J95639 2 eMacy (PPPOE) woLisl dSuis jue dasill J| dlasil JgSg39
i) PPPOE plasiaw] oS jiiinel) Sy .(CMS) dguwlu¥l agidl _JI Jguogll (9 pSxill lasg uis als
6502V19 pgr @l Luasidll jiguaSUl 656>V 2lowul) DHCP pladiuw] a5 «oMSUl s I LJoVI Jos
iSxidll J| Jsosll IP cuolic e Joaxdl 5,3Vl dspall

Cisco UBR7200VXR duwlw)l dalasVl e NPE-400 9 NPE-300 0 JSJ PPPOE auiil ac> JUd Jo . w
TCMTS

2001 Gulawel 15 (5 LoVl asll dlg >0 I Joy NPE-300 alleall oi e a0 .2
Cisco uBR10k CMTS _wlwl plizill e PPPOE a5 piy JB .

Cisco UBR7246VXR 2509 Cisco UBR7100 dbubw wlgzse Ll 1aad pscas clgM) PPPOE pd) .a
2o Cisco UBR10012 JI e 68 xibuy ¥ .oaxl laol 91 BCTa(4)12.2 a0l Cisco 10S plaziwl,

ARG
Cisco CMTS _uwlwVl pliadll e lghis ooy il PPPOE olul> sae pS .o
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