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m nso-85 Test device - Asset-NBS_33_36

pelssy weass 1Jiuosd

bed loupe IJpzeses 922> IJesh IJelow.2.

223 1Jlzos6 pu 1J8lisp6.3.

Iz g0 Iluosd wluwesle 1Jed9d 109298 B Suwp pelssy weass IJiuagd I Jspd.
1Jio,.

2o ¢lole IJlResh Jdigosd 1pbJyws.5.

108 898 pdb.6.

o8 peesele IUluasd 1Jelows

Asset Groups

Add Asset Group

Al v test_a X
Group Name Group Type Source Action

test_asset static

1 View s per page 10

Delete

lole czas peesele IJivasd IJelows

o0 LIS peestle IJiLod: 3o j@jgg,é lJeis> pu lJgsble > wp)ys) pu £p90 ]J!@Isﬂ.
Jezesed 1Jluosd Idpbdscs. sbo, bl wzys)y peeses [Jluogd.



pdlebs: pzesele IJILosd 1dedo s £s) Sluds JJozss).

Edit Asset Group

Group Name @ ) Show only selected assets

Name Ip Address Location Managed By Product Description
Asset Group
Tvpe nso-85 Aggregate device 10.105.52.29
nso-85 test
A Asset Selection criteria

Name 1 Items per page 10
IP Address

Software Type

Location

luolB6/51d6 1Jiosd

2 elole IJIzesl JJiuesd IJplbJsws 9 loweol.2.
o) 99 e b 3.

233 peesele 1Jluosd IJelowé

Asset Groups

Add Asset Group

Al v test_a X

Group Name Group Type Source Action

test_asset static

1 View s per page 10
Edit

Delete

lole 238 pzesele IJluosd IJeluws

PO P32 pzesele IJILosd: 223 lsd9us IJpsss pu lJgsble > 2308 pu gp9> Ille .
Jezeses IJluogd 1dpbdss. oz ol wldss.



Asset Groups

All » test_a X
Group Name Group Type Source Action
test_asset static

1 View S per page 10

Edit

23S peesele IULosd

Are you sure you want to delete 'US West Assets'?

oid§3 g3
lod) B9 wldss.2.
pzpoele IJluosd Issolpsdss

S s pzesele IJiLosd Issulesdss luwoobl [Us pesh slzs 19 198, pu pelss) cos»
IJILo9d. Spdu o ouvows pelss) IJozsss eds IJuslole 1Jisdss Jzols pod 1w e
IJupssz: 9226 IJezdp: 9ol 1Js 3JY. s223 BPA IiLosd Ides woves s pzeses Iivesd Bs
98 Jogbgsd gu biss Iluweedle o Jluosd IJos wblod pelss) IJopaso.

louble pzesesd luosd ssulpsdss



a1 Business Process Automation

CISCO .,

Asset Groups

Add Asset Group

All v  Search

Group Name Group Type Source Action
1ddbc883f818a static nso-85
le17aea3cflab static nso-85
20fa0fd815cf8 static nso-85
2726bdddcdcOc static nso-85
35f989f607258 static nso-85
45744b5bb70ae static nso-85
57e9fc5e978a4 static nso-85

luol88 pzpsele ILosd

PO OIS pzedele IUILasd: 108, B98 1Uolds pzeses 1uo9d. sbo, IJIbL luuble preses!.
lu29d.

Create Asset Group

Group Name howing 10 of 20,302 matching asset assels selected for t Show only selected assets
Enter Group Name
Name Ip Address Location Managed By Product Description
Asset Group Dynamic
-85 testing
TVDC nso;
nso-85 test
A Asset Selection criteria
nso-85 test
Name
Enter Name here m ns0-85 test
nso-85 rtest
IP Address
Enter IP Address here @ nso-85
nso-85 test
Software Type
Enter Software Type here m nso-85 Test device - Asset-FQIH
nso-85 Test device - Asset-LFv_33_36- Updated
Location
Enter Location here @ nso-85 Test device - Asset-NBS_33_36

pelss) ceass IJluasd

e luwe 1ezeses sluowlb 28 v9e peeses Iluosd eds sulpsds” wuvdJ2.
el wop luolds JIs 1JlLosd IJpuose wol JJpuwaésp IJs 1 ez eoes.

luwogse pelss) IJozsss 1e9zss8 B Buvp pelss) weoss Iiuesd Jozuvsy @lisps3.
IJIuo9J. 9p¢ 1beld IJoslole: cude $lises IJIuesd Joupeso 1Jiuesd IJos wblud
lJpeglss)y 9luwewglol.

luBy 998 el 4.

sy peesele Iivasd IJeluws Issulpsdss



Asset Groups

Add Asset Group

All v  dynamicd X )
Group Name Group Type Source Action
test_asset_dynamic dynamic
1 Iltems per page 10

peesele IUluasd

p0 LOWVES peestle IJlLod: 3o j@éﬁoé IJejs> e IJesble > cas) pu gp9s [l
Jeeeses IJluosd 1dplbdyus. sbo, lbl) ozys) preses IUluosd.

Asset GFOUDS View test_dynamic

Edit Delete
Add Asset Group

Al -
Group Name Group Type
. Managed
test_dynamic dynamic Name Ip Address  Product Description Location By
NSO-170
nso-85
1 Items per page 10

sy peesesd IJiLesd 1
pdleod: pzesele Iiosd Idedovsds £s) Sluds JJozis).

Edit Asset Group

Group Name
Name Ip Address Location Managed By Product Description
Asset Group m NSO-170
Type nso-85
s Asset Selection criteria 1 Items per page 10

s pTe9esd IJiuesd 2



Ge wotss) pehss) weass IUluesd zuve IEws Jluplsds 1uesd 1Js pzeses 1Jiuesd 192.
Lldeol.
luBy 998 2.3

eeffecl e
Il Business Process Automation © DeviceGroup test_asset_dynamic updated successfull. X
CISCO

Asset Groups

Add Asset Group

) Al v dynamic x
Group Name Group Type Source Action

test_asset_dynamic dynamic

1 htems per page 10

pzp9es 1JILosd Idpudes
233 pzesele Iivesd Issulpsdss

Asset Groups

Add Asset Group

Al dynamic X
Group Name Group Type Source Action
test_asset_dynamic dynamic
View lems per page 10

23 preses IJILasd 1

pu LB preotl IJILas: 23 158908 IJpss> pu IJEsble > 250 pu ge9> IlR)let.
Jpzeses IJluosd 1delbdyos.

View test_dynamic € X

Asset Groups

Edit Delete
Add Asset Group

All v | Searct
Group Name Group Type
i . Managed
test_dynamic dynamic Name Ip Address Product Description Location By
NSO-170
nso-85
1 Items per page 10

23S pze9esd IJlosd 2

0B 999 239.2.



e - .
Iclls.clol Business Process Automation @ No matches found % ]

Asset G rou pS @ DeviceGroup Dynamic_AssetGroup deleted successfully. X

Add Asset Group

No Record Found N
(\-‘-/) All v | Dynamic_ X

oldss IJess

pzesele IiLosd IJpde uds

presele IJivosd Ipdeinds os pzesele 1uogd wop bhool woluwbs spole Ideede wldpeld
9swp [Joildol u9luulbbs BPA. sope luuile pzesele 1JIuosd oo wuvdd weddes wliuwegsle
19le 9236 IJopdp Lldezld pod Web Portal. Jl spdo wessd peesele IUILo9d 030 wlguegsle
03¢J BPA. sdoindd BPA pzeoele IUILo9d 030 guspl sgoly puvcésp p89 2 pilews 2lJé 9236
lJozde.

Home / Admin / Settings Select Tenant *

= alualn i X Platform Tenant (Defaul... ¥ i i
cisco  Business Process Automation s ( admin admin
103

Settings

m Agents SMTP Support Password Settings Ticketing Data Purging >

¥ csv ¥ Excel Q Y O (20 v

D Controller Name i Controller Type ¢ Host : Sync Status ¢ Actions

|D nso-65 (Default) NSO 4.7.3.2 Success o L0/ ,. 1%

[] nso-80 NSO 5.2.0.2 Success 0o/ o0

E] ansible-18 Ansible Success o ©/s 5 i

D nso-74 NSO 5.7 Success o © ,. < i

D NSO_Pass_Through NSO 5.7 Success o 104 ,. 0 i

D nso-lIsa (LSA) NSO 5.7.7 Success o © ,‘ < i

7] LSA NSO1 (LSA) NSO 5.7.7 Success 0o/ <0

spdle Idogdp > |olwe



||| ||l Home / Device Manager / Add / nso-65 / NSO
cisco  Business Process Automation

Device Groups
Device Manager Credentials Device Groups

B OO

[ I <IN < I <

100

Search Q

Select Tenant *
Platform Tenant (Defaul... ~

s @O Q O

device-group *
StaticSynced_Asset_Group

B Selected(0)

J 0000000

Device Group Name
00d5ac9225e3d
0151b720203d
02a0cecca524c
02a¢12567158f
0247610474225
03627d6200d64

0391c6cb2d2b2 e

Sance! m

028> pze9ed IUizo;s

pdlebs: pzesele 1Jiuogd IJos wp Idoibldel os pzesele eruo BEb 9Jl spdo werssol

\lva]s,  Home / Device Manager

cisco  Business Process Automation

Device Groups
Device Manager Credentials Device Groups

Add
¥ osv

¥ Excel

Name

StaticSynced_Asset_Group

Static_synced

Tenant

lg 2390l.

Select Tenant *
Platform Tenant (Defaul... ¥

admin admin eo o e
108

Select Controller
nso-65 v

S crr— e

+ Actions
LoV |
LoV |
Tto20f 2 IK < Pagelof1 > >l

peesele Ilzojs



il : :
ICIIS‘CIOI Business Process Automation Platform Tenant N @

Asset Groups

Add Asset Group

N

WD) (oA i X )
() (A~ staties )
Group Name Group Type Source Tenant Name Action
StaticSynced_Asset_Group static nso-65 Platform Tenant

1 Items per page 10

pzesgle 1Uiosd

ey 1Jluo9d

S&p wbusd pasy Uluosd wb,s pzegs Jzese IJivesd IJos s3s0l pdow IUuudsu
IJuwsluwss. spodl BPA Usld)é o jsu pdde JJivosd Idos op weeseol pu spsle IJoede
Jeeld Ipecdds IJos wp wdssvel B IJuble. Jol suvpe "prs0 IJIuasd" Jdpuwespsu

Clole gedsle pesus gds IJizess.

JJsuosd IJs pas) IJIuesd:

ouwesd 1dsged |Js BPA.



|

LE R ]
LE R
LE R ]

E} Assets

Wy Service Catalog

; 0S Upgrade

¢ Configuration Templates* [}
) Ansible Templates []

“£ Service Center [

"".* Service Topology [

4 Config Validator [

¥

Business Process Automation

¥
E Inventory

-]:I- Credentials

Domain

Name Cor

NS
N[NZEN

e Idobousg > IJiogJ.2.



Hmm . -
clsco Business Process Automation

Do
iter
L3 Controller Type ~ Managed Praduct Software  Saftware
- Nama ControllerType  Ip Addross  Location By Product Description  Family Type Version
5
NSO P8 WE-Gassn 0S-XE 16.3.7
£3 Controter 1D ~ o 4365 ' '
W5-C3650.
- 5 nEo-85 tes 05 -X 16.12.5
rs0-85 NSO 5085 est . OG- XE 6.12.50
P ~ NSO nS0-8 &
NSO 8 t 0S5 -XE 1
NSO 8 1 05 15, 2(8)E2
NSO nso-§! S 15.2(6)€2
GO
NSO nen-85 test ”‘ C2960CX e 15.2{6)E2
Test device - Assel-
NSO & esl device - Assel
FOIH
Test device - Asset
N3O 8
= NES_33_36

038, 1JiLosd

Sp wdumse LIS 38, ULl s esled wLodss ILasd 93lises Lliuosd Ides sedo
bhwoel wlgwwesle BPA. Jg) o |uosd _9a>6=oadp PESWO: 233 glod ©LOWSE UIE 9236 1wz e
IJebdyw. wlduuwed Jluogd pzs36: 235 glpd w0 W9S6 pg s 9236 1wz de

o edlebs: Jg oo 1,09 9236 wpde peswé: [0 9236 wedp peld 9lzé Is e, |Us BPA.
bee lJds lesble 9250 IJozde JJzuosd eds wudlosd.

eslpd wuodss 1JILosd

sbo, o3l 1dGuwe pu "bLs IUIuosd" £33 IIuo9d 1dee19 08 pg Slises £9lpd IJouodiss Jogas
U9

sbo £33 IUluasd 1Jess 1dlzelds JJILosd 1Jpenses eds Idpuwetsp 91 seduw 1e»
lJoeds JJiuog._J lJos wysyol Ib)é I._Jig_pU lJoghsé. sgwps 1Jess IUlgelds JJiuo_9J lJpe9 026
eds £33 WIuosd Idesisss Jdpuwetse (wols eds uvsluwle 1dsuesd Idos e wdssuol)
989lpd IJoods6 1Jpess0.

S99, BPA g9lpd IJoovss IJeldse:

lJeeld: e9lpd oot guwe peld IJuveds (eds uwesd IJpeld: Core: Data Center, «
Software-defined Wide Area Network (SD-WAN) 9l |Js 3J9)

UIE 9226 IJeede! e9lpd IJoLoBds6 puwe wIE 9226 Ideede (eds uwesd IJpeld NSO 9 -
DCNM g vManage 9l |[Js 3J9J)

zoby Idugdpe: e9lpd oot guve posd 9220 IJogde *



pzesed 1J1uesd: 1Jouodss puve pzeses IJiLosd
Jol $98, BPA |oJluss wuodsé Blisps IUILosd wlguegsle pesh e Bs 2dd Iduze.

S P &9lpd IJoodso U,o;_»é 998 Blisps IJluood. JIiIJs 1Jesuivele [Jpod)s. g2
lsdsue LilJs B IJeruiz Idpsgsw 19 1ol puwe IUIJ JUIJS I 1dpsuielo. sesd) 2dd wee
VO J9zé IJesuiele yopo Jd Wi I3l Iy ould 1Ue;) oo 10 88p 20986 JJood8s6.

Al Business Process Automation
Cisco

sl
- Agssts T Filters -~
& Core
Campus
bt Data Canter
Security
& SO-WAN
Total Domain
Filters s Al - T
L3 Controlier Type -~ Managed Product Product Software  Software
NSO Name ControllerType  Ip Address Location By Description  Family Type Version Action
Ansible WS-
NSO nso-85 Aggregate C3650- 105-XE 16.3.7
&3} Controller ID ~ 48PS
WS-
nsa- 146 NSO nso-B5  test C3650-  I0S-XE  16.12.56
nso-80 48PS
nso=-85
ansible-57 NSO nso-B5 test

NSO-Mock-33-1

NSO-Mock-33-001 NSO nso-B5  test C3650-  IOS-XE  16.9.7

() Asset Group Ead WS-
E NSO nso-85 rest C2960CK- 105 15.2(6)E2
Search Asset Group apr-i

Ciltmre

&9lpd IJoodso

o9, e9led 1o odss B Jses pedosle IUiLogd

wslole gled oo Bs6 LI 9226 IJozdp tuwe WIE 9226 IJoede Idpgass *

096 wslule pg ) 9236 lJeedpe zuve WIE 9236 IJoedp [Jpesse *

089p p2e9es IJILosd voLetss IJuslule puve wslole gled wLoBss pzeses Iuosd
£T>26 2w peesesd IJlosd



sl Business Process Automation
cisco .,

N Assots T Filters .~
Core
o
Campus
L Data Center
Securit
& SO-WaN
Total Doma
Filters All v+ Search
£} Controller Type ~ Managed Product Product Software Software
NSO Name ControllerType Ip Address Location By Description Family Type Version Action
Ansible WS-
NSO nso-85 Aggregate C3650- 105-XE 16.3.7
a Controller ID o~ 48PS
WS
neo-148 NSO nso-85  test C3650-  IOS-XE  16.12.5b
nso-80 48PS
nso-85
ansible-57 NSO nso-85 test
NSO-Mock-33-1 ws
NSO-Mock-33-001 NSO nso-85  test C3650-  I0S-XE  16.9.7
48PS
E Asset Group ~ WS-
m NSO nso-85 rtest C2960CX- 105 15.2(6)E2
= T P LT BPC-1

U9¢E glpd IJo oW so
Slisps 1JILo9J
S&H2 WBuvpe IduwdJss pu Asset Manager $lises 9238 Ldivesd Jdeuwcise.
lplele 1Jzol)

p0 )58 £r0p Slises IJILosd: sedo Jdpuwetsesu lale gedsle lzess peodds (pod
lplele 1Jzoly) ped lRowl IUleuold 98502 Idedssy sldlouold: 9l |Js 3JY. swp ldoedp Vs
lJsuosd lds weup ldepdslo: ¢luos odd ldos oes) 2lds IUzel. sewe eds ldpumnedrpsu €8
IJ3bsu eds woudss lglele oz IUlouold wpun9sd BPA.

ould bysdolu Jouvgsd Idlplele gds 1dizojé:

cli cisco-staros

ls@ows IJlg)le

20l 912> B JJ 06! 235 188906 [psss pu IJeshle wrsby IJzols 1dpsése. weruo *
lJ8lis o Idpuuwsdo g Idepdsle IJpolzs.

I Name « Search in Name

N/



8906 1Jejss pu IJgshle

Iiz036 1Jpogs36: wose o030 IUbysds Jpuwetresy wodss Ilple Idebdsw eds lzojs *
poE6. 23 Elule IdlRosl) Jdlzoss 1Jer€9w6 9lud) ls89us Ipsss pu ldesble > gpdsle
IJzol;.

S pdlebs: sopsgp zpse IJepdslo woluwbs spole Idoede wldpeld. eds uwosd 1dpeld.
wagp 9226 IJogdp Idos weas 1delds (eds uvesd Idpeld: Cisco NSO) Idg pdsle (eds
wosd lJpolddldpjleusd pu 9 1ds) Jeslpusd gldle 1Jzel) pe eldle 9z36 [dogde 9lded s

9g26 IJugdp g35p6 1JelJs (8ds uwosd IJpeld: Ansible) Jl wogp 030 lJgpdslo. sgwps

BPA gJs (95,06 9236 ldogdp (pod odd IJos wis,) IJiao_jé lJpz>36) Jugsss ol Bl Jlu sgo
IJuwele vepdse ol

sl Business Process Automation
cisco ..,

Assets Y Filters A

Core

Campus

Data Center

Security
[o] SD-WAN

Total Domain

Filters ear All < m All + Search
L3 Controller Type ~ Mansged  Product ; Ping
NSO Name ControllerType Ip Address Location By Descripti Device Actions n

Ansible

Connect
NSO nso-85 Aggregat Export CSV
Controller ID ~
o Add Assets Fetch Host Keys
nso-148 NSO nso-85 test
nso-80
nso-85 Update Assets Check Sync
ansible-57 NSO nso-85 test
NSO-Mock-33-1 Remove Assets Compare Config
NSO-Mock-33-001 NSO nso-85  test
Show / Hide Columns View Config
(@) Asset Group ~
m WYY NSO nso-85 rtest CZYBUCX="1US Sync From

/D1

spdlo ldoede Lldezld
CSUE

Swp lgvodsle ool IUleuold Jigved il I.Ji'a]olc sluadlzol slzeol) louald Idgols swesss
v lJlgweelys.



"l Bysiness Process Automation

cisco .
— Assels
o Ping Status
<
Campus
Dits Center
Secunty
Le] SD-WAN
Device Mame Controller  Result
Tokai D
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Compare Config

ios=xr=122 (NSO=1786)

devices {
device ios-xr-122 {
config {
interface {

}

}

}

MgmtEth 0/0/CPUO/D {
¥ description mgmt;

GigabitEthernet 0/0/0/0 {
* description testl23;

GigabitEthernet 0/0/0/2 {
description GigabitEthernet0/0/0/2;
mtu 1500;

preconfigure {

GigabitEthernet 0/0/0/3 {

description "\"demo interface\"";
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inso=-65)

devices device

config

ies:tailfned police cirmode
igs:version 15.2

igs:service config

no

ios:service pad

igs:service timestamps debug datetime msec localtime

los:service timestamps log datetime msec localtime
ios:service password-encryption

isz:service password-recovery

ios:service sequence-numbers

ios:hostname cisco

ios:enable secret 9

iss:elock timezone EST 18 @

no
no
no
no
(1)

ios:cable admission-control preempt pricrity-voice
igs:cable gos permission create

ios:cable gos permisslon update

foz:cable goz permizsion modems

ies:ip source-route
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Interactive CLI

Q

User Credential Username * Password *

cisco o - () |

>
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& Execution of Device command is in progress %
b4
Interactive CLI
J-ﬂ-\
User Credential Usemname * Password * L
cisco ] (]

-
_

» show running-config In Prograss




0, show I config

Interactive CLI
User Creadential
Lisernsme ® Passweord * G

adrmen

= show nenning -config

show running-conflig

|Command: show running-config
|Running confipuration last done at: Fri Dec
ITim:
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clsco=losxr-B7 clsco=losxr-86 cdt-mock-device-18004 %
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Interactive CLI

User Credential Username * Password * Y

CISCO O weann Q

> interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEthernet1/0/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end

adminclircy78#
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Interactive CLI

User Credential Username * Password *

cisco @ e &

» show running-config

> show version

I

» show clock

» interface GigabitEthernet1/0/3
description sample_data

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
adminclircy78(config)#interface GigabitEtherneti/e/3
adminclircy78(config-if)#description sample data

adminclircy78(config-if)#end
adminclircy788
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&

Name Managed By

@

ios_device_d2d

Direct-To-Device

1P Address Description

test_desc

Y Filters ~

) A X
) ios_device_d2d

Product Family Software Type Location Action

1 ltemsp  View
Edit
View Config
Ping
Connect

Discover Device

Interactive CLI
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Discover Device

4 devices were discovered

Device ID

cdt-mock-device-10502
cdt-mock-device-10503
cdt-mock-device-10504

cdt-mock-device-10506

CANCEL ADD DEVICE TO INVENTORY

IP Address

Platform

Cisco 3725, Capabilities

Cisco 3725, Capabilities

Cisco 3725, Capabilities

Cisco 3725, Capabilities

9ldluool.

Version

Cisco 10S Software, 3700 Software (C3725-ADVENTER
Cisco 10S Software, 3700 Software (C3725-ADVENTER
Cisco 10S Software, 3700 Software (C3725-ADVENTER

Cisco 10S Software, 3700 Software (C3725-ADVENTER
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Ansible NSO nso-85 Export CSV
View Config
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NSO nso-85 test
Sync From
Update Assets
NSO nso-85 test
nso-175 Sync To
nso-179 Remove Assets
SO- NSO nso-85 test
nee-80 Backup Config
Direct-To-Device Show / Hide Columns
nso-85

nso-37 NSO nso-85 rest CZYBUCK=  1US Sync Inventory
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cisco  Business Process Automation adminadmin o Q 9

Settings

CONTROLLERS SMTP SUPPORT PASSWORD SETTINGS TICKETING
Add
¥ csv ¥ Excel Qa v O
Ticketing Name = Ticketing Type = Host = Actions
| . Test REMEDY 104 , i
1to10f1 1< < Page10of1 > >

lJlgsble: gbg 1Jou99s

lud) 9939 luols (Add). swpe Vo vl |uolws pesd gz IJesld). 1.

Add Ticketing Instance X

Name *

Ticketing Type * N

Scheme * -

Host *
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Port *
Username *

Password *
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Settings

< port Password Settings Ticketing Data Purging interactive-cli i Mask_Sensitive_Info i + >
< View Tree > < Expand All ) < Collapse All >

Interactive-cli-permission

Inclusion

Exclusion

Cancel Save

lJlgsble: Interactive-CLI
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< port Password Settings Ticketing Data Purging interactive-cli i Mask_Sensitive_Info i + >
( View Tree ) ( Expand All ) < Collapse All )

Interactive-cli-permission

Inclusion
Add List
Inclusion
Qv O (20 v|
Keys Actions
>
show running-config / @
>
show run / @
>
show clock / @
1to30of 3 IK < Page1of1 > >
CUPPIU
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View Tree ) ( Expand All > / Collapse All \w

Interactive-cli-permission

Inclusion
Exclusion
Add List
Exclusion
O
Keys Actions
>
reboot / @
>
enable / @
>
vlan / @
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command
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X
Interactive CLI
User Credential Username * Password * O

admin @ e ()

>
execute
> show clock Completed
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Mask_Sensitive_Info

List of Usecases

Add List

List of Usecases

al v 1O (20 v

Keys Actions

>
interactive-cli / e

1to1of1 IK < Page1of1 > >

Mask_sensitive_info

> show run Completed

show run

ICommand: show running-config
IRunning configuration last done at: Mon Dec 18 12:41:31 2023
!Time: Mon Dec 18 14:47:47 2023

version 9.3(5) Bios:version

hostname N93H-155-FF

vdc N93H-155-FF id 1
limit-resource vlan minimum 16 maximum 4894
limit-resource vrf minimum 2 maximum 4€96
limit-resource port-channel minimum © maximum 511
limit-resource ud4route-mem minimum 248 maximum 248
limit-resource u6route-mem minimum 96 maximum 96
limit-resource m4route-mem minimum 58 maximum 58
limit-resource méroute-mem minimum 8 maximum 8
limit-resource vni_bd minimum 4896 maximum 4096

feature nxapi
feature scp-server
clock timezone IST 5 3@

clock protocol none vdc 1

$5$CAJIIMDSY/FyrN8NdP367.63w4IPIXVXPZBKS/GStKdT55PbdD4 role network-admin

ip domain-lookup

copp profile strict

snmp-server user admin network-admin auth md5 @x6a94@c28ef5040dd93a3fac6allebase
priv @x6a940c28ef5040dd93a3fac6alleba5e localizedkey

rmon event 1 log trap public description FATAL(1) owner PMON@FATAL

rmon event 2 log trap public description CRITICAL(2) owner PMON@CRITICAL
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HOST>/bpa/api/v1.0/settings/custom-form/CustomSettings

Method: GET

Response

{

"_qid": "5cac5c60e462ba27e5d85a05",
"createdBy": {

"name": "admin",

"firstName": "admin",

"lastName": "admin",
"b90306e7-7e55-447b-a531-df36ea55aae3"
}’

"formName": "CustomSettings",
"tabName": "CustomSettings",
"data": {

"Host™: "10.1.1.XXX",

ll_idll:

"Port": "8080"
b,

ll_vll : 0

}
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w9uoe e ds 1Joldss Jsdss luvaesle puvlle JSON Jluwedlz Bsp pu wussé wslule
JSON.

p&lJ JSON

{

"service_schema": {
"telemetry:telemetry": {
"containsMultipleServicePath": false,
"containsWhenStatement": true,
"subscription": {

"mandatory": true,

"isCustomETement": false,
"sort_order": 3,

"interface-id": {

"deps": [
"/telemetry:telemetry/subscription/source-interface"
1,

"evaluated_when_entry": false,
"mandatory": true,

"isCustomETement": false,
"sort_order": 4,

"when": true,

"data-type": "String",

"namespace": "/telemetry:telemetry/subscription/interface-id",
"label": "interface-id",

"nodeType": "Leaf"

3,

"source-interface": {
"isCustomETement": false,
"sort_order": 3,

"options": [

"HundredGigE",

"Bundle-Ether",

"FortyGigE",

"GigabitEthernet",

"TenGigE"

1,

"data-type": "enumeration",
"namespace": "/telemetry:telemetry/subscription/source-interface",
"label": "source-interface",
"nodeType": "Leaf"

3,

"destination-id": {

"mandatory": true,

"isCustomETement": false,
"sort_order": 2,

"id": {

"deps": [

"/telemetry:telemetry",
"/telemetry:telemetry/destination-group"



1,

"key": true,

"leafref": "/telemetry:telemetry/destination-group/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace": "/telemetry:telemetry/subscription/destination-id/id",
"label™: "id",

"nodeType": "Leaf"

1,

"keys": [

"ig"

1,

"namespace": "/telemetry:telemetry/subscription/destination-id",
"Tabel": "destination-id",
"nodeType": "List"

1,

"sensor-group-id": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"interval": {
"isCustomElement": false,
"sort_order": 1,

"default": "30000",
"maxRange": 4294967295,
"minRange": O,

"data-type": "int32",
"namespace":
"/telemetry:telemetry/subscription/sensor-group-id/interval",
"Tabel": "interval",
"nodeType": "Leaf"

1,

"sensor-group": {

"deps": [
"/telemetry:telemetry",
"/telemetry:telemetry/sensor-group"
1,

"key": true,

"leafref": "/telemetry:telemetry/sensor-group/name",
"mandatory": true,
"isCustomElement": false,
"sort_order": 0,

"options": [

"oc-platform",
"cisco-platform",

"oc-bgp",

"cisco-bgp-ipv4",
"cisco-bgp-ipv6",
"oc-bundle",
"cisco-bundle",
"cisco-isis",

"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",

"oc-mpls",

"oc-acl",

"cisco-T11dp"

1,

"data-type": "enumeration",
"namespace":



"/telemetry:telemetry/subscription/sensor-group-id/sensor-group",

"label": "sensor-group",
"nodeType": "Leaf"

1,

"keys": [

"sensor-group"

1,

"namespace": "/telemetry:telemetry/subscription/sensor-group-id",
"Tabel": "sensor-group-id",
"nodeType": "List"

1,
"subscription-group-name": {
"key": true,

"mandatory": true,
"isCustomElement": false,
"sort_order": 0,
"data-type": "String",
"namespace":
"/telemetry:telemetry/subscription/subscription-group-name",
"label": "subscription-group-name",
"nodeType": "Leaf"

1,

"keys": [
"subscription-group-name"
1,

"namespace": "/telemetry:telemetry/subscription",
"Tabel": "subscription",
"nodeType": "List"

1,

"sensor-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,

"name": {

"key": true,

"mandatory": true,
"isCustomElement": false,
"sort_order": 0,

"options": [

"oc-platform",
"cisco-platform",

"oc-bgp",

"cisco-bgp-ipv4",
"cisco-bgp-ipv6",
"oc-bundle",
"cisco-bundle",
"cisco-isis",

"oc-bgp-rib",
"cisco-bgp-rib",
"cisco-qos",

"oc-mpls",

"oc-acl",

"cisco-T1dp"

1,

"data-type": "enumeration",
"namespace": "/telemetry:telemetry/sensor-group/name",
"Tabel": "name",
"nodeType": "Leaf"

1,

"keys": [

"name"

] ’



"namespace": "/telemetry:telemetry/sensor-group",
"label": "sensor-group",
"nodeType": "List"

1,

"destination-group": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 1,
"address-family": {
"mandatory": true,
"isCustomElement": false,
"sort_order": 2,
"protocol": {
"isCustomElement": false,
"sort_order": 3,
"options": [

"grpc”,

"tep”,

"udp"

]1

"default": "tcp",
"data-type": "enumeration",
"namespace":
"/telemetry:telemetry/destination-group/address-family/protocol"”,
"Tabel": "protocol",
"nodeType": "Leaf"

}1

"encoding": {
"isCustomElement": false,
"sort_order": 2,
"options": [

"gpb",

"json",

"self-describing-gpb"

]1

"default": "self-describing-gpb",

"data-type": "enumeration",
"namespace": "/telemetry:telemetry/destination-group/address-family/encoding",

"Tabel": "encoding",

"nodeType": "Leaf"

}1

"port": {

"key": true,

"mandatory": true,

"isCustomElement": false,

"sort_order": 1,

"maxRange": 65535,

"minRange": 1,

"data-type": "int32",

"namespace":
"/telemetry:telemetry/destination-group/address-family/port",
"Tabel": "port",

"nodeType": "Leaf"

1,

"ip" |

"key": true,

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"data-type": "ipv4",

"namespace": "/telemetry:telemetry/destination-group/address-family/ip",
"label": "ip",



"nodeType": "Leaf"

}1
"keys": [

"namespace": "/telemetry:telemetry/destination-group/address-family",
"Tabel": "address-family",

"nodeType": "List"

1,

"vrf": {

"isCustomElement": false,

"sort_order": 1,

"default": "default",

"data-type": "String",

"namespace": "/telemetry:telemetry/destination-group/vrf",
"Tabel": "vrf",

"nodeType": "Leaf"

1,

"name": {

"key": true,

"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"data-type": "String",

"namespace": "/telemetry:telemetry/destination-group/name",
"Tabel": "name",

"nodeType": "Leaf"

1,

"keys": [

"name"

1,

"namespace": "/telemetry:telemetry/destination-group",
"label": "destination-group",
"nodeType": "List"

1,

"device": {

"deps": [

"/ncs:devices/device"

1,

"key": true,

"Teafref": "/ncs:devices/device/name",
"mandatory": true,

"isCustomElement": false,

"sort_order": 0,

"data-type": "String",

"namespace": "/telemetry:telemetry/device",
"label": "device",

"nodeType": "Leaf"

1,

"keys": [

"device"

1,

"service-point": "/telemetry:telemetry",
"Tabel": "telemetry:telemetry",
"nodeType": "service"

}

}

}



loeJs gJs puwl, JSON

service_schema.telemetry:telemetry.subscription.keys1.

IJpzoss IJolog Mluwe preses Idlgbo,ld”
service_schema.telemetry:telemetry.subscription.interface-id.deps2.

lJezo9s : "telemetry:telemetry/subscription/source-interface" e
service_schema.telemetry:telemetry.subscription.source-interface.options3.

lJpezwos IJoleg @ "HundredGigE". "Bundle-Ether". "4GigE". "GigabitEthernet". «

"TenGigE"
service_schema.telemetry:telemetry.subscription.source-interface.options[0]4.

lJpewos lJolog : "psé gsel” »
service_schema.telemetry:telemetry.subscription.subscription-group-name.key5.

lpzoss ldulez : wozse, *

pold loolu:

{
"_id": "5d336e66259cd02c05b14567",

"createdBy": {

"name": "admin",

"firstName": "admin",

"lastName": "admin",

"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86"
1,

"formName": "TMO_Settings",
"tabName": "TMO_Settings",
"tabId": "5d336df75ff94c2c00facec3",
"data": {

"database": {

"host": "Tocalhost",

"port": "8080",

"username": "admin",

"password": "admin"

1,

"usecases": [

{

"usecase": "VNF",

"displayName": "Basic VNF Check",
"canSchedule": true,

"emailBody": ""

1,

{

"usecase": "ESC",

"displayName": "Hello ESC Use Case",
"emailBody": "HHHHHEEEEE"

}

]

1,

(1] Vll: 0



ipeJé gJs JSONPath:

data.usecases|x].usecase1.

lJezwos IJuleg : "WNF". "ESC" -
data.usecases[x].displayName2.

IJpeeos IJolog : "Idezdd Jiuwluus po luvoesle VNF. "oje0l welds [uuegsle
ESC"

data.database.host3.

IJezess ldolog D "puos peds”
data.usecases[0].usecase4.

lJezwss Joloz : “VNF 7 e
data.usecases|1].usecaseb.

lJpezwss Joleg : “ESC 7«

lJeeld IJelde

{

"success": true,

"response": {

"jsonrpc": "2.0",

"result": {
"current_position": 1,
"total_number_of_results": 6,
"number_of_results": 6,
"number_of_elements_per_result": 3,
"results": [
[

"arista-dcs",
"arista-dcs",
"5.2.4"

1,

[

"cisco-ios",
"cisco-ios",
"6.10"

1,

[
"cisco-iosxr",
"cisco-ios-xr",
"7.7"

1,

[

"cisco-nx",
"cisco-nx",
"5.7.6"



] ’
[

"cisco-staros",
"cisco-staros",
"5.10.4"

] ’
[

"juniper-junos",
"junos",
"4.1.3"

ll_idll:

W e N e L

ipd‘;Jé E_-.J-.S ,Ou.ub JSON:

response.result.results[0]1.

lJezwss IJulog @ "Arista-dcs” "Arista-dcs”. "5.2.4"
response.result.results[0].[0]2.

lJezwos IJuleg : "Arista-DCS" -
response.result.results[0].[2]3.

lJpezwos Jolog 1 “6.2.47 -
response.result.results[5]4.

lJezwss IJolog @ "Juniper-junos”. "Junos”. "4.1.3"
response.result.results[5].[0]5.

IJpzoss Iduloe - "ere-tusuw”
response.result.results[5].[1]6.

lJpezwss IJolog - "Junos”
response.result.total_number_of_results7.

lJpezwss Jolez 16

IJpeld 1)log:
[
{
"name": "A11",

"defaultPreference": true,
"1sa": false,
"default": false

}7
{



lJezwss ldolog :

"name": '"nsol79",
"defaultPreference": false,
"Tsa": false,

"default": true

1,

{

"name": '"nso0226",
"defaultPreference": false,
"Tsa": false,

"default": false

1,

{

"name": "nsol65",
"defaultPreference": false,
"Tsa": false,

"default": false

1,

{

"name": "USER_NSO",
"defaultPreference": false,
"Tsa": false,

"default": false

}

1

loJé puwl, JSON:

Il wp: uvsop gud JIss 1l weled.

"all" 9"nso179" 9"Ns0226" 9"nso0165" 9"user_nso"

[0].1Jlw 2.

IJpewos IJoleg “1Jdd " e

[1]. lgwpe :3.

IUpzeos Idoloz - "NSO179" -

IJpeld 1Jglouw:

[
{

"id": "6fea3c84-20c7-4a40-b3a5-5a861a4ffb86",

"username": "admin",

"email_address": "admin@bizapps.cisco.com",

"first_name": "admin",
"Tast_name": "admin",

"created_at": "2019-07-15T08:39:36.000Z",

"local_user": true,
"groups": [

{

"id": "1lef891d0-cb52-40bd-ae6d-61c829502489",

"group": "admin"

}1



{

"id": "edfb066f-93b1-43e2-8ed1-5118f9651311",
"group": "workflow-admin"

}

1

1,

{

"id": "21512d4a-5e0a-4f0e-8de6-55c344d25aba",
"username": "demo",

"email_address": "demo@bizapps.cisco.com",
"first_name": "demo",

"last_name": "demo",

"created_at": "2019-07-15T08:39:36.000Z",
"local_user": true,

"groups": [

{

"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

}

1

1,

{

"id": "02244f9d-8168-4ddf-9212-5811e4b6d913",
"username": "svcuser",

"email_address": "svcuser@bizapps.cisco.com",
"first_name": "Service",

"last_name": "User",

"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,

"groups": [

{

"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

1,

{

"id": "f7557a5e-0d75-4357-bcab-2a746801f2890
"group": "svcacct"

}

1

1,

{

"id\": "7100d085-3067-46c0-8f0b-945162f5e011",
"username": "bpaadmin",

"email_address": "bpaadmin@bizapps.cisco.com",
"first_name": "bpa",

"Tast_name": "admin",

"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,

"groups": [

{

"id": "1ef891d0-cb52-40bd-ae6d-61c829502489",
"group": "admin"

}

1

1,

{

"id": "9ebfd385-f7c9-40f7-aa50-8c27d88a5c93",
"username": "svcmgr",

"email_address": "svcmgr@bizapps.cisco.com",
"first_name": "Service",

"last_name": "Manager",

"created_at": "2019-07-15T08:39:37.000Z",



"local_user": true,

"groups": [

{

"id": "340d0431-52c0-4f43-9214-2a6db989b865",
"group": "service-manager"

}

1

1,

{

"id": "3bebeca7-bf5c-48d6-98fc-65208be59589",
"username": "devmgr",

"email_address": "devmgr@bizapps.cisco.com",
"first_name": "Device",

"last_name": "Manager",

"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,

"groups": [

{

"id": "cc5b9f7e-12dc-46ec-b31c-529d7671d073",
"group": "device-manager"

}

1

1,

{

"id": "dcab8603-e763-4d5c-958b-d57e4bc7eel2",
"username": "demouser",

"email_address": "demouser@bizapps.cisco.com",
"first_name": "demo",

"last_name": "user",

"created_at": "2019-07-15T08:39:37.000Z",
"local_user": true,

"groups": []

}

1
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Home / Device Manager / Backups

cisco  Business Process Automation

Backups

admin admin o o 9

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Device Name: N93H_207

+ csv + Excel

/: Backup Id

El a87043e0-13ed-11ed-b116-254.
r‘ 4885cc00-13e5-11ed-9487-a54..
m aa9d57b0-13da-11ed-ac10-79f8.
m ©¢53b6cb0-1290-11ed-b470-f1d0.
D 5727b600-1274-11ed-8ddd-276...
\:‘ 7b5de0b0-1235-11ed-b851-b14...
m 06a22db0-1232-11ed-8d99-c11...

Controller Instance: DCNM-New

Policy Name

Default-DB

Test-BnR

Test-BnR

Test-BnR

Test-BnR

Test-BnR-Gitlab

Default-DB

Schedule T...

On Demand

Recurring

Recurring

On Demand

Recurring

On Demand

On Demand

i Label i startTime i Duration i Actions

sanity-test 202...  08/04/22, 5:34:57 PM 37s © D

08/04/22, 4:35:00 PM 375 © + 0

08/04/22, 3:19:00 PM 25 @ + D
UAT-08-02-20.. 08/02/22, 11:57:31 PM 38s Q - @
UAT-test-001 2...  08/02/22, 8:34:00 PM  3s © + D
test-009 2022-...  08/02/22, 1:04:03PM  37s © -+ 9
sanity-case 20...  08/02/22, 12:39:18PM  37s @ + D

w926 prd9ble IJuuwt IJlzoslbs

9, 030 lJLobes ls ol 1J9blisd Il wluwss JJzols Ipess Jel 09 p9op I>ule.

Backup Configuration

e odysu lJouwe IJlzoslbs

vlan 1

ip route

vrf context management

interface Ethernet1/1
interface Ethernet1/2
interface Etherneti/3
interface Etherneti/a
interface Ethernet1/s
interface Ethernetl/6
interface Ethernet1/7
interface Ethernetl/8

interface Ethernet1l/9

AmtarnEarn CHhammatd fan

Copy

Download
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Compare With Current Config

Device Name : ios-xr-120 Controller Name : NSO-176

Running Config vs Backup Config (30/05/2023, 12:58:58)

1-Wed Jul 5 09:43:12.245 UTC

2 -Building configuration...

3 Il 10S XR Configuration 6.0.1

4 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco
5 0

6

6 hostname 105_XR_116
7 logging hostnameprefix 4.3.2.1
8 cdp
9 line default
10| transport input ssh

|

12 interface MgmtEth/0/CPUO/O
13 cdp

14 ipv4 address
51

16 interface GigabitEthernet0/0/0/0
17 cdp

18 ipv4 address
|

20 interface GigabitEthernet//0/1
21 cdp
22 ipv4 address

|

24 interface GigabitEthernet0/0/0/2
25 shutdown
'

27 router static
28 address-family ipvd unicast

30 |t
311

32 ssh server v2
33 end

35 - RP/0/6/CPUB: T0S_XR_116#

Joujsd lJodysu.

pVbLwo lJodssu

Restore ~

1 11105 XR Configuration 6.0.1
2 11 Last configuration change at Wed May 10 10:10:32 2023 by cisco
31
4 hostname TOS_XR_116
5 logging hostnameprefix 4.3.2.1
6 cdp
7 line default
8  transport input ssh
\

10 interface MgmtEtho/6/CPUG/0

11 cdp
12 ipv4 address

131

14 interface GigabitEthernet0/0/0/0

15 cdp

16 ipv4 address r
17t

18 interface GigabitEthernet0/0/0/1

19 | cdp

20 ipva address
21 1
22 interface GigabitEthernet/0/e/2
23 shutdown

!

25 router static
26 address-family ipv4 unicast
28 |1

2 1

30 ssh server v2

31 end
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Are you sure you want to restore to this backed-up config?
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Add Auth Group

Auth Group name *

default-map: Remote authentication parameters for users not in umap

remote-user

remote-auth

remote-secondary-password

|21 96 pzp9Es POl S

bed 1Jzded IJeldss:2.

luve pze9ed Idpuol> 98

IJlgwe Idogs>
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Edit Auth Group X

Choice - rematellser
rematelame -

Specify device user name *

Cholce - remotesuth
remaotePasswond -

Specify the remote Password

remoteSecondaryPassword
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device-group
test|

A

M Selected(8) B Selected(30)

o
o
¢

)

Device Name Device Group Name
10.105.52.44 07e541id03ed5
DCLF_0 00615f81686cd
DCLF_1 Obdegbd1edde
DCLF_2 1049500287659
DCLF_3 123
Juniper_34_Netconf_NED 18583867848

- -
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Configuration Backup Jobs

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Home / Device Manager / Configuration Backup Jobs

cisco Business Process Automation

— 1 X-X:]

Controller Type Controller Instance Status From Date To Date
DNAC, CNC, NSO, DCNM ¥ CNC-211, DCNM-67, DCNM-... ¥  COMPLETED, RUNNING, FAIL... ¥ 5/21/2023 ol 6/5/2023 [al
Y csv ¥ Excel Q
Device i controlle... i policy Name i scheduleN.. { Schedule.. : Label i startDate... { purati. ! Status
CIOS8kv-18.f... DNAC-R3 DNAC Backup De.. On Demand 06/05/23, 2:55:3... 17s SKIPPED
ios-xr-121 NSO-176 NSO Backup Defa. On Demand 06/05/23, 12:27: 4s COMPLETED
cisco-iosxr-n... CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:4... FAILED
cisco-iosxr-0 CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3.. FAILED
cisco-iosxr-2... CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3... FAILED
cisco-iosxr-1... CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:3.. FAILED
br-cisco-iosx... CNC-211 CNC Backup Defa... On Demand UAT0602 06/02/23, 7:54:0... 21s SKIPPED
cisco-ios-1 CNC-211 CNC Backup Defa. On Demand UAT0602 06/02/23, 7:54:0. FAILED
N93H_157 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1... 15s SKIPPED
N93H_154 DCNM-67 DCNM Backup De... On Demand device check 70 06/02/23, 7:01:1... 29s SKIPPED

. Auto Refresh

[¢]

©

© 06 © 06 © © 0 0 ¢

20 v

¢ Actions

=S

R
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Backup Configuration

Il I05 XR Configuration 6.0.1

hostname I0S XR_121

telnet vrf default ipvd server max-servers 1
aaa authorization exec default local none
aaa authentication login default local
cdp

line default

transport input ssh

(]

interface MgmtEth0/0/CPU0/0

description testl234

cdp

ipvd4 addreas

|

interface GigabitEthernet0/0/0/0
description teatl2l

cdp

ipv4 address

|

interface GigabitEthernet0/0/0/1
description test

cdp

!! Last configuration change at Wed Jul 5 04:36:30 2023 by cisco

odysu Jouwe Idlzeslbs

s&we ol ldlple wdasu Izoly pu pio IJouwe Idlzoslbs. Jel so98) gsh Jouisd

lJodssu.

edbus IJodssu



Compare With Current Config N

i

Device Name : ios-xr-121 Controller Name : NSO-176

Running Config vs Backup Config (05/06/2023, 12:27:53) ~

1-Wed Jul 5 09:48:31.963 UTC
2 -Building configuration...

3 ! I0S XR Configuration 6.0.1 1 1 I0S XR Configuration 6.0.1

4 !t Last configuration change at Wed Jul 5 04:36:30 2023 by cisco 2 !l Last configuration change at Wed Jul 5 04:36:30 2023 by cisco
5 ! 3

6 hostname I0S_XR_121 4 hostname I0S_XR_121

7 telnet vrf default ipv4 server max-servers 1 5 telnet vrf default ipv4 server max-servers 1
8 aaa authorization exec default local none 6 aaa authorization exec default local none
9 aaa authentication login default local 7 aaa authentication login default local
10 cdp 8 cdp

11 line default 9 line default

12 transport input ssh 10 transport input ssh

13 ! 11 !

14 interface MgmtEth@/0/CPU0/@ 12 interface MgmtEth@/0/CPUG/@

15 description test1234 13 description test1234

16 cdp 14 cdp

17 ipv4 address 15  ipv4 address

8 ! 16 !

19 interface GigabitEthernet@/0/0/0 17 interface GigabitEthernet0/0/0/0

20 description testl123 18  description testl123

21 cdp 19  cdp

22 ipv4 address 20 ipv4 address

23 ! 21 !

24 interface GigabitEthernet0/0/0/1 22 interface GigabitEthernet0/0/0/1

25 description test 23 description test

26 cdp 24 cdp

27  ipvé4 address 25 ipv4 address

28 ! 26 !

29 interface GigabitEthernet0/0/0/2 27 interface GigabitEthernet0/0/0/2

30 description test 28 description test

31 shutdown 29 shutdown

eldbud lJodssy

s99p 031 1Jgsh wesbus IJouwe leoslbs lel pe 1Jodsse Idebs wuvgsde elds! v odssy
vut leoslbs 18
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View Error X

Prechecks Execution Failed

lbl, ol osd 1Jg bl

sbo) 15 8308 oo IUebl Il Ul pus) god Iluwcelss 8> 9983 wuvww b,

eruo il 1Uyiss st

{l1aa]y, Home / Device Manager / Configuration Restore Jobs

cisco Business Process Automation admin admin 9 0 Q 9

Configuration Restore Jobs

Device Manager Credentials Device Groups Configuration Backup Jobs Configuration Restore Jobs

Controller Type Controller Instance From Date To Date
NSO, DCNM ¥ DCNM-67, DCNM-Nexus, nso... ¥  5/21/2023 B x 6/5/2023 B x
100
Device Name : ios-xr-121 c ° o ° %
Start Time: 06/05/23, 9:47:12
AM PreChecks Restore ConfigDiff PostChecks
4 csv ¥ Excel Q v o |20+«
| Device % Controller Instance  ControllerT... ¢ Policy Name ¢ Initiated By ¢ StartTime } Status  Actions
E ios-xr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:30:35 PM RUNNING
ios-xr-121 NSO-176 NSO NSO Backup Default Po...  admin 06/05/23, 12:28:20 PM RUNNING
ios-xr-121 NSO-PT-179 NSO NSO Backup Default Po...  admin 06/05/23, 9:47:12 AM COMPLETED
bnr_nexus_145 NSO-176 NSO UATintern3005 admin 05/31/23, 2:14:39 PM RUNNING

ls8906 IJpsled Isissumvssd

welbs szgoé I.Ji@l.:, lJyissuwsd Jpgd gu Ylispd |.Jia)|o lsssuwss geldwoel Idp8lods.
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alialin
cisco

Task List

Overview Tasks Defined Workflows

Workflow Instances

Home { Workflows / Tasks / 1686(574-13ed-11ed-ba50-16a7cf8c3813

Business Process Automation

admin admin o O e

Debug View Incident List
Auto Refresh = I From Date B ToDate o)
+ csv + Excel Q Y O [20 v
Task i Type ! started i Ended i Duration ! staws i Owner i Assignee i Groups i Acti.
End noneEndEvent 08/04/22, 05: 08/04/22, 05! 0:00 Completed
Update serviceTask 08/04/22, 05 08/04/22, 05 0:00 Completed
ConfigD.. serviceTask 08/04/22, 05: 08/04/22, 05 0:00 Completed
View Pr userTask 08/04/22, 05:. 08/04/22, 05:. 2:13 Completed
Execute.. serviceTask 08/04/22, 05:. 08/04/22, 05:. 0:0 Completed
ConfigD...  serviceTask 08/04/22, 05:. 08/04/22, 05:... 0:01 Completed
Postche.. serviceTask 08/04/22, 05 08/04/22, 05 0:00 Completed

posd uvs) IJgpd
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View Config Diff

Device Name : ios-xr-121

Running Config vs Backup Config (Mon Jun 05 2023 06:57:53 GMT+0000 (UTC))

Controller Name : NSO-176

&Hue udluasJ 0000 |JPJD|\JVB

24 interface GigabitEthernet0/0/0/1 22 interface GigabitEthernet0/0/0/1
25 description test 23 description test

26 cdp 24 cdp

27  ipv4 address 25  ipv4 address

28 ! 26 !

29 interface GigabitEthernet0/0/0/2 27 interface GigabitEthernet0/0/0/2
30 description test 28  description test

31 shutdown 29 shutdown

32 ! 30 !

33 router static 31 router static

34  address-family ipv4 unicast 32  address-family ipv4 unicast

35 33

36 ! 34 !

37 ! 35 !

38 ssh server v2 36 ssh server v2

39 end 37 end

40 - -

41 -RP/@/0/CPUO:T0S_XR_121#
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cd /opt/bpa/data/camunda/external_scripts/
EX: cat hello.js

// generating a random number

var a = Math.random(Q);

print(a);

print(\"Hello World\");
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{



"templateName": "temp_cEdge_8000",

"siteId": "204",

"variableName": "Interface Name(sit_vpn_10_interface)",
"variablevValue": "Gi 1/0/1"

1,

{
"templateName": "BPA_tmp_C8000v_Device_Template_Ver2.0",

"variableName": "Address(vpn_next_hop_ip_address_0)",
"variableValue": "address-from-mv",
"siteId": "1225"

}
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}

}
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}
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Adapter Name i Description i version i Actions
The RESTIul Cisco DNA Genter Intent AP uses HTTPS verbs (GET, POST, PUT LETE ) L AP |
L
The RESTul Cisco DNA Center Intent API uses HTTPS verbs (GET, POST, PUT, LETE) with JSON 0o/ W
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Manual Entry
User Name* Password™ Path Query to fetch JWT from response*
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Manage Credentials Adapter Library Adapter About Adapter Generator Path Query

a Upload & define adapter 0 Select endpoints e API Chaining

Click here to discard the changes Or create a new Adapter

Configuration Templates
9 P kd Select AP Chain = —+ Add API Chain
Task ~
Drag and Drop Endpoints
Devices ~
Tags -~

Create APl Chain
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Manage Credentials Adapter Library Build Your own Adapter About Adapter Generator Path Query

Overview

This document explains how BPA's Adapter Builder framework works at a high level. It also attempts to explain how an Admin can configure a new Adapter and interact with an external system,

Adapter Builder can be used for the following types of integrations w.r.t. BPA

1. Northbound integrations: Example: Data entry systems, Inventory management systems etc
2. Southbound integrations: Example: Underlying controllers like DNAC, vManage, Meraki etc
3. East-West integrations: Example: Ticketing systems lie Service-Now & Remedy, Git etc.

Supported Versions

BPA: 3.1 and all the newer versions

What problem is the Adapter Builder solving?

Every customer of BPA has felt the need to integrate it with one or more external systems (mentioned above). A classic example is to integrate BPA's service order with a ticketing system like Service-Now (SNOW) so that a ticket/change record keeps track of how the service provisioning is

progressing. Let's look at a simple illustration:

Milestones in BPA for a Service order | Status of a Change record in SNOW — |- Submit a service order after performing data entry | Create a new change record in SNOW (Status = New) Workflow performs basic validations on the devices | Change the state to Assess Display Dry-Run results
and seek Approval to continue | Change the state to Authorize Provide approval via BPA or SNOW portal | Change the state to Scheduled Push config changes to the device once we are inside the change implementation window | Change the state to Implement Allow user to review the Pre &

Post check diff report | Change the state ta Review User reviews the report and confirms that the service provisioning is successful | Change the state to Closed
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-1 “Height": 200,

"Depth": 218,

“Weight": @.75
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{

"to": "receiver@xyz.com",
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"text": "Mail Text"

}

IJeruot s89e Slde ldeuun) o3l Clogble w3d,6 +

lJpedplo: °
|uu|o .0&-.§J ce) UQ.')LJ_)Z |uup p&;ﬂSJ co) Uo:ﬂd_) Uro_9g'9_) d§ !E)bk) p,_)u_§_9J BPA -
lJze9do: Iz e9do Jogrse posd IU>g -

Sldo [dpops IUghzss

IJ&Huo: sozue e IJeuuo) o3l Idlizeulb Llooldle HTTP Ws ez, Camunda BPMN -«
lIJeedple: »

le138 1 pzlods: £33 ale [glss pplods bJu HTTP -

lowole IJpods : £33 1Us8lis 8 Juguosue bde HTTP -

URL: bJo HTTP I HTTPS URL -

IJb,s96: Iuwdsw HTTP (eJs uwwsd IJpolJ. GET. POST. DELETE) -

lJze9do: gp9do HTTP Jelss IJui, -

lJewslo Idyssuws: 099uw bdole HTTP -

wedse Iduwid,s

lJeHruo: s99p Vlde IJguuo) 03l vupgsse wid)é o

lJpeedple: *
luwe posd 2o IJwsld): luwe posd 2 IJwild; 1dess, B lgsble puu9sd BPA -
&) 1Jwid)o: pe)yd IJesd,o 1J,6s 1U3s Sgo wedseo -
lJee9do: IJzesdo Jougrse posd IU>wg -

louvle ledle

IJ&)uot 89 Slde IJeuues o3l Llugsle ledle b BPA -
lJpedplo: °
IJbisé: Wiss IJJgbol, -
IJglo)6: pedsele: velz: gbl wpss) (J8ses IS e,lupssé JJpedsele) -
IJewslo: evslo Idledle -
IJoLo®: 9,08 IJlgbl, -



IJpuwere: sew widsd Ideuvare JJliebl -

IJpzeses: Idpzesgs IJos uusop wissdol Jlgbl, -

pdulz lUobosy: pvole lUobosd JJligbl, -

wpdsu pdole IUledle: 886 pubbdss Jopdsu yuwlds peeuod plulz Idledlp -

logsle ledle podse

IJEruo: 8890 Blde IJeuue) o3l Clousle ledlp Os BPA g0 bysd wpeis) zesds
IJoedolor
IJzesde: IJzpsds IJos uusope wepsyol Jlogile Idledle

"category":"nso.device.added"
"severity":"error"
"user":"admin"
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}
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From Date To Date
Report ~ Status v 7/29/2022 ) x 8/5/2022 B x
+ csv ¥ Excel Qa v 0
Report Name ‘ Execution ID ‘ Filter(s) ‘ Status 3 Created Date ‘ Actions
(O 4

Pre post check Reports 62ed21a7c6c04f0035d8ee...  Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM

=
OS Upgrade Reports 62ed218ecf25230029155... Status (Active, Pending, Co...  Success 08/05/22, 07:26 PM 104 1 -
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fotl Home / Scripts / executions
il admin admin o O e
12

cisco  Business Process Automation

Executions

Scripts Executions

From Date To Date Select Status
7/29/2022 B x 8/5/2022 B x Al -
+ csv ¥ Excel a v 0
Key { Executionld i Version i Type i Started i Ended i Duration i status i Act
AnsibleScript.yml| bc807d60-5b27.. 1 Ansible 08/05/22, 02:02 . 08/05/22, 02:02 ... 0 min 7 secs Completed 104
08/05/22, 02:02.. 08/05/22, 02:02 ... 0 min 0 sec Completed (04

Addition.py 92d690f1-e3fe-... 1 Python
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_ Home / Workflows

= alualn i . | |
cisco. Business Process Automation admin admin o e
1"

Defined Workflows

Overview Tasks Defined Workflows Workflow Instances

+ csv ¥ Excel nso oa @ o
Key - i Name i Version P Tags i Resource i status { LastModified i Actions
servicel v v v v v v v
serviceprovisioning NSO Service Provis... 1 serviceprovisioning... Deployed ! ,‘ * > i i
serviceprovisioning NSO Service Provis.. 2 serviceprovisioning... Deployed ! ,‘ * > i i
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Home / Workflows
= il

= i ) dmin admi
cisco Business Process Automation adminadmin o O 9
1"

Defined Workflows

Overview Tasks Defined Workflows Workflow Instances

m et AS Bret B Latest Tags -

Y csv 3 Excel Qa v 0O
[] Key i Name P Ver. = ! Tags i Resource i status i LastModified i Actions
|:| ios-osupgrade-up... 10S Software Upgr... 2 ios-osupgrade-up... Deployed ! , * > i i
D serviceprovisioning NSO Service Provi... 2 serviceprovisionin... Deployed ! / * > i 1
[:] base-migration Base Migration WF 1 base-migration-w... Deployed ! / * > i 1
D iosxr-osupgrade--... I0S-XR Software ... 1 iosxr-osupgrade-... Deployed ! / * > i i
D complianceCheck GCT Compliance S... 1 complianceCheck-...  Deployed ! / * > i 1

U5 1Jpa90 JJgwps>
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Home / Workflows

= imm i X dmin admil
cisco. Business Process Automation admin admin o 9
13

Workflow Instances
Overview Tasks Defined Workflows Workflow Instances

From Date Select Process Instance Type
Auto Refresh : » 8/3/2022 = x ToDate ©  Running -
¥ csv ¥ Excel Qa v 0O
[] mstanc.. i Name { Busines.. ! Version { star. = ! Ended i Duration { status i Actions
|:| 2daf3057-14... 10S Software ... ios-osupgrad... 1 08/05/22, 09:... 0 min 14 secs ACTIVE ! LLINN I O
D 23426764-1... NSO Service ... serviceprovisi... 1 08/05/22, 09:... 0 min 31 secs ACTIVE s oe
D 2849a2b6-1... OSUpgrade M... osupgrade-m... 1 08/05/22, 09:... 0 min 23 secs ACTIVE ! LLIN I O
Tto3o0of3 1< < Page1of1 > >
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Home / Admin / Service Catalog

Nimm . . ; :
cisco  Business Process Automation admin admin o 0 e
32

Service Catalog

Service Categories Orders
Add C Upload ) C Upload Zip ) From Date To Date

7/29/2022 B x 8/5/2022 B x

Lo e e Jo @ @0

D Name v S Description S Tags S Modified Date S Actions
item| Y Y Y Y
s =
E] service-itemCategorized none 08/04/22, 09:03 AM /7 B
. =
C] service-itemCategorized_1 none 08/04/22, 08:59 AM /7 B
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cisco Business Process Automation acmin admin 0 O 9
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Service Catalog

Service Categories Service Items

From Date To Date
7129/2022 B x  8/5/2022 B x N
+ csv ¥ Excel Qa v o

Orderld i service = i Date i status i user

2 service-item-1 08/05/22, 10:24 PM admin

1 service-item-1 08/05/22, 10:15 PM admin

5 service-item-2 08/05/22, 10:57 PM user005

4 service-item-2 08/05/22, 10:56 PM user005

8 service-item-2 08/05/22, 10:50 PM admin
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_ Wiy, Home / Admin / Service Catalog

N N d d
cisco Business Process Automation samin admin o O 9
13

Service Catalog

Service Categories Service Items

From Date To Date
7/29/2022 B x 8/5/2022 B x

+ csv ¥ Excel Qa v 0
Order Id i service = i Date i status i user
2 service-item-1 08/05/22, 10:24 PM admin
1 service-item-1 08/05/22, 10:15 PM admin
5 service-item-2 08/05/22, 10:57 PM user005
4 service-item-2 08/05/22, 10:56 PM user005
3 service-item-2 08/05/22, 10:50 PM admin
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_ el Home / Scheduler
= alraln dmin ad
cisco  Business Process Automation admin admin ﬂ O e
Scheduler
Schedules
s ™ From Date
Add ( fmport ) 11/30/2022 B x ToDate 8
i(;sv + Excel Q T O |20 v
Name HI 5 Sched... s Start Date ... s End Date 5 Last Tri... s Next Tr... E Create... 5 Status s Actions
PeriodicProbe Recurring 12/16/22, 5:00:0. admin Active (D ’ L}
Scheudulerkafka O T 12/14/22, 6:44:0 12/14/22, 6:. admin nactive @ I'd [ ]
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Schedule Executions

Schedule Name: PeriodicProbe
Total Executions Count: 3
From Date To Date
1 / M x : : P
Execution Details: 1/30/2022 12/15/2022
+ csv + Exce Q, T & |20 w
Execution Date ¢ Topic Name : Topic Message
5/22, 5:16:00 PM perodic-probe -topic deviceld”: "nexus-001", “controllerMama®". ..
pr
M I i ntrol 1
Twiol3 1€ ¢ Page1of1 » 3
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S
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Welcome home

»

) Enterprise Search Observability Security Analytics
Create search experiences with a Consolidate your logs, metrics, Prevent, collect, detect, and respond Explore, visualize, and analyze your
refined set of APIs and tools. application traces, and system to threats for unified protection data using a powerful suite of
availability with purpose-built Uls. across your infrastructure. analytical tools and applications.

Get started by adding integrations

To start working with your data, use one of our many ingest options. Collect
data from an app or service, or upload a file. If you're not ready to use your
own data, add a sample data set.

Add integrations B Trysampledata 4 Upload afile

1 LA

IJuozs Ihssywss JIJY Jsolul
Jogss) e IIse)luos Jduodssd IJos sop gHuool B Jozs Ipedsele (zes 10000):

oz 1J3lkses 1Uyissuwss 9233 bho [dpdsw > esble po@sp6.1.

Q elastic (<]
= . Stack Management  Advanced Settings
Ingest © Tie breaker fields context:tieBreakerFields
Ingest Pipelines A comma-separated list of fields to use for tie-breaking between documents that have the same e
timestamp value. From this list the first field that is present and sortable in the current index pattern -
Data © is used.
Index Management Default col
efault columns
Index Lifecycle Policies defaultColumns
Columns displayed by default in the Discover app. If empty, a summary of the document will be
Snapshot and Restore
displayed.
Rollup Jobs
Transforms i fields

discover:maxDocFieldsDisplayed
RemotelChusters Maximum number of fields rendered in the document column

200
Alerts and Insights ©
Rules and Connectors Modify columns when changing index patterns discover:modifyColumnsOnSwitch
Reporting Remove columns that are not available in the new index pattern. &) on

Machine Learning Jobs
Number of rows discover:sampleSize
Kibana © The number of rows to show in the table 10000
Index Patterns Default: 500
Reset to default
Saved Objects

Tags i

g Read fields from _source discover:searchFieldsFromSource
Search Sessions When enabled will load documents directly from *_source". This is soon going to be deprecated. X off
Spaces When disabled, will retrieve fields via the new Fields AP! in the high-level search service.

Advanced Settings

Search on page load discover:searchOnPageLoad

Stack © Controls whether a search is executed when Discover first loads. This setting does not have an & on
License Management effect when loading a saved search.
Upgrade Assistant

Show multi-fields discover:showMultiFields

- : " - o5t

wodze IJleshble 1Jpw@sp6 J ELK

Sp wdopms) o 1oz g lesh £33 IJuod9u8.2.
Sp woEss) £33 [Juodssd Jg ool 9lud) W9 b IJogssle.3.

S

pdlebo: ol _9oid> U i U 1JWo,uw swpe lugilise WS u Uy 1B, w 9swpe pdbo
Vs IJJlsule 1dpewybo IJos Jol |w e "bpalogs”.



Stack Management  Index patterns

& LR Index patterns

Ingest © Create and manage the index patterns that help you retrieve your data from Elasticsearch.

Ingest Pipelines

Data © Q

) Search.
Index Management
Index Lifecycle Policies
& Pattern 1
Snapshot and Restore
Rollup Jobs bpalogs* | Default
Transforms
Remote Clusters Rows per page: 10 1

Alerts and Insights ©
Rules and Connectors
Reporting

Machine Learning Jobs

Kibana ©
Index Patterns
Saved Objects
Tags

Search Sessions
Spaces

Advanced Settinas

Iupllo IJBo,uw Juwedle BPA

@ elastic

= . Stack Management  Saved objects

Data ©
|:a M t Saved objects C Refresh b Import  hy Export 4 objects
ndex Management

Index Lifecycle Policies

Manage and share your saved objects. To edit the underlying data of an object, go to its associated
Snapshot and Restore

application.
Rollup Jobs
Transforms
Remote Clusters
Q Search. Type v Tags v

Alerts and Insights © Type  Title Tags Actions
Rules and Connectors .

Advanced Settings [7.16.2] D D
Reporting
Machine Learning Jobs &  dashboard

2 bpalogs*

Kibana © palog
Index Patterns @  searchView
Saved Objects
Tags Rows per page: 50 1

Search Sessions
Spaces

Advanced Settings

Stack @
License Management

Upgrade Assistant
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elastic

= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter

bpalogs* eos €= 29 hits

QU search field names

> docker.name: /d2d-agent-Service message: [EnDEBUG:root:[Tinestamp: 2623-04-19T15:48:55.967013Z] [User ID: adnin] [Device Name: [* 11 [1P Address: [* 1

Fiter by type (3 o [Capability Name: ping] [Log Message: ° ------—-Fetching Device Details--- —-----"] @timestamp: Apr 19, 2623 € 21:18:55.908 @version: 1

docker .hostname: 87070640868 docker.id: 8767b640fB68525488108bed638766724baf 7 1fe66b891684aa5dcebbdcbalba docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-507
 Available fields 15 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: uZEtmocBdhOF5-fpC3p2 _index: bpalogs-2623.84.19 _score: 8 _type: _doc
Popular
1) index > docker.name: /d2d-agent-service message: [BNDEBUG:root:[Timestamp: 2023-84-19T15:49:55.9247247] [User ID: acmin] [Device Name: [* ] 1P Address: [* )
O [Capability Name: ping] [Log Message: ° ping device use '] Gtinestamp: Apr 19, 2023 © 21:10:55.925 Gversion: 1

docker .hostname: 87070640868 docker.id: 8707b640B68525488108bed638766724baf 7 1fe66b891684aa5dcebbdcbalba docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-507
t) dockathostnama host: show: This is NOT services stream: stderr tags: grokparsefailure _id: uSEtmocBGhOFS-fpC3p2 _index: bpalogs-2023.64.19 _score: 6 _type: _doc
t docker.image
0 e > docker.name: /d2d-agent-service message: [BDEBUG:root:[Timestamp: 2023-84-19T15:49:55.9249997] [User ID: admin] [Device Name: [* 1] [1P Address: [' Bl
© message [Capability Name: ping] [Log Message: ‘Payload: [{'hierarchylds': ['lab-34'], '_id': '643918decbcd56012fa2733d", "hostname’: '1.105.52.34", 'deviceldentifier’ .

‘deseription’: ', ‘address’: | port’: '22°, "deviceType': ‘cisco-ios’, 'osType': 'cisco-ios’, 'credential': 'lab-34', ‘protocol’: 'ssh’, ‘deviceRole’: '’
¢ id ‘adninState’: ', 'latitude’: ', ‘longitude’: '', ‘additionalAttributes’: {'hostname: }, “controllerld': Direct-To-Device’, ‘controllerType’: 'Direct-To-Device',
#) _score ‘_v': 8)]'] @timestamp: Apr 19, 2023 @ 21:10:55.925 Gversion: 1 docker.hostname: 8787b64cf868 docker.id: B767b64cF868525488100bed638766724bat717e660891684aa5doebbdcbalba
15 > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:40:56.580880Z] [User ID: admin] [Device Name: [* “11 [IP Address: [ 1
t| @version [Capability Name: ping] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357¢533", '9b8dad2b-4bed-4! 7- 0e2b10", ‘707 4-47ed-82b!
¢ dockerid c359cc3e-838 -4397-beck-ebaf19a86a88", '9868e24b-75dd-4590-b78- F3dbb259251F "] Etimestamp: Apr 19, 2023 @ 21:10:56.637 @version: 1 docker.hostname: 8707b64cf868
D host docker.id: 8707b6407868525488188bed 724baf717e66689 iba docker.inage: containers.cisco.con/bpa/d2d-agent:4.8.1-567 host: show: This is NoT
B Services stream: stderr tags: _grokparsefailure _id: xZEtmocBAhOFS-fpDnor _index: bpalogs-2623.84.19 _score: @ _type: _doo

wvedlo BPA: ping1

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'ping]" x |+ Add filter
bpalogs* eos €= 29 hits
Q Search field names > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-26T14:48:16.205603Z] [User ID: admin] [Device Name: [’ *11 [IP Address: [ n
[Capability Name: ping] [Log Message: 'device action details: {'id': 'd87b7282-bbfc-4778-9668-9730c0ad8abd’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: 'ping’,
Filter by type 0 2 “created_at': '2023-64-06T21:38:43.5987' }'] @timestamp: Apr 26, 2623 @ 2:10:16.207 @version: 1 docker.hostname: 724848bfc7af
Avaitabie i = docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
v Available fields
services stream: stderr tags: _grokparsefailure _id: pLwCvocBdhOF5-fpBSzD _index: bpalogs-2623.04.26 _score: 8 _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:16.216972Z'] [User ID: 'admin’] [Device Name: ‘[’ 1'] [IP Address
) @timestamp iE 1'] [Capability Name: 'ping’] [Log Message: 'API response: {'status’: 'success’, 'message’: 'Successfully fetched device from inventory’, 'body’: {'hierarchylds’
['1ab-34"], "_id': '643918decbcd56012a2733d", "hostname’: ' ", ‘deviceldentifier’ ", ‘description’: ', ‘address’: ' Y, tport’: 22°,
t docker.hostname
“deviceType': ‘cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': ‘lab-34", protocol’: 'ssh’, ‘deviceRole’: ', ‘adminState’: ', 'latitude’: '*, 'longitude’: "',
dock
£ Cockerimade ‘additionalAttributes’: { hostname’: '10.165.52.34'}, ‘controllerTd': 'Direct-To-Device', 'controllerType’: 'Direct-To-Device', '__v': 6}}'] Gtimestamp: Apr 26, 2623 @
t docker.name
T > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:40:18.564136Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
ie *1'] [Capability Name: 'ping'] [Log Message: 'Device Ping Response: 'PING 56(84) bytes of data.\n4 bytes from : dcmp_seq=1
€ id tt1=226 time=270 ms\n64 bytes from : iomp_seq=2 tt1=226 time=269 ms\n64 bytes from : iomp_seq=3 tt1=226 time=270 ms\n\n--- ping statistics -
# _score \n3 packets transmitted, 3 received, 8% packet loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/0.264 ms\n'*] @timestamp: Apr 26, 2023 @ 20:10:18.505 @version: 1
B tvpe docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
t| @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2623-84-26T14:48:18.584698Z'] [User ID: 'admin’ ] [Device Name: ‘[ 11 [IP Address
¢ dockerid iE *1'] [Capability Name: 'ping’] [Log Message: 'Response: [{ hostName’ , "deviceName': * ", ‘controllerId': 'Direct-To-Device', 'result’:
B host [{'name’: 'result’, 'value': 'PING 56(84) bytes of data.\n64 bytes from icmp_seq=1 tt1=226 time=276 ms\n64 bytes from
) show icmp_seq=2 tt1=226 time=269 ms\n64 bytes from icmp_seq=3 tt1=226 time=276 ms\n\n--- ping statistics ---\n3 packets transmitted, 3 received, 8% packet
loss, time 2003ms\nrtt min/avg/max/mdev = 269.248/269.567/269.747/6.204 ms\n'}]}]'] @timestamp: Apr 26, 2023 @ 20:18:18.505 @version: 1 docker.hostname: 724848bfc7af
€ stream

wvedle BPA: ping1

@ oscoer - Options New Open Share Inspect [3) save
B v Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘view-config]" x | + Add filter

bpalogs* s = 21 hits

Q Search field names > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:41:33.8413932] [User ID: admin] [Device Name: [ 11 [IP Address: [ N
[Capability Name: view-config] [Log Message: '--

--Fetching Device Details------ -- ------'] Otimestamp: Apr 19, 2023 @ 21:11:33.842 @version: 1

Filter by type 0 v docker .hostname: 8707b64cf868 docker.id: 8707b64cf868525488100bed638766724baf71fe66b891684aa5dcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MZEtmocBdh9F5-fpn3uK _index: bpalogs-2023.84.19 _score: @ _type: _doc
V' Available fields 15
Popular > docker.name: /d2d-agent-service message [BmDEBUG: root : [Timestamp: 2023-84-19T15:41:33.843185Z] [User ID: admin] [Device Name: [ ] ] [IP Address: [ 11
¢ _index [Capability Name: view-config] [Log Message ] @timestamp: Apr 19, 2023 @ 21:11:33.843 Oversion: 1
© @tmestamp docker.hostname: 8787b64cf868 docker.id: 0767bb4cf868525488108bed638766724baf71fe66b891684aa5dcebbdcbatba docker.inage: containers.cisco.con/bpa/d2d-agent :4.0.1-567
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: MSEtmocBdh9F5-fpn3uk _index: bpalogs-2623.84.19 _score: @ _type: _doc
¢ dockerhostname

¢ dockerimage

> docker.name: /d2d-agent-service message: [BmDEBUG:root:([Timestamp: 2023-84-19T15:41:33.843397Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ N
¢ docker.name [Capability Name: view-config] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56812a2733d ", 'hostname , 'deviceldentifier
t message , "description , 'address , 'port': '22', 'deviceType': 'cisco-ios’, 'osType': 'cisco-ios’, 'credential': 'lab-34', 'protocol': 'ssh’,
‘deviceRole’: ', 'adminState’: '', 'latitude’: ', 'longitude , 'additionalAttributes’: {’hostname '}, ‘controllerId': 'Direct-To-Device', 'controllerType':
0 ‘Direct-To-Device’, '__v': 8}]'] @timestamp: Apr 19, 2023 @ 21:11:33.843 @version: 1 docker.hostname: 0767b64cf868
# _score
D _type > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-84-19T15:41:34.3993422] [User ID: admin] [Device Name: [’ 1] [IP Address: [ 1

[Capability Name: view-config] [Log Message: 'User group details: ['ebbb124f-fdb@-48c2-9d78-b6557357c533", '9b8dad2b-4bed-48c9-89e7-e296788e2b10", '7071e782-a394-47ed-82b6-
. -4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:11:34.460 @version: 1 docker.hostname: 8767b64cf868

t @version

i) dockerd docker.id: 87@7b64cf868525488 d 724baf71fe66b89° ba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567 host: show: This is NOT
€ host services stream: stderr tags: _grokparsefailure _id: PpEtmocBdhOF5-fpoXvG _index: bpalogs-2623.04.19 _score: 8 _type: _doc
t show
> docker.name: /d2d-agent-service message: [EmINFO:root:[Timestamp: 2023-84-19T15:41:35.655591Z] [User ID: admin] [Device Name: [' 11 [IP Address: [’ n
¢ stream  — — - - -




wvedlo BPA: view-config

@ oscoer o Options New Open Share Inspect [3) save
[~ Search (M  C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'view-config]" x | + Add filter

bpalogs* eee €= 21 hits
Q search field names [Capability Name: view-config] [Log Message: ‘controller details: {'id': '26e9p568-ed7e-4213-9d26-2a95979568¢3", “type': 'device-manager-act-ctrl’, 'keys': {'id': 'device-manager-
act-ctrl’, ‘subType': 'device-manager-act-ctrl’, ‘dsiplayName’: ‘Activity control’, 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @
Filter by type 0 @ 28:12:08.620 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0adbst60d1d21act79dc872ee71818389214a7449746195 docker.image: containers.cisco.con/bpa/d2d-
_— agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: grokparsefailure _id: 97wDvocBdh9F5-fpvS7P _index: bpalogs-2623.84.26 _score: 8 _type: _doc
7 Available fields 15
o > docker.name: /d2d-agent-service message: [emINFO:root:[Timestamp: 2023-84-26T14:42:09.511203Z] [User ID: adnmin] [Device Name: [ 11 [IP Address: [' 1
¢ _index [Capability Name: view-config] [Log Message: 'device action permission to user: False'] @timestamp: Apr 26, 2023 @ 20:12:09.696 Gversion: 1 docker.hostname: 724848bfc7af
& @timestamp docker.id: 724848bfc7af93bbBaBb5T69d1d21ac79dc872¢71818309214a74497467195 docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-518 host: show: This is NOT
) dockerhosthame services stream: stderr tags: grokparsefailure _id: -7wDvocBdhOF5-fpuS6j _index: bpalogs-2623.84.26 _score: @ _type: _doc
t dockerimage . . - . .
> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: '2023-04-26T14:42:69.713276Z'] [User ID: ‘admin'] [Device Name: '[ 1'1 [1P Address
+ dockername 18 1'] [Capability Name: 'view-config'] [Log Message: ‘API response ip: {'status': 'success’, ‘message’: 'Successfully fetched device from inventory’, 'body’
t message {*hierarchyIds': ['lab-34'], '_id': '643918decbcd56@12fa2733d’, 'hostname’ . “deviceldentifier’ , “description’: ', ‘address’: )
‘port’: '22', 'deviceType': ‘cisco-ios’, ‘osType': 'cisco-ios’, ‘credential': ‘lab-34', 'protocol’: ‘ssh’, 'deviceRole': '*, 'adminState': ', ‘latitude’ “longitude”
t _id
! ‘additionalAttributes’ : {hostname’ “controllerId' : ‘Direct-To-Device’, 'controllerType': ‘Direct-To-Device', '__v': 8))'] @timestamp: Apr 26, 2023 &
# score
D type > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:42:17.6927262° ] [User ID: 'admin’] [Device Name: '[* 1'1 [1P Address
B {8 1'] [Capability Name: 'view-config'] [Log Message: ‘Response: [{controllerId': ‘Direct-To-Device', 'deviceldentifier': * ", “hostnane’ .
¢ @version
X “serialNumber’ : **, ‘result': ® \n\nCurrent configuration : 21344 bytes\n!\n! Last configuration change at 11:43:47 GHT Wed Apr 26 2623 by cisco\n!\nversion
cccied 16.12\nservice nagle\nno service pad\nservice tcp-keepalives-in\nservice tcp-keepalives-out\nservice timestamps debug datetime msec localtime show-timezone\nservice timestamps log
€ host datetine msec localtime show-timezone\nservice password-encryption\nservice compress-confighnservice call-home\nno platform punt-keepalive disable-kernel-core\n!\nhostname
t show
€ stream

wvedle BPA: view-config

= @ oscoer v Options New Open Share Inspect [3) save

[+ Search KaL C Refresh

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: “[Capability Name: ‘discover-device’]” x |+ Add filter

bpalogs* v vos €= 28 hits

Q search field names > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.283207Z] [User ID: admin] [Device Name: [ 11 [1P Address: [ 1

[Capability Name: discover-device] [Log Message ---Fetching Device Details--

e --='] @timestamp: Apr 19, 2623 @ 21:12:60.284 @version:
Filter by type 0 v docker.hostname: 8707b64cf868 docker.id: 8767b64cf868525488108bed638766724baf71fe66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-507

host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: CpEumocBdhOF5-fpBoHU _index: bpalogs-2023.64.19 _score: @ _type: _doc

 Available fields 15

R > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: 2023-4-19T15:42:00.2851212] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

¢ _index [Capability Name: discover-device] [Log Message: 'Payload: [{'hierarchyIds': ['lab-34'], '_id': '643918decbcd56612fa2733d", 'hostname . 'deviceldentifier

O CE , ‘description’: '*, 'address , port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34', ‘protocol’: ‘ssh’,
deviceRole': ', ‘adminState': ‘', ‘latitude’: '', 'longitude’': ‘', ‘additionalAttributes': {'hostname }, “controllerd': 'Direct-To-Device', 'controllerType

¢ docker.hostname
Direct-To-Device’, '__v': 6}]'] @timestamp: Apr 19, 223 @ 21:12:60.285 @version: 1 docker.hostname: 0767b64cf868

¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: 2023-84-19T15:42:00.284886Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ N

7) message [Capability Name: discover-device] [Log Message: ---discover device use case--- meees ] @timestamp: Apr 19, 2023 @ 21:12:00.285 @version: 1
docker .hostname: 8767b64cf868 docker.id: 6767b64cf868525488100bed638766724baf717e66b891684aaSdcebbdcbalba docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-567

€ id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: DZEumocBdhOFS-fpBoHU _index: bpalogs-2023.04.19 _score: 6 _type: _doc

# score

- > docker.name: /d2d-agent-service message: [OmINFO:root:[Timestamp: 2023-04-19T15:42:00.9560262] [User ID: admin] [Device Name: [' 11 [IP Address: [* 1

_type

[Capability Name: discover-device] [Log Message: 'User group details: ['ebbbi124f-fdb8-40c2-9d78-b6557357¢533", ' 9b8dad2b-dbed-4 7- 6e2b10", '7071€ 4-47ed-82b0-
@version .

-4397-b baf19a86a88", '9868e24b-75dd-4598-b78d-f3dbb259251F ] ] @timestamp: Apr 19, 2023 @ 21:12:60.963 @version: 1 docker.hostname: 8767b64cf868

] dockerid docker.id: 0707b64cf868525488106bed 724baf71fe66b89 1ba docker.image: containers.cisco.con/bpa/d2d-agent:4.6.1-507 host: show: This is NOT

¢ host services stream: stderr tags: _grokparsefailure _id: FZEumocBdhOF5-fpCYF6 _index: bpalogs-2023.04.19 _score: 8 _type: _doc
t show

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-84-19T15:42:01.791938Z] [User ID: admin] [Device Name: [ 11 [IP Address: [ 1
¢ stream I

wwedlo BPA: zoly J v



elastic

= @ oscoer v Options New Open Share Inspect (3 Save
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: 'discover-device']" x | + Add filter
bpalogs* eos €= 28 hits
Q Search field names [Capability Name: d);cuver—devlce] [Lo; Mes;age: ‘cuntroiler deta;ls {'id": ‘2669b568—647e—4213‘—‘;626—23959795690‘3", “type’ ‘dev’)ce—manager—act‘—c‘tr:l‘ , 'keys' {‘]d‘ : "device- -

manager-act-ctrl’, ‘subType': 'device-manager-act-ctrl’, 'dsiplayName': ‘Activity control', 'elementType’: ‘app-menu’}, ‘name’: ‘Direct-To-Device'}'] @timestamp: Apr 26, 2023 @

Filter by type 0 v 28:13:09.989 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBb5f69d1d21ac79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
© Available fieids 5 agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: tLwEvocBdhOFS-fprONC _index: bpalogs-2623.64.26 _score: 8 _type: _doc
s > docker.name: /d2d-agent-service message: [6mINFO:root:[Timestamp: 2023-84-26T14:43:10.4887582] [User ID: admin] [Device Name: [ 11 [IP Address: [* n
€ _index [Capability Name: discover-device] [Log Message: 'device action permission to user: False'] Gtimestamp: Apr 26, 2023 @ 20:13:18.489 Gversion: 1 docker.hostname: 724848bfc7af
© @timestamp docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
1) dockerhostname services stream: stderr tags: _grokparsefailure _id: vbwEvocBdhOF5-fpriPe _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t) dockerimage > docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2065762'] [User ID: ‘admin’] [Device Name: [’ "1'1 [1P Address
¢ docker.name iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response for device: [{'id’: 1, 'isSelected': False, 'Device ID': 'NCCM52', 'IP address’
¢ message ', "Platform’: ‘cisco WS-C3756X-48P, Capabilities’, 'Version': 'Cisco I0S Software, C3750E Software (C375OE-UNIVERSALKI-M), Version 12.2(58)SE2, RELEASE SOFTWARE
(fe1)', "level': 1}]'] @timestamp: Apr 26, 2023 @ 20:13:22.267 @version: 1 docker.hostname: 724848bfc7af
0 docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT
# _score
D _type > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:43:22.2071552'] [User ID: ‘admin’] [Device Name: '[' "1'1 [1P Address
iE *1'] [Capability Name: 'discover-device'] [Log Message: 'Response: {’controllerId': 'Direct-To-Device', 'deviceldentifier’: ' *, “hostname’ :
JEEED , “serialNumber’: ", ‘result’: {'body’: [{'id': 1, 'isSelected’: False, ‘Device ID': 'NCCM52', 'IP address’ , "Platform’: ‘cisco WS-C3750X-48P,
1) dockerid Capabilities’, 'Version': ‘Cisco I0S Software, C3756E Software (C3750E-UNIVERSALK9-M), Version 12.2(58)SE2, RELEASE SOFTWARE (fc1)', ‘level': 1}], 'msg’: 'success’, 'status’
€ host “success'}}'] @timestamp: Apr 26, 2023 © 20:13:22.207 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBhST60d1d21act79dc872ee71818309214a7449746F195
t show
€ stream

wwedle BPA: zol; I vl

@ oscoer - Options New Open Share Inspect [3) Save

[ v Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘connect]" x |+ Add filter

bpalogs* v eos €= 29 hits

['10.105.52.34"]"] [Capability Name: 'connect ] [Log Message: '-------- ] Gtimestamp: Apr 26, 2023 0 20:15:37.237
Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a7449746¢195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510

---Fetching Device Details------- --

Q Search field names

Filter by type [0 9 host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: PrwGvocBdhOF5-fp6zbK _index: bpalogs-2023.84.26 _score: @ _type: _doc
v Available fields 15 > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-64-26T14:45:37.2382267'] [User ID: ‘admin’] [Device Name: '[ 1'] [IP Address
popular [ 1'] [Capability Name: 'connect'] [Log Message ---device connection-check use case--- ---'] @timestamp: Apr 26, 2023 @
1) _index 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBbsT69d1d21acf79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
Blcteston agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: QLwGvocBAhOFS-fpbzbk _index: bpalogs-2023.04.26 _score: 8 _type: _doc
) CEETHEETID > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2823-84-26T14:45:37.2384532' ] [User ID: 'admin’] [Device Name: '[ 1'] [IP Address
¢t docker.image [ ]'] [Capability Name: 'connect'] [Log Message: 'Payload: [{'hierarchylds': ['lab-34'], '_id 643918decbcd56012fa2733d", ' hostname .
¢ docker.name deviceldentifier , ‘description’: ', ‘address , 'port': '22', 'deviceType': 'cisco-ios’, ‘osType': ‘cisco-ios’, 'credential': 'lab-34,
protocol’: 'ssh’, 'deviceRole , 'adminState , 'latitude , 'longitude , 'additionalAttributes’: {’hostname }, 'controllerId’: 'Direct-To-Device',

t message

“controllerType' : ‘Direct-To-Device', '__v': 8}]'] @timestamp: Apr 26, 2623 @ 20:15:37.239 @version: 1 docker.hostname: 724848bfc7af

t id

) _score > docker.name: /d2d-agent-service message: [BmINFO:root:[Timestamp: 2023-84-26T14:45:37.666839Z] [User ID: admin] [Device Name: [ 1] [1P Address: [ 11
[Capability Name: connect] [Log Message: 'User group details: [’ebbb124f-fdb8-48c2-9d78-b6557357¢533", '9bBdad2b-4bed-48c9-89e7-6296780e2b18", *7071e782-a394-47ed-82b0~

t _type .

-4397-b baf19a86a88", '9868e24b-75dd-4590-b78d-f3dbb259251F ] ] Otimestamp: Apr 26, 2023 @ 20:15:37.66@ @version: 1 docker.hostname: 724848bfc7af

) @version docker.id: 724848bfc7af93bbBaBb5769d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.6.1-510 host: show: This is NOT

¢ dockerid services stream: stderr tags: _grokparsefailure _id: SbwGvocBdh9F5-fp7TZq _index: bpalogs-2623.04.26 _score: @ _type: _doc
t host

> docker.name: /d2d-agent-service message: [@mINFO:root:[Timestamp: 2023-04-26T14:45:38.678741Z] [User ID: admin] [Device Name: [' 1 [1P Address: [' n
) show [Capability Name: connect] [Log Message: 'device action details: {'id': 'c62elbfa-edf7-4baa-a216-7a586b93c6ed’, 'resource_type': 'device-manager-act-ctrl’, ‘action’: ‘comnect’,
¢ stream “rreated at': 'DA23_AA-ART?1-3R-43 KAG7'\'1 @fimestamn: Anr 76 2002 A 7A-15-3 ARA Bversinn: 1 docker hostname® 7)ARARKEeTaf

wvedlo BPA: goslob

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
[+~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘connect]” x | + Add filter
bpalogs* eos €= 29 hits
QU Search field names docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.9.1-518
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KrwHvocBAhOF5-fpBTFQ _index: bpalogs-2023.84.26 _score: 8 _type: _doc
Filter by type 0 ~
> docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4464372'] [User ID: ‘admin’] [Device Name: '[' “1'] [1P Address
Eghvatable fieids) i 8 “1'] [Capability Name: ‘connect’] [Log Message: 'SSH session with device is Successfully established'] Otimestamp: Apr 26, 2023 @ 20:15:47.447
o @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ _index host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: @ _type: _doc
© @timestamp
> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:45:47.4474307'] [User ID: ‘admin’] [Device Name: ‘[ 1'] [1P Address
1) dockechostname 1 1'] [Capability Name: ‘connect’] [Log Message: 'SSH session for 16.105.52.34 device is closed'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
0 CEEETEE docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbRadb5f69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
¢ docker.name host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: VrwHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ message
> docker.name: /d2d-agent-service message: [6mDEBUG:root:([Timestamp: '2623-04-26T14:45:47.4476442'] [User ID: 'admin’] [Device Name: ‘[ “1'1 [1P Address
g id ie 1'] [Capability Name: ‘connect’] [Log Message: 'Connection to is Successfull'] @timestamp: Apr 26, 2623 @ 26:15:47.448 @version: 1
# _score docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518
1) _type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: V7wHvocBAhOF5-fpFDcF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
¢ @version
N > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2623-04-26T14:45:47.447807Z'] [User ID: 'admin’] [Device Name: ‘[’ “1'1 [1P Address
cccied T 1] [Capability Name: 'connect'] [Log Message: 'Response: [{’deviceName': ' , "controllerId' : 'Direct-To-Device’, 'hostName' ", 'result’
€ host [{'name': 'result’, ‘value': 'true’}, {'name’: 'info’, 'value': 'Connection to is Successfull'}]}]'] @timestamp: Apr 26, 2023 @ 20:15:47.448 @version: 1
€ show docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8adbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518

stream host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: WLwHvocBdh9F5-fpFDCF _index: bpalogs-2623.64.26 _score: @ _type: _doc



wedle BPA: G lob

@ oscoer - Options New Open Share Inspect [3) save
B v Search (OBl  C Refresh
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘execute-commands']* x |+ Add filter
bpalogs* v eos €= 10 hits
QU Search field names > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User I0: ‘admin’] [Device Name ] [IP Address: **] [Capability
Nare: * execute-commands' ] [Commands: *['show clock’, ‘show version']'][Log Message is use ] Gtinestamp: Apr 21,
Filter by type [0 v 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314chS13a docker.id: eSe314ch513abdd2a123c18553c7d30ac115fe9211 37a963789ad!
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: FKPvo4cBdh9F5-fpOYFx
v Available fields 15
_index: bpalogs-2623.04.21 _score: @ _type: _doc
Popular
¢ _index > docker.name: /d2d-agent-service message: [AnDEBUG:root:[Timestamp: '2623-84-21T13:09:36.4538222'] [User ID: 'admin’] [Device Name ] [IP Address: '] [Capability
® @timestamp Name: ' execute-commands' ] [Commands: '['show clock', ‘show version']'][Log Message: 'Payload: {deviceldentifier , ‘commands': ['show clock', 'show version']}']

. Gtimestamp: Apr 21, 2023 © 18:39:36.454 @version: 1 docker.hostname: eSe314cb513a docker.id: eSe31dch513abdd2a123c18553¢7d30act15fe92111d2468dafc37a963789adS
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-568 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: FaPvodcBAh9F5-fpOYFx
t docker.image

¢ _index: bpalogs-2623.04.21 _score: 6 _type: _doc
t docker.name

BT > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:36.5001822'] [User I0: ‘admin’] [Device Name ] [IP Address ]
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock', 'show version']'] @timestamp: Apr 21, 2023 © 18:39:36.501

DEU @version: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508

# _score host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LoPvodcBAhOF5-fpO¥Fx _index: bpalogs-2023.04.21 _score: 6 _type: _doc

€ type

D rersion > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-21T13:09:43.8076622'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address 1
[Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Result Payload: controllerd: Direct-To-Device, commandResults: [{'command": ‘show

e clock’, ‘executionStartTime': 1682082576, 'executionEndTime': 168282583, 'cmdOutPut: 'show clock \n*12:62:23.785 GMT Fri Apr 21 2623 \n', 'result': True}, {'command’: 'show

€ host version’, ‘executionStartTime': 1682882576, 'executionEndTime': 1682082583, ‘cmdOutPut’: 'show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],

€ show Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by

¢ stream

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ x 9 vice X || message: “[Capability Name: ‘execute-commands” x |+ Add filter
bpalogs* eoe €= 10 hits

QU search field names

> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-04-26T14:49:68.9718352'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * 1
Filter by type 0 ~ [Capability Name: ‘execute-commands'] [Commands: '['show clock’, 'show version']'][Log Message: 'Payload: {'deviceldentifier': ' ", “commands’: ["show clock’, 'show
version']}'] @timestamp: Apr 26, 2023 @ 20:19:09.046 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a74497467195
 Available fields 15 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: cbwkvocBdh9F5-fpJzin
Popular _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t _index
Blginestan > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-04-26T14:49:69.094697Z'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: ‘Commands: ['show clock’, 'show version']'] @timestamp: Apr 26, 2623 @ 20:19:69.895
1) dockerostname @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbST69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510
0 e host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhOF5-fpJzin _index: bpalogs-2623.84.26 _score: @ _type: _doc
t docker.name
B > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2623-84-26T14:49:16.1857992'] [User ID: ‘admin’] [Device Name: ' 1 [1P Address: * B
[Capability Name: ‘execute-commands'] [Commands: '['show clock’, *show version']'][Log Message: '{'executionStartTime': 1682520549, ‘cmdOutPut’: '{\'show clock\': \'%13:42:08.899
0 id GMT Wed Apr 26 2023\, \"show version\': \'Cisco I0S XE Software, Version 16.12.85b\\nCisco I0S Software [Gibraltar], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK-M), Version
# _score 16.12.5b, RELEASE SOFTWARE (fc3)\\nTechnical Support: http://wiw.cisco.com/techsupport\\nCopyright (c) 1986-2621 by Cisco Systems, Inc.\\nCompiled Thu 25-Mar-21 13:09 by
D). type mepre\\n\\n\\nCisco I0S-XE software, Copyright (c) 2885-2621 by cisco Systems, Inc.\\nAll rights reserved. Certain components of Cisco I0S-XE software are\\nlicensed under the GNU
i) @version > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-26T14:49:16.186271Z'] [User ID: ‘admin’] [Device Name: * ] [IP Address: * ]
¢ dockerid [Capability Name: 'execute-commands'] [Commands: '['show clock’, ‘show version']'][Log Message: 'Response: controllerId: Direct-To-Device, commandResults: [{'command’: 'show
) host clock’, ‘executionStartTime': 1682520549, 'executionEndTime': 1682520556, 'cmdOutPut’: 'show clock \n*13:42:68.896 GMT Wed Apr 26 2023 \n', 'result’: True}, { command’: 'show
) show version’, ‘executionStartTime': 1682520549, 'executionEndTime’: 1682520556, 'cmdOutPut’: ‘show version \nCisco I0S XE Software, Version 16.12.85b\nCisco 10S Software [Gibraltar],
e Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.12.5b, RELEASE SOFTWARE (fc3)\nTechnical Support: http://www.cisco.com/techsupport\nCopyright (c) 1986-2621 by

wwedle BPA: §lde 1dgpdss



elastic

= @ oiscoer v Options New Open Share Inspect (3 Save
B v Search KaL C Refresh
© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 % || docker.name: g vice X || message: "[Capability Name: ‘preview-template’]" x | + ilter
® @ @ i ( 7 Add filt
bpalogs* v ses €= 20 hits
Q Search field names > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.627639Z'] [User ID: ] [Device Name: [ 1] [IP Address
i 1] [Capability Name: ‘preview-template'] [Log Message: '------ -Previen template use case-------- - '] ®timestamp: Apr 26, 2023 0
Filter by type 0 v 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBadb5f69d1d21acf79dc872ee71818309214a7449746f195 docker.image: containers.cisco.com/bpa/d2d-
agent:4.0.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: BLwMvocBdh9FS5-fpCkQf _index: bpalogs-2023.04.26 _score: @ _type: _doc
V' Available fields 15
o > docker.name: /d2d-agent-service message: [6mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.627268Z'] [User ID ] [Device Name: ‘[ 1] [IP Address
¢ _index [ 1] [Capability Name: 'preview-template'] [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, 'templateld’: '635e955a-e047-11ed-alde-
© @timestamp 6242ac160003", 'osType': 'cisco-ios', 'devices': ['10.105.52.34'], 'variables': {'interface_name': 'GigabitEthernet1/@/7', 'description_name’: 'test_vishal262620'},
additionalAttributes': {'composite’: False, 'containingTemplates': None, 'deviceInfo’: [{'hostName , 'deviceld , 'deviceIpAddress
t docker.hostname

}1}}'] @timestamp: Apr 26, 2023 @ 20:21:12.629 @version: 1 docker.hostname: 724848bfc7af
¢ docker.image

¢ docker.name > docker.name: /d2d-agent-service message: [OmDEBUG:root:([Timestamp: '2623-04-26T14:51:12.6376542' ] [User ID: ] [Device Name: '[ 1'] [IP Address

¢ message N ]'] [Capability Name: 'preview-template'] [Log Message: 'Raw template content: 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr
26, 2023 © 20:21:12.645 Gversion: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0aBb5769d1d21act79dc872ee71818309214a7449746195

€ -id docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host: 172.22.8.1 show: This is NOT services stream: stderr tags: _grokparsefailure _id: DrwMvocBdhoF5-fpCkQf

# _score _index: bpalogs-2623.84.26 _score: © _type: _doc

. -type > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.637864Z'] [User ID: ] [Device Name: '[" 1'] [IP Address

) @version i 1'] [Capability Name: ‘preview-template'] [Log Message: 'Got ‘interface {{interface_name}}\ndescription {{description_name}}' to be substituted with

¢ dockerid {'interface_name': ‘GigabitEthernet1/6/7°, 'description_name’ 262020')'] @timestamp: Apr 26, 2023 @ 20:21:12.645 @version: 1 docker.hostname: 724848bfc7af

2 host docker.id: 724848bfc7af93bbBadh5f69d1d21act79dc872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host: show: This is NOT

) show services stream: stderr tags: _grokparsefailure _id: D7wMvocBdhOF5-fpCkQf _index: bpalogs-2623.84.26 _score: @ _type: _doc

€ stream > dnekar nama- /HOA_anant SarARa massana:  [ARERIG-ront-[Timectamn: '2A23_G4-2AT14-K1-19 6414997°1 Misar Tn- * 1 Devica Name: [0 11110 ddrass

wwzdle BPA: GCT 21l

elastic

@ oscoer - Options New Open Share Inspect [3) save
@ | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: "[Capability Name: ‘preview-template’]” x | + Add filter
bpalogs* v e = 20 hits

QOCKer.1mage: CONTAlNers.C1SCO.COM/DPa/aza-agent:4.u. =51y NOST: 1/2.2Z.¥.1 SNOW: IN1S 1S NUI Services STream: STOErr Tags: _grokparseTallure _10: ELWHVOCEGNYF5-TPUKUT

QU search field names _index: bpalogs-2623.84.26 _score: @ _type: _doc

Filter by type 0 4 > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-84-26T14:51:12.6522182'] [User ID ] [Device Name: '[ 1'] [IP Address
© Avallable flelds 15 [ 1'] (Capability Name: ‘previe-template' ] [Log Message: 'API response ip: {'status': 'success', 'message’: 'Successfully fetched device from inventory’, 'body
{'hierarchyIds’: ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname , "deviceldentifier , 'description’: ', 'address
Popular port': '22', ‘deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential’: 'lab-34', 'protocol’': 'ssh’, 'deviceRole , 'adminState , ‘'latitude , 'longitude
O additionalAttributes’: {hostname’: '10.105.52.34'}), ‘controllerId': 'Direct-To-Device', 'controllerType': 'Direct-To-Device', '__v': @}}'] @timestamp: Apr 26, 2023 @
) @timestamp
1) dockechastname > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-04-26T14:51:12.6792662' ] [User ID ] [Device Name: '[ 1'] [IP Address
[ ]'] [Capability Name: 'preview-template'] [Log Message: 'API response pass: {'status success', 'message Successfully fetched device from inventory', 'body
DCEEL) {"hierarchyIds': ['1ab-34'], '_id': '643918decbcd56012fa2733d’, 'hostname . "deviceIdentifier , "description , "address ,
t | docker.name port': '22', 'deviceType': 'cisco-ios', 'osType': 'cisco-ios', 'credential': 'lab-34', 'protocol’: 'ssh’, 'deviceRole , ‘adminState . 'latitude , 'longitude |
« message ‘additionalAttributes’: {'hostname '}, ‘controllerId': ‘Direct-To-Device’, 'controllerType': 'Direct-To-Device’, '__v': 8}}'] @timestamp: Apr 26, 2623 @
€ id > docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-26T14:51:43.3916632'] [User ID: ' '] [Device Name: [ *1°] [IP Address
# _score IS 1'] [Capability Name: ‘preview-template’] [Log Message: 'i , j: MultiResult: [Result: "napalm_configure’]'] @timestamp: Apr 26, 2623 @ 20:21:43.396
D 1ype @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBabbS69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-510
D gersion host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PLuMvocBAhOF5-fpgkw8 _index: bpalogs-2023.04.26 _score: 8 _type: _doc
i) docker.d > docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2623-84-26T14:51:43.396569Z'] [User ID: '] [Device Name: '[ 1" [IP Address
€ host iE 1'] [Capability Name: ‘preview-template’] [Log Message: ' [92mINFO: Host Diff : +description test_vishal262620 [6m'] @timestamp: Apr 26, 2623 €
7 chow 20:21:43.397 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb0absr69d1d21act79dc872ee71818309214a74497467195 docker.image: containers.cisco.com/bpa/d2d-
D) stream agent:4.6.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: PbwMvocBdhOFS-fpgkws _index: bpalogs-2023.64.26 _score: 8 _type: _doc

owedle BPA: GCT 210

= @ oscoer v Options New Open Share Inspect (3 Save
B v~ Search KaL C Refresh
® | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ % || docker.name: 9 vice X || message: “[Capability Name: 'execute-template’]* x | + Add filter

bpalogs* v eos ¢= 30 hits

> docker.name: /d2d-agent-service message: [@mDEBUG:root:[Timestamp: '2023-04-24706:21:50.8279012'] [User ID: ] [Device Name: '[ 1] [IP Address: '[ 11
[Capability Name: 'execute-template'] [Log Message: '--

QU Search field names

--Execute template use case-- -- ----'] Otimestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1

Filter by type 0 ) docker .hostname: eSe314cbS513a docker.id: eSe314cb513ab4d2a123¢18553¢7d30acT15fe92111d2468dafc37a963f89ad5 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-508
host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: s7PssYcBdh9F5-fp_F9I _index: bpalogs-2023.84.24 _score: @ _type: _doc
v Available fields 15
s > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-04-24T06:21:50.8280762' ] [User ID: '] [Device Name: '[ 1'] [1P Address: '[ 1
D [Capability Name: 'execute-template’ | [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, 'templateld’: '635e955a-e047-11ed-alde-6242ac160083', 'osType
cisco-ios’, 'devices': [ ], 'variables': {'interface_name , ‘description_name': ‘GigabitEthernet1/8/7'}, 'additionalAttributes': {'composite

© @timestamp
False, 'containingTemplates': None, 'deviceInfo': [{'hostName , ‘deviceld , 'deviceIpAddress , 'variables': {'interface_name
t docker.hostna
ockerhostname description_name’: 'GigabitEthernet1/0/7'}}]}}'] @timestamp: Apr 24, 2023 @ 11:51:50.828 @version: 1 docker.hostname: eSe314cb513a

¢ dockerimage

T dockername > docker.name: /d2d-agent-service message: [GmDEBUG:root:[Timestamp: '2023-64-24T66:21:56.8285842'] [User 10: '] [Device Name: '[ 1'] [1P Address: '[ 1"
X [Capability Name: ‘execute-template’] [Log Message: ‘Render : Req 'interface {{interface_name}}\ndescription {{description_name}}''] @timestamp: Apr 24, 2623 @ 11:51:50.829
timessede Gversion: 1 docker.hostname: eSe314cbS13a docker.id: eSe314chS13abdd2a123c18553c7d38ac115Fe92111d2468dafc37a963f89ads docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-568

id host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: trPssYcBdh9F5-fp_F9T _index: bpalogs-2023.04.24 _score: @ _type: _doc
# _score
> docker.name: /d2d-agent-service message: [OmDEBUG:root:[Timestamp: '2023-84-24T06:21:50.8286672'] [User ID: '] [Device Name: ‘[’ 1'] [1P Address: [ 11
t)-type [Capability Name: 'execute-template’] [Log Message: ‘Render : Payload 'interface {{interface_name}}\ndescription {{description_name}} '] @timestamp: Apr 24, 2023 @ 11:51:50.829
i) @version Oversion: 1 docker.hostname: e5e314cb513a docker.id: e5e314cb513abdd2a123¢18553¢7d36ac15e92111d2468dafc37a963789ad5 docker.image: containers.cisco.com/bpa/d2d-agent :4.0.1-508
¢ dockerid host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: t7PssYcBAhOF5-fp_FOT _index: bpalogs-2023.04.24 _score: 8 _type: _doc
t host
S > docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-24T66:21:59.869900Z' ] [User ID: ''] [Device Name: '[' “1'] [IP Address: '[' 11
[Capability Name: 'execute-template’ ] [Log Message: 'Result Payload [{'deviceld : ', ‘status’: 'FAILURE', 'description’: "configure terminal\nEnter configuration
€ stream . RN - . e e . e .




wwedle BPA: GCT Commit

elastic
= @ oscoer v Options New Open Share Inspect (3 Save
B~ Search KaL C Refresh

©  @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X | message: "[Capability Name: ‘execute-template’l” X |+ Add filter
bpalogs* eee ¢= 30 hits

QU search field names

> docker.name: /d2d-agent-service message: [@nDEBUG:root:([Timestamp: '2023-84-26T14:51:50.1586752° ] [User ID: 1 [Device Name: '[* 1'] [IP Address
Filter by type 0 v T 1] [Capability Name: "execute-template'] [Log Message: 'Payload: {'templateName': 'test-template’, 'version': 1, "templateld’: '635e955a-e047-11ed-alde-
0242ac160083", “osType': 'cisco-ios’, ‘devices': [° ], ‘variables': {'interface_name': 'GigabitEthernet1/8/7', 'description name': ' b
& LTE S = ‘additionalAttributes’: { composite’: False, 'containingTemplates’: None, 'deviceInfo’: [{ hostName': ' | deviceld': *, “deviceIpAddress’
Popular ‘variables': {'interface name': 'GigabitEthernet1/8/7", 'description name’: ° }}1}}'] @tinestamp: Apr 26, 2623 @ 20:21:59.159 @version: 1
t _index
) @rimestomp > docker.name: /d2d-agent-service message: [BnDEBUG:root:[Timestamp: '2823-84-26T14:51:50.1592272'] [User ID: ° ] [Device Name: '[* 1'] [1P Address
T ‘1] [Capability Name: ‘execute-template'] [Log Message: 'Render: Req 'interface {{interface_name}}\ndescription {{description_name}}’’] Gtimestamp: Apr 26, 2623 @
O GG 20:21:59.150 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb@adb5f60d]d21act79dc872ee71818309214a7449746£195 docker.image: containers.cisco.com/bpa/d2d-
¢ dockerimage agent:4.8.1-518 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: KbwMvocBah9F5-pvé7o _index: bpalogs-2623.04.26 _score: 8 _type: _doc
t docker.name
T message > docker.name: /d2d-agent-service message: [@nDEBUG:root:[Timestamp: '2623-84-26T14:51:50.159333" ] [User ID: ‘] [Device Name: '[* “1'] [IP Address
T 1] [Capability Name: ‘execute-template'] [Log Message: ‘Render: Payload 'interface {{interface name}}\ndescription {{description nane}}'*] @timestamp: Apr 26,
¢ d 2623 @ 20:21:59.159 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a74497467195
# _score docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518  host show: This is NOT services stream: stderr tags: grokparsefailure _id: KruMvocBAndFS-fpve7o
D type _index: bpalogs-2623.84.26 _score: @ _type: _doc
t @version > docker.name: /d2d-agent-service message: [EnDEBUG:root:[Timestamp: '2023-84-26T14:52:07.347196Z" ] [User ID: ] [Device Name: '[* 1'] [1P Address
€ dockeria T 1'] [Capability Name: ‘execute-template’] [Log Message: 'Response: [{ deviceld': ' “status’: 'SUCCESS', 'description’: 'configure terminal\nEnter
M et configuration commands, one per line. End with CNTL/Z.\ntwentynine(config)#interface GigabitEthernet1/0/7\ntwentynine(config-if)#description \ntwentynine(config-
S if)#end\ntwentynine#', 'controllerId’: 'Direct-To-Device'}]'] @timestamp: Apr 26, 2023 @ 20:22:07.348 @version: 1 docker.hostname: 724848bfc7af
B docker.id: 724848bfc7af93bbBaBb5T69d1d21ac79dc872¢71818309214a74497467195 docker . image: containers.cisco.con/bpa/d2d-agent :4.8.1-518 host: show: This is NOT

wvedlo BPA: GCT Commit

elastic

= @ oscoer v Options New Open Share Inspect (3 Save

[ v “[UserID: ‘admin

nd "[Device Name: '10.105.52.34'7"

© | @timestamp: Apr 19, 2023 @ 00:00:00.000 to Apr 29, 2023 @ 00:00:00.000 X || docker.name: d2d-agent-service X || message: "[Capability Name: ‘execute-commands’" X |+ Add filter

bpalogs* eoe €= 10 hits

Q search field names Document

Filter by type [ o > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2623-84-21713:09:36.4534932'] [User ID: ‘admin’ ] [Device Name: '10.105.52.34'] [IP Address: ''] [Capability
Name: " execute-commands' ] [Commands: *["show clock’, 'show version']'][Log Message: * ds use '] etinestamp: Apr 21,

v Available fields 15 2623 © 18:39:36.454 Oversion: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513abdd2a123c18553c7d30act157e92111d2468dafc37a9638%ad5

popular docker.image: containers. cisco.con/bpa/d2d-agent:4.8.1-588 host show: This is NOT services Stream: stderr tags: grokparsefailure _id: FKPvo4cBAnoFS-fpOYFx

D T _index: bpalogs-2023.04.21 _score: 18.342 _type: _doc

O @timestamp > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '223-84-26T14:49:08.959612Z'] [User ID: 'admin’ ] [Device Name: ' 1 [IP Address 1

¢ docker hostname [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: * ut ds use B

¢ dockerimage Gtinestamp: Apr 26, 2023 @ 20:19:08.972 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848b7c7af93bbBaBb5r69d1d21act79dc872ee71818369214a74497467195

) dockername docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-510 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: Z7wKvocBAhoFS-fpJzim
_index: bpalogs-2823.04.26 _score: 17.63 _type: _doc

¢ message

D i > docker.name: /d2d-agent-service message: [BmDEBUG:root:[Timestamp: '2023-84-21T13:69:36.5001822' ] [User ID: 'admin’] [Device Name: * ] [IP Address: ' 1
[Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, ‘show version']'] @timestamp: Apr 21, 2023 @ 18:39:36.501

o @version: 1 docker.hostname: e5e314cb513a docker.id: e5e314ch513ab4d2a123c18553c7d30act15Fe92111d2468dafc37a9638%d5 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-508

D) type host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LqPvo4cBGhOF5-fpOYFx _index: bpalogs-2023.84.21 _score: 17.547 _type: _doc

t @version

e — > docker.name: /d2d-agent-service message: [OnDEBUG:root:[Timestamp: '2023-84-26T14:49:09.8946972'] [User ID: ‘admin’ ] [Device Name: ' ] [IP Address: * 1

_— [Capability Name: execute-comnands' ] [Comnands: '['show clock’, 'show version']'][Log Message: ‘Commands: ['show clock’, “show version']'] @timestamp: Apr 26, 2023 @ 20:19:09.095
@version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBab5f60d1d21act79dc872e¢71818309214a7449746F195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-518

) show host : show: This is NOT services stream: stderr tags: _grokparsefailure _id: i7wKvocBdhoF5-fpJzin _index: bpalogs-2023.04.26 _score: 17.28 _type: _doc

€ stream
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t

t

_index
@timestamp
dockerhostname
dockerimage
docker.name

message

_id
_score
_type
@version
docker.id
host
show

stream

oon €=
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[ save
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docker.name: d2d-agent-service X |+ Add filter

9 hits
docker.id: 724848bfc7af93bbeadbsf69d1d21acf79dc872ee71818309214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent :4.0.1-510 host: message: [BmDEBUG:root
[Timestamp: '2023-04-26714:45:47.446437Z'] [User ID: 'admin'] [Device Name: '[ 1'] [IP Address: '[ ]'] [Capability Name: 'connect'] [Log Message: 'SSH
session with device is Successfully established'] show: This is NOT services stream: stderr tags: _grokparsefailure _id: TbwHvocBAh9F5-fpFDCF _index: bpalogs-

>

>

>

>

2023.04.26 _score: 0 _type: _doc

docker .name: /d2d-agent-service @timestamp: Apr 26, 2023 0 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bb@aBb5f69d1d21acf79dc872ee71818309214a74497461195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host
message: [OMDEBUG:netmiko:write_channel: b'\n' ‘show: This is NOT services stream: stderr tags: _grokparsefailure _id: TrwHvocBdhOFS-fpFOCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadb5T69d1d21acf79dc872ee71818389214a74497467195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host:

message: [BmDEBUG:netmiko:read_channel: show: This is NOT services stream: stderr tags: _grokparsefailure _id: T7wHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26 _score: @

_type: _doc

docker.name: /d2d-agent-service Otimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: ULwHvocBdhOFS-fpFDCF _index: bpalogs-2023.04.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host: message: (empty)

show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc
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Available fields
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_index
@timestamp
docker.hostname
docker.image
docker.name

message

_id
_score
_type
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dockerid
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[ save
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docker.name: d2d-agent-service X | + Add filter

9 hits

>

>

>

>

>

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host: message: (empty)

show: This is NOT services stream: stderr tags: _grokparsefailure _id: UbwHvocBAhOFS-fpFDCF _index: bpalogs-2023.84.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2023 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBadh5f69d1d21act79d0872ee71818369214a7449746195 docker.image: containers.cisco.con/bpa/d2d-agent:4.0.1-510 host:
message: [BMDEBUG:netmiko:Pattern found: ([>#]) show: This is NOT services stream: stderr tags: _grokparsefailure _id: UrwHvocBdhOF5-fpFDCF _index: bpalogs-2023.84.26

_score: @ _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: (empty)
show: This is NOT services stream: stderr tags: _grokparsefailure _id: U7wHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service @timestamp: Apr 26, 2623 @ 20:15:47.447 @version: 1 docker.hostname: 724848bfc7af

docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746F195 docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-518 host: message: twentynine#

show: This is NOT services stream: stderr tags: _grokparsefailure _id: VLwHvocBdh9F5-fpFDcF _index: bpalogs-2023.64.26 _score: 8 _type: _doc

docker.name: /d2d-agent-service Gtimestamp: Apr 26, 2623 @ 20:15:47.447 Gversion: 1 docker.hostname: 724848bfc7af
docker.id: 724848bfc7af93bbBaBb5T69d1d21acf79dc872ee71818389214a7449746195 docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host:

message: [BmDEBUG:netmiko:write_channel: b'exit\n' show: This is NOT services stream: stderr tags:

doc

_score: 8 _type:

_grokparsefailure _id: VbwHvocBdh9F5-fpFDcF _index: bpalogs-2623.04.26
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Options New ~ Open Share Inspect

@ | @timestamp: Apr 26, 2023 @ 00:00:00.000 X

bpalogs*

Q Search field names

Filter by type 0

v Available fields
Popular

€ _index
 @timestamp

¢ dockerhostname
¢ dockerimage

¢ dockername

« message

¢ id

# _score

€ type

@version
docker.id
host
show

stream

oo €

docker.name: d2d-agent-service X |+ Add filter

26 hits
WTIMeSTAMp: AP Zb, 023 © I5154I10.445 GVErSION: | GOCKET.NOSTNAMe: /Z4¥4BDTC/aT GOCKEr.10: /Z4B4DTC/ATYSDDYAUDOTOYAIOZIACT /Y0CK/ZE€] 16 1830YZ148/44Y/40T 195
docker .image: containers.cisco.con/bpa/d2d-agent:4.0.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 3budvYcBdhoFS-fpx_UU

>

>

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=1, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip._vendor.urllib3.connection.HTTPSConnection object at @x7fb889436a6@>, 'Connection to pypi.org timed out. (connect timeout=15)')": /simple/pip/
Otimestamp: Apr 26, 2623 @ 18:51:18.167 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5F69d1d21acf79dc872ee71818309214a74497461195
docker.image: containers.cisco.com/bpa/d2d-agent:4.0.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: LbuSvYcBdh9FS5-fpufad

_index: bpalogs-2023.04.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: WARNING: Retrying (Retry(total=@, connect=None, read=None, redirect=None, status=None)) after connection broken by
ConnectTimeoutError (<pip. _vendor.url1ib3.connection.HTTPSConnection object at 8x7fb@894368e8>, 'Connection to pypi.org timed out. (connect timeout=15)')": /simple/pip/
Gtimestamp: Apr 26, 2023 © 18:52:22.275 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bbBaBbST69d1d21act79dc872ee71818309214a7449746195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: f7uévYcBAh9F5-fptPYo

_index: bpalogs-2623.84.26 _score: 5.238 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian/dists/bullseye-updates/InRelease Unable to connect to deb.debian.org:http
Otimestamp: Apr 26, 2623 @ 18:47:08.640 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBb5r69d1d21acf79dc872ee71818389214a74497467195
docker.image: containers.cisco.com/bpa/d2d-agent:4.8.1-510 host: show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1rulvYcBdh9F5-fp6_QI
_index: bpalogs-2623.84.26 _score: 5.868 _type: _doc

docker.name: /d2d-agent-service message: W: Failed to fetch http://deb.debian.org/debian-security/dists/bullseye-security/InRelease Unable to connect to deb.debian.org:http
Gtimestamp: Apr 26, 2023 © 18:47:08.646 @version: 1 docker.hostname: 724848bfc7af docker.id: 724848bfc7af93bb8aBbST69d1d21act79dc872ee71818309214a7449746195

docker.image: containers.cisco.con/bpa/d2d-agent:4.8.1-518 host show: This is NOT services stream: stderr tags: _grokparsefailure _id: 1bulvYcBdh9F5-fp6_QI
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https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cnr-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cross-launch-v5-0.html
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https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-multitenancy-v5-0.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-subscription-management-v5-1.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-ci-cd-ct-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-cnc-v5-0.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-device-activation-v5-0.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-golden-config-template-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-golden-config-ng-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-os-upgrade-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-process-template-app-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-service-catalog-v5-0.html
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https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-service-catalog-next-gen-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-service-center-app-v5-0.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-create-a-custom-mfe-v5-0.html
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https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-mongodb-upgrade-v5-1.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-notifications-migration-v5-0.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/en/us/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-1.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-dynamic-elements-v5-0.html
https://www.cisco.com/c/ar_ae/support/docs/bpa/reference/bpa-user-guide-distribute-tf-v5-1.html
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