1390, RBAC JsJsd puweése BPA 1Jl ool 5.1

|Jp 9506

IJozde B 1dsuesd Idpuwaus [Js 1bsly (RBAC) o bys$s Jodsss Idsuesd wuls gds bl
IJpuwosesu slgd pdumuws. ©ead, 1dbsly IUIBS,luoss: 9spdu luuble bsl) 22838 0 bysd
o IBsule IJedods soglbsb oso IUbsh [Us pzesele Ipuvespso. Suwpe GESSU
1151, Jezesele IJpuwetspso JIIBS IJpuuctspso B pzeses Ipuwotspsu 0do woudss
IJepdsle ldpde,us oldsg).

bovle grs>6
S 03l lJduup Jsd spdu Jésps microService wg s pepewol Igluoé pu l3gule RBAC.
oers Ibsole IJolows

Jogrsd I IJeluws:

lousle pJd JSON suw,» JJ IUIsgule Wb 1Jeuul, microservice/src/config/device-1.
permissions-spec.json.
Ip wouvesd e JSON IJalds Juw)s IJbu:2.

{

"service":"service-name",

"permissions": [

{

"group": "group-name",

"actions": [

{"name":"action-name","displayName":"Display name to be shown in roles page"}

1w L



bee lJs Idpeld Idelds Jlogvle 39ule &uo 9bbs shildwoel sIgd pzeses vslule lgwpls.

"service”:"AssetManagerService"”,
"permissions™: [
{

"group”: "credential”,

"actions™: [
{"name"” :"view"”,"displayName”:" ew Asset Credentials™},
f

L

1
{"name" : "manage”,"displayName":"M et Credentials"},
{"name" : "remove” ,"displayName" : "Remove sset Credentials"}

peld gds lousle 1390

ouwesd IJbsole s BPA
Jouvesd IJz90le:

luves,l> rbacSpecProcessorHelper oo @cisco-bpa-platform/mw-util-common-app.1.

const { rbacHelper, rbacSpecProcessorHelper } = require('@cisco-bpa-platform/mw-util-common-app');

Bp wouvgsd e, IJelds Jlusegsle rbacSpecProcessorHelper JoglJzé 1Jixo0le2.
pay26 Bes pJid JSON,

Tet resources = require('./config/asset-manager-permissions-spec');

let rbacSpecProcessorQObj rbacSpecProcessorHelper.getRbacSpecProcessorUtil();
rbacSpecProcessorObj.setSpec(resources);

await rbacSpecProcessorObj.process();

S odlebé: spdo Jdpuwoespsu lsuol Izee 1Js IdiuwlJse lJeube,dé S @cisco-bpa-
platform/mw-util-common-app Jouvesd &u2 IJsole gblywoel glldwel.

SpIdo Jdpuwopspsu e IJbsole IJpuuzds Bs Lodzle luuile 139, 90z)s) 1039,



louble 9,

oule lJogssy

Sedu cgsso Ibsule e e logbliol s 1pdbe Iuwled 1s Il wovdd 1Se)luas Iy
gV brsy vV wEssU vl

OEHsY wessw Uy

Jogsso Ibsole 1Jeg 86 JJbl) IUIG e, luosé: §p wlouble pJwd JSON zass> B IJpuwl,
microservice/src/config/device-role-permissions-mapping-spec.json.

B IJpeld IJelds: we cesso odles (3) Baole Js9, puuisd BPA I issows: 90p wessu (2)
J>9) puwdsd Ipuwoles sop wessu (1) Iy gled IUuvoJs.

. pdlebs: szo wersS luve 106 9luwe 1Upzeses Sluwe IUlols vdywo Jpl B pJud
JSON.

{

"service": "AssetManagerService",

"roles": [

{

"name": "BPA Super Admin",
"permissions": [
{"name":"view","displayName":"View Asset Credentials","group": "credential"},

{"name":"remove","displayName":"Remove Asset Credentials",'group": "credential"},

{"name" :"manage", "displayName":"Manage Asset Credentials Add, Update and Delete Asset C

]



}1

{

"name": "Tenant Admin",

"permissions": [

{"name":"view","displayName":"View Asset Credentials",'"group": "credential"},
{"name":"remove","displayName":"Remove Asset Credentials",'group": "credential"}
1

1,

{

"name": "Network Operator",

"permissions": [

{"name":"view","displayName”:"View Asset Credentials","group": "credential"}
1

}

1

}

2SS wessu IJbsole

Joesse vessw IUbsule:

luves,ls rbacHelper. rbacPermissionMappingHelper oo @cisco-bpa-platform/mw-util-1.
common-app.

const { rbacHelper, rbacPermissionMappingHelper } = require('@cisco-bpa-platform/mw-util-common-app');

B vouvgsd IJie) IJelds Jopsse cessu Idbsole o2,

Tet rbacUtiT0Obj = rbacHelper.getRbacUtilObj(Q);
let registryDetails = await rbacUtilObj getRegistryByName({}, 'device-role-permissions-mapping-spec');
if (Array.isArray(registryDetails) && registryDetails.length === 0) {
let rbacPermissionMappingSpecProcessorObj = rbacPermissionMappingHelper.getRbacSpecProcessorUtil()
Tet rolePermissions = require('./config/device-role-permissions-mapping-spec');
rbacPermissionMappingSpecProcessorObj.setSpec(rolePermissions);
await rbacPermissionMappingSpecProcessorObj.process();
let rbacUtiTObjRegister = rbacHelper.getRbacUtil0bj();
await rbacUtilObjRegister addRegistry({}, 'device-role-permissions-mapping-spec');

}

S woubgsd Uley Idolds Jegldes IJpdSle slugile $lses 190 soesso Iigule og3.
1Jissl):

async function permissionsSpecProcessor() {
Tet resources = require('./config/device-permissions-spec');
Tet rbacSpecProcessorObj = rbacSpecProcessorHelper.getRbacSpecProcessorlltil();



rbacSpecProcessorObj.setSpec(resources);
await rbacSpecProcessorObj.process();

Tet rbacUtilObj = rbacHelper.getRbacUtiT0Obj();

let registryDetails = await rbacUtilObj.getRegistryByName({} 'device-role-permissions-mapping-spec’
if (Array.isArray(registryDetails) && registryDetails.length === 0) {

Tet rbacPermissionMappingSpecProcessorObj = rbacPermissionMappingHelper.getRbacSpecProcessoruti
Tet rolePermissions = require('./config/device-role-permissions-mapping-spec');
rbacPermissionMappingSpecProcessorObj.setSpec(rolePermissions);
await rbacPermissionMappingSpecProcessorObj.process();
let rbacUtilObjRegister = rbacHelper.getRbacUtil0bj();
await rbacUtilObjRegister.addRegistry({}, 'device-role-permissions-mapping-spec');
}
}

S pdlebs: spdo Jdpuwotrese Lsuol Izse IJs Uluwldse 1puie,dé B @cisco-bpa-
platform/mw-util-app Joegsse cesso IJdBsole Cldbgl.
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