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Are you sure you want to delete the selected images?
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Delete Image Server

Are you sure you want to delete the selected server images?
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_ Cisco NX-OS Software TACACS+ or
@A RADIUS Remote Aut High CVE-2023-20168
) Critical CVE Published Last Updated
'High Cisco NX-OS Software OSPFv3 Denial CVE-2022-20823 Aug 24,2022, 9:30 PM(1 year ago) Aug 24,2022, 9:30 PM(1 year ago)
)Mediium of Service Vul High  CVE-2022-20823
OLlow - Version
Cisco NX-0S Software NX-API 0
Command Injection Vul High  CVE-2022-20650
Last Updated ~ View Security Advison
®al Cisco NX-OS Software MPLS OAM Summary Affected Assets (2
- Denial of Service V High CVE-2021-1588 R
0 <30 Days

)31-60 Days
)61-90 Days

Cisco NX-0S Software Cisco Fabric

N Services Over | High CVE-2022-20624 e 0SPF version 3 (0SPFv3) feature of Cisco NX-0S Software could allow

0>90 Days remote attacker to cause a denial of service (DoS) condition on an
Cisco NX-0S Software CLI Commang d
Injection Vulner Medium  GVE-2023-20050
Cisco I0x for I0S XE Software
Privilege Escalatio Critical ~ CVE-2020-3227 This vulnerability is due to incomplete input validation of specific OSPFv3 packets. An
- attacker could exploit this vulnerability by sending a malicious 0SPFv3 link-state
Cisco 10x for I0S XE Software advertisement (LSA) to an affected device. A successful exploit could allow the attacker
Command Injection V' Medium CVE-2021-1384 to cause the 0SPFv3 process to crash and restart multiple times, causing the affected

device to reload and resulting in a DoS condition.

Cisco 10x Application Hosting CVE-2022-20677,CVE
Environment Vulnera Medium  20718,CVE-2022-207
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Filters
High
Impacts A Advisory Impact  GVE Cisco NX-0S Software OSPFv3 Denial of Service Vulnerability
Cisco NX-0S Software TACACS+ or
RADIUS Remote Aut High CVE-2023-20168
. Published Last Updated
Cisco NX-0S Software OSPFv3 Denial CVE-2022-20823 Aug 24,2022, 9:30 PM(1 year ago) Aug 24,2022, 9:30 PM(1 year ago)
of Service Vul High CVE-2022-20823
Version
Cisco NX-0S Software NX-API 10
Command Injection Vul High CVE-2022-20650
~ View Security Advisory
Cisco NX-0S Software MPLS OAM Summary Affected Assets (2)
Denial of Service V High CVE-2021-1588 7

Below is the list of assets known to be affected by this security advisory. Expand to view the details.

Gisco NX-OS Software Cisco Fabric

. Services Over | High GVE-2022-20624 .
O >90 Days 2 Total Assets Al v  Search :

Cisco NX-0S Software CLI Command
P Controller

Injection Vulner Medium  CVE-2023-20050 X .
Clear All Asset Name Serial Number  Model Name Version Role Address 1D

Cisco 10x for I0S XE Software super

CNXS-N93180-2 N9K-C93180YC-FX  9.3(7) _ NDFG
Privilege Escalatio Critical ~ CVE-2020-3227 spine
= CNXS-N93600CD- N9K-C93600CD- 9.3(7) border NDFC
Cisco 10x for 10S XE Software 2 GX
Command Injection V Medium CVE-2021-1384
1 Items per page 10
Cisco 10x Application Hosting CVE-2022-20677,CVE
Environment Vulnera Medium  20718,CVE-2022-207
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Software Images Image Distribution Server Advisories Insights
Security Advisories Security Advisories are determined by matching the OS Type and SW version of the devices Last Updated : Dec 20, 2023, 1:17:06 PM_Sync Status : Completed (%)
Priority Bugs

Security Advisories 214 Total Al v | Search :

Filters

Last Potentially Affected
Impacts A Advisory Impact  CVE Softwares Versions Updated  Version Assets

eass Igble 1JlsJoss
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Software Images Image Distribution Server Advisories Insights
Security Advisories 3) Priority bugs are determined by matching the product Id and SW version of the devices Last Updated : Dec 20, 2023, 1:17:06 PM_Sync Status : Completed (%)
Priority Bugs

Priority Bugs 73 Total All v | Search s

Filters

BugID Severity Summary Product Versions Potentially Affected Assets
Severity ~ N9300 fails to establish OSPF ad| -
CSCwh39932 6 als to establis adjacency In non-vp NOK-C93360YC-FX2:10.2(5) 2
CIAM: Vuls biliti 4.14.2 CVE-2021-3593
csCwd31302 2 s NOK-C93360YC-FX2:10.2(5) 2
CcSCwid3066 3 DOG: Updsta NOK SFiow dacumentation for teh sempl NOK-C9364C-GX:9.3(10),NIK-CI3180YC-FX:9.3(10) 2
CSCwi40943 3 132 routs Is ot getling Instelled In the RIB on NOK-CO364C-GX:9.3(10),N9K-CI3180YC-FX:9.3(10) 2
cscwis2972 2 Multicast traffic forwarding issues for random NOK-C9364C-GX:9.3(10),NIK-CI3180YC-FX:9.3(10) 2

Clear All CSCwil5483 3 Interface UP without cable, only QSFP interted NOK-C93180YC-FX:9.3(7) 1

Nexus 9504 unable to upgrade correctly from 9.3(7

cscwi2aaa7 2 N9K-C3180YC-FX:9.3(7) 1
CSCwi26553 6 Web Ul on 17.9.4 performance/response is slow €9300-24T:17.9.4,C9300-24UX:17.9.4 0
CSCwho9413 4 Consele Logging for some XPATH isco-I0S-XE-instal €9300-24T:17.9.4,C9300-24UX:17.9.4 0
CSCwi23471 5 Evaluation of all for HTTP/2 Rapid Reset Attack v £9300-24T:17.9.4,09300-24UX:17.9.4 o
1 2 3 - 8 Next Items per page 10
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Software Images mage Distribution Server Advisories Insights

Sev 6
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
Security Advisories Priority bugs are determined by matching the product Id and SW versio  port connected L3 device
Priority Bugs
Priority Bugs 73 Total View Priority Bugs
Filters
Summary ecte ssets (2
Bug ID Severity  Summary Summary Affected Assets (2)
Severity ~
N9300 fails to establish OSPF adjacency in ’
CSCwh39932 6 4 Yy Bug Severity
@A CIAM: Vulnerabiliti 4142CVE-2(  Sevb
: Vulnerabilities in rpm 4.14. - ev
)Sev 1 csCwd31302 2 P
Osev2 5 Description:
DOC: Update N9K SFlow d tation f :
N Sevs CSCwia3066 5 pdate ow documentafon § (2
2:2 CSCwWi0943 3 /32 route is not getting installed in the RIB OSPF stuck In exstart state.
OSev6 Conditions:
CSCwi52972 2 VPC Orphan port connected L3 device establishing 0SPF adjacency in non-vpc vlan carried on
L2 trunk between vpc peers.
Clear All CSCwi15483 3 Interface UP without cable, only QSFP inter
N 9504 ble t d ty Workaround:
xus 95 na rade correctly fri
CSCwi23447 2 lexus 95 unable to upgrade correctly N/A

CSCwi26553 6

CSCwh99413 4

CSCwi23471 2

Multicast traffic forwarding issues for randc

Web Ul on 17.9.4 performance/response ig

Consale Logging for some XPATH isco-10¢

Evaluation of all for HTTP/2 Rapid Reset At

Further Problem Description:
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Software Images Image Distribution Server Advisories Insights

Security Advisories ?) Priority bugs are determined by matching the product Id and SW versio
Priority Bugs
Priority Bugs 73 Total
Filters
Bug ID Severity Summary
Saverhty ~ csowha9sz2 6 N9300 fails to establish OSPF adjacency in
@an CIAM: Vuinerabili 4.14.2 CVE-2(
Osev1 cscwd31zoz 2 SIS [
Osev2 -
DOC: Update NSK SFlow documentation fc
Osev3 CSCwid3066 3 . . !
Oseva p . - -
32 route is not getting installed in the RIB
Osevs CSCwid0943 3 /32 route is not getting i !
Osevé Multicast traffic forwarding issues for randc

CSCwi52972 2

CSCwi15483 3 Interface UP without cable, only QSFP inter

Clear All

4 L H
P ) Nexus 9504 unable to upgrade correctly fri

CSCwi26553 6 Web Ul on 17.9.4 performance/response ig

CSowhesals 4 Console Logging for some XPATH isco-10¢

CSCwi23471 2 Evaluation of all for HTTP/2 Rapid Reset At

Sev 6 £ X
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

View Priority Bugs

Summary Affected Assets (2)

Below is the list of assets known to be affected by this security advisory. Expand to view the details

2 Total Assets Al Search
Asset Name Serial Number Model Name Version Role IP Address  Controller ID
CNXS-N93360YC-2 IN9K-C93360YC-FX2  10.2(5)  border NDFC-151
CNXS-N93360YC-1 IN9K-C93360YC-FX2  10.2(5)  border NDFC-151
1 Items per page 10 v
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Software Images Image Distribution Server Advisories Insights

Security Advisories %) Priority bugs are determined by matching the product Id and SW versio
Priority Bugs
Priority Bugs 73 Total
Filters
Bug ID Severity Summary
Severity ~

Csowha9932 6 N3300 fails to establish OSPF adjacency in

CSCWd31302 2 CIAM: Vulnerabilities in rpm 4.14.2 GVE-2C

CSCWi43066 3 DOC: Update NSK SFlow docurnentation fc

CSCwia0943 3 132 route is not getting installed in the RIB

CSCwis2972 2 Multicast traffic forwarding issues for randc

CSCwi15483 3 Interface UP without cable, only QSFP inter

Clear All

4 L H
osowizasa? 2 Nexus 9504 unable to upgrade correctly fro

CSCwi26553 6 Web Ul on 17.9.4 performance/response i

i isco-10¢
csownasats & Console Logging for some XPATH isco-10¢

CSCwi23471 2 Evaluation of all for HTTP/2 Rapid Reset At

&2 boulb gble IJlsJssé: IUloodld 1Js blé Iduze

Sev 6 1 X
CSCwh39932 : N9300 fails to establish OSPF adjacency in non-vpc vlan with orphan
port connected L3 device

View Priority Bugs

Summary Affected Assets (2)

Below is the list of assets known to be affected by this security advisory. Expand to view the details.

2 Total Assets All Search
Asset Name Serial Number ~Model Name Version Role  IPAddress Controller ID
CNXS-N93360YC-2 N9K-C93360YC-FX2  10.2(5)  border NDFC-151
CNXS-N93360YC-1 N9K-C93360YC-FX2  10.2(S) border NDFC-151
1 Items perpage 10

& 0o lgble 1JisJs s

cu IJigble 1, mps6

Assets Y Filters A
Core
Campus. W Ansible M ANSIBLE-156
Data Center M NSO W NSO-183
Security
SD-WAN
Total Domain Controller Type Controller
Al v arch
Name ControllerType Ip Address Location Managed By Product Description Product Family Software Type Software Version Action
ASRIK-12 NSO NSO-183 ASRIK 10S-XR 76.2
ASRIK-13 NSO NSO-183 ASR9K-13 ASRIK 10S-XR 7.6.2
ASRIK-154 NSO NSO-183 ASRIK 10S-XR 7.6.2
ASRIK-155 NSO NSO-183 ASRIK 10S-XR 7.7.2
asrok-154 NSO NSO-183 ASRIK 10S-XR 7.6.2 H

IUiLosd
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Core

Campus
Data Center
Security
SD-WAN

29

fotal Domain

Name ControllerType Ip Address

MW Ansi
NSO in State o
unlocked exlab
Controller T Current
Controller Type NSO 762
Platform Serial Nu Do Type
cli
Core
Location Managed By

A
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JAa : |
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Assets

Tota

All:CI9k-CP-T2.Fra-Lab.Net x Clear All

Name ControllerType  Location  Ip Address

CI9-CP-T2.fra-lab.net DNAC

M NDFC

Ansible
NSO
vManage

M Diroct-To-:

Controller Type

Produict Description

Cisco 10S Software [Cupertino],

CI9k-CP-T2.fra-lab.net

IP Address:

Product Description: Cisco 10S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.comjtechsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Advisory Impact__CVE

Last Updated  Version

Cisco 10S XE Software for ASR 1000 Series Aggrega

High CVE-2023-20187 8monthsago 10

1 ltems perpage 10



Assets

Tota!

Domain

All:CIOk-CP-T2.Fra-Lab.Net x | Clear All

Name ControllerType

Cl9k-CP-T2.fra-lab.net DNAC

Data Canter W NOFC
B DNAG
core Anaivie
SO-WAN NSO
Securit Manage
Car r:my vManage
B Direct-To-
Controtier Type
Location Ip Address Product Description

Cisco 10S Software [Cupertino],

IJozo g0 luvouuble 1diely

x
CI9k-CP-T2.fra-lab.net
IP Address:
Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,

RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1886-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

X
Last
Advisory Impact |CVE Updated Version
uttiple Vi Cisco 105
Muttiple Vulnerabilities in Cisco 105 XE CVE.2023.20198 CVE.2023. 6 months
Software Critical ” 26
20273 ago
1 lems per page 10
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Assets

Data Center
Core
SD-WAN
Security
Campus

Total Domain
All:CI19k-CP-T2.Fra-Lab.Net x | Clear All
Name ControllerType Location  Ip Address

CI9k-CP-T2 fra-lab.net DNAC

W NDFC

M DNAG
Aneible
NSO
vManage

M Direct-To

Controller Type

Product Description

Cisco 10S Software [Cupertino),

lIJoosele.
igbole 1JioJ9.s6

CI9k-CP-T2.fra-lab.net o

IP Address:
Product Description: Cisco I0S Software [Cupertinol, Catalyst L3 Switch Software (CATIK_IOSXE), Version 17.9.2,

RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Securty dvsores

Al v

Search

Bug ID Severity Summary |

CSCWdB0753 4 CCO flow does not support forward slash in the pa

igble 1J19J9.s6 IJos wie, eds luod pess

eds edles IJowsse IJB,ess leble IUlsdsss: spdo JJpuwedpso 1dsuod IJs zpse i ble
Il9d9sé ldos woe) eds luad pesu. cogopu lJlgess BOs o3l IJowssey perd [Jghbl sldglby,o

Assets

Data Center

Core

SD-WAN
Campus
Total Domain
All:CI9k-CP-T2.Fra-Lab.Net X | Clear All
Name ControllerType Location Ip Address

CI9k-CP-T2.fra-lab.net DNAC

sldedeue.

X
CI9k-CP-T2.fra-lab.net
u NOFC
W onaC IP Address:
:::;” Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
VManage RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
B Oirect-To-|

Controller Type

Product Description

Cisco I0S Software [Cupertino],

Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Secuty Advsores

Al v X
Bug ID Severity Summary
CSCwe10941 6 9800 add SNMP OIDs
CSCwe 10951 5 9800 align certain 10S-XEI0Ds with the same OID

1 Items per page 10
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IJoze su IJigble sle 1lsdoss puve 1Jgbb9,6

sedu Jdpuwedrpso ldues eo lgble 1l8dsss luuoobl IJs IJSse 1Jeszers B 1Jlgpss ped
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59w

CI9k-CP-T1 .fra-lab.net

IP Address:

Product Description: Cisco I0S Software [Cupertino], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.9.2,
RELEASE SOFTWARE (fc2) Technical Support: http://www.cisco.com/techsupport Copyright (c) 1986-2022 by Cisco
Systems, Inc. Compiled Wed 02-Nov-22 15:25 by mcpre netconf enabled

Summary

End of SW Maintenance
Mar 30,2025

Last Date of Support
Mar 31,2027

ckups Advisories

m

OX

End of Security Support
Sep 30,2026
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Policy Status
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Upgrade Jobs
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Software Image Management] ﬁ
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Software Images Image Distribution Server Advisories Insights

Filters 24 Total Device Models Al v | Search O
Suggestions “  Device Model Product Family Software Type  Current Releases Selected Release Assets  Suggestions  Action
? :I(\1 WS-C3850-48P-E Cisco Catalyst 3850 Series Ethernet Stackable Swi JOS-XE 16.12.6 1 Yes
Oves N9K-C9300v Data Center Switches NX-0S 9.3(9) 7 No
WS-C2960S-48FPD-L Cisco Catalyst 2960-X/XR Series Switches 108 15.0(2)SE 1 Yes
WS-C3750%-48PF-S Cisco Catalyst 3750 Series Switches 108 15.2(4)E1 1 Yes
©9300-24T Cisco Catalyst 3300 Series Switches 10S-XE 17.9.2 1 Yes
©9800-CL-K9 Cisco Catalyst 3800 Wireless Controllers for Cloud 10S-XE 17.9.2 1 Ves
©9300-24UX Cisco Catalyst 9300 Series Switches 10S-XE 17.9.2 1 Yes
N9K-CI364C-GX Data Center Switches NX-0S 9.3(10) 1 Ves
€9500-24Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.9.2 1 Yes
€9500-48Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.5.1 1 Ves
1 2 3 Next ltems per page 10
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Software Images Image Distribution Server Advisories Insights
Filters 29 Total Device Models Al v O
Suggestions ~ . ) (
Device Model Product Family Software Type  Current Releases Selected Release Assets  Sugget Export to CSV
OAIl Ci Catalyst 3850 Series Eth t Stackable Swi
o WS-C3850-48P-E 1560 batalyst 3550 Series Ehemet stackable Swl 10S-XE 16.126 1 No
Yes
C9500-48Y4C Cisco Catalyst 9500 Series Switches 10S-XE 17.51 1 No
Clear Al N9K-C93180YC-EX Data Center Switches NX-0S 10.2(2) 2 No
N9K-C9500v N9K NX-0S 9.3(5) 1 No
WS-C4500X-32 Cisco Catalyst 4500-X Series Switches 10S-XE 03.11.02.E 1 No

oSy lJs CSV
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Name: Single step ugrade
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Rules:
View Rules Operation Result
#Rule1 IContains ° A
Rule: Invalid input detected

Command Output:

Tue Dec 3 20:19:26.594 UTC
disk_status_config minor 80
disk_status_config severe 90
disk_status_config critical 95

aaa admin-accounting enable false
aaa authentication users user admin

uid 9000
gid 100
password

ssh_keydir /var/confd/homes/admin/.ssh
homedir /var/confd/homes/admin

!

aaa authentication groups group aaa-r
gid 100

users %%__system_user__ %%
1
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Device Report

Device Name asr-147
Controller ID D2D-OSUpgrade
Serial Number

Current Version 782

Target Version 772

Software Upgrade Version: 7.8.2 - 7.7.2

Milestone: Distribution

Milestone Distribution

Execution Start Time Fri, 29 Nov 2024 05:45:45 GMT

Execution End Time Fri, 29 Nov 2024 06:24:53 GMT

Overall Status Completed
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All > NSK-Downgrade Job Type : Distribution & Activation | Gontroller Type: NSO | Success (100% O
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