WAAS - [uedulld Igble WCCP g]oJlzol
IS LoJ: Igued bl igble WCCP 9] oJlzol

oD 030 1JpdlJs Jsdss Iuedules iz ble WCCP o] oJlzol.

lJpzossle

A wod il Igble WCCP ol oJlzol £ 1 Je9z0
5 1.1 5028 WCCP s 1Jel>s 29156 6500 sery o 9ulz 9lJ ISR 9 3700 sery o, wzlz
Y2
0 1.2 1 wod il plble WCCP o] oJlzol £J.s p9z0le ASR 1000 Series Routers
- 2 lwod ol Iz ble WCCP gl o Jlzol £.).s WAE
- 3lwoduld gble Olo 1Jg>00 1J8loJs JJodsse 9zldle loole I Jpods e gs,0

9lodlzol W IJlosl, 4.4.1

oussy IJig)luo IJeldss [Js puuldd WCCP IJ e opJs:

- Jlsawedod WAE 2,36 0,9 (spdo 1o $9I90 wuweww WCCP misconfiguration)

s Swed) eds Idpuvedpsu IJuolisssy Idyuesd [ds cbosdle 1Ugsbe 1gluos wop (8>
SY90 3JI vuwow gev I8 9 Iduslule)

s oo 1o ds gos opdso WCCP (spdu T sdsu vuvow luwdlb 1Jesze JJeie 9
luvesle 9226 Idpeldes 1desdiss Jdpsee IJelds)

- lowoole 9226 1peldzs 1desrdsé (CPU) Jdeszoe Idproe 2ol (8> sdou 3 veses Jlghs
IJoszse Bs Idwlez wadl pu Uizes6)

B
o
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index.html
understanding_the_waas_architecture_and_traffic_flow.html
preliminary_waas_troubleshooting.html
troubleshooting_optimization.html
troubleshooting_application_acceleration.html
troubleshooting_the_cifs_ao.html
troubleshooting_the_http_ao.html
troubleshooting_the_epm_ao.html
troubleshooting_the_mapi_ao.html
troubleshooting_the_nfs_ao.html
troubleshooting_the_ssl_ao.html
troubleshooting_the_video_ao.html
troubleshooting_the_generic_ao.html
troubleshooting_the_generic_ao.html
troubleshooting_overload_conditions.html
troubleshooting_appnav.html
troubleshooting_disk_and_hardware_problems.html
troubleshooting_serial_inline_clusters.html
troubleshooting_serial_inline_clusters.html
troubleshooting_vwaas.html
troubleshooting_waas_express.html
troubleshooting_nam_integration.html

WCCP |_oshy suwelbse voe pu puindds pg ldpumele césss (19 sess 1518) l9 oo IJ WAE Dls.
pu 1duoa9ss IJub, [Js odssy WCCP gds 1deszo 9eds goly WAE gds 2> ywsle. lodl pwoub,
IJs wdesy WCCP gJds Idegzo: &p uwowedd pu wdssy WCCP gJs WAE.

lowed bl igble WCCP 9| oJlzol gJis IJpszo
Sebs 03l I wp luvaduuld IJigble gl uodlzol eJs 1Jizos6 lJolJss:

- ldezodle o0 1J, wd wJo Catalyst 6500 909z0le ISR 9 3700 Series
« wd wJé p9zole, ASR 1000

Sozys WCCP gJs 1Jplsé 2udl36 6500 sery pdulz 9lJ ISR 9 3700 sery pwele
OEdSd

lool lgwed ol 1Jigble sl odizel gu bbysd Iz dd pu leesluo WCCPV2 gJs IJezad 19
lJe9zo wluweesle 1Jle, show ip weep I0S Jpl sds:

Rout er# show ip wccp
d obal WCCP information:
Rout er information:
Router ldentifier: 10. 88. 81. 242
Pr ot ocol Version: 2.0

Service ldentifier: 61

Nurmber of Service Group dients: 1 <--=-- Client = WAE
Nurmber of Service Group Routers: 1
Total Packets s/w Redirected: 68755 <--=-- Increments for software-
based redirection
Process: 2 <=====
Fast : 0 <=====
CEF: 68753 <===—
Servi ce node: Open
Service access-list: -none-
Total Packets Dropped C osed: 0
Redi rect access-list: -none-
Tot al Packets Deni ed Redirect: 0 <===== Match service group but not
redirect list
Total Packets Unassigned: 0
Group access-list: -none-
Total Messages Denied to G oup: 0
Total Authentication failures: 0 <===== Packets have incorrect
service group password
Total Bypassed Packets Received: 0

--More--

eds |J|ubpo |._J|uu|uu.so lJos ouwegse lels |Juga§o |._J,ouuuu.>o IJs |JUJ|rOC_ U2 pU I
E_.)I.)lu lzelds IJzie IJos wpw g wozgsool wjis> WO IC)IC Ulp_, Ig_._Jlo eds IUlubesd
I._Jluuluul§o lJos ouvegse lebé IJogesoe IUSlsps eds I._le_o_{m STw Ul OS> 0o IJgsble
¢J§>§_,I. Bl Jouo oys 5l oo L_JE_.)L)!Q vuwdd pdesb sds IUlubed IUlgwl gwsd [dpuwowss |Js
IJlzo56: 98> sJ9u WCCP ¢, posl wuvdd worse eds 1dpsze (wwpe peldzs WCCP GRE Ws
I._Ju_)ulpa wubdd lu)luos) 19 8> sdu Idpszoe glissl |Js lgle wozso Uu_,l,oz_ vy puuldd
09> UIao_,o oo ux_9|.> e9l,> TCAM. xSJ_),o lole pis> Iou lJozdssle |.>|_,|§u odo lJgsble
oujlss gds ublpe |uu|uu§ Olisp eds |._J|E_o_,o‘ ppl 8> 89>8 1Js luwegsle 9256 1Jpeldeo
lJesdss6 (CPU) wubdd Jos,.

lzplds ssble g0 lgle wozso IUgie 1Upr89,06 JJzie lJos wblod pepesed [Jgs06 9dJuol JI



oblog Slisps lgls [Jugzso.

$8l9e leelds epdsle Ouvd 1Jeuob$s jsble Jdzie IJpuvedes wddes 0,9 preses 1JEspd
gsy Iduozses.

eJds Ipszole IJos sop Bsol wudss lehs wogso WCCP B Idosolpe: luvee) eu bisd
lJoedd pu lew,luo WCCPV2 sJs [dpeszo wluwesle IJle, show ip weep 61 detail I0S Jel sd.s:

Rout er# show ip wcecp 61 detail
WCCP Client infornmation:

WCCP Client ID: 10.88.81.4

Pr ot ocol Version: 2.0

St at e: Usabl e <===== Should be Usable

Initial Hash Info: 00000000000000000000000000000000
00000000000000000000000000000000

Assi gned Hash I nfo: FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Hash Al | ot ment: 256 (100. 00% <----- Buckets handled by

this WAE
Packets s/w Redirected: 2452
Connect Ti ne: 01: 19: 46 <===== Time WAE has been

in service group
Bypassed Packets

Process: 0
Fast : 0
CEF: 0

288 pU luwodle 2lJé WAE O pzesgd 1Ug>pd 61. 0288 pu cessu »Jle Idogiss |Js WAE
WIS 2dd wguosue Idogiss. wioyd IJuuwes 1dpesyss wess sdle Idogise Idlzeldss Ios
Swp peldzeol L9luulbs WAE o3l swpe lJlGJIg g0 @) 198w 1Uss Jly bso WAE s
02p980 1Ugrp6 VS 28J 99w IUlouold. seo luwesle bysds cessu lJogiss eg lgho
IJosese Idpuwewss [Js IJoslee.

Spdud wzas> WAE Ws 1dejeo 1J3s uvseldz bdol pesul wluvegsle ogjisé ¢>006 show ip
weep dst-ip sre-ip dst-port sre-port 10S |Jpg s gds 1Updzo Jpel sds:

Rout er# show ip wcep 61 hash 0.0.0.0 10.88.81.10 0 0
WCCP hash information for:
Primary Hash: Src | P: 10.88.81.10
Bucket : 9
WCCP Client: 10.88.81.12 <===== Target WAE

eJds Ipszole IJos sop Bsol wudss [ghsé wogso WCCP B IJzoli luweps oldozdd pu
lec)luo WCCPV2 gds 1Jpsze wluwwgsle o, IOS show ip weep 61 detail Jpel sJs:

Cat 6k# sh ip wccp 61 detail
WCCP Client infornmation:

WCCP Client 1D 10. 88. 80. 135

Pr ot ocol Version: 2.0

St at e: Usabl e

Redi recti on: L2

Packet Return: GRE <-=-=== Use generic GRE for hardware-based
platforms

Packet s Redirected: 0

Connect Ti ne: 1d18h

Assi gnment : MASK <===== Use Mask for hardware-based



redirection

Mask SrcAddr Dst Addr SrcPort Dst Port

0000: 0x00001741 0x00000000 0x0000 0x0000 <===== Default mask

Val ue SrcAddr Dst Addr SrcPort DstPort CE-IP

0000: 0x00000000 0x00000000 0x0000 0x0000 0x0A585087 (10.88.80.135)
0001: 0x00000001 0x00000000 0x0000 0x0000 0x0A585087 (10.88.80.135)
0002: 0x00000040 0x00000000 0x0000 0x0000 0x0A585087 (10.88.80.135)
0003: 0x00000041 0x00000000 0x0000 0x0000 0Ox0A585087 (10.88.80.135)

08 10 )6 bysds wessu Iddule Jdpszole 1JE1,6 gds lels wozso IJizo 6.

Je b e9b> TCAM edss IJpszo: wid wgsss dule WCCP IJIS e luns Jouluwy wsis
IJubods 1Jgluos . olpdsl B 030 Iy osle:

et 18d €2 pu s23le wo IdGule Idpedo g3 luwegsle Slises IJopde S 1dsuosd
(ACL) 1J¢l o6 wlelss w9zso WCCP. sowg e luwwesle £33 18J pu sesle wo lddule gos
lUlgwople ldboolb pg Slised IUozdp WO 1J9ue9d (ACL) Jlghbo IJwgzso luvegsle
TCAM 18J. I3l JIG ould 1-2 oy gpdle WCCP WO pzp9e6: Bluvwgsp 9230 wo. 3 Jly ould
3-4 g pJle WCCP. Ol uwgspe 2 wo. bl Jly ould 5-8 gpodle WCCP. Wl wegsp 3 wo 9pl lJs
3JJY.

- Jlsuos Uawepsle ol 1JIGesluos J WAAS (0x1741). Lldouwes Jeadsle ouin
oodj ldoslole sopad 1Jodd Vs pljus iaroIJ lJeslde 1J 8806 VOs oY) Idoslule ol
po IJgpdls I9 IUizo8 IUp s 9s. seed IdSule IUispo eds wddsd pesd ceuvsp WAE
Jerds Idoslole [Js 1des Ibus: 9p0 &p Blue sepd eJs 5shs uwgs IJciso. s
wosd [Jpold luuegse 0x100 [Js 0X7F00 Jesld; wslole Iduse wldoziss lJos opass
gds 124 GuoJs 986, Jdpdwuwle IUJdos)o IJos Sw9d) Irsol /16 s JJ iy Je.
|wot)ro 0x10000 |Js 0x7F0000 .J.o_9|_j.;,6 CPJ lJIEPl*J L9..5 ro_)d)' gg§|o|o |.Jro_§u.uuu5. k.96
lIUpdow IJ9res soped 1dosd B palius Idgpdle IUssu Seuadsv eds gulysy IP
1021006 wop e DHCP. suo3) DHCP woivndd gle golsso IP 11,06 wldgesd 1Jes
ooiles po 18 guglo IP B Iduveds IUB)es6. Jopdsd Ivund wsbio wsu gulssy IP
IJos wp wesswol po DHCP sldgule: luuvegspe 0x1 [Js OX7F JJub, B gesle wo i@l
roSe Db pu ol IP 1Uglue wldgesd Jozdsd IWoad wasse.

wgd 9y TCAM IJos suwwodIol $lised 1Uguo9d IJs lelhsé wogso WCCP puwel Jezwss
Blisps ldogdpe Vs 1J9uo9d (ACL) odd Idos wp yoywol pdlod Buls wo WCCP 1Jss wp
odgsuo. I3 ould wulie wsu £33 3dle WCCP (Idos swpe lugblgel luveobl [Us IUJulg)
983 Idb¢ldle Vs Blises [Jopdpe Wb 1J9ue9d (ACL) Idegls wyzsool. gds pwosd Idpeld: §>
$93S Yulg OXF (4 9z3le o) 99ule lglsé wogso 200 ¢ |Js boy,) I>gldle TCAM J 3200 (274 x
200). s95s w@dsd Idyule IJs 0x7 (3 gesle wo) Ids wddsd luwegsle TCAM wuuwwé 507
(273 x 200 = 1600).

Spdu o ogldz IUiubes IJigwlauss po Iduvduds Catalyst 6500 Series g Cisco 7600 Series
lel>s w9rs0 WCCP B JJ pu ldwsler sldlzejs. I3l wp lgls wopse 1dzie wuvdd &) 809>
IS Idoyulpz Ve pl wuyde leho wogso Idlzojor W8> $9>8 3JY IUs luwwgsle 9256 1Upglded
IJesdss6 (CPU) Jdpeszo wunvdd prode JJElss.

Spdoud Bz pedsple TCAM Jogsss el Bl Jlow wop peldes lelhs IJoszse S Idosuler I
lJzolj. luweése IJle, show tcam [0S Jpl sds:



Cat 6k# show tcam interface vlan 900 acl in ip

* d obal Defaults not shared
Entries fromBank O

Entries fromBank 1

permt tcp host 10.88.80.135 any
punt ip any any (8 natches) <====- Packets handled in software

weod wblodle "Punt" ldbdole IJos Je swop peldzeol Os Idzols. 9> Soze uweww 03l
1Je9 98 |Js IJIgble IUoldss:

s ogssu ldogiss wadl po IUSule

- lebs ldwgzso Iduolsy wadl pu Idsl)o

s lowooule el IJogzso Vs

- £u9lu MAC WAE ¢ pg)99

s lowodle guslo luvezle J9zod v GRE IJgle

Bs lJpeld IJelds: wbo, béldle puuly Iduvsluws 1o 1Jeoz0 s89p wlghs wozso IUlzos6
wlJIlpd:

Cat 6k# show tcam interface vlan 900 acl in ip

* d obal Defaults not shared
Entries from Bank O

Entries from Bank 1

permt tcp host 10.88.80.135 any
policy-route tcp any 0.0.0.0 255.255.232.190 (60 natches) <-=-==- These entries show
hardware redirection

policy-route tcp any 0.0.0.1 255.255.232.190 (8 matches)
policy-route tcp any 0.0.0.64 255.255.232.190 (16 natches)
policy-route tcp any 0.0.0.65 255.255.232.190 (19 natches)
policy-route tcp any 0.0.1.0 255.255.232.190

policy-route tcp any 0.0.1.1 255.255.232.190

policy-route tcp any 0.0.1.64 255.255.232.190
policy-route tcp any 0.0.1.65 255.255.232. 190
policy-route tcp any 0.0.2.0 255.255.232.190

policy-route tcp any 0.0.2.1 255.255.232.190

policy-route tcp any 0.0.2.64 255.255.232.190
policy-route tcp any 0.0.2.65 255.255.232.190 (75 natches)
policy-route tcp any 0.0.3.0 255.255.232.190 (222195 mat ches)

IJ ool lul (HIA) oo IJ WAE sowés 32do 1J uduwe $Lo v I WAE Mac pg 99 eu ¢JIJ.
0ILPS wluwesle sleos luvesele 9dsum lees puuods pulying Vs Slisps p9ze WAE.

Iuwed il igble WCCP ] odlzol gJs p9zole ASR 1000 Series Routers

wgadd e, Ipued gl iglole WCCP g oJlzol gdis p9zele yuduuds Cisco ASR 1000 g
lJpszole IJIZ)s. swds 03l Guwp lp) lu loe suwobse luvogpdo o suld WCCP ped9pé eds



|J ASR 1000.

Jerue pedsple pelde IJeszso WCCP. Iwegse 1Jisle, show platform software weep rp active
Jol sds:

ASR1000# sh platform software wccp rp active

Dynami c service 61

Priority: 34, Nunmber of clients: 1 <=-==== Number of WAE clients
Assign Method: Mask, Fwd Method: GRE, Ret Method: GRE <=-==== Assignment, forwarding, and
return methods

L4 proto: 6, Use Source Port: No, Is closed: No

Dynami c service 62

Priority: 34, Nunmber of clients: 1 <=———-

Assign Method: Mask, Fwd Method: GRE, Ret Method: GRE <=———-

L4 proto: 6, Use Source Port: No, Is closed: No

s9uoe Weeld IJelds bole) 1uoldss spdud luvegslel Jdzuo pedsple peldz lghs Idoszse:

ASR1000# sh platform software wccp fp active ?
<0- 255> service ID
cache-info Show cache-engine info
interface Show interface info
statistics Show messaging statistics
web- cache Web- cache type
| Qut put nodifiers
<cr>

Jeruo lewolssle 1Jze Ieel wozsool JIJ slzos. Iuuwegs e 11, show platform software weep
interface counters Jol sJs:

ASR1000# sh platform software wccp interface counters
Interface G gabitEthernet0/1/2

I nput Redirect Packets = 391

Cut put Redirect Packets =0
Interface G gabitEthernet0/1/3

I nput Redirect Packets = 1800

Cut put Redirect Packets =0

iuuoé_.)ro IJi0, show platform software wccp web-cache counters Jeruo pedyple 31,56 1ot sy
lJe9 8w J WCCP Jpl sJs:

ASR1000# sh platform software wccp web-cache counters
Service Group (0, 0) counters

unassi gned_count = 0

dropped_cl osed_count =0

bypass_count = 0

bypass_failed_count = 0

deni ed_count = 0

redirect_count =0

Jerup cluosd pupdos Ipuwess: Iuveesp 1isle, 1Jellse

- show platform so interface fO 092
- show platform software wccp f0 interface
- debug platform software wccp configuration



Jeis> PU IJeedsplolee IJodis) Ioumes
| o 9l wed ol 3ble 03l 1Jo 90,98 | lzol 1Jl, ool, 2 >olo 2aple

IJU?ASF o lJ, wJ wJé ASR 1000 ,y, Cisco"

luwed bl Igble WCCP g oJlzol £Js WAE

o lgveduld IJigble gl usdlzol eJs WAE Cluwegsle 11, show weep services. o) I
oS U posy 619 62 pdyul Jpl sds:

WAE- 612# show wccp services

Services configured on this File Engine
TCP Prom scuous 61
TCP Prom scuous 62

w83 3JY el pu 2lJs WCCP Lluueésle IJie, show weep status. loe )ss 1o os I WCCP
w2SE6 2 pdue suunbo Jel sds:

WAE- 612# show wccp status
WCCP version 2 is enabled and currently active

Uleg pedsple pings WCCP Llgwesle IJle, show weep wide-area-engine. ooz o3l 1l £35
WAE O 1dpjsgs: 9eulasu IP 1Ugluos wor 90 91236 oo w9g WAE IJ,u0lu0: 9ldeszole 1os
Spduol 4956 WAE: 908J9plw 138 Jpl sUs:

WAE612# show wccp wide-area-engine
Wde Area Engine List for Service: TCP Prom scuous 61

Number of WAE's in the Cache farm 3

Last Received Assignment Key | P address: 10.43.140. 162 <-=-=-- All WAEs in farm should have
same Key IP

Last Received Assi gnment Key Change Number: 17

Last WAE Change Nunber: 16

Assi gnment Made Flag = FALSE

| P address = 10.43. 140. 162 Lead WAE
Routers seeing this Wde Area Engine(3)
10. 43. 140. 161
10. 43. 140. 166
10. 43. 140. 168

YES Weight = 0

| P address = 10. 43. 140. 163 Lead WAE = NO Weight =0
Routers seeing this Wde Area Engine(3)

10. 43. 140. 161

10. 43. 140. 166

10. 43. 140. 168
| P address = 10. 43. 140. 164 Lead WAE = NO Weight =0

Routers seeing this Wde Area Engine(3)
10. 43. 140. 161
10. 43. 140. 166
10. 43. 140. 168

Jlze pedsple 1dpsze wluwaésle IJie, show weep routers. oz 98 pu 929> louold Suliss IUloglo
p& lJpgeole IJos wp wpdsy WCCP Jol gulbo, zpse lJpgeole v KeylP 9 KeyCN (90
IJogss) eds Idogy IJolds:


http://www.cisco.com/en/US/prod/collateral/routers/ps9343/white_paper_c11_502351.html
http://www.cisco.com/en/US/prod/collateral/routers/ps9343/white_paper_c11_502351.html
http://www.cisco.com/en/US/prod/collateral/routers/ps9343/white_paper_c11_502351.html

WAE- 612# show wccp routers

Router Information for Service: TCP Proni scuous 61
Routers Seeing this Wde Area Engine(1l)
Router Id Sent To Recv I D Keyl P KeyCN MCN
10. 43. 140. 161 10. 43. 140. 161 00203A21 10. 43. 140. 162 17 52 <----- Verify
routers have same KeyIP and KeyCN
10. 43. 140. 166 10. 43. 140. 166 00203A23 10. 43. 140. 162 17 53
10. 43. 140. 168 10. 43. 140. 165 00203A2D 10. 43. 140. 162 17 25
Routers not Seeing this Wde Area Engine
- NONE-
Routers Notified of from other WAE' s
- NONE-
Mul ticast Addresses Configured
- NONE-

Vs Idzldle IJos sdo Isol WAE Jsuw o6 2 peloys JJpeszo 9 Swp luwedsle gusly
loveoeled el 1o ldpuwble IJelows 9 Iduslos Il e,)luoss plbbdsws Jsgpe WCCP.
Jzo w9ise 3J9 IJozjss B pzeses lJgsple: iluwegse 110, show weep flow tep-

promiscuous Jpel sJs:

wae# sh wcep flows tcp-promiscuous
Fl ow counts for service: TCP Prom scuous 61

Bucket Fl ow Counts
0- 11: 0 0 0 0 0 0 0 0 0 0 0 0
12- 23: 0 0 0 0 0 0 0 0 0 0 0 0
24- 35: 0 0 0 0 0 0 0 0 0 0 0 0
36- 47: 0 0 0 0 0 0 0 0 0 0 0 0
48- 59: 0 0 0 0 0 0 0 0 0 0 0 0
60- 71: 0 0 0 0 0 0 0 0 0 0 0 0
72- 83: 0 0 0 0 0 0 0 0 0 0 0 0
84- 95: 0 0 0 0 0 0 0 0 0 0 0 0
96- 107: 0 0 0 0 0 0 0 0 0 0 0 0
108-119: 0 0 0 0 0 0 0 0 0 0 0 0
120- 131: 0 0 0 0 0 0 0 0 0 0 0 0
132- 143: 0 0 0 0 0 0 0 0 0 0 0 0
144- 155: 0 0 0 0 0 0 0 0 0 0 0 0
156- 167: 0 0 0 0 0 0 0 0 0 0 0 0
168-179: 0 0 0 0 0 0 0 0 0 0 0 0
180- 191: 0 0 0 0 0 0 0 0 0 0 0 0
192- 203: 0 0 0 0 0 0 0 0 0 0 0 0
204- 215: 0 0 0 0 0 0 0 0 0 0 0 0
216- 227: 0 0 0 0 0 0 0 0 0 0 0 0
228-239: 0 0 0 0 0 0 0 0 0 3 0 0
240- 251: 0 0 0 0 0 0 0 0 0 0 0 0
252- 255: 0 0 0 0

w3l pu 3Jd: spdod lwepsle ool pdeue Ule) Joss pedsele ppleds. pod pedsele wobs
lJezys IJzluws:

wae# sh wcep flows tcp-promiscuous summary
Fl ow sunmary for service: TCP Prom scuous 61
Total Buckets

OURS = 256

(\EEE-1* N0 0000000000000000000H00000000000000000000000000000040000000000)



60-119:
120-179:
180- 239:

240- 255: (0000000000 COO00O

BYP 0

60-119:
120-179:
180- 239:
240- 255:

AVAY = 0

60-119:
120-179:
180- 239:
240- 255:

(0060000000[10000000000[00000000000000000000000000000010000000000)
(0060000000[0000000000[00000000000000000000000000000010000000000)
(0060000000[0000000000]00000000000000000000000000000010000000000)

Iuwegse 1Jie, show weep gre Jg ), o leuolissle eie GRE Jol sdis:

WAE- 612# show wccp gre
Transparent GRE packets received:
redirection
Transpar ent
redirection
Transpar ent
redirection
Total packets accepted:
peer WAE found

non- GRE packets received:

non- GRE non- WCCP packets recei ved:

Invalid packets received:

Packets received with invalid service:
Packets received on a disabl ed service:
Packets received too snall:

Packets dropped due to zero TTL:

Packets dropped due to bad buckets:

Packets dropped due to no redirect address:
Packets dropped due to | oopback redirect:

Pass-through pkts dropped on assignment
Connecti ons bypassed due to | oad:
Packets sent back to router:
GRE packets sent to router (not
negotiated return egress
Packets sent to another WAE:
GRE fragnments redirected:

GRE encapsul ated fragments received:
Packets fail ed encapsul ated reassenbly:
Packets fail ed GRE encapsul ati on:
--Mre--

updat e:

bypass)

5531561 <-=-=== Increments for WCCP GRE
0 <-=-=== Increments for WCCP L2
0 <===== Increments for ACE or PBR
5051 <===== Accepted for optimization;
0

0

0

0

0

0

0

0

0

0

0

0 <==== Handled with WCCP

0

0

0

0

0

I3l Jlow lglé wozso WCCP wgpd Bszw o s bs pu 1Jessso Ilsdso B jshs.

Slwedee IUg)pe Idgudles ¢s) GRE jsble IJgsh Jdgie IJos sop lehhs wozsool wluuegsle

bb),s96 lglxé wygso WCCP oy IUbo 96 2.

odde gie GRE g5, WCCP IJusslws jsble Idesh Jdgie IJos sope lehs wogsool wolywlos
b)s9s lee,lyo ¢s) WCCP (pod ACE |9 PBR).



subs) 830 leplds 1dzie IJpdwsds 1s 1dzie IJos sop Gwusdel Jdozuwso Jio IdIdoyuld
lJoddliss go) eds WAE ubs,.

Susy 81 e CRE lJos wp hywldol IJs Idpgze (Sdsuw IIJoBlbs) Ids 1dese Idos wp
peldewol Uluweesle bys8é ez ldbele IJos wp ldoly o gdsol J WCCP.

cuins) 1Jeip IJauwds 1Js g1 WAE ¢, [Jss 2298 2plsd IJead gus [uolds WAE T, s
Pee9Es 108 9uie pelded wessu vds Jlu sop peldewoe pu Sod WAE I2).

389w 1o 1dperz brsds 1o sI9o luweepde IJpesde o suveeed IJesue pez boisds o) Jel
sds:

WAE674# show egress-methods
Intercept nethod : WCCP

TCP Prom scuous 61 :
WCCP negotiated return nethod : WCCP GRE

Egress Met hod Egress Met hod
Desti nati on Confi gured Used
any WCCP Negoti ated Return WCCP GRE <=-=-=== Verify these are

expected

TCP Prom scuous 62 :
WCCP negotiated return nethod : WCCP GRE

Egress Met hod Egress Met hod
Desti nati on Confi gured Used
any WCCP Negoti ated Return WCCP GRE <=-=-=== Verify these are

expected
Sedu lu s 30 wblud b)ysds IUese wew Iduish IJoldss:

- Sop odysu bysis ez Idbele Idos we ldovly o edsol 9JJy WCCP suly o b)s§o6
Lzle IJJo...,,_é6:2_9g_sop >ep bele GRE Wb 9lyulbs WAAS.

- Sop wdssu luvdye 29z GRE IJgle: 9o bys$s IJlge)luo os Idlbw$6 2 950p S8
WCCP GRE W ¥b Jlb,s96 lew)luo gus wdssu pérz GRE gle.

B s pu 030 IJeldle: s0ee cuwso wlugs sup puwg el €30 Idoblod 2dde o SES)
ez ys9é 19 I WCCP o udsd. IJs 1o wp puwe IJovusoe: sop luvogsle bys$é perz
leo wozso IP IUIGe,)los6.

s9uoz Idpeld 1Jolds [B)lz 11y g0 929> €30 lolud:

WAE612# show egress-methods
Intercept nmethod : WCCP
TCP Prom scuous 61 :
WCCP negotiated return nethod : WCCP GRE

Egress Met hod Egress Met hod
Desti nation Confi gured Used

any Generic GRE I P Forwar di ng <-=---= Mismatch



WARNI NG  WCCP has negotiated WCCP L2 as the intercept nethod for <--=-= Warning if
mismatch occurs
whi ch generic GRE is not supported as an egress nethod
inthis release. This device uses IP forwarding as the
egress method instead of the configured generic GRE
egress met hod.
TCP Promi scuous 62 :

WCCP negotiated return nethod : WCCP GRE

Egress Met hod Egress Met hod
Desti nati on Confi gured Used
any CGeneric GRE I P Forwardi ng <----- Mismatch
WARNI NG  WCCP has negotiated WCCP L2 as the intercept nethod for <--=-= Warning if

mismatch occurs
whi ch generic GRE is not supported as an egress nethod
inthis release. This device uses IP forwarding as the
egress nmethod instead of the configured generic GRE
egress met hod.

wldogwe s Jegzole Catalyst 6500 Sup720 Iy Sup32. U9L2S wluwwesle byses g9z GRE
IJelps: 9ldos wop peldzwol Vs |J|@_o_)'6..3v|‘_]!ub|\_.96 IJs 3JYe u9uos wluwodsle 09§ pogss
lJosll Jowosd IJodssu: wadl pu 0938 pu v 8bs IJs v dbé JJJ WAE. JJdzuesd eds

oVluosd odysu IJudd: Lze IUs IUduwpe wdasy 9lzod 9.9 GRE gJs p9z0 VS dJsd
odosy @l Idobosle Il weé oo Cisco.

Jeowo leuolissle wdd GRE JJJ pozo lew,luo: Iuvaése 110, show statistics generic-gre J ol
Sds:

WAE# sh stat generic

Tunnel Destination: 10. 10. 14. 16
Tunnel Peer Status: N A
Tunnel Reference Count: 2

Packets dropped due to failed encapsul ation:
Packets dropped due to no route found:

Packets sent:

Packets sent to tunnel interface that is down:
Packets fragmented:

O OO oo

sedo 10§88 IJSUvd B oplu g0 lehs lecluo 2ip 1Jgsz ew WAE Is eJ$é lels wozso.
I3l Jud WAE g0 1pe 8 1UEluo wo ldds wp Lrlgo Bs 2dd gshle TCP. W@ prow 2J¥s
lebo w9zso 9luwd, o gu yuwldo syslog IJeldso:

NAAS- SYS- 3- 900000: 137.34.79.11:1192 - 137.34.77.196:139 - opt_syn_rcv: Routing Loop detected -

Packet has our own devid. Packet dropped.

sedod Ioze Vs pdud syslog.ixt o pasdle o3l 1Jgbl Ulguegsle IUle, find Jel sds:

WAE- 612# find match “Routing Loop” syslog.txt

sbo, 03l gl ls ol Bs lpuolissle wrd @ TFO Ipwles B 1Jio, show statistics filtering J ol
Sds:


http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v413/configuration/guide/traffic.html#Configuring_a_GRE_Tunnel_Interface_on_a_Router

WAE- 612# show statistics filtering

Syn packets dropped with our own id in the options: 8 <===== Indicates a redirection
loop

Bl Joo wdse wlehs IJaszse IJuol,s eds Ieszo: wel lu 2,98 1Ups9, oosd Idpszo: Suwace
le>s wozsoo o6 12)s Ids WAE: ppl us89p wlelss worse IUzies thz IJeszo: ppl $935 1Us
229¢ 2Jds wogso. lu lJpgbsle p_)-iJ_g' WAE 9¢9bp sJ9u gds VLANSf&_QJ;é 9lduwo,e WAE
9ldegpdle sY9u gJs VLANS peodid: lue syvobse olbse cpuivs logiabs o suvegpd
IJolds puvzle ©238 ouvdsd gds I WAE VLAN:

ip weep redirect exclude in

151 Gild WAE Lo ds VLAN o wol e 1dgpdle I 1Jgobe 1Jpzle,6 Sspdud cruw eddle
IJesese wlavodsle bbysds Idlele IJos op Idedlssa edsol 19 Lizle GRE Igle JJiobes
iwlouss IJes soe Ssol lehs wozso WCCP B Iizess. gus luveesle Lele GRE IJgle.
Suweese WAE 586 GRE Jlelss 2,96 59, ldoslole 1Js 1 eszo.

luvedunld Igble g 0le 1Jg08 1JEluJs JJodsse eldle
looole IpoJs IJpogs)é sluadlzel Bes IJluool) 4.4.1

pdlebd: wp w§ssp perBdle 306 WCCP IJBluJs JJodssy 9psile pods 1do il IJig bl
lJpogs,6 B Idluosl) 4.4.1 oo WAAS. Jl sulbw§ 03l IUBuwe eds luoshle WAAS IJ gl @é.

Sz lo ouwede zese WAES O pjye6 WCCP o w 9z perSle 306 WCCP (IJesl>
IJIe,)luos 09 619 62) 952w lu wblw® 030 IUpg ,8le zese IUpszole IJos wigp Idp)jyes. J
Suwee J WAE pg pg)B8le 306 WCCP pgodus gu odd Idos wp wdssuvel gds [Jpszole
wldlogoele 1Js 1deings 9sop 188 wuwse "ldpsze IUss soed) IUsuosd IUse” IUpszs-.
suldped: szw lu ogwegse gpse WAE BOs 1dpjies vduw IJBses Jeods 1Yo uld [Jjud.
Sus) WAE cuuso Bl 9po wodysuo oluwagsle 9spd g0 wblog.

o sus low lush lo WAE Jl sgwobse 1o sodlds WCCP p),86. géauooglg |J WCCP g506
{upper}id s b IJ gJs 1J WAE sldeszole B 1eines wbbs,. ds WAES. Iquegse IUie, show
wcecep wide-area-engine JJwz 99 pu p&) 1w [Jgrpd lJos wp odssuol. gds Idpszole: spdud
luwegsle 1J1e, show ip weep ios.

JJozdd pw ol 131 Iy WAE Usso louold oldesze: luuagse 1Uisle, show weep services detail 9
show wccp router detail.

9uldluol 6 | 3J9: spdud wpdso 1blz wusese Idlble WCCP gds WAE wlguagsle 9lp,
debug ip wcep event |9 debug ip weep packet.

151 JI..su CUUSO Slugs "pogo £y Vled .JJquua)I,o J WAE: V9> sgus >Jd I S pd (ooJo
ool UIg_JoU lJpogs,6 1Jpes36 eJs WAE £, 038906 p0 God IJp9zo. quu@,o lJle)
show alarm minor detail JJwz 99 pu ol 131 Il puoo U0, o9 "Timer interval mismatch with
router":

WAE# show alarm minor detail

M nor Al ar is:



Alarm | D

1 rtr_unusable

Modul e/ Subnodul e | nst ance

WCCP/ svc051/rtr2.192.9. 161

Jan 11 23:18:41.885 UTC, Communication Al arm #000005, 17000: 17003

WCCP router 2.
reason
m smat ch with rout

192.9. 161 unusable for service id: 51 reason: Tiner interval <===== Check

er <mm——-

edJs WAE. Wzow IJ syvdd [l Juvwd pods Jel sds:

WAE# show wccp services detail

Service Details for TCP Prom scuous 61 Service

Servi ce Enabl ed : Yes

Service Priority 1 34

Servi ce Protocol : 6

Appl i cation : Unknown

Service Flags (in Hex) : 501

Service Ports : 0 0 0 0
: 0 0 0 0

Security Enabled for Service : No

Miul ti cast Enabl ed for Service No

Wei ght for this Web-CE 1

Negoti at ed forwardi ng net hod GRE

Negoti at ed assi gnment net hod : HASH

Negoti ated return nethod . GRE

Negoti ated H A interval : 2 second(s)

Negoti ated failure-detection timeout : 30 second(s) <----- Failure detection

timeout configured

£Js 1Upozo: w288 ppl 131 JIg Juosly 10S 3¢ p pods ldeuild Buud Idpcgs). 15l Il 1ie,

J5Jd. Bspdod |

Jozdd pu lJleshs 1Jss wp odasue wluwegsle 1U1e, show ip weep xx detail.

2SS Spod XX pg )9 306 WCCP. gould elle wolisg pewpeds:

- Suwwede WAE pods Yo gilwe IJvd 1UIWe,)lsoso po 30 eluss 9ldesze wp wdsuo
wBywo Iy Ul sogp pods IJpcgs): Jl sbo, 11z Idesze oBluosd 2ad lesh Ipeds. sgpd
odl lJodssu wuvdd eeso.

- Suwoesp WAE poJs 1o il IJBuiud ¢, 1JIGe,)luos po 919 15 Gluss 9! ssep 1Je9z0
pods lJpog sy sboy 28J 1Jzlds "gsy Blod Jdluwegsle" sdl spdo J WAE |guegsle
le9z0. B woéss) pods ldo uld B vd WAE |Js 1J8ses [JIBe,loss J 30 eluss

wluwoeole ir°J

lJodssu IJgle WCCP failure-detection 30.

s Ssuwoesp WAE poJs Idould IJbuid ¢, IJIelos oo 919 15 &luss 98380 IJpszo
podo IUpcgs) 882 eldd podo IUgpsd podsd IJo il IJBLud IJos op odsuol
sldos wblo 9 WAE. sgpd o3l lJodssy wuvdd gso.

p0J 1oLl B ] WCCP poicb b 25,



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



