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Using the Command-Line Interface

This chapter contains the following topics:

* Using the Command-Line Interface, on page 2
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Using the Command-Line Interface

This chapter describes the Cisco IOS command-line interface (CLI) and how to use it to configure your switch.

Understanding Command Modes

The Cisco IOS user interface is divided into many different modes. The commands available to you depend
on which mode you are currently in. Enter a question mark (?) at the system prompt to obtain a list of commands
available for each command mode.

When you start a session on the switch, you begin in user mode, often called user EXEC mode. Only a limited
subset of the commands are available in user EXEC mode. For example, most of the user EXEC commands
are one-time commands, such as show commands, which show the current configuration status, and clear
commands, which clear counters or interfaces. The user EXEC commands are not saved when the switch
reboots.

To have access to all commands, you must enter privileged EXEC mode. Normally, you must enter a password
to enter privileged EXEC mode. From this mode, you can enter any privileged EXEC command or enter
global configuration mode.

Using the configuration modes (global, interface, and line), you can make changes to the running configuration.
If you save the configuration, these commands are stored and used when the switch reboots. To access the
various configuration modes, you must start at global configuration mode. From global configuration mode,
you can enter interface configuration mode and line configuration mode.

This table describes the main command modes, how to access each one, the prompt you see in that mode, and
how to exit the mode. The examples in the table use the hostname Switch.

Table 1: Command Mode Summary

Mode Access Method Prompt Exit Method About This Mode
User EXEC | Begin a session with Enter logout or quit. | Use this mode to
H Switch>
your switch. * Change terminal
settings.
* Perform basic tests.
* Display system
information.
Privileged | While in user EXEC Enter disableto exit. | Use this mode to verify
EXEC mode, enter the enable | commands that you have
command. entered. Use a password to
protect access to this mode.
Global While in privileged . To exit to privileged Use this mode to configure
configuration | EXEC mode, enter the | (conf19) # EXEC mode, enter exit | parameters that apply to the
configur e command. or end, or press Ctrl-Z. | entire switch.
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Mode Access Method Prompt Exit Method About This Mode
VLAN While in global To exit to global Use this mode to configure
configuration | configuration mode, | (¢°"f97v1ian) #l configuration mode, VLAN parameters. When
enter the vlan vian-id enter the exit command. | VTP mode is transparent,
command. To return to privileged you can create
extended-range VLANSs
EXEC mode, press
Ctrl-Z or enter end. (VLAN IDs greater than
1005) and save
configurations in the switch
startup configuration file.
Interface While in global To exit to global Use this mode to configure
configuration | configuration mode, | (°°"f+9 15 # | configuration mode, parameters for the Ethernet
enter the interface enter exit. ports.
z;g;%acnglt(gg;; To return to privileged
’ EXEC mode, press
Ctrl-Z or enter end.
Line While in global To exit to global Use this mode to configure
configuration | configuration mode, | (°°"f1971ine)#| configuration mode, parameters for the terminal
specify a line with the enter exit. line.
ggss\étli g:)rgnmean d To return to privileged
) EXEC mode, press
Ctrl-Z or enter end.

For more detailed information on the command modes, see the command reference guide for this release.

Understanding the Help System

You can enter a question mark (?) at the system prompt to display a list of commands available for each
command mode. You can also obtain a list of associated keywords and arguments for any command.

Table 2: Help Summary

Command

Purpose

help

Obtains a brief description of the help system in any
command mode.

# di?

abbreviated-command-entry ?

dir disable disconnect

Obtains a list of commands that begin with a particular
character string.

abbreviated-command-entry <Tab>

# sh conf<tab>
# show configuration

Completes a partial command name.
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Command Purpose
? Lists all commands available for a particular command
mode.

Switch> ?

command ? Lists the associated keywords for a command.

Switch> show ?

command keyword ? Lists the associated arguments for a keyword.

(config) # cdp holdtime ?
<10-255> Length of time (in sec) that
receiver must keep this packet

Understanding Abbreviated Commands

You need to enter only enough characters for the switch to recognize the command as unique.

This example shows how to enter the show configuration privileged EXEC command in an abbreviated form:

# show conf

Understanding no and default Forms of Commands

Almost every configuration command also has a no form. In general, use the no form to disable a feature or
function or reverse the action of a command. For example, the no shutdown interface configuration command
reverses the shutdown of an interface. Use the command without the keyword no to re-enable a disabled
feature or to enable a feature that is disabled by default.

Configuration commands can also have a default form. The default form of a command returns the command
setting to its default. Most commands are disabled by default, so the default form is the same as the no form.
However, some commands are enabled by default and have variables set to certain default values. In these
cases, the default command enables the command and sets variables to their default values.

Understanding CLI Error Messages

This table lists some error messages that you might encounter while using the CLI to configure your switch.
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Table 3: Common CLI Error Messages

Error Message Meaning How to Get Help

% Ambiguous You did not enter enough Re-enter the command followed by a question mark

§Z§Tand: show characters for your switch to (?) with a space between the command and the
recognize the command. question mark.

The possible keywords that you can enter with the
command appear.

% Incomplete You did not enter all the Re-enter the command followed by a question mark
command. keywords or values required by | (?) with a space between the command and the
this command. question mark.

The possible keywords that you can enter with the
command appear.

o

% Invalid input |You entered the command Enter a question mark (?) to display all the
detected at incorrectly. The caret (*) marks | commands that are available in this command mode.

marker. th int of th
e point of the error. . .
p The possible keywords that you can enter with the

command appear.

Using Configuration Logging

You can log and view changes to the switch configuration. You can use the Configuration Change Logging
and Notification feature to track changes on a per-session and per-user basis. The logger tracks each
configuration command that is applied, the user who entered the command, the time that the command was
entered, and the parser return code for the command. This feature includes a mechanism for asynchronous
notification to registered applications whenever the configuration changes. You can choose to have the
notifications sent to the syslog.

\}

Note Only CLI or HTTP changes are logged.

Using Command History

The software provides a history or record of commands that you have entered. The command history feature
is particularly useful for recalling long or complex commands or entries, including access lists. You can
customize this feature to suit your needs.

Changing the Command History Buffer Size

By default, the switch records ten command lines in its history buffer. You can alter this number for a current
terminal session or for all sessions on a particular line. These procedures are optional.

Beginning in privileged EXEC mode, enter this command to change the number of command lines that the
switch records during the current terminal session:
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# terminal history [size number-of-lines]

The range is from 0 to 256.

Beginning in line configuration mode, enter this command to configure the number of command lines the
switch records for all sessions on a particular line:

(config-line)# history [size number-of-lines]
The range is from 0 to 256.

Recalling Commands

To recall commands from the history buffer, perform one of the actions listed in this table. These actions are
optional.

)

Note The arrow keys function only on ANSI-compatible terminals such as VT100s.

Table 4: Recalling Commands

Action Result

Press Ctrl-P or the up arrow | Recalls commands in the history buffer, beginning with the most recent
key. command. Repeat the key sequence to recall successively older commands.

Press Ctrl-N or the down arrow | Returns to more recent commands in the history buffer after recalling
key. commands with Ctrl-P or the up arrow key. Repeat the key sequence to
recall successively more recent commands.

show history While in privileged EXEC mode, lists the last several commands that you
just entered. The number of commands that appear is controlled by the
setting of the terminal history global configuration command and the
history line configuration command.

(config) # help

Disabling the Command History Feature

The command history feature is automatically enabled. You can disable it for the current terminal session or
for the command line. These procedures are optional.

To disable the feature during the current terminal session, enter the terminal no history privileged EXEC
command.

To disable command history for the line, enter the no history line configuration command.

Using Editing Features

This section describes the editing features that can help you manipulate the command line.
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Enabling and Disabling Editing Features .

Although enhanced editing mode is automatically enabled, you can disable it, re-enable it, or configure a
specific line to have enhanced editing. These procedures are optional.

To globally disable enhanced editing mode, enter this command in line configuration mode:

Switch (config-line)# no editing

To re-enable the enhanced editing mode for the current terminal session, enter this command in privileged

EXEC mode:

# terminal editing

To reconfigure a specific line to have enhanced editing mode, enter this command in line configuration mode:

(config-line)# editing

Editing Commands through Keystrokes

This table shows the keystrokes that you need to edit command lines. These keystrokes are optional.

\)

Note The arrow keys function only on ANSI-compatible terminals such as VT100s.

Table 5: Editing Commands through Keystrokes

Capability

Keystroke

Purpose

Move around the command line to
make changes or corrections.

Press Ctrl-B, or press the
left arrow key.

Moves the cursor back one character.

Press Ctrl-F, or press the
right arrow key.

Moves the cursor forward one character.

Press Ctrl-A. Moves the cursor to the beginning of the
command line.

Press Ctrl-E. Moves the cursor to the end of the
command line.

Press Esc B. Moves the cursor back one word.

Press Esc F. Moves the cursor forward one word.

Press Ctrl-T. Transposes the character to the left of the

cursor with the character located at the
Cursor.
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Capability Keystroke Purpose
Recall commands from the buffer | Press Ctrl-Y. Recalls the most recent entry in the buffer.
and paste them in the command line.
The switch provides a buffer with
the last ten items that you deleted.
Press EsCY. Recalls the next buffer entry.

The buffer contains only the last 10 items
that you have deleted or cut. If you press
Esc Y more than ten times, you cycle to
the first buffer entry.

Delete entries if you make a mistake

Press the Delete or

Erases the character to the left of the

or change your mind. Backspace key. cursor.
Press Ctrl-D. Deletes the character at the cursor.
Press Ctrl-K. Deletes all characters from the cursor to

the end of the command line.

Press Ctrl-U or Ctrl-X.

Deletes all characters from the cursor to
the beginning of the command line.

Press Ctrl-W. Deletes the word to the left of the cursor.
Press Esc D. Deletes from the cursor to the end of the
word.
Capitalize or lowercase words or | Press Esc C. Capitalizes at the cursor.
capitalize a set of letters.
Press Esc L. Changes the word at the cursor to
lowercase.
Press Esc U. Capitalizes letters from the cursor to the

end of the word.

Designate a particular keystroke as
an executable command, perhaps as
a shortcut.

Press Ctrl-V or Esc Q.
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Capability Keystroke Purpose

Scroll down a line or screen on Press the Return key. Scrolls down one line.
displays that are longer than the
terminal screen can display.

Note The More prompt is
used for any output
that has more lines
than can be displayed
on the terminal screen,
including show
command output. You
canuse the Return and
Space bar keystrokes
whenever you see the
More prompt.

Press the Space bar. Scrolls down one screen.

Redisplay the current command line | Press Ctrl-L or Ctrl-R. | Redisplays the current command line.
if the switch suddenly sends a
message to your screen.

Editing Command Lines that Wrap

You can use a wraparound feature for commands that extend beyond a single line on the screen. When the
cursor reaches the right margin, the command line shifts ten spaces to the left. You cannot see the first ten
characters of the line, but you can scroll back and check the syntax at the beginning of the command. The
keystroke actions are optional.

To scroll back to the beginning of the command entry, press Ctrl-B or the left arrow key repeatedly. You can
also press Ctrl-A to immediately move to the beginning of the line.

)

Note The arrow keys function only on ANSI-compatible terminals such as VT100s.

In this example, the access-list global configuration command entry extends beyond one line. When the cursor
first reaches the end of the line, the line is shifted ten spaces to the left and redisplayed. The dollar sign ($)
shows that the line has been scrolled to the left. Each time the cursor reaches the end of the line, the line is
again shifted ten spaces to the left.

config)# access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1
config)# $ 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.25
config)# $t tcp 131.108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq
config)# $108.2.5 255.255.255.0 131.108.1.20 255.255.255.0 eq 45

After you complete the entry, press Ctrl-A to check the complete syntax before pressing the Return key to
execute the command. The dollar sign ($) appears at the end of the line to show that the line has been scrolled
to the right:
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(config) # access-list 101 permit tcp 131.108.2.5 255.255.255.0 131.108.1$

The software assumes that you have a terminal screen that is 80 columns wide. If you have a width other than
that, use the terminal width privileged EXEC command to set the width of your terminal.

Use line wrapping with the command history feature to recall and modify previous complex command entries.

Searching and Filtering Output of show and more Commands

You can search and filter the output for show and more commands. This is useful when you need to sort
through large amounts of output or if you want to exclude output that you do not need to see. Using these
commands is optional.

To use this functionality, enter a show or more command followed by the pipe character (]), one of the
keywords begin, include, or exclude, and an expression that you want to search for or filter out:

command | {begin | include | exclude} regular-expression

Expressions are case sensitive. For example, if you enter | exclude output, the lines that contain output are
not displayed, but the lines that contain Output appear.

This example shows how to include in the output display only lines where the expression protocol appears:

# show interfaces | include protocol

Vlanl is up, line protocol is up

VlanlO is up, line protocol is down
GigabitEthernetl/0/1 is up, line protocol is down
GigabitEthernetl/0/2 is up, line protocol is up

Accessing the CLI

You can access the CLI through a console connection, through Telnet, or by using the browser.

You manage the switch stack and the switch member interfaces through the active switch. You cannot manage
switch stack members on an individual switch basis. You can connect to the active switch through the console
port or the Ethernet management port of one or more switch members. Be careful with using multiple CLI
sessions to the active switch. Commands you enter in one session are not displayed in the other sessions.
Therefore, it is possible to lose track of the session from which you entered commands.

)

Note We recommend using one CLI session when managing the switch stack.

If you want to configure a specific switch member port, you must include the switch member number in the
CLI command interface notation.

To debug a specific switch member, you can access it from the active switch by using the session
stack-member-number privileged EXEC command. The switch member number is appended to the system
prompt. For example, Switch-2# is the prompt in privileged EXEC mode for switch member 2, and where the
system prompt for the active switch is Switch. Only the show and debug commands are available in a CLI
session to a specific switch member.
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Accessing the CLI through a Console Connection or through Telnet

Before you can access the CLI, you must connect a terminal or a PC to the switch console or connect a PC to
the Ethernet management port and then power on the switch, as described in the hardware installation guide
that shipped with your switch.

CLI access is available before switch setup. After your switch is configured, you can access the CLI through
a remote Telnet session or SSH client.

You can use one of these methods to establish a connection with the switch:

* Connect the switch console port to a management station or dial-up modem, or connect the Ethernet
management port to a PC. For information about connecting to the console or Ethernet management port,
see the switch hardware installation guide.

* Use any Telnet TCP/IP or encrypted Secure Shell (SSH) package from a remote management station.
The switch must have network connectivity with the Telnet or SSH client, and the switch must have an
enable secret password configured.

The switch supports up to 16 simultaneous Telnet sessions. Changes made by one Telnet user are reflected
in all other Telnet sessions.

The switch supports up to five simultaneous secure SSH sessions.

After you connect through the console port, through the Ethernet management port, through a Telnet session
or through an SSH session, the user EXEC prompt appears on the management station.
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* broadcast-underlay, on page 17

* database-mapping, on page 18

* dynamic-eid, on page 21

* dynamic-eid detection multiple-addr, on page 22
* cid-record-provider, on page 23

» eid-record-subscriber, on page 24

» eid-table, on page 25

* encapsulation, on page 27

* etr, on page 28

* etr map-server, on page 29

* extranet, on page 31

* extranet-config-from-transit, on page 32

» first-packet-petr, on page 33

* instance-id, on page 35

* ip pim lisp core-group-range, on page 36

* ip pim lisp transport multicast, on page 37

* ip pim rp-address, on page 38

* ip pim sparse mode, on page 39

* ipv4 multicast multitopology, on page 40

* ip pim ssm, on page 41

* ipv4-interface Loopback affinity-id, on page 42
* itr, on page 44

* itr map-resolver, on page 45

* locator default-set, on page 46

* locator-set, on page 47

» map-cache , on page 48

» map-cache extranet, on page 49

* prefix-list, on page 50

* route-export destinations-summary, on page 51
* route-import database, on page 52

* service, on page 54

* sgt, on page 55

* show lisp instance-id ipv4 database, on page 56
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* show lisp instance-id ipv6 database, on page 58

* show lisp instance-id ipv4 publication config-propagation, on page 59
* show lisp instance-id ipv4 publisher config-propagation, on page 60
* show lisp instance-id ipv4 map-cache, on page 62

* show lisp instance-id ipv6 map-cache, on page 68

* show lisp instance-id ipv4 server, on page 70

* show lisp instance-id ipv6 server, on page 73

* show lisp instance-id ipv4 statistics, on page 75

* show lisp instance-id ipv6 statistics, on page 78

* show lisp prefix-list, on page 81

* show lisp session, on page 82

* use-petr, on page 83
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broadcast-underlay

To configure the underlay in a LISP network to use a multicast group to send encapsulated broadcast packets
and link local multicast packets, use the broadcast-underlay command in the service submode. To remove
the broadcast functionality, use the no form of this command.

broadcast-underlay multicast-ip

no broadcast-underlay multicast-ip

Syntax Description

Command Default

Command Modes

multicast-ip TP address of the multicast group that sends the encapsulated broadcast packets

None.

LISP Instance Service Ethernet (router-lisp-inst-serv-eth)

LISP Service Ethernet (router-lisp-serv-eth)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢c This command was introduced.

Use this command to enable the broadcast functionality on the fabric edge node in a LISP network. Ensure
that this command is used in the router-lisp-service-ethernet mode or router-lisp-instance-service-ethernet
mode.

Example

The following example shows how to configure broadcast on a fabric edge node:

device (config) #router lisp

device (config-router-1lisp) #instance-id 3

device (config-router-lisp-inst) #service ethernet

device (config-router-lisp-inst-serv-eth)#eid-table vlan 250

device (config-router-lisp-inst-serv-eth) #broadcast-underlay 225.1.1.1

device (config-router-lisp-inst-serv-eth) #database-mapping mac locator-set rloc2
device (config-router-lisp-inst-serv-eth) #exit-service-ethernet
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database-mapping

To configure an IPv4 or IPv6 endpoint identifier-to-routing locator (EID-to-RLOC) mapping relationship and
an associated traffic policy for Location Identifier Separation Protocol (LISP), use the database-mapping
command in LISP EID-table configuration mode. To remove the configured database mapping, use the no
form of this command.

database-mapping eid-prefix / prefix-length { locator-set RLOC-name [ proxy | default-etr |
default-etr-route-map | route-tag | silent-host-detection ] | ipv6-interface interface-name |
ipv4-interface interface-name | auto-discover-rlocs | limit }

no database-mapping eid-prefix/ prefix-length { locator-set RLOC-name [ proxy | default-etr |
default-etr-route-map | route-tag | silent-host-detection ] | ipv6-interface interface-name |
ipv4-interface interface-name | auto-discover-rlocs | limit }

Syntax Description eid-prefix / prefix-length  1Pv4 or IPv6 endpoint identifier prefix and length that is advertised by the router.

locator-set RLOC-name Routing Locator (RLOC) associated with the value specified for the eid-prefix.
Use the following keyword options for database mapping:
* proxy: Enables configuration of static proxy database mapping.

» default-etr: Enables configuration of default Egress Tunnel Router (ETR)
database mapping.

* route-tag route-tag: Monitors the RIB entry for a match with the route-tag
specified.

« default-etr-route-map route-map: Enables the route map to look for
default-etr RIB route updates, and dynamically changes the locator set for
this database mapping.

« silent-host-detection: Enables silent host detection for hosts under the EID

prefix.
ipv4 interface IPv4 address and name of the interface that is used as the RLOC for the EID
interface-name prefix.
ipv6 interface IPv6 address and name of the interface that is used as the RLOC for the EID
interface-name prefix.
auto-discover-rlocs Configures the ETR to discover the locators of all the routers configured to

function as both an ETR and an Ingress Tunnel Router (ITR)—such routers are
referred to as xXTRs—in the ETR LISP site when the site uses multiple xTRs, and
each xTR is configured to use DHCP-learned locators or configured with only
its own locators.

limit Specifies the maximum size of local EID prefixes database.

Command Default No LISP database entries are defined.
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database-mapping .

LISP-instance-service (router-lisp-instance-service)

Command History

Usage Guidelines

Examples

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢c This command was introduced.

Cisco I0S XE Bengaluru 17.5.1 This command was modified. Introduced support for the keyword
default-etr-route-map.

Cisco I0S XE Dublin 17.11.1  This command was modified. Introduced support for the keyword
silent-host-detection.

In the LISP-instance-service configuration mode, the database-mapping command configures LISP database
parameters with a specified IPv4 or IPv6 EID prefix block. The locator is the IPv4 or IPv6 address of any
interface used as the RLOC address for the eid-prefix assigned to the site but can also be the loopback address
of the interface.

When a LISP site has multiple locators associated with the same EID prefix block, multiple database-mapping
commands are used to configure all of the locators for a given EID prefix block.

In a MultiSite scenario, the LISP border node advertises about the site EID that it is attached to on the transit
map server to attract site traffic. To advertise, the border node has to obtain the route from the internal border
and proxy register with the transit site map server accordingly. The database-mapping eid-prefix locator-set
RL OC-name proxy command enables the configuration of a static proxy database mapping.

In Cisco I0S XE Bengaluru 17.5.1 and later releases, the database-mapping eid-prefix locator-set RLOC-name
default-etr-route-map route-map command monitors the specified route-map for route updates corresponding
to the eid-prefix. If there is an update from the route map, and if the route map has a defined LISP locator set,
the locator-set of this database mapping is changed to the one specified in the route-map.

By default, RIB metric (BGP MED attribute) information for the specified default-etr eid-prefix is obtained.
You can disable the default, by using the default-etr disable-metric command.

Enabling the default-etr-route-map option allows you to match other BGP attributes such as AS PATH,
COMMUNITIES, and so on, and modify the locator set of the database mapping accordingly.

If the silent-host-detection option is enabled, LISP triggers silent host detection for the traffic destined for
the host that is not present in the site table. SISF then sends probes for silent hosts, if any, in the network, and
if a response is received, a site entry is added to the LISP database and traffic is forwarded accordingly.

The following example shows how to map the EID prefix with the locator-set RLOC, in the EID
configuration mode on an external border. Ensure that the locator-set RLOC is already configured.

device (config) # router lisp

device (config-router-1lisp) # instance-id 3

device (config-router-lisp-inst)# service ipv4

device (config-router-lisp-inst-serv-ipv4) #eid-table vrf red

device (config-router-lisp-inst-serv-ipvd-eid-table) # database-mapping 172.168.0.0/16
locator-set RLOC proxy

device (config-router-lisp-inst-serv-ipvé-eid-table) # database-mapping 173.168.0.0/16
locator-set RLOC proxy

device (config-router-lisp-inst-serv-ipvid-eid-table) # map-cache 0.0.0.0/0
map-requestdevice (config-router-lisp-inst-serv-ipv4-eid-table) #exit

device (config-router-lisp-inst-serv-ipv4) #

The following example shows how to dynamically change the EID prefix and locator set RLOC
mapping, using the default-etr-route-map keyword:
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device (config) # router lisp

device (config-router-lisp)# instance-id 1

device (config-router-lisp-inst)# service ipv4

device (config-router-lisp-inst-serv-ipv4) #teid-table default

device (config-router-lisp-inst-serv-ipv4-eid-table) # database-mapping 0.0.0.0/0 locator-set
RLOC default-etr-route-map abc

device (config-router-lisp-inst-serv-ipv4-eid-table) #exit

device (config-router-lisp-inst-serv-ipv4) #

Related Commands | Command Description

eid-tablevrf vrf-name| Associates the instance-service instantiation with a virtual routing and forwarding
(VREF) table or default table through which the endpoint identifier address space is
reachable.

. Command Reference, Cisco 10S XE Dublin 17.11.x (Catalyst 9200 Switches)



| Cisco SD-Access

dynamic-eid .

dynamic-eid

To create a dynamic End Point Identifier (EID) policy and enter the dynamic-eid configuration mode on an
xTR, use the dynamic-eid command.

dynamic-eid eid-name

Syntax Description

Command Default

Command Modes

eid-name If eid-name exists, it enters eid-name configuration mode. Else, a new dynamic-eid policy with
name eid-name is created and it enters the dynamic-eid configuration mode.

No LISP dynamic-eid policies are configured.

LISP EID-table (router-lisp-eid-table)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢ This command was introduced.

To configure LISP mobility, create a dynamic-EID roaming policy that can be referenced by the lisp mobility
interface command. After you execute the dynamic-eid command, the referenced LISP dynamic-EID policy
is created and the device goes to dynamic-EID configuration mode. In this mode, all attributes that are associated
with the referenced LISP dynamic-EID policy can be configured. When you configure a dynamic-EID policy,
you must specify the dynamic-EID-to-RLOC mapping relationship and its associated traffic policy.

Example

The following example shows how to configure the dynamic-eid command:

device
device

config)# router lisp

config-router-lisp)# instance-id 3
config-router-lisp-inst)# dynamic-eid Eng.mod
config-router-lisp-inst-dynamic-eid) #

device
device

Related Commands

Command Description

lisp mobility | Configures the interface of an ITR to participate in LISP mobility (dynamic-EID roaming).
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. dynamic-eid detection multiple-addr

dynamic-eid detection multiple-addr

To enable the detection of multiple IP addresses for a single MAC address, use the dynamic-eid detection
multiple-addr command in the LISP Service mode or in the LISP Instance Service mode. To disable the
detection of multiple IP addresses per MAC address, use the Nno form of this command.

dynamic-eid detection multiple-addr [ bridged-vm ]

no dynamic-eid detection multiple-addr [ bridged-vm ]

Syntax Description

Command Default

Command Modes

bridged-vm Enables specific features of bridge-mode virtual machines (VM).

Support for multiple IP addresses per MAC is not enabled.

LISP Service (router-lisp-serv)

LISP Instance Service (router-lisp-instance-serv)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Cupertino 17.8.1 This command was
introduced.

The VMs on a wireless host are networked in a bridge mode. Each VM has its own IP address that is associated
with the host MAC address. This leads to a situation where several IP addresses (one on each of the VMs)
are associated with a single MAC address (of the host). Use the dynamic-eid detection multiple-addr
command on the fabric edge node to enable the detection of multiple IP addresses for a single MAC address.

In Cisco I0S XE Cupertino 17.8.1, 105 IP addresses, which are a mix of both IPv4 and IPv6, are supported
for one MAC address.

In an SD-Access network, when a wireless host roams, a LISP roaming notification carries the Security Group
Tag (SGT) for each IP address in the host. To enable SGT propagation during wireless host mobility, configure
the edge node with the dynamic-eid detection multiple-addr bridged-vm command .

Example

The following example shows how to configure an edge node to detect multiple IP addresses in a
wireless host, at a global level:
Device (config) # router lisp

Device (config-router-lisp)# service ethernet
Device (config-lisp-srv-eth)# dynamic-eid detection multiple-addr bridged-vm
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eid-record-provider

To define an extranet policy table for the provider instance use the eid-record-provider command in the
LISP Extranet configuration mode. To negate the EID-record-provider configuration, use the no form of this
command.

eid-record-provider instance-id instanceid { ipv4 addressprefix | ipv6 addressprefix }  bidirectional

no eid-record-provider instance-id instanceid { ipv4 address prefix | ipv6 address prefix }
bidirectional

Syntax Description

Command Default

Command Modes

instance-id instanceid Instance ID of the LISP instance for which the extranet provider policy applies.

ipv4 address prefix IPv4 EID prefixes to be leaked. Prefix specified in a.b.c.d/nn form.

ipv6 address prefix IPv6 EID prefixes to be leaked. Prefix specified in X: X: X: X::X/<0-128> form.

bidirectional Specifies that the extranet communication between the provider and subscriber EID
prefixes are bidirectional.

None.

LISP Extranet (router-lisp-extranet)

Command History

Release Modification
Cisco IOS XE Gibraltar 16.11.1¢ This command was introduced.
Example

The following example shows how to configure an extranet policy for the provider instance with ID
5000:

device (config) #router lisp

device (config-router-1lisp) #fextranet extl

device (config-router-lisp-extranet) #eid-record-provider instance-id 5000 10.0.0.0/8
bidirectional

device (config-router-lisp-extranet) #eid-record-subscriber instance-id 1000 3.0.0.0/24
bidirectional
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eid-record-subscriber

To define an extranet policy table for the subscriber instance, use the eid-record-subscriber command in the
LISP Extranet mode. To negate the EID-record-subscriber configuration, use the no form of this command

eid-record-subscriber instance-id instanceid { ipv4 address prefix | ipv6 address prefix }
bidirectional

no eid-record-subscriber instance-id instanceid { ipv4 address prefix | ipv6 address prefix }
bidirectional

Syntax Description

Command Default

Command Modes

instance-id instanceid Instance ID of the LISP instance for which the extranet provider policy is applicable.

ipv4 address prefix IPv4 EID prefixes to be leaked. Prefix specified in a.b.c.d/nn form.

ipv6 address prefix IPv6 EID prefixes to be leaked. Prefix specified in X:X:X:X:: X/<0-128> form.

bidirectional Specifies that the extranet communication between the provider and subscriber EID
prefixes are bidirectional.

None.

LISP Extranet (router-lisp-extranet)

Command History

Release Modification
Cisco IOS XE Gibraltar 16.11.1¢ This command was introduced.
Example

The following example shows how to configure an extranet policy for two subscriber instances with
IDs 1000 and 2000:

device (config) #router lisp

device (config-router-1lisp) #extranet extl

device (config-router-lisp-extranet) #eid-record-provider instance-id 5000 10.0.0.0/8
bidirectional

device (config-router-lisp-extranet) #eid-record-subscriber instance-id 1000 3.0.0.0/24
bidirectional

device (config-router-lisp-extranet) #eid-record-subscriber instance-id 2000 20.20.0.0/8
bidirectional
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eid-table [JJj

To configure a Locator ID Separation Protocol (LISP) instance ID for association with a virtual routing and
forwarding (VRF) table or default table through which the endpoint identifier (EID) address space is reachable,
use the eid-table command in LISP Service Instance configuration mode. To remove this association, use the
no form of this command.

eid-table { vrf-name | default | vrf wvrf-name }

no eid-table { vrf-name | default | vrf wvrf-name }

Syntax Description

Command Default

Command Modes

default Selects the default (global) routing table for association with the configured instance-service.
vrf Selects the named VRF table for association with the configured instance.
vrf-name

Default VRF is associated with instance-id 0.

LISP Service Instance (router-lisp-inst-serv)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢ This command was introduced.

Use this command only in the LISP Instance Service mode.

For Layer 3 (service ipv4 / service ipv6), a VRF table is associated with the instance-service. For Layer 2
(service ethernet), a VLAN is associated with the instance-service.

\}

Note For Layer 2, ensure that you have defined a VLAN before configuring the eid-table.

For Layer 3, ensure that you have defined a VRF table before you configure the eid-table.

Examples

In the following example, an xTR is configured to segment traffic using VRF named vrf-table. The
EID prefix associated with vrf-table is connected to instance ID 3.

device (config) #vrf definition vrf-table

device (config-vrf) #address-family ipv4

device (config-vrf-af) #exit

device (config-vrf) #exit

device (config) #router lisp

device (config-router-1lisp) #instance-id 3

device (config-router-lisp-inst) #service ipv4

device (config-router-lisp-inst-serv-ipv4) #eid-table vrf vrf-table

In the following example, the EID prefix that is associated with a VLAN, Vlan10, is connected to
instance ID 101.
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B cid-table

device (config) #interface V1anlO

device (config-if) #mac-address ba25.cdf4.ad38

device (config-if) #ip address 10.1.1.1 255.255.255.0

device (config-if) #end

device (config) #router lisp

device (config-router-1lisp) #instance-id 101

device (config-router-lisp-inst) #service ethernet

device (config-router-lisp-inst-serv-ethernet) #eid-table V1anlO
device (config-router-lisp-inst-serv-ethernet) #database-mapping mac locator-set set
device (config-router-lisp-inst-serv-ethernet) #exit-service-etherne
device (config-router-lisp-inst) #exit-instance-id
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encapsulation

To configure the type of encapsulation of the data packets in the LISP network, use the encapsulation command
in the LISP Service mode. To remove the encapsulation on the packets, use the no form of this command.

encapsulation { vxlan | lisp }

no encapsulation { vxlan | lisp }

Syntax Description

Command Default

Command Modes

encapsulation vxlan Specifies VXLAN-based encapsulation

encapsulation lisp  Specifies LISP-based encapsulation

None.

LISP Service IPv4 (router-lisp-serv-ipv4)

LISP Service IPv6 (router-lisp-serv-ipvo6)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢ This command was introduced.

Use the encapsulation vxlan command in the LISP Service Ethernet mode to encapuslate Layer 2 packets.
Use the encapsulation vxlan command in the LISP Service IPv4 or LISP Service IPv6 mode to encapsulate
the Layer 3 packets.

Example

The following example shows how to configure an xTR for data encapsulation:

device (config) #router lisp

device (config-router-1lisp) #service ipv4

device (config-router-lisp-serv-ipv4) #encapuslation vxlan
device (config-router-lisp-serv-ipv4) #map-cache-limit 200
device (config-router-lisp-serv-ipv4) #exit-service-ipv4
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To configure a device as an Egress Tunnel Router (ETR) use the etr command in the LISP Instance Service
mode or LISP Service submode. To remove the ETR functionality, use the no form of this command.

etr
no etr
The device is not configured as ETR by default.

LISP Instance Service (router-lisp-instance-service)

LISP Service (router-lisp-service)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢ This command was introduced.

Use this command to enable a device to perform the ETR functionality.

A router configured as an ETR is also typically configured with database-mapping commands so that the ETR
knows what endpoint identifier (EID)-prefix blocks and corresponding locators are used for the LISP site. In
addition, the ETR should be configured to register with a map server with the etr map-server command, or
to use static LISP EID-to-routing locator (EID-to-RLOC) mappings with the map-cache command to participate
in LISP networking.

Example

The following example shows how to configure a device as an ETR:

device (config)# router lisp

device (config-router-1lisp)# instance-id 3
device (config-router-lisp-inst)# service ipv4
device (config-router-lisp-inst-serv-ipvéd)# etr
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etr map-server

To configure a map server to be used by the Egress Tunnel Router (ETR) when configuring the EIDs, use the
etr map-server command in the LISP Instance mode or LISP Instance Service mode. To remove the configured
locator address of the map-server, use the N0 form of this command.

etr map-server map-server-address {key [0]6]7] authentication-key | proxy-reply }

no etr map-server map-server-address {key [0]| 6| 7] authentication-key | proxy-reply
}

Syntax Description

Command Default

Command Modes

map-server-address Locator address of the map server.

key Specifies the key type.

0 Indicates that password is entered as clear text.

6 Indicates that password is in the AES encrypted form.
7 Indicates that password is a weak encrypted one.

authentication-key  The password used for computing the SHA-1 HMAC hash that is included in the header
of the map-register message.

proxy-reply Specifies that the map server answer the map-requests on behalf the ETR.

None.

LISP Instance Service (router-lisp-inst-serv)

LISP Service (router-lisp-serv)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1c  This command was introduced.

Use the etr map-server command to configure the locator of the map server to which the ETR will register
for its EIDs. The authentication key argument in the command syntax is a password that is used for a SHA-1
HMAC hash (included in the header of the map-register message). The password used for the SHA-1 HMAC
may be entered in unencrypted (cleartext) form or encrypted form. To enter an unencrypted password, specify
0. To enter an AES encrypted password, specify 6.

Use the no form of the command to remove the map server functionality.

Example

The following example shows how to configure a map server located at 2.1.1.6 to act as a proxy in
order to answer the map-requests on the ETR:

device (config) #router lisp
device (config-router-1lisp) #instance-id 3
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device (config-router-lisp-inst) #service ipvi4
device (config-router-lisp-inst-serv-ipv4) #etr map-server 2.1.1.6 key foo
device (config-router-lisp-inst-serv-ipv4) #etr map-server 2.1.1.6 proxy-reply
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extranet .

To enable inter-VRF communication in a LISP network, use the extranet command in the LISP configuration

mode on the Map Server Map Resolver (MSMR).

extranet name-extranet

Syntax Description

Command Default

Command Modes

name-extranet Specifies the name of the extranet created.

None.

LISP (router-lisp)

Command History

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢  This command was introduced.

Example

This example shows how to use the extranet command:

device (config) # router lisp
device (config-router-1lisp) # extranet extl
device (config-router-lisp-extranet) #
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extranet-config-from-transit

Command Default

Command Modes

To specify that extranet configuration must be learnt from the Transit Control Plane, use the
extranet-config-from-transit command in the extranet configuration mode. To remove the configuration,
use the nNo form of this command.

extr anet-config-from-transit

no extranet-config-from-transit

The local device can configure its own extranet policy.

Extranet Configuration (config-router-lisp-extranet)

Command History

Usage Guidelines

Release Modification

Cisco I0S XE Cupertino 17.9.1 This command was introduced.

In multi-site deployment of an SD-Access fabric, an extranet policy is propagated from the transit map server
map resolver (MSMR) to all the site map servers. In such cases, run the extr anet-config-from-transit command
on the local map server to allow the extranet policy propagation from the transit MSMR to the site local map
server. After configuring this command, do not add or delete the policy on the local map server.

Example

The following example shows how to configure the extranet-config-from-transit command:

Device (config) # router lisp

Device (config-router-lisp)# extranet internet

Device (config-router-lisp-extranet) # extranet-config-from-transit

Device (config-router-lisp-extranet) # eid-record-provider instance-id 4097
Device (config-router-lisp-extranet-eid) # exit-eid-record-provider

. Command Reference, Cisco 10S XE Dublin 17.11.x (Catalyst 9200 Switches)



| Cisco SD-Access
first-packet-petr .

first-packet-petr

To prevent the loss of the first packet (and subsequent packets until map-cache is resolved), use the
first-packet-petr command on the Map Server, in the LISP-service or the LISP-instance-service configuration
mode. To disable the configuration of this command, use its no form.

Configuring this command ensures that even the first packet that is sent out from the fabric edge device reaches
its destination through a first-packet-handler border that is available.

first-packet-petr remote-locator-set fpetr-RLOC

no first-packet-petr remote-locator-set fpetr-RLOC

Syntax Description remote-locator-set Specifies a remote locator-set, which is a set of IP addresses of remote
fpetr-RLOC devices, that connect to an external network or to networks across sites or
to Data Center through remote or local sites.

Command Default None.

Command Modes LISP-instance-service

LISP-service

Command History Release Modification

Cisco IOS XE Amsterdam 17.3.1 The command was
introduced.

Usage Guidelines The ITR or the fabric edge device drops the initial packets sent to it until it learns the destination EID
reachability from the local MSMR. To prevent the drop of the first packet, configure the fir st-packet-petr
command on the local MSMR.

Configure the fir st-packet-petr command on the local map server to ensure that when the fabric edges boots
up and resolves the 0/0 map-cache entry, it gets the first packet forwarding RLOCs.

When an MSMR receives a request to connect to an external network (like internet), it first checks for the
availability of an external border. If the map server does not find the default-ETR border or the internet service
providing border, it responds with the remote RLOCs that are configured with the fir st-packet-petr command.

\)

Note  You can configure the first-packet-petr command only on a control plane that is within a fabric site. You
cannot configure this command on the control plane of a transit site.

Examples

The following example first defines a remote locator set and associates the remote RLOCs with the
first-packet-petr command:
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Device (config) #router lisp

Device (config-router-lisp) #remote-locator-set fpetr

Device (config-router-lisp-remote-locator-set)#23.23.23.23 priority 1 weight 1
Device (config-router-lisp-remote-locator-set)#24.24.24.24 priority 1 weight 1
Device (config-router-lisp-remote-locator-set) #exit-remote-locator-set

Device (config-router-1lisp) #service ipv4

Device (config-lisp-srv-ipv4) #first-packet-petr remote-locator-set fpetr
Device (config-lisp-srv-ipv4) #map-server

Device (config-lisp-srv-ipv4) #map-resolver

Device (config-lisp-srv-ipv4) #exit-service-ipv4

Device (config-router-1lisp) #

The configured behavior is inherited by all instances under service ipv4.

To override the behavior for a particular instance, configure the first-packet-petr command for that
instance. In the following example, instance 101 disables the first-packet-petr command.
Device (config-router-1lisp) #instance-id 101

Device (config-router-lisp-inst) #service ipv4

Device (config-router-lisp-inst-service-ipv4) #no first-packet-petr remote-locator-set
Device (config-router-lisp-inst-service-ipv4) #exit-service-ipv4
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instance-id

To create a LISP EID instance under the router-lisp configuration mode and enter the instance-id submode,
use the instance-id command.

instance-id iid

Syntax Description iid Specifies the instance 1D

Command Default None.

Command Modes LISP (router-lisp)

Command History Release Modification
Cisco 10S XE Gibraltar 16.11.1c This command was introduced.
Usage Guidelines Use the instance-id command to create a LISP EID instance to group multiple services.

Configuration under this instance applies to all the services underneath it.

Example

This example shows how to create a LISP instance:

device (config)# router lisp
device (config-router-lisp)# instance-id 3
device (config-router-lisp-inst) #
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Ip pim lisp core-group-range

To configure the core range of address of a Protocol Independent Multicast (PIM) Source Specific Multicast
(SSM) on a LISP sub-interface, use the ip pim lisp core-group-range command in interface configuration
mode. To remove SSM address range, use the no form of this command.

ip pim lisp core-group-range start-SSM-address range-size
noip pim lisp core-group-range start-SSM-address range-size

Syntax Description

Command Default

Command Modes

start-SSM-address  Specifies the start of the SSM IP address range.

number-of-groups Specifies the size of group range.

By default the group range 232.100.100.1 to 232.100.100.255 is assigned if a core range of addresses is not
configured.

LISP Interface Configuration (config-if)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE 16.9.1 This command was introduced.

Native multicast transport supports only PIM SSM in the underlay or the core. Multicast transport uses a
grouping mechanism to map the end-point identifiers (EID) entries to the RLOC space SSM group entries.
By default, the group range 232.100.100.1 to 232.100.100.255 is used as the SSM range of addresses on a
LISP interface to transport multicast traffic. Use the ip pim lisp core-group-range command to manually
change this SSM core group range of IP addresses on the LISP interfaces.

The following example defines a group of 1000 IP addresses starting from 232.0.0.1 as the SSM range of
addresses on the core for multicast traffic.

Device (config) #interface LISP0.201
Device (config-if) #ip pim lisp core-group-range 232.0.0.1 1000
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Ip pim lisp transport multicast

Command Default

Command Modes

To enable multicast as the transport mechanism on LISP interface and sub-interface, use the ip pim lisp
transport multicast command in the LISP Interface Configuration mode. To disable multicast as the transport
mechanism on the LISP interface, use the no form of this command.

ip pim lisp transport multicast

noip pim lisp transport multicast

Syntax Description

This command has no keywords or arguments.
If this command is not configured, head-end replication is used for multicast.

LISP Interface Configuration (config-if)

Command History

Release Modification

Cisco IOS XE 16.9.1 This command was introduced.

Example

The following example configures multicast as the transport mechanism on a LISP Interface:

Device (config) #interface LISPO
Device (config-if) #ip pim lisp transport multicast

Related Commands

Command Description
ip multicast routing Enables IP multicast routing or multicast distributed
switching.
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Ip pim rp-address

To configure the address of a Protocol Independent Multicast (PIM) rendezvous point (RP) for a particular
group, use the ip pim rp-address command in global configuration mode. To remove an RP address, use
the no form of this command.

ippim [ vrfvrf-name] rp-address rp-address [ access-list ]
noip pim [ vrfvrf-name] rp-address rp-address [ access-list ]

Syntax Description  vrf Specifies the multicast Virtual Private Network (VPN) routing and forwarding (VRF) instance.

vrf-name  Name assigned to the VRF.

rp-address IP address of a router to be a PIM RP. This is a unicast IP address in four-part dotted-decimal
notation.

access-list Number or name of an access list that defines the multicast groups for which the RP should be
used.

Command Default None

Command Modes Global Configuration (config)

Command History Release Modification

CiscoIOS XE 16.8.1s This command was introduced.

Usage Guidelines Use the ip pim rp-address command to statically define the RP address for multicast groups that are to operate
in sparse mode or bidirectional mode.

You can configure the Cisco IOS XE software to use a single RP for more than one group. The conditions
specified by the access list determine the groups for which an RP can be used. If no access list is configured,
the RP is used for all groups. A PIM router can use multiple RPs, but only one per group.

Example

The following example sets the PIM RP address to 185.1.1.1 for all multicast groups:

Device (config) #ip pim rp-address 185.1.1.1
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Ip pim sparse mode

Command Default

Command Modes

To enable sparse mode of operation of Protocol Independent Multicast (PIM) on an interface, use the ip pim
spar se-mode command in the Interface Configuration mode. To disable the sparse mode of operation use the
no form of this command.

ip pim sparse mode
no ip pim sparse mode

Syntax Description

This command has no keywords or arguments.
None.

Interface Configuration (config-if)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE 16.8.1s  This command was introduced.

The NetFlow collect commands are used to configure nonkey fields for the flow monitor record and to enable
capturing the values in the fields for the flow created with the record. The values in nonkey fields are added
to flows to provide additional information about the traffic in the flows. A change in the value of a nonkey
field does not create a new flow.

Example

The following example configures PIM sparse mode of operation:

Device (config) #interface LoopbackO
Device (config-if)#ip address 170.1.1.1 255.255.255.0
Device (config-if) #ip pim sparse-mode

Related Commands

Command Description
ip multicast routing Enables ip multicast routing or multicast distributed
switching.
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ipv4 multicast multitopology

To enable Multicast-Specific RPF topology support for IP Multicast routing, use the ipv4 multicast
multitopology command in the VRF configuration mode. To disable the Multicast-Specific RPF Topology
support, use the no form of this command.

ipv4 multicast multitopology
no ipv4 multicast multitopology

Syntax Description

This command has no arguments or keywords.

Command Default None

Command Modes VRF Configuration (config-vrf)

Command History Release Modification

Cisco IOS XE Fuji 16.8.1a This command was introduced.

Example

The following example shows how to configure Multicast-Specific RPF Topology:

Device (config)# vrf definition VRF1
Device (config-vrf)# ipv4 multicast multitopology

. Command Reference, Cisco 10S XE Dublin 17.11.x (Catalyst 9200 Switches)



| Cisco SD-Access

ip pim ssm .

Ip pim ssm

To define the Source Specific Multicast (SSM) range of IP multicast addresses, use the ip pim ssm command
in global configuration mode. To disable the SSM range, use the no form of this command.

ip pim [ vrfvrf-name ] ssm { default | range accesslist }
noip pim [ vrf vrf-name ] ssm { default | range accesslist }
Syntax Description vrf Specifies the multicast Virtual Private Network (VPN) routing and forwarding (VRF)
instance.
vrf-name Name assigned to the VRF.
range Specifies the standard IP access list number or name defining the SSM range.
access-list
default2 Defines the SSM range access list to 232/8.

Command Default None.

Command Modes Global Configuration (config)

Command History Release Modification

Cisco IOS XE 16.8.1s This command was introduced.

Usage Guidelines When an SSM range of IP multicast addresses is defined by the ip pim ssm command, no Multicast Source
Discovery Protocol (MSDP) Source-Active (SA) messages will be accepted or originated in the SSM range.

Example

The following example sets the SSM range of IP multicast address to default:

Device (config) #ip pim ssm default

Related Commands Command Description
ip multicast routing Enables IP multicast routing or multicast distributed
switching..
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ipv4-interface Loopback affinity-id

To configure an Affinity ID for a Locator, use the ipv4-interface L oopback affinity-id command in the
Locator-Set configuration mode. To remove the configuration, use the no form of this command.

ipv4-interface Loopback loopback-interface-id [ priority locator-priority weight locator-weight |
affinity-id x-dimension [ , y-dimension ] ]

no ipv4-interface Loopback loopback-interface-id [ priority locator-priority weight locator-weight
| affinity-id x-dimension [ , y-dimension ] ]

Syntax Description  priority locator-priority Configures a preferred Locator. Locator with a lower priority
value takes preference.

Values range from 0 to 255.

weight locator-weight Configures the load-balance on the device.

Values range from 0 to 100.

affinity-id x-dimension[ , y-dimension] Configures an Affinity ID, which is specified by the x
dimension and an optional y dimension values.

Command Default ~ None
Command Modes Locator-Set (config-router-lisp-locator-set)
Command History Release Modification
Cisco IOS XE Gibraltar 16.11.1¢ ipv4-interface L oopback priority was introduced as part of
locator-set configuration.
Cisco 10S XE Cupertino 17.9.1 affinity-id keyword was added to the command.
Usage Guidelines First define a locator-set and then configure an affinity ID for its locator.

Affinity ID with its x and y dimensions identifies a particular site or region. Affinity ID is a part of the locator
information, like priority and weight. Locator publications and map replies carry affinity ID. A border node
uses the affinity ID and priority values to determine the remote site with backup internet which is closest to

its local site. Affinity ID takes precedence over the priority value. If both affinity ID and priority values are

defined for a locator, the site with a closer affinity-id is preferred.

Example

The following example configures a locator-set, RLOC, with affinity-id and priority values:

Device# configure terminal

Device (config) # router lisp

Device (config-router-lisp)# locator-set RLOC

Device (config-router-lisp-locator-set)# ipv4-interface Loopback 0 priority 10 weight 50
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affinity-id 5 ,10
Device (config-router-lisp-locator-set)# exit-locator-set

Related Commands Command Description

locator-set Specifies a locator-set and enters the locator-set
configuration mode.
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Command Modes
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To configure a device as an Ingress Tunnel Router (ITR) use the itr command in the LISP Service submode
or LISP Instance Service mode. To remove the ITR functionality, use the no form of this command.

itr
no itr

The device is not configured as ITR by default.

LISP Instance Service (router-lisp-instance-service)

LISP Service (router-lisp-service)

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢ This command was introduced.

Use this command to enable a device to perform the ITR functionality. A device configured as an ITR helps
find the EID-to-RLOC mapping for all traffic that is destined to LISP-capable sites.

Example

The following example shows how to configure a device as an ITR.

device (config) # router lisp

device (config-router-1lisp)# instance-id 3
device (config-router-lisp-inst)# service ipv4
device (config-router-lisp-inst-serv-ipvé4)# itr
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Itr map-resolver

To configure a device as a map resolver to be used by an Ingress Tunnel Router (ITR) when sending
map-requests, use the itr map-resolver command in the service submode or instance-service mode. To remove
the map-resolver functionality, use the no form of this command.

itr [ map-resolver map-address ] prefix-list prefix-list-name

no itr [ map-resolver map-address ] prefix-list prefix-list-name

Syntax Description

Command Default

Command Modes

map-resolver map-address Configures map-resolver address for sending map requests, on the ITR.

prefix-list prefix-list-name Specifies the prefix list to be used.

None.

router-lisp-instance-service

Command History

Usage Guidelines

Release Modification

Cisco IOS XE Gibraltar 16.11.1¢  This command was introduced.

Use this command to enable a device to perform the ITR map-resolver functionality.

A device configured as a Map Resolver accepts encapsulated Map-Request messages from ITRs, decapsulates
those messages, and then forwards the messages to the Map Server responsible for the egress tunnel routers
(ETRs) that are authoritative for the requested EIDs. In a multi-site environment, the site border relies on Map
Resolver prefix-list to determine whether to query the transit sitte MSMR or site MSMR.

Examples

The following example shows how to configure an ITR to use the map-resolver located at 2.1.1.6
when sending map request messages.

device (config) #router lisp

device (config-router-1lisp) #prefix-list wired

device (config-router-lisp-prefix-1ist) #2001:193:168:1::/64
device (config-router-lisp-prefix-1ist)#192.168.0.0/16
device (config-router-lisp-prefix-1list) #exit-prefix-1list

device (config-router-1lisp) #service ipv4

device (config-router-lisp-serv-ipv4) #encapsulation vxlan

device (config-router-lisp-serv-ipv4) #itr map-resolver 2.1.1.6 prefix-list wired
device (config-router-lisp-serv-ipv4) #
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locator default-set

To mark a locator-set as default, use the locator default-set command at the router-lisp level. To remove the
locator-set as default, use the no form of this command.

locator default-set  rloc-set-name
no locator default-set  rloc-set-name

Syntax Description rloc-set-name Name of locator-set that is set as default.

Command Default None

Command Modes LISP (router-lisp)

Command History Release Modification

Cisco IOS XE Gibraltar 16.11.1c  This command was introduced.

Usage Guidelines The locator-set configured as default with the locator default-set command applies to all services and
instances.

Example

The following example shows how to use the locator default-set command:

device (config) # router lisp
device (config-router-1lisp)# locator-set rlocl
device (config-router-1lisp)# locator default-set rlocl
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To specify a locator-set and enter the locator-set configuration mode, use the locator-set command at the

router-lisp level. To remove the locator-set, use the no form of this command.

locator-set  loc-set-name
no locator-set  loc-set-name

Syntax Description

Command Default

Command Modes

loc-set-name Name of
locator-set.

None

LISP (router-lisp)

Command History

Usage Guidelines

Release Modification
Cisco IOS XE Gibraltar 16.11.1¢ This command was
introduced.

You must first define the locator-set before referring to it.
Example
The following example shows how to use the locator-set command:

Device (config) # router lisp
Device (config-router-lisp)# locator-set rloc2

Related Commands

Command Description
ipv4-interface L oopback Configures an affinity ID and a priority value for the
{affinity-id | priority} locator-set.
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map-cache

To configure a static endpoint identifier (EID) to routing locator (RLOC) (EID-to-RLOC) mapping relationship,
use the map-cache command in the LISP Instance Service IPv4 or LISP Instance Service IPv6 mode. To
remove the configuration, use the no form of this command.

map-cache destination-eid-prefix/prefix-len  { ipv4-address { priority priority weight weight }

| ipv6-address | map-request | native-forward }
no map-cache destination-eid-prefix/prefix-len  { ipv4-address { priority priority weight weight
} | ipve-address | map-request | native-forward }

Syntax Description

Command Default

Command Modes

destination-eid-prefix/prefix-len Destination IPv4 or IPv6 EID-prefix/prefix-length. The slash is required
in the syntax.

ipv4-address priority priority IPv4 Address of loopback interface. Associated with this 