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Audience

Organization

Preface

The Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release
4.2(1)VSGI(1) provides a reference for VSGs (Virtual Security Gateway) CLI commands.

This chapter includes the following sections:

Audience, page xi

Organization, page xi

Document Conventions, page Xii
Related Documentation, page Xiii

Obtaining Documentation and Submitting a Service Request, page xiv

This reference is for network administrators with the following experience and knowledge:

VMware vCenter

VMware vSphere

VMware ESX and ESXi

An understanding of virtualization

Virtual machines

This document is organized into the following chapters:

Chapter and Title Description
Chapter 1, “Cisco Nexus 1000V Series Provides information about the Cisco VSG
Switch Commands” commands found on the Cisco Nexus 1000V switch.

Chapter 2, “Cisco Virtual Security Gateway |Provides information about Cisco VSG commands.

Commands”

[ oL-23953-02
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Document Conventions

Command descriptions use these conventions:

Convention Description

boldface font Commands and keywords are in boldface.

italic font Arguments for which you supply values are in italics.

[ ] Elements in square brackets are optional.

[xlylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

Screen examples use these conventions:

Convention Description

screen font Terminal sessions and information that the switch displays are in screen font.
boldface screen Information you must enter is in boldface screen font.

font

italic screen font |Arguments for which you supply values are in italic screen font.

< > Nonprinting characters, such as passwords, are in angle brackets.
[ ] Default responses to system prompts are in square brackets.
L # An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

This document uses the following conventions:

~

Note = Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Je

Tip Means the following information will help you solve a problem.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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Related Documentation

This section contains information about the documentation available for Cisco Virtual Security Gateway
and related products.

Cisco Virtual Security Gateway Documentation

The following Cisco Virtual Security Gateway for the Nexus 1000V Series Switch documents are
available on Cisco.com at the following url:

http://www.cisco.com/en/US/products/ps13095/tsd_products_support_series_home.html

e Cisco Virtual Security Gateway for Nexus 1000V Series Switch Release Notes, Release
4.2(1)VSGI(1)

e Cisco Virtual Security Gateway, Release 4.2(1)VSGI(1) and Cisco Virtual Network Management
Center, Release 1.0.1 Installation Guide

e Cisco Virtual Security Gateway for Nexus 1000V Series Switch License Configuration Guide,
Release 4.2(1)VSGI(1)

e Cisco Virtual Security Gateway for Nexus 1000V Series Switch Configuration Guide, Release
4.2(1)VSGI1(1)

e Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release
4.2(1)VSGI1(1)

e Cisco Virtual Security Gateway for Nexus 1000V Series Switch Troubleshooting Guide, Release
4.2(1)VSGIi(1)

Cisco Virtual Network Management Center Documentation

The following Cisco Virtual Network Management Center documents are available on Cisco.com at the
following url:

http://www.cisco.com/en/US/products/ps11213/tsd_products_support_series_home.html
® Release Notes for Cisco Virtual Network Management Center, Release 1.0.1

e Cisco Virtual Security Gateway, Release 4.2(1)VSGI1(1) and Cisco Virtual Network Management
Center, Release 1.0.1 Installation Guide

e Cisco Virtual Network Management Center CLI Configuration Guide, Release 1.0.1
e Cisco Virtual Network Management Center GUI Configuration Guide, Release 1.0.1
e Cisco Virtual Network Management Center XML API Reference Guide, Release 1.0.1

Cisco Nexus 1000V Series Switch Documentation

The Cisco Nexus 1000V Series Switch documents are available on Cisco.com at the following url:
http://www.cisco.com/en/US/products/ps9902/tsd_products_support_series_home.html

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see What’s New in Cisco Product Documentation at:
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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CHAPTER 1

Cisco Nexus 1000V Series Switch Commands

This chapter provides information about the VSG-related commands on the Nexus 1000V Switch.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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clear vsn connection

To clear VSG connections, use the clear vsn connection command.

clear vsn connection [module module-number]

Syntax Description module (Optional) Clears a specific module.
module-number (Optional) Module number. The range of values is from 3 to 66.
Defaults None

Command Modes EXEC

Global configuration (config)

SupportedUserRoles network-admin

network-operator

Command History Release Modification
4.04)SVI1(1) This command was introduced.
Examples This example shows how to clear VSG connections:

vsm# clear vsn connection

Related Commands = Command Description

show vsn Displays VSG information.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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clear vsn statistics

To clear VSG statistics, use the clear vsn statistics command.

clear vsn statistics [module module-number | vlan vian-number ip ip-address [module

module-numberl)

Syntax Description

Defaults

Command Modes

SupportedUserRoles

module

(Optional) Clears a module.

module-number

(Optional) Module number. The range of values is from 3 to 66.

vlan

(Optional) Clears a VLAN.

vlan-number

(Opyional) VLAN number.

ip (Optional) Clears a device at a specific IP address.
ip-address (Optional) IP address. The format is A.B.C.D.
None

EXEC

Global configuration (config)

network-admin

network-operator

Command History

Examples

Release

Modification

4.04)SVI(1)

This command was introduced.

This example shows how to clear VSG statistics:

vsm# clear vsn statistics

Related Commands

Command

Description

show vsn

Displays VSG information.

[ oL-23953-02
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switchport mode

To set the port mode of an interface, use the switchport mode command. To remove the port mode

configuration, use the no form of this command.

switchport mode {access | private-vlan {host | promiscuous} | trunk}

no switchport mode {access | private-vlan {host | promiscuous} | trunk}

Syntax Description

Defaults

Command Modes

SupportedUserRoles

access Sets the port mode access.

private-vlan Sets the port mode to private VLAN.

host Sets the port mode private VLAN to host.
promiscuous Sets the port mode private VLAN to promiscuous.
trunk Sets the port mode to trunk.

Switchport mode is not set.

Interface configuration (config-if)

Port profile configuration (config-port-prof)

network-admin

Command History

Examples

Release Modification

4.04)SVI1(1) This command was introduced.

This example shows how to set the port mode of an interface:

vsm# configure

vsm(config)# interface vethernet 1
vsm(config-if)# switchport mode private-vlan host
vsm(config-if)#

This example shows how to remove the mode configuration:

vsm# configure

vsm(config)# interface vethernet 1

vsm(config-if)# no switchport mode private-vlan host
vsm(config-if)#

Related Commands

Command Description

show interface Displays interface information.

l_ Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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switchport access vlan

To set the access mode of an interface, use the switchport access vlan command. To remove the access
mode configuration, use the no form of this command.

switchport access vlan vian-id

no switchport access vlan vian-id

Syntax Description

Defaults

Command Modes

SupportedUserRoles

vian-id VLAN identification number. The range of values is from 1 to 3967.

Access mode is not set.

Interface configuration (config-if)

Port profile configuration (config-port-prof)

network-admin

Command History

Examples

Release Modification
4.04)SV1(1) This command was introduced.

This example shows how to set the access mode of an interface:

vsm# configure

vsm(config)# interface vethernet 1
vsm(config-if)# switchport access vlan 100
vsm(config-if)#

This example shows how to remove the access mode configuration:

vsm# configure

vsm(config)# interface vethernet 1
vsm(config-if)# no switchport access vlan
vsm(config-if)#

Related Commands

Command Description

show interface Displays interface information.

[ oL-23953-02
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state (port profile)

To enable the operational state of a port profile, use the state command. To disable the operational state
of a port profile, use the no form of the command.

state enabled

no state enabled

Syntax Description  enabled Enables or disables the port profile.
Defaults Disabled
Command Modes Port profile configuration (config-port-prof)

SupportedUserRoles network-admin

Command History Release Modification
4.04)SV1(1) This command was introduced.
Examples This example shows how to enable the operational state of a port profile:

vsm# configure

vsm(config)# port-profile testprofile
vsm(config-port-prof)# state enabled
vsm(config-port-prof) #

Related Commands  Command Description

show port-profile Displays port profile information.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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copy running-config startup-config

To copy the running configuration to the startup configuration, use the copy running-config
startup-config command.

copy running-config startup-config

Syntax Description  This command has no arguments or keywords.

Defaults None

Command Modes Any command mode

SupportedUserRoles network-admin
network-operator

Command History Release Modification
4.0(4)SV1(1) This command was introduced.

Usage Guidelines Use this command to save configuration changes in the running configuration to the startup
configuration in persistent memory. When a device reload or switchover occurs, the saved configuration
is applied.

Examples This example shows how to save the running configuration to the startup configuration:

vsm# copy running-config startup-config
[###HSHSHSHHFH AR AHAHAHAHAHAHAHAHAHSHSH#HEH] 100%

Related Commands =~ Command Description
show running-config Displays the running configuration.
show running-config diff Displays the differences between the running configuration and the startup
configuration.
show startup-config Displays the startup configuration.
write erase Erases the startup configuration in the persistent memory.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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vam-policy-agent

To enter Virtual Network Management Center (VNMC) policy agent mode, use the vnm-policy-agent
command.

vnm-policy-agent

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Global configuration (config)

SupportedUserRoles network-admin

Command History Release Modification

4.0(4)SV1(1) This command was introduced.
Usage Guidelines Use the VNMC policy agent configuration mode to configure policy agents.
Examples This example shows how enter policy agent mode:

vsm# configure
vsm(config)# vnm-policy-agent
vsm(config-vnm-policy-agent) #

Related Commands  Command Description

configure Enters global configuration mode.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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log-level

To set logging severity levels for the Virtual Network Management Center (VNMC) policy agent, use

the log-level command. To reset logging levels, use the no form of the command.

log-level {critical | debug0 | debugl | debug2 | debug3 | debug4 | info | major | minor | warn}

no {critical | debug0 | debugl | debug2 | debug3 | debug4 | info | major | minor | warn}

Syntax Description

Command Default

Command Modes

SupportedUserRoles

critical Sets the logging level to critical.
debug0 Sets the logging level to debug 0.
debugl Sets the logging level to debug 1.
debug2 Sets the logging level to debug 2.
debug3 Sets the logging level to debug 3.
debugd4 Sets the logging level to debug 4.
info Sets the logging level to information.
major Sets the logging level to major.
minor Sets the logging level to minor.
warn Sets the logging level to warning.
None

VNMC policy agent configuration (config-vnm-policy-agent)

network-admin

Command History

Release Modification

4.0(4)SV1(1) This command was introduced.

Examples This example shows how to set the logging level to critical:
vsm# configure
vsm(config)# vnm-policy-agent
vsm(config-vnm-policy-agent)# log-level critical
Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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Related Commands = Command Description

vnm-policy-agent Enables the VNM policy agent configuration mode.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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policy-agent-image

To designate the policy agent image local URL as bootflash, use the policy-agent-image command. To
remove the designation, use the no form of the command.

policy-agent-image bootflash:

no policy-agent-image bootflash:

Syntax Description  bootflash: Designates the policy agent image local URL as bootflash.
Command Default None
Command Modes VNMC policy agent configuration (config-vnm-policy-agent)

SupportedUserRoles network-admin

Command History Release Modification
4.0(4)SV1(1) This command was introduced.
Examples This example shows how to designate the local URL that contains the policy agent image:

vsm# configure
vsm(config)# vnm-policy-agent
vsm (config-vnm-policy-agent)# policy-agent-image bootflash:

Related Commands Command Description

vnm-policy-agent Enables the VNM policy agent configuration mode.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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pop

To pop a mode off the stack or to restore a mode, use the pop command.

pop file-name

Syntax Description

Command Default

Command Modes

SupportedUserRoles

file-name File name.

None

EXEC

network-admin

Command History

Examples

Release Modification

4.04)SVI1(1) This command was introduced.

This example shows how to restore from a file called filel:

vsm# pop filel

Related Commands

Command Description

push Pushes the current mode onto the stack.

l_ Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)

0L-23953-02 |



| Chapter1 Cisco Nexus 1000V Series Switch Commands

push H

Send document comments to vsg-docfeedback@cisco.com.

push

To push the current mode onto stack or to save it, use the push command.

push file-name

Syntax Description  file-name File name.

Command Default None

Command Modes EXEC

SupportedUserRoles network-admin

Command History Release Modification
4.04)SVI1(1) This command was introduced.
Examples The following example shows how to push filel onto the stack:

vesm# push filel

Related Commands Command Description

pop Pops the current mode off the stack.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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registration-ip

To set the service registry IP address, use the registration-ip command. To discard the service registry
IP address, use the no form of the command.

registration-ip ip-address

no registration-ip ip-address

Syntax Description ip-address Service registry IP address. The format is A.B.C.D.
Command Default None
Command Modes VNMC policy agent configuration mode (config-vnm-policy-agent)

SupportedUserRoles network-admin

Command History Release Modification
4.04)SV1(1) This command was introduced.
Examples This example shows how to set the service registry IP address:

vsm# configure

vsm(config)# vnm-policy-agent

vsm(config-vnm-policy-agent)# registration-ip 209.165.200.233
vsm(config-vnm-policy-agent) #

Related Commands  Command Description

vnm-policy-agent Enters the VNM policy agent configuration mode.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
[ 114 | 0L-23953-02 |



| Chapter1 Cisco Nexus 1000V Series Switch Commands

shared-secret

Send document comments to vsg-docfeedback@cisco.com.

shared-secret

To set the shared secret password for communication between the Virtual Security Gateway (VSG), the
Virtual Supervisor Module (VSM), and the Virtual Network Manager Center (VNMC), use the
shared-secret command. To discard the shared secret password, us the no form of the command.

shared-secret shared-secret-password

no shared-secret shared-secret-password

Syntax Description

Command Default

Command Modes

SupportedUserRoles

shared-secret-password Shared secret password. The range of valid values is from 1 to 64. You must
use at least one upper case character.

None

VNM policy agent configuration mode (config-vnm-policy-agent)

network-admin

Command History

Usage Guidelines

Examples

Release Modification
4.0(4)SV1(1) This command was introduced.
None

The following example shows how to set the shared secret password:

vsm# configure

vsm(config)# vnm-policy-agent
vsm(config-vnm-policy-agent)# shared-secret passwordl23
vsm(config-vnm-policy-agent) #

Related Commands

Command Description

vnm-policy-agent Enters VNM policy agent configuration mode.

[ oL-23953-02

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1) ]



Chapter1  Cisco Nexus 1000V Series Switch Commands |

M show vnm-pa status

Send document comments to vsg-docfeedback@cisco.com.

show vnm-pa status

To display the installation status of a policy agent, use the show vnm-pa status command.

show vnm-pa status

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Global configuration (config)

SupportedUserRoles network-admin

network-operator

Command History Release Modification
4.04)SVI1(1) This command was introduced.
Usage Guidelines You can use the following operators with the show vam-pa status command:

e >—Redirects the output to a file.
e >>—Redirects the output to a file in append mode.

e |—Pipes the command output to a filter.

Examples This example shows how to display the installation status of the policy agent:

vsm# configure

vsm(config)# show vnm-pa status

VNM Policy-Agent status is - Installed Successfully. Version 1.0(0.512)-vsm
vsm(config) #

Related Commands  Command Description

vnm-policy-agent Enters VNMC policy agent configuration mode.

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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port-profile

To create a port profile and enter port profile configuration mode, use the port-profile command. To
remove the port profile configuration, use the no form of the command.

port-profile profile-name

no port-profile profile-name

Syntax Description

Defaults

Command Modes

SupportedUserRoles

profile-name Port profile name. The range of valid values is from 1 to 80.

None

Global configuration (config)

network-admin

Command History

Usage Guidelines

Examples

Release Modification
4.0(4)SV1(1) This command was introduced.

The port profile name must be unique for each port profile.

This example shows how to create a port profile called AccessProf:

vsm# configure
vsm(config)# port-profile AccessProf
vsm(config-port-prof) #

This example shows how to remove the port profile called AccessProf:

vsm# configure
vsm(config)# no port-profile AccessProf
vsm(config) #

Related Commands

Command Description

show port-profile Displays information about the port profiles.

[ oL-23953-02
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show running-config

To display the running configuration, use the show running-config command.

show running-config [aaa | aclmgr | all | am | arp | cdp | diff | exclude | expand-port-profile |
icmpv6 | igmp | interface | ip | ipqos | ipv6 | 13vm | license | monitor | ntp | port-profile |
port-security | radius | rpm | security | snmp | vdc-all | vlan | vshd]

Syntax Description

aaa (Optional) Displays the Authentication, Authorization and Accounting
(AAA) configuration.

aclmgr (Optional) Displays the running configuration for Access Control List
(ACL) manager.

all (Optional) Displays the current operating configurations.

am (Optional) Displays Application Management (AM) information.

arp (Optional) Displays Address Resolution Protocol (ARP) information.

cdp (Optional) Displays the Cisco Discovery Protocol (CDP) configuration.

diff (Optional) Displays the difference between the running and startup
configurations.

exclude (Optional) Excludes the running configuration of specified features.

expand-port-profile

(Optional) Displays port profile information.

icmpvé6 (Optional) Displays Internet Control Message Protocol (ICMPv6)
information.

igmp (Optional) Displays Internet Group Management Protocol (IGMP)
information.

interface (Optional) Displays interface configurations.

ip (Optional) Displays Internet Protocol (IP) information.

ipqos (Optional) Displays the running configuration for the IP Quality of Service
(QoS) manager.

ipv6 (Optional) Displays IPv6 information.

13vm (Optional) Displays Layer 3 Virtual Machine (L3VM) information

license (Optional) Displays the licensing configuration.

monitor (Optional) Displays Ethernet Switched Port Ananlyzer (SPAN) session
information.

ntp (Optional) Displays Network Time Protocol (NTP) information.

port-profile

(Optional) Displays port-profile configurations.

port-security

(Optional) Displays port-security configurations.

radius (Optional) Displays the Remote Authentication Dial In User Service
(RADIUS) configuration.

rpm (Optional) Displays RPM information

security (Optional) Displays the security configurations.

snmp (Optional) Displays the Simple Network Management Protocol (SNMP)
configuration.

vdc-all (Optional) Displays all VDC configurations.

l_ Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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vlan (Optional) Displays Virtual Large Area Network (VLAN) information.
vshd (Optional) Displays the running configuration for VSHD.
Command Default None

Command Modes EXEC

SupportedUserRoles network-admin

network-operator

Command History Release Modification
4.04)SVI1(1) This command was introduced.
Usage Guidelines You can use the following operators with the show running-config command:

e >—Redirects the output to a file.
e >>—Redirects the output to a file in append mode.

¢ |—Pipes the command output to a filter.

Examples This example shows how to display the running confoguration:

vsm# show running-config

!Command: show running-config
ITime: Tue Jan 4 17:20:05 2011

version 4.2 (1)SV1(4)
no feature telnet

username admin password 5 $1$z3M0/3no$j77mpF9f/mgmd7/mEZ6RR1 role network-admin
username adminbackup password 5 $1$0ip/C5Ci$o0dx70JS1BCFpNRmQK4na. role network-operator

banner motd #Nexus 1000v Switch#

ip domain-lookup
ip domain-lookup
switchname vsm
vem 3

host vmware id 765186a7-eb7c-11de-b059-8843e1389748
vem 4

host vmware id 90a97ac6-31d7-11df-ad65-68efbdf622ca
vem 5

host vmware id 833fel52-3£f8b-11df-bd70-68efbdf64970
snmp-server user admin network-admin auth md5 Ox5ed3cfea7c44550ac3d18475£28b118b
priv 0x5ed3cfea7c44550ac3d18475f28b118b localizedkey

vrf context management

Cisco Virtual Security Gateway for Nexus 1000V Series Switch Command Reference, Release 4.2(1)VSG1(1)
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ip route 0.0.0.0/0 10.193.72.1
vlan 1,61-65
port-channel load-balance ethernet source-mac
port-profile default max-ports 32
port-profile default port-binding static
port-profile type vethernet vm-clear
vmware port-group
switchport mode access
switchport access vlan 63
no shutdown
state enabled
port-profile type vethernet vsn-service
vmware port-group
switchport mode access
switchport access vlan 64
no shutdown
max-ports 1024
state enabled
port-profile type ethernet system-uplink
vmware port-group
switchport trunk allowed vlan 61-70
switchport mode trunk
no shutdown
system vlan 61-62
state enabled
port-profile type vethernet vsgl29-2
vmware port-group
switchport mode access
switchport access vlan 63
org root/Canon
vn-service ip-address 10.10.129.2 vlan 64 security-profile sp-vsg2-1
no shutdown
state enabled
port-profile type vethernet vsgl34-1
vmware port-group
switchport mode access
switchport access vlan 63
vn-service ip-address 10.10.134.1 vlan 64 mgmt-ip-address 10.10.73.132 security-profile
spl
no shutdown
state enabled
port-profile type vethernet vsgl36-1
vmware port-group
switchport mode access
switchport access vlan 63
vn-service ip-address 10.10.136.1 vlan 64 mgmt-ip-address 10.10.73.137 security-profile
spl
no shutdown
state enabled
port-profile type vethernet vsgl29_2-svc-vlané65
vmware port-group
switchport mode access
switchport access vlan 65
vn-service ip-address 10.10.129.2 vlan 64 mgmt-ip-address 10.10.73.131 security-profile
spl
no shutdown
state enabled
port-profile type vethernet vm-clear-vlané5
vmware port-group
switchport 