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About Cisco SAE

The Cisco® Secure Agile Exchange (SAE) solution enables enterprises to interconnect users to applications
quickly and securely by virtualizing the network edge (DMZ) and extending it to colocation centers, the
crossroads of Internet traffic. For more information on the SAE solution, see Cisco Secure Agile Exchange

What's New

(SAE) Solution Guide.

Find all the information you need about this SAE release—new features, and related information, in this

document.

The Apache Log4j vulnerability issue is fixed in the Cisco SAE 2.4.2 release.

Table 1: Fixed Defects

Bug IDs Description

CSCwa52921 Cisco SAE 2.4.2 has a new Core Function Pack (CFP)
to work with NSO 5.5.2.12 that includes the Apache
Log4j vulnerability patch.

CSCwa56929 Cisco SAE 2.4.2 GUI is integrated with NSO 5.5.2.12
that includes the Apache Log4j vulnerability patch.

CSCwa47342 Evaluation of nso-platform for Log4j RCE
(Log4Shell) Vulnerability.

CSCwa56232 FTDv cannot be registered to FMC automatically with

SAE 2.4.1.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/csp_5000/sae/solution_guide/b-SAE-solution-guide/b-SAE-solution-guide_chapter_00.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/csp_5000/sae/solution_guide/b-SAE-solution-guide/b-SAE-solution-guide_chapter_00.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa52921
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa56929
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47342
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa56232
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/csp_5000/sae/solution_guide/b-SAE-solution-guide.html
https://www.cisco.com/c/en/us/support/switches/cloud-services-platform-5000/products-release-notes-list.html
https://www.cisco.com/web/software/286321795/144229/SAE-Core-Function-Pack-Installation-Guide-Version-1.0.0.docx
https://www.cisco.com/web/software/286321795/144229/SAE-Core-Function-Pack-User-Guide-Version-1.0.0.docx
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/network-services-orchestrator/datasheet-c78-734576.html
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* Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide, Release 9.x
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* Field Notices
* Deferral Notices
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https://www.cisco.com/c/en/us/solutions/service-provider/solutions-cloud-providers/network-services-orchestrator-solutions.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/elastic_services_controller/4-5/release/notes/Cisco-Elastic-Services-Controller-Release-Notes-4-5.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/elastic-services-controller-esc/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/elastic-services-controller-esc/products-user-guide-list.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/elastic_services_controller/4-3/install/guide/Cisco-Elastic-Services-Controller-Install-Upgrade-Guide-4-3.html
https://www.cisco.com/c/en/us/support/switches/cloud-services-platform-2100/products-release-notes-list.html
https://www.cisco.com/c/en/us/products/abtest/2018/001/switches/cloud-services-platform-5000/datasheet-listing.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/csp_2100/config_guide/b_Cisco_CSP_2100_Config_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/Cloud-Services-Platform/quick_start/b_Cisco_CSP_Quick_Start_2_3_1.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/9-x/interfaces/configuration/guide/b_cisco_nexus_9000_series_nx-os_interfaces_configuration_guide_9x.html
https://github.com/Cisco-SAE/SAE_1.2
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html
http://www.cisco.com/en/US/products/products_security_advisories_listing.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps5012/prod_literature.html
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