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Introduction

This document describes how to trace MAC addresses of a virtual machine (VM) and VMkernel
(VMK) interface at these network levels:

- Cisco Nexus 5000 Series Switches

- Cisco Unified Computing System (UCS) 6248 Fabric Interconnect (FI)
- VMware ESXi host

- Cisco Nexus 1000V Switch

It is important to understand which uplink a VM or VMK interface uses for communication for both
troubleshooting and design aspects.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

. VPC feature in Cisco NX-OS

- Cisco Unified Computing System
- VMware ESXi

. Cisco Nexus 1000V Switch

Components Used
The information in this document is based on these software and hardware versions:

- Cisco Nexus 5020 Switch Version 5.0(3)N2(2a)
- Cisco Unified Computing System Version 2.1(1d)
- Cisco Unified Computing System B200 M3 Blade Server with Cisco Virtual Interface Card
(VIC) 1240 (Palo) CNAvSphere 5.1 (ESXi and vCenter)
- Cisco Nexus 1000V Switch Version 4.2(1)SV2(1.1a)
The information in this document was created from the devices in a specific lab environment. All of



the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configure

Network Topology

In this example setup, the VM and VMK interfaces are on same host (IP address 172.16.18.236)
and the same VLAN 18 (subnet 172.16.18.0/24).

In the Nexus 1000V, the host is represented as Virtual Ethernet Module (VEM) # 5.

In the UCS, the host is installed on blade 1 in chassis 1.
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Tracing of MAC Addresses at Different Network Segments
This procedure describes how to trace MAC addresses at various network levels.

1. In the vCenter, find the MAC address of the VM you wish to trace. In this example, the MAC
address of the VM (ciscolive-vm) is 0050:568f:63cc:
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2. Enter the esxcfg-vmknic -I command on the ESXi shell in order to find the MAC address of
VMK interface from the host. In this example, the VMK (vmkO) is the management interface
and has a MAC address of 0050:56:67:8e:b9:

mo-vsmit show mac address-table | in 2eb?

18 static 0 Vethl9 5
18 00ED.E6&T.Babhd dynamic 0 Pod &
mo-vsmi# show mac address-table | in ée3cc

18 0050.568f.63cc dynamic 93 Pol 3
18 00ED.E6Bf. 6300 dynamic 93 Po2 4
18 static 0 Vathbe 1
18 0050.568f.63cc dynamic 93 Fod 6

mo—wsm#

3. Confirm that the MAC addresses of the VM (ciscolive-vm) and the VMK interface (vmkO) are
being learned on the ESXi host (VEM) and the Nexus 1000V.

At the VEM level, enter the vemcmd show 12 18 command in order to confirm that both
MAC addresses are learned:




At the Nexus 1000V level, enter a show mac address-table command in order to confirm
that both MAC addresses are learned on VLAN 18 on VEM # 5:

mo—vsmif show mac address-table | in 8eb9

18 static 0 Vethl9 5
18 0050 .5667.8eb9 dynamic 0 Pod 6
mc—-vsmi#f show mac address-table | in 63cc

18 0050.568f.63cc dynamic 93 Pol 3
18 0050.568f. 63cc dynamic 93 Po?2 4
18 0050.568f.63cc static 0 Vethbe 5
18 0050 .56BL. 63cc dynamic 93 Pod 6
mc—-vsmif

Enter the show port-channel summary command for VEM # 5 in order to see the port-
channel and member ports:

mo—vsmn#
mo=-vsmif show port-channel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
£ - Buspended r - Module-removed
8 - Switched R - Routed
U - Up (port-channel)
Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth NONE Eth3/1(P) Eth3/2(F) Eth3/9(r)
Eth3/10(r)
2 Po2 (8U) Eth NONE Ethd/1 () Ethd /2 (P) Ethd/9(F)
Ethad /10 (P)
3 Po3 (8U) Eth NONE EthE/1(P) Eths /2 (P) Eths5/9 ()
Eth5/10 (r)
4 Pod (SU) Eth NONE Eth&/1 (P) Eth&/2 (P) Eth&/11 (P}

Eth6/12 (P)

. Gather additional details from Nexus 1000V.

Enter the show interface vethernet 56 command in order to see that Veth56 corresponds to
the VM (ciscolive-vm):




Enter the show interface vethernet 19 command in order to see that Veth19 corresponds to
the VMK interface (vmkO) of the host:

5. Check the pinning

of the traffic from the VM (ciscolive-vm) and the VMK interface

mc-vsmi module vem 5 execute vememd show port vsm
LTL VSM Port Admin Link State PC-LTL SGID Vem Port Type
6 Internal DOWN L4 FWD 0 vns
8 Internal UP up FWD 0
9 Internal DOWN DOWN FWD 0
10 Internal DOWN DOWN FWD 0 0
11 Internal DOWN DOWN FWD 0
12 Internal DOWN DOWN FWD 0 0
14 Internal DOWN DOWN FWD 0
15 Internal DOWN DOWN FWD 0
16 Internal DOWN DOWN FWD 0 ar
17 Eth5/1 UP uUP FWD 305 0 vmnico
18 Eth5/2 UP UP FWD 305 1l vmnicl
Ve UP___UP FWD 1
50 Veth23 UP uUP FWD 0 1 tinian-san.eth0
51 Veth3is UP up F/B* 0 0 tinian-esxi-1.eth3
52 Veth37 UP uUP F/B* 0 0 tinian-esxi-1l.eth2
B3 veth22 UP upP F/B* 0 1 tinian-esxi-1.ethl
54 Veth2l uUp uP F/B* 0 0 tinian-esxi-l.ethO
55 Vveth3é UP uUp F/B* 0 1 tinian-esxi-2.eth3
56 veth3s UP up F/B* 0 0 tinian-esxi-2.eth2
57 Veth25 uUP up F/B* 0 1 tinian-esxi-2.ethl
58 Veth24 UP uUp F/B* 0 0 tinjian-esxi-2.eth0
59 Veth43 UP up F/B* 0 1l tinian-esxi-3.eth3
60 Vethd4 UP up F/B* 0 0 tinian-esxi-3.eth2
61 Vethdbs uUp up F/B* 0 1l tinian-esxi-3.ethl
62 vVethdé UP upP F/B* 0 0 tinian-esxi-3.eth0
63 Veth47 uUp up F/B* 0 1 tinian-esxi-4.eth3
64 Veth48 UP uP F/B* 0 0 tinian-esxi-4.eth2
65 vethdd UP UP F/B* 0 1 tinian-esxi-4.ethl
66 Veth50 UP uP F/B* 0 0 tinian-esxi-4.eth0
67 Veth26 UP up FWD 0 1 tinian-vc.ethO
| 68 Veth56 UP  UP FUD 0 (0) ciscolive-vm.etho)
69 Veth3l UP uUP FWD 0 1 maug-vec.eth0
75 Veth59 UP up FWD 0 0 mc-ucsc.etho
78 veth72 UP UP FWD 0 1 mc-dc-2.eth0
305 Po3 UpP urp FWD 0

* F/B: Port is BLOCKED on some of the vlans.
One or more vlans are either not created or

mc-vsm#

not in the list of allowed vlans for this port.
Please run "vemcmd show port vlans" to see the details.



This output shows the subscriber group ID (SGID) mapping for the VM (ciscolive-vm) and the
VMK interface

- SGID 0 of the VM (ciscolive-vm) matches SGID 0 of vmnicO.
- SGID 1 of the VMK interface
6. Get the MAC addresses of the VMNICs from either the vCenter or the ESXi command-line
interface (CLI).

In the vCenter, navigate to the Configuration tag:
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On the ESXi CLI, enter the esxcfg-nics -1 command:

- B esxofg-nios -1

Mame BL Deiwer Link Spssac Duplex HAC Address BT Description

wmnicl  O000:06:00. 00 anic 20000ns Full Of:25: L0z 1504 Cisco Systams Ing Claco VIC Etharmat NIC
wmoiol  0000:07:00.00 enic 20000Mbps Pull 00:28:BE:00:00:-4f 1504 Cisoo Systems Ino Cisco VIC Ethernet NIC
wmnia?  0000:03:00,00 enic 200008Mkpe Full 00:25:EB5:00:00:52 B000  Clisce Systems Inc Ciecs VIC ELharnal NIC
wmndad 0000900, 00 enlc @000dMbps Full 0025 kb 000040 $0040 Cisco Systems Ino Clsco VIC Ethernet NIC
ymoicd  0000;0a:00,00 enic 20000Mbp= Full 00:25: 500 :00: 14 003 Cisgoe Systems Inc Cisco VIO Ethernet HIC
wnnics  0000:Dk:00. 00 anic FOD00MERA Full 00:25:B5:00:00:04 000 Cisce Systams Ine Claco VIC BEtharnat NIC
wmodiod  0000:0z: 00,00 enlc 20000Mbps FPull 00:28:BE:00:00:34 2000 Cisco Systems Ino Clsoo VIC Ethernet NIC
wmoicT  0000;0d4: 00,00 enic 200008Mbpe Full 00:25:E:5:00:00:24 3000 Cisce Syslems Inc Ciscoe VIC Ebhercnel NIC
wmnicE 0000:0e: 00,00 anic 200000 Full 0025 ko Qb 20z bl S0DO0 Cisco Systams Ino Clsoco VIC Etharmnet NIC
wmoicd  0000:0£:00.00 enic 20000mMbps Full 00:28:BE:00:00:-44 2008 Ciszoo Systems Inoc Cisco VIC Ethernet NIC

FEEGETEERE

7. In the UCS Manager (UCSM), find the virtual network interface controllers (vNICs) of the
UCS that correspond to the VMNICs:
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The primary FI for vNIC-0 is FI-A, while the primary FI for vNIC-1 is FI-B. You can now infer
that traffic from the VM (ciscolive-vm) traverses through FI-A and that traffic from the VMK
interface (vmkO) traverses through FI-B.

8. Confirm that the MAC address of the VM (ciscolive-vm) is learned on FI-A:

Mike-Cliff-Pod-16-A(nxos)# show mac address-table | in 63cc
* 18 0050.568£.63cc dynamic 0 F F
Mike-Cliff-Pod-16-A(nxos)#
Mike-Cliff-Pod-16-A(nxos)# show int wvethernet 882
VethernetB82 is up
Bound Interface is port-channell288
Hardware: Virtual, address: 547f.eea2.5acl (bia 547f.eeal.S5acl)
| Description: server 1/1, VNIC wNIC-0 |
Encapsulation ARFA
Port mode iz trunk
EtherType iz 0x8100
Rx
38196726 unicaszt packetz 130708 multicast packets 99167 broadecast packets
38426601 input packets 44470647026 bytes
0 input packet drops
Tx

18711011 unicast packets 552876 multicast packets 10560283 broadcast packets
29824170 output packets 9379742%01 bytes
0 flood packets

0 cutput packet drops

9. Confirm that the MAC address of the VMK interface

Mike-Cliff-Pod-16-B(nxos)# show mac address-table | in Beb3
* 18 0050.5667.8eb9  dynamic 0 F F
Mike-Cliff-Pod-16-B (nxos=)#
Mike-Cliff-FPod-16-B(nxo=)$# show int wethernet 883
VethernetB883 is up
Bound Interface i= port-channell2sg?7
Hardware: Virtual, address: 547f.eeal.cT7el (bia 547f.eeald.cTel)
| Description: server 1/1, VNIC vNIC-1 |
Encapsulation ARPA
Port mode is trunk
EtherType is 0x8100
Bx
30553743 unicast packets 94871 multicast packets 1633080 broadcast packets
32281694 input packets 32522468006 bytes
0 input packet drops
Tx

16919347 unicaszt packets 588794 multicast packetz 8554408 broadcast packets
26502549 output packets 8364051391 bytes
0 flood packets

0 output packet drops

10. Check the pinning of these Veths to their uplinks with the show circuit detail command:




Note: Other commands that output similar information are show pinning server-
interfaces, show pinning border-interfaces, and show pinning interface vethernet
x.You can also check the pinning in the UCSM:
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11. Gather additional details about the port-channels. In this configuration, there are three port-
channels in use for each Fl. For example, FI-B has three associated port-channels:

- Port-channel 89 is the Link Aggregation Congrol Protocol (LACP) port-channel between
FI-B and the upstream Nexus 5020.

- Port-channel 1153 is automatically created and is between FI-B and input/output module
(IOM)-B.

- Port-channel 1287 is automatically created and is between IOM-B and Cisco VIC 1240
(blade).

1. Enter the show port-channel summary command in order to see the port-channel

configuration of FI-B:

Mike-Cliff-Pod-16-B(nxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
& - Suspended r - Module-removed
S - Switched E - Routed
U - Up (port-channel)

Group FPort- Type Frotocol Member Ports
Channel
Bs FoB9 (sU) Eth LACF Ethl/5 (P) Ethl/6(F) |
1153 Poll53(sU) Eth NONE Ethl/1(B)
1287 Pol287(sU) Eth NONE Ethl/1/1(P) Ethl/1/3(P)

Mike-Cliff-Pod-16-B (nxos)#

2. Enter the show cdp neighbors command in order to discover and view additional
information on FI-B:

Mike-Cliff-Pod-16-B (nxos)# show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Hest, I - IGMP, r - Repeater,
WV - VoIP-Fhone, D - Remotely-Managed-Device,
s = Supports-STP-Dispute

Device-ID Local Intrfce Hldtme Capability FPlatform Port ID
SJ-SV-C4K-1 mgmt0 179 RSI W5-C4506 GigS/40
NSK-Rackl6-2 (FLC12110027)Ethl/5 163 SIs NSK-C5020P-BA Ethl/22
N5K-Rackl6-1(SSI1351055H)Ethl/é 157 SIs NSK-C5020P-BF Ethl/29
mec-vsm(1981308841355189719)Ethl1/1/3 160 51Is Nexusl000V EthS5/2



3. Enter the show port-channel summary command in order to see the port-channel
configuration of FI-A:

Mike-cliff-Pod-16-A(nxos)# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
5 - Switched R - Routed
U - Up (port-channel)
Group Port- Type Protocol Member Ports
Channel
8 FoBB (5U) Eth LACP Ethl/5 (P) Ethlfﬁ{?}l
1 Fo 5U) E NONE Ethl/1(F)

1288 Pol2BB(SU) Eth NONE Ethl/1/1(P) Ethl/1/3(F)

Mike-Cliff-Pod-16-A(nxos)#

4. Enter the show cdp neighbors command in order to discover and view additional
information on FI-A:

Mike-Cliff-Pod-16-A(nxos)# show odp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
8 - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
& - Supports-STP-Dispute

Device-ID Local Intrfce Hldtme Capability Platform Port ID
SI-SV-C4K-1 memt0 142 RSI WS-C4506 Gig5/39
NEK-Rackl6-2 (FLC12110027)Ethl/5 147 51 s NEK-C5020P-BA Ethl/10
NSK-Rackl6-1(55I1351055H)Ethl/6 121 51 s NSK-C5020P-BF Ethl/11
mo-vsm (1981308841355189719)Ethl/1/1 167 51 s Nexusl000V Eth5/1

12. Determine the specific pinning of the member interface from the port-channel.

Enter a show port-channel command in order to see that the FI-B - VMK interface

Mika-CLiff-Fod-14-8 (anoa)}§ abow port-chansal losd-Balancs forwardisg-path intarface port-chanssl 1787 vien 18 arc-sac ©050. 5667 .8ab¥% dat-ip 172.14.18.1
Misping parsss will bs webatituted by 0'»
Laad-Balanss Algeriths &a FIX! ssurse-Sait-ip
crcl_hash: I0F Oatgeing port id: Ethernatl/Lr3
Paramis) wsed ts calculate load-balancs:

dat-ip: 172.16.18.1

sre=ip: 6.6.0.9

dat-mae: 000D GDO0 . DOED

Fre-maa; R0, B6E7 .0k
Hika-CLiff-Fud=-14-0 (axaa)
Maike-CLiff-Pod-14-B (nxoa) §
ikgeCliffaPodali=B {exoa) ] show port-chansal load-balanse forwardisg-path istarface port=chansal B9 vilas 18 ssc-sac 0050, 5447, 8abd dse-ip 172.14,.18.1
Missing parass will b sebatiTuesd by ©'s.
Load-balance Rlgezitha om switsh: souzrce-dast-ip
erell_hask: § Cratgeing paret id: Erharnati/d
Param(s} weed to caloulate load-balance:

Aataip: i72.14.18.3

sro-ip:  9.8.8.9

datemac: 000D, G000, 006D

arc-man:  GOED. SE67.BabY
Mike-Cliff-Pod-1l4-Birxoall

Enter a show port-channel command in order to see that the FI-A - VM (ciscolive-vm)
MAC address is pinned to Ethernet1/5 of port-channel 88:

L doudbalunes forvandiog-path daterfuce port-chansel 1200 vian 10 sxcomac 00308405, fhee dat-lp 1721001




13. Check that the MAC addresses are learned on the upstream Nexus 5020.

Enter a show mac address-table command in order to see that the VMK interface

NEK-Rackle—-14#

NE5K-Racklé6-1# show mac address-—-table | in 8eb9

* 18 0050 .5667 . 8eb9 dynamic 10 F F Po89
NEK-Rackle—-14#

Enter a show mac address-table command in order to see that the VM (ciscolive-vm)
MAC address is learned on the Nexus 5020-2:

NEK-Rackle-24#
NEK-Rackle-2# show mac address-tabkle | in 63cc

* 18 0050 .R68Lf.63CC dynamic 4] F F FPoB8
MNEK-Rackle-24#

When you troubleshoot network issues, this example helps you quickly isolate and identify how
and where a MAC address is learned and what the expected path is for network traffic.

Verify

Verification procedures are included in the configuration example.

Troubleshoot

This configuration example is intended to help with network troubleshooting.



