Configure SSL Anyconnect With ISE
Authentication And Class Attribute For
Group-Policy Mapping
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Introduction

This document describes how to configure Secure Sockets Layer (SSL) Anyconnect with the
Cisco Identity Services Engine (ISE) for user mapping to specific Group-Policy.

Contributed by Amanda Nava, Cisco TAC Engineer.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- AnyConnect Secure Mobility Client Version 4.7
- CiscoISE 2.4
- Cisco ASA version 9.8 or later.

Components used

The content of this document is based on these software and hardware versions.

- Adaptive Security Appliance (ASA) 5506 with Software Version 9.8.1
- AnyConnect Secure Mobility Client 4.2.00096 on Microsoft Windows 10 64-bit.



. ISE Version 2.4.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

In the example, Anyconnect users connect directly without the option to select tunnel-group from
the drop-down menu as they are assigned by Cisco ISE to specific Group-Policy in accordance to
their attributes.

ASA

AAA-Server

aaa-server | SE_AAA protocol radius
aaa-server | SE_AAA (Qutside) host 10.31.124.82
key ciscol23

Anyconnect

webvpn

enabl e outside

anyconnect image di sk0:/anyconnect-w n-4.7.01076-webdepl oy-k9. pkg 1
anyconnect enable

tunnel - group Def aul t WVEBVPNG  oup general -attri butes
addr ess- pool Renpte_users
aut henti cati on-server-group | SE_AAA

group-policy DfltG pPolicy attributes

banner val ue ###YOU DON' T HAVE AUTHORI ZATI ON TO ACCESS ANY | NTERNAL RESOURCESH##
vpn-si mul t aneous-1 ogins 0

vpn-tunnel - protocol ssl-client

group- pol i cy RADI US- USERS i nterna

group-pol i cy RADI US-USERS attri butes

banner val ue YOU ARE CONNECTED TO ### RADI US USER AUTHENTI CATI ON###
vpn-si mul t aneous-1 ogins 3

vpn-tunnel - protocol ssl-client

split-tunnel -network-1ist value SPLIT_ACL

group-policy RADIUS-ADM N i nterna

group-policy RADIUS-ADM N attri butes

banner val ue YOU ARE CONNECTED TO ###RADI US ADM N AUTHENTI CATI ON ###
vpn-si mul t aneous-1 ogins 3

vpn-tunnel - protocol ssl-client

split-tunnel -network-1ist none

Note: With this configuration example you are able to assign the group-policy to each
Anyconnect user through ISE configuration. Because the users don't have the option to
select the tunnel group, they are connected to the DefaultWEBVPNGroup tunnel-group and
the DfltGrpPolicy. After authentication happens and the Class attribute (Group-policy) returns



in the ISE authentication response, the user is assigned to the corresponding group. In the
case, the user doesn't have a Class attribute applied, this user still remains in the
DfltGrpPolicy. You can configure the vpn-simultaneous-logins 0 under the DfltGrpPolicy

group in order to avoid users without group-policy to connect through the VPN.
ISE

Stepl. Add the ASA to ISE.
For this step navigate to Administration>Network Resources>Network Devices.

v Work Canters

‘thew  dentity Services Engine Home + Contexd Visibility + Operations 2T~ Administration

» Systemn ¢ Mentity Management = = HNetwork Resources ¥ Denice Portal Management  poGnd Senices » Feed Sendce  » Threat Centric MAC

= MNetwork Devices  Metwork Device Groups  Metwork Device Profiles  Exdemnal RADIUS Serners RADIUS Server Sequences  MAC Managers  External MDM  » Location Senrdces

o
Network Dovices Hetwirk Divices List > ASAy
Network Devices
Default Devica i i
* Mame | ASAW ‘

Device Security Settings ki S

Description [ |

[Paddress  «| *IP: [10.31.124.85 [ ]

* Dewice Profile | &% Cisco | » &

Model Hame
Saoftware Version

* Metwork Device Group

Location |4l Locations D | | SetTe Dafault
IPSEC |ne ) | | SetTo Dafaul

Device Type [all Device Types | [ SetTo Default

= RADILS Authentication Settings

RAINUS UDP Settings
Pretocel  RADIUS .

* Shared Secret | gsco123 Hide
Use Second Shared Secret []
Show
CoA Port | 1700 Set To Default

RADNUS DTL S Setings

Step 2. Create identity groups.

Define Identity groups to associate each user to the right one in the next steps. Navigate to
Administration>Groups>User ldentity Groups.



il Identity Services Engine T

—

» System |~ Identity Management ¥ Network Resources  » Dievice Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

» Identities  Growps  External ldentity Sources  Identity Source Sequences  » Settings
—

Identity Groups User Identity Groups > RADIUS_ANYCONNECT_ADMIN
Identity Grou
= 5) ty Group
- n “Name | RADIUS_ANYCONNECT
|- kA
» = Endpoint ldentity Groups Description

» [ Userldentity Groups
=

Member Users

Users Selected 0 | Total 1 B 55

540 o - o —
Status Email Username ~  First Name Last Name

[ @@ Enabled 4 usarl

Step 3. Associate users to identity groups.

Associate users to the right identity group. Navigate to Administration>ldentities>Users.

el dentity Services Eng

cisco

» Operations  » Policy [ERSRIGUTIANN Work Centers

» System | ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice  » Threat Centric NAC

Groups  Extemal Identity Sources  Identity Source Sequences  » Seltings

o
Network Access Users
Users

Latest M. | Metwork Scan Result
et Wanug MRaele J it <madd @ change Status v @eImport @oBport v Delete v 3y Duplcate

Status Name a | Description First Name Last Name Email Address User Identity Groups Admin
O @Enabled % userl LRADIUS AHYCONNECT
] menabled 9 userz RADIUS_ANYCONNECT_USER
[ @eEnabled 9 user3

Step 4. Create Policy Set.

Define a new policy set as shown in example (all device Types) under conditions. Navigate to
Policy>Policy sets.

» Administration

Policy Sets ~ Profiling  Posture  Client Provisiening  » Policy Elements

Policy Sets

@ Status  Puolicy Set Name Description Conditions Allowed Protocols / Server Sequence. Hits  Actions  View
@ 4 Set1 I;! DEVICE Deviee Typs EQUALS All Dinice Types I Datsult Netwerk Azcess we I 27 & >
@  Detaut Default policy set Defsult Netwark Accass x v & 0 o >

Step 5. Create an Authorization Policy.

Create a new Authorization Policy with the proper condition to match the identity group.



Poicy Sets | Profling  Posture  Clisnt Prodsioning  » Palicy Elements

Policy Sets = New Policy Set 1 [ Rese

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits.

@  NewPolicy Set 1 G DEVICE Device Type EQUALS ANl Device Types Detault Netwerk Access PR 7

¥ Authentication Policy (1}
¥ Authonization Palicy - Local Exceptions.
* Authorization Pelicy - Global Exceptions

w Awthorization Policy (3)

Results
o Status  Rule Name Conditions Profiles Security Groups Hits  Actions
Gl  DEVICE Devics Typs EQUALS All Dwace Types
# ©  ISE_CLASS_ADMIN AND + sedect fom list - - 7 [+
I . IdontityGroupName EQUALS Usor Identity Groups: RADILS_ANYCONNECT I
; o | i suasiiises i & DEVICE Device Type EQUALS All Device Types " - i - , o
I MR IdentityGroup Name EQUALS User Identity Groups RADIUS_ANYCONNECT USER I
©  Defaunt DenyAccess + . t v+ 8 [+
Conditions Studio
Library Editor
S da ®
DEVICE-Device Type
S0 @FERECLOL? =
Equals £ All Device Types T
B svop_is_Regstered ) e
) Identity Group-Mame
i Catalyst_Swiich_L | Web Autheniicab
E U? dyst_Swilch_Local \Web_, icati @ - &
' v Equals ~ « User Identity Groups:RADIUS_ANYCONNECT i
S[E  comphance_Unknoan_Devices @
@ Compliani_Devices @ Hew AND O
B eapmscHapvz @D Set to'ls not” Duplicate
‘B esarms @
E Guist_Flow @
PE mac_n_san @
[B] wetwork_access_authentication_Passed (@)
B non_cisco_Profiled_Fhones )
E Hon_Compliant_Devices )]
B switch_Local_Web_suthentication @
i (=] - - -~
«o»

Step 6. Create an Authorization Profile.

Create a new Authorization Profile with RADIUS: Class<Group-policy-ASA> attribute and *Access
Type: ACCESS_ACCEPT.



Results
Status  Rule Name Caonditions Profies Security Groups Hits  Actions

Search
G DEVICE Danico Typs EQUALS AllDevice Types

s ©  I1SE_CLASS ADMIN AND Salzct from list - Saleet from st - . 7 L
- EounLs v sy arcomes e
& DEVICE Desice Type EQUALS All Dewice Types

7/ © ise_class user AND Salsct bom list . Select from list . . 3 o
& idenityGroup Name EQUALS User Identity Groups: RADIUS ANYCONNECT USER

= DenyAccess . Select from kst - . 3 ]

" Addd Wew Standard Profie
Authorization Profile

3

TN e e e —

* hecess Fipe
Metwork Davica Profile 2% Omen | =| @

Service Template [
Track Movernart [

[Passive idertity Tracking [

b Coenion Tasks

This should be the Group-policy name

%

- [

Step 7. Review Authorization Profile configuration.



‘2'.';‘.';!-,'.' Identity Services Engine Home » Context Visibility v Operations ~ Policy + Administration v Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = Paolicy Elements

Dictionaries  » Conditions  ~ Results
<]

+ Authentication Authorization Profile

*Name | CLASS_25_RADIUS_ADMIN |

= Authorization

Description |

Authonzation Eromes "
| ] Access Type | AccESS_ACCEPT -]

Downloadable ACLs

Profili MNetwork Device Profile b Cisco | » | B
» Profiling
. Senice Template [

osture

Track Movement [

» Client Provisionin
9 Passive Identity Tracking [

P Common Tasks

» Advanced Attributes Settings

[Radius:Class 2| =[rADUS-ADMIV i

=

¥ Attributes Details

Access Type = ACCESS_ACCEFT
Class = RADIUS-ADMIN

=

Note: Follow the configuration as it is shown on the previous image, Access_Accept,
Class—[25], the RADIUS-ADMIN is the name of your group policy (can be changed).

The image shows how configuration must look like. On the same Policy set, you have n
authorization policies, each one matches the identity group necessary in the conditions section
and uses the group policy you have on the ASA In the profile section.



il Identity Services Engine Home  » Contoxt Visibility  » Oporations RIS + Administration  » Work Contars License Warming &

Policy Sets | Profiing  Posture  Client Provisioning  » Policy Elements.

Policy Sets = New Policy Set 1 m m
Stalus  Policy Set Name Description Conditions Allowed Protocals / Server Sequence  Hits
@ MNaw Policy Set 1 L DEVICE-Dovico Typo EQUALS ANl Dinico Types Default Netwark Access x v

¥ Authentication Policy (1)
¥ Autharization Policy - Local Exceptions
* Authorization Policy - Global Exceptions.

+ Authorization Policy (3)

Results.

Status  Rule Name Caonditions Frofiles Security Groups Hits  Actions.
B DEVICE Devic
;s @ AND + ]
E
B o
o] ANE ot + o
E 3 DIUS C
® + - 8 -4

With this configuration example, you are able to assign the group-policy to each Anyconnect user
through ISE configuration based on the class attribute.

Troubleshoot

One of the most useful debugs is debug radius. It shows details of the radius authentication
request and authentication response between AAA and ASA process.

debug radi us

Another useful tool is the command test aaa-server. You now see if the authentication is
ACCEPTED or REFUSED and the attributes (‘class' attribute in this example) exchanged in the
authentication process.

test aaa-server authentication <aaa_server_group> [host <nane>| <host_i p>] usernane <user>
password <passwor d>

Working Scenario

In the configuration example mentioned above userl belongs to RADIUS-ADMIN group-policy in
accordance with the ISE configuration, it can be verified if you run the test aaa-server and debug
radius. Highlight the lines that need to be verified.

ASAv# debug radi us
ASAv#t est aaa-server authentication | SE_AAA host 10.31.124.82 usernanme userl password *****
INFO Attenpting Authentication test to |IP address (10.31.124.82) (timeout: 12 seconds)

RADIUS packet decode (authentication request)

Raw packet data (length = 84).....

01 le 00 54 ac b6 7c e5 58 22 35 5e 8e 7c 48 73 | ... T..].X"5". | Hs
04 9f 8c 74 01 07 75 73 65 72 31 02 12 ad 19 1c | ...t..userl.....
40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f 04 06 Oa | @C..F.5.Ro...



1f 7c 55 05 06 00 00 00 06 3d 06 00 00 00 05 1la
15 00 00 00 09 01 of 63 6f 61 2d 70 75 73 68 3d
74 72 75 65

Par sed packet data.....

Radi us: Code = 1 (0x01)

Radi us: ldentifier = 30 (Ox1E)

Radi us: Length = 84 (0x0054)

Radi us: Vector: ACB67CE55822355E8E7C4873049F8C74
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31

Radi us: Type = 2 (0x02) User-Password

Radi us: Length = 18 (0x12)

Radi us: Value (String) =

ad 19 1c 40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f
Radi us: Type = 4 (0x04) NAS-I| P- Address

Radi us: Length = 6 (0x06)

Radi us: Val ue (1P Address) = 10.31.124.85 (0x0A1F7C55)

Radi us: Type = 5 (0x05) NAS- Port
Radi us: Length = 6 (0x06)
Radi us: Val ue (Hex) = 0x6
Radi us: Type = 61 (0x3D) NAS-Port-Type
Radi us: Length = 6 (0x06)
Radi us: Val ue (Hex) = 0x5
Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 21 (0x15)
Radi us: Vendor 1D = 9 (0x00000009)
Radi us: Type = 1 (0x01) Cisco-AV-pair
Radi us: Length = 15 (0xOF)
Radi us: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65
send pkt 10.31.124.82/1645
rip 0x00007f 03b419f b08 state 7 id 30
rad_vrfy() : response nmessage verified
rip 0x00007f 03b419f b08

chall _state '

state 0Ox7

reqaut h:

ac b6 7c e5 58 22 35 5e 8e 7c 48 73 04 9f 8c 74

i nfo 0x00007f 03b419f c48
session_id 0x80000007
request _id Oxle
user 'userl
response '***
app O
reason O
skey 'ciscol23'
sip 10.31.124.82
type 1

RADIUS packet decode (response)

Raw packet data (length = 188).....

02 1e 00 bc 9e 5f 7c db ad 63 87 d8 cl1 bb 03 41
37 3d 7a 35 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 52 71 51 47 52 72 70 36 5a 35 66 4e 4a
65 4a 39 76 4c 54 6a 73 58 75 65 59 35 4a 70 75
70 44 45 61 35 36 34 66 52 4f 44 57 78 34 19 Oe

userl

.@C. ..F.5.R0

coa- push=true

7=z5. . user 1. CRea
ut hSessi on: 0alf7
c52RgQGRr p625f NJ
eJIVLTj sXueY5Jpu
pDEa564f RODWk4. .



52 41 44 49 55 53 2d 41 44 4d 49 4e 19 50 43 41
43 53 3a 30 61 31 66 37 63 35 32 52 71 51 47 52
72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 6a 73
58 75 65 59 35 4a 70 75 70 44 45 61 35 36 34 66
52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32 34 2f
33 37 39 35 35 36 37 34 35 2f 33 31

RADI US- ADM N. PCA
CS: 0alf 7c52RqQGR
rp6z5f NJeJOvLTj s
XueY5JpupDEa564f
RODW4: i searmy24/
379556745/ 31

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 30 (Ox1E)

Radi us: Length = 188 (0x00BC)

Radi us: Vector: 9E5F7CDBAD6387D8C1BB0341373D7A35

Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31 userl
Radi us: Type = 24 (0x18) State

Radi us: Length = 67 (0x43)

Radi us: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61
31 66 37 63 35 32 52 71 51 47 52 72 70 36 5a 35
66 4e 4a 65 4a 39 76 4c 54 6a 73 58 75 65 59 35
4a 70 75 70 44 45 61 35 36 34 66 52 4f 44 57 78
34

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 14 (0xO0E)

Radi us: Value (String) =

52 41 44 49 55 53 2d 41 44 4d 49 4e | RADIUS-ADMIN
Radius: Type = 25 (0x19) Class

Radi us: Length = 80 (0x50)

Radi us: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 52 71 51
47 52 72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54
6a 73 58 75 65 59 35 4a 70 75 70 44 45 61 35 36
34 66 52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 31
rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT. normal term nation

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x80000007 id 30
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

INFO: Authentication Successful

Reaut hSessi on: Oa
1f 7¢52RqQGRr p6Z5
f NJeJ9vLTj sXueY5
JpupDEa564f RODW
4

CACS: 0alf 7¢52RqQ
GRr p6Z5f NJeJOvLT
j sXueY5JpupDEa56
4f RODW«4: i seamy?2
4/ 379556745/ 31

Another way to verify if it works when the userl connects through Anyconnect, use the show vpn-
sessiondb anyconnect command to know the Group-policy assigned by the ISE class attribute.

ASAv# show vpn-sessi ondb anyconnect Session Type: AnyConnect

Username : userl I ndex . 28

Assigned IP : 10.100.2.1 Public IP : 10.100.1.3

Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES-GCM 256 DITLS-Tunnel: (1)AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHAlL
Bytes Tx : 15604 Byt es Rx : 28706

Group Policy : RADIUS-ADMIN Tunnel Group : DefaultWEBVPNGroup

Login Tine : 04:14:45 UTC Wed Jun 3 2020

Dur ati on : Oh: 01m 29s

Inactivity : 0Oh: 00m 00s

VLAN Mapping : NA VLAN . none

Audt Sess ID: 0a6401010001c0005ed723b5



Security G p : none

Non-working Scenario 1

If the Authentication fails on Anyconnect and the ISE replies with a REJECT. You need to verify
either the user is associate with a User Identity Group or the password is incorrect. Navigate to
Operations>Live logs > Details.

RADIUS packet decode (response)

Raw packet data (length = 20).....
03 21 00 14 dd 74 bb 43 8f 0Oa 40 fe d8 92 de 7a | .!1...t.C.@...z
27 66 15 be | "f..

Par sed packet data.....

Radi us: Code = 3 (0x03)

Radi us: ldentifier = 33 (0x21)

Radi us: Length = 20 (0x0014)

Radi us: Vector: DD74BB438FOA40FED892DE7A276615BE
rad_procpkt: REJECT

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x80000009 id 33
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

ERROR: Authentication Rejected: AAA failure

bl Identity Services Engine

15C

_ Steps
Overview
11001 Received RADIUS Access-Request
Event 5400 Authentication failed
o7 RADIUS created a new session
Username userl 1117 Generated a new session ID
Endpoint Id 15049  Evaluating Policy Group

15008  Evaluating Sendce Selection Policy

Endpaoint Profile 15046 Queried PIP - DEVICE Device Type

Authentication Policy New Policy Set 1 >> Default 15041 Evaluating ldentity Pelicy
22072 Selected identity source sequence - All_User_ID_Stores
Authorization Policy New Policy Set 1 >= Default _ .
15013 Selected ldentity Source - Internal Users
Authorization Result DenyAccess 24210  Looking up User in Internal Users IDStore - user1
24212 Found User in Intemal Users IDStore
22037 Authentication Passed
15036  Evaluating Authorization Palicy
Authentication Details o .
15048  Queried PIP - DEVICE Device Type

15048  Queried PIP - Network Access UserName

Source Timestamp 2020-06-02 23:22:53 577
15048  Queried PIP - IdentityGroup.Name
i i )-06-02 23:22:53 577 - - -
Recehred Timestamp Ll e 15016  Selected Authorization Profile - DenyAccess
Policy Server iseamy24 15039 Rejected per authorization profile
11003 Returned RADIUS Access-Reject
Event 5400 Authentication failed
Failure Reason 15039 Rejected per authorization profile

Note: In this example, userl is not associated with any User Identity Group. Therefore, it
hits the Default Authentication and Authorization policies under the New Policy Set 1 with
the DenyAccess action. You can modify this action to PermitAcces in the Default
Authorization Policy to allow the users without the User identity group associated
authenticate.



Non-working Scenario 2

If the Authentication fails on Anyconnect and the default Authorization policy is PermitAccess, the
authentication is accepted. However, the class attribute is not presented in the Radius response,

therefore the user is located in the DfltGrpPolicy and it won't connect due to vpn-simultaneous-

logins 0.

RADIUS packet decode (response)

Raw packet data (length = 174).....

02 24 00 ae 5f Of bc bl 65 53 64 71 1a a3 bd 88
7c fe 44 eb 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 32 39 54 68 33 47 68 6d 44 54 49 35 71
37 48 46 45 30 7a 6f 74 65 34 6a 37 50 76 69 4b
5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢c 4a 6f 19 50
43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢c 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37

.$.._...eSdq. ...
| .D...userl. CRea
ut hSessi on: Oalf 7
€5229Th3GhnDTI 5q
7HFEOzot e4j 7Pvi K
Z5wgkx| P93Bl Jo. P
CACS: Oalf 7¢5229T
h3GhnDTI 5q7HFEOz
ot e4j 7Pvi KZ5wgkx
| P93BI Jo: i seany?2
4/ 379556745/ 37

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 36 (0x24)

Radi us: Length = 174 (O0x00AE)

Radi us: Vector: 5FOFBCB1655364711AA3BD887CFE44EB

Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31 userl
Radi us: Type = 24 (0x18) State

Radi us: Length = 67 (0x43)

Radi us: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61
31 66 37 63 35 32 32 39 54 68 33 47 68 6d 44 54
49 35 71 37 48 46 45 30 7a 6f 74 65 34 6a 37 50
76 69 4b 5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢ 4a
6f

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 80 (0x50)

Radi us: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37
rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: normal termnation

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x8000000b id 36
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

INFO: Authentication Successful

ASAv#

Reaut hSessi on: Oa
1f 7¢5229Th3CGhnDT
| 5q7HFEOz 0t e4j 7P
vi KZ5wgkx| P93BI J
o]

CACS: 0alf 7¢5229T
h3CGhnDTI 5q7HFEOz
ot e4j 7Pvi KZ5wgkx
| P93Bl Jo: i seany?2
4/ 379556745/ 37

If the vpn-simultaneous-logins 0 is changed to '1', The user connects as shown in the output:



ASAv# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : userl
41
Assigned IP : 10.100.2.1 Public I P : 10.100.1.3

Pr ot ocol : AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-CGCM 256 DTLS- Tunnel:
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHAl
Bytes Tx : 15448 Byt es Rx : 15528

Group Policy : DfltGrpPolicy Tunnel Group : DefaultWEBVPNGroup

Login Tine : 18:43:39 UTC Wed Jun 3 2020

Dur ati on : Oh: 01m 40s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess I D : 0a640101000290005ed7ef 5b
Security G p : none

Ciggo AnyConmect

YO DON'T HAVE AUTHORIZATION TOr ACCESS ANY INTERMAL
REFIURLES

Non-working Scenario 3

If the Authentication passes but the user doesn't have the right policies applied, for example, if the
group-policy connected has the split tunnel instead of the full tunnel as it must be. The user can be

in the wrong User identity group.

ASAv# sh vpn-sessi ondb anyconnect

Sessi on Type: AnyConnect

Username : userl I ndex : 29

Assigned IP : 10.100.2.1 Public IP : 10.100.1.3

Pr ot ocol : AnyConnect - Par ent SSL- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect - Parent: (1)none SSL-Tunnel: (1)AES-GCM 256
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 15592 Byt es Rx 0

Group Policy : RADIUS-USERS Tunnel G oup : Defaul t WVEBVPNG oup



Login Tinme : 04:36:50 UTC Wed Jun 3 2020

Dur ati on : Oh: 00m 20s
Inactivity : 0h: 00m 00s
VLAN Mapping : NA VLAN : none

Audt Sess ID: 0a6401010001d0005ed728e2
Security G p : none

Video

This video provides the steps to configure SSL Anyconnect With ISE Authentication And Class
Attribute For Group-Policy Mapping.
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