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Introduction

Zero Trust is a strategic approach to security that centers on the concept of eliminating trust from an
organization's network architecture. Trust is neither binary nor permanent. It can no longer be assumed that
internal entities are trustworthy, that they can be directly managed to reduce security risk, or that checking
them one time is enough. The Zero Trust model of security prompts you to question your assumptions of trust
at every access attempt.

Traditional security approaches assume that anything inside the corporate network can be trusted. The reality is
that this assumption no longer holds true, thanks to mobility, BYOD (Bring Your Own Device), |oT (Internet of
Things), cloud adoption, increased collaboration, and a focus on business resiliency. A Zero Trust model
considers all resources to be external and continuously verifies trust before granting only the required access.

The key to comprehensive Zero Trust is extending security throughout the entire network environment with
examples such as:

« Employees accessing sensitive applications, both on and off the enterprise network
o Contractors and guests using the network infrastructure
o Application to application communications

e« Communication between industrial control systems

Scope
In scope
Cisco Zero Trust for User and Device Security design guide covers the following components:
e Cisco Secure Access by Duo
o Device Health Application
o Multi-factor authentication
o Trusted Endpoints
o Adaptive Policies
o Single sign on using SAML 2.0
o Cisco Duo Network Gateway (DNG)
o Cisco Secure Client
o AnyConnect VPN Module
o |dentity Services Engine (ISE) Posture Module
o Network Access Manager (NAM) Module
> Network Visibility Module (NVM)
o Secure Endpoint Module
o Umbrella Roaming Security Module

e Cisco Secure Endpoint
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> Cisco Orbital
o Cisco SecureX
o Cisco Meraki
> Device Enrollment
o Application Installation

e Cisco Umbrella
Out of scope

Cisco Zero Trust for User and Device Security design guide does not cover the following topics:
¢ Duo authentication using RADIUS, LDAP, or APIs
¢ Duo Network Gateway for SSH or RDP sessions
¢ VPN setup on a Cisco Secure Firewall
e Posture setup on ISE
e 802.1x setup on ISE and network devices
e Telemetry collector configuration
« Meraki Systems Manager features beyond application installation
« Windows Server installation and configuration
o MacOS devices
o Windows 8 and earlier devices

Zero Trust Companion Documents

This Zero Trust guide for User and Device Security is presented as one part in a series that also covers Zero
Trust capabilities for Network, Cloud, Applications, and Data.
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Figure 1.
Cisco Zero Trust Framework
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To help understand the architecture, Cisco has broken it down into three pillars:

« User and Device Security: making sure users and devices can be trusted as they access systems,
regardless of location

« Network and Cloud Security: protect all network resources on-prem and in the cloud, and ensure
secure access for all connecting users

« Application and Data Security: preventing unauthorized access within application environments
irrespective of where they are hosted

The three guides complement each other and provide multiple integration points. For example, device
management capabilities covered in this guide provide AnyConnect clients and profile configuration that are
used to perform 802.1X authentication against ISE in the Cisco Zero Trust: Network and Cloud Security Design
Guide. Integration points between the guides are noted in the sections where they occur, along with hyperlinks
to the relevant sections in the other guides.

Zero Trust Security Frameworks

The following table shows how other Zero Trust Frameworks map to the Cisco Zero Trust Framework.

User and Device Users Identity
Security

Dotie=s izt Visibility & Analytics
Network and Cloud | Networks/Hybrid Multi-Cloud Network/ Environment Automation & Orchestration
Security

Governance

Application and Data A Applications Application Workload
Security

Table 1.  Zero Trust Security Frameworks

This design guide is focused on the Cisco Zero Trust Framework with the User and Device Security pillar. If
interested in how Cisco products map to other Zero Trust Frameworks, refer to Zero Trust Frameworks.

Solution Overview

The scope of this design guide will focus on Zero Trust as it relates to securing your users and the devices they
use to access work applications. Users may include employees, partners, vendors, contractors, and many
others, making it more difficult to maintain control over their devices and access. This complete Zero Trust
security model allows you to mitigate, detect, and respond to risks across your environment. Verifying trust
before granting access across your applications, devices, and networks can help protect against identity-based
and other access security risks.

A Zero Trust approach for user and device security should provide your organization the tools necessary to
evaluate and make access decisions based on specific risk-based context as defined by your organization. For
example - Is the user verified using Multifactor Authentication (MFA)? Are their devices trusted and/or
managed? Do their devices meet your security requirements?

Security teams need to be able to answer these questions to establish trust in users and devices accessing an
organization’s assets. They also need to do it using an approach that balances security with usability.
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This trust-centric security approach for the extended perimeter makes it much more difficult for attackers or
unauthorized users to gain access to applications without meeting certain identity, device, and application-
based criteria as defined by your organization.

Zero Trust User and Device Security Business Flows

The Cisco Zero Trust Architecture guide introduced the concept of SAFE business flows. Cisco SAFE uses the
concept of business flows to simplify the analysis and identification of threats, risks, and policy requirements for
effective security. This enables the selection of very specific capabilities necessary to secure each flow.

This design guide addresses the Zero Trust User and Device Security aspects of the following business flows:
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Figure 2.

Zero Trust User and Device Security Business Flows

© 2023 Cisco and/or its affiliates. All rights reserved.

Page 6 of 165



Not all business flows have the same requirements. Some use cases are subject to a smaller attack vector and
therefore require less security to be applied. Some have larger and multiple vectors and require more security.
Evaluating the business flow by analyzing the attack surfaces provides the information needed to determine and
apply the correct capabilities for flow specific and effective security. This process also allows for the application
of capabilities to address risk and administrative policy requirements. In the following figure, the blue security
capabilities will be covered within this Zero Trust: User and Device Security Design Guide while the gray

security capabilities will be covered later in the
Zero Trust: Application and Data Security Design Guide.

Zero Trust: Network and Cloud Security Design Guide
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Figure 3.
Zero Trust User and Device Security Business Flows with required capabilities
© 2023 Cisco and/or its affiliates. All rights reserved. Page 7 of 165


https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-network-cloud-dg.html

The primary security capability Endpoint Security can be expanded to the following secondary capabilities:
Capability Icon [Capability Name

Mobile Device Management
Anti-Virus

Anti-Malware

O@0

Device Health Connector

DNS Security Connector

Web Security Connector

®

Table 2.  Endpoint Security Secondary Capabilities

The primary security capability Secure Internet Gateway can be expanded to the following secondary
capabilities:

Capability Icon [Capability Name

DNS Security
Firewall
Intrusion Prevention

Web Security

@00 @
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Capability Icon [Capability Name

Web Reputation Filtering
TLS/SSL Decryption
Remote Browser Isolation
Network Anti-Malware

Malware Sandbox

Cloud Access Security Broker
(CASB)

Data Loss Prevention

Application Visibility & Control

Table 3.  Secure Internet Gateway Secondary Capabilities

Product Overview

This Cisco Validated Design guide covers the following cloud-based platforms and software to accomplish a
comprehensive and secure Zero Trust: User and Device Security design:

e Cisco Secure Access by Duo
e Duo Network Gateway

o Cisco Meraki MDM

o Cisco Umbrella

e Cisco Secure Endpoint

¢ Cisco Secure Client
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e« Cisco SecureX

Cisco Secure Access by Duo

Secure Access by Duo Capabilities
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Figure 4.
Cisco Secure Access by Duo mapped to SAFE Capabilities

Zero Trust can be summed up as “never trust; always verify.” This security approach treats every access
attempt as if it originates from an untrusted network — so access won’t be allowed until trust is demonstrated.
Once users and devices have been deemed trustworthy, Zero Trust ensures that they have access only to the
resources they absolutely need to prevent any unauthorized lateral movement through an environment. Cisco
Secure Access by Duo is a cloud-based security platform that protects access to all applications, for any user
and device, from anywhere. Duo is designed to be both easy to use and deploy while providing complete
endpoint visibility and control.

Secure Access by Duo

= 2 T .

- = ==
Adaptive Device posture | Least privileged Continuous Behavior
\MFA ' and health access verification | analytics
Figure 5.

Cisco Secure Access by Duo

Multifactor Authentication

Multifactor Authentication adds a second layer of trust that your users are who they say they are. After
completing primary authentication (usually by entering a username and password), users verify their identity a
second time, through a different channel. This reduces the likelihood that someone else can log in, since they
would need both the password and their second factor to pose as the original user.

Duo provides flexible authentication options to fit a broad range of users, security profiles, and technical
backgrounds such as employees, frequent travelers, contractors, vendors, customers, and partners. For more
secure access to high-risk applications, require the use of:

« Easy to use, out-of-band mobile push notifications
o Phishing-proof Universal 2nd Factor (U2F) security keys

o Biometric-based WebAuthn
Other MFA methods support diverse user login scenarios:
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e Phone callback for users who can’t receive texts
« Mobile one-time passcodes for travelers while offline
o Text message passcodes for users without Internet connectivity

e Temporary bypass codes for users who temporarily can't use their enrolled devices
Duo Device Health

During login, Duo can check the security health of all user devices attempting to access your applications. By
leveraging the visibility of devices connecting to your applications, you can establish device-based access
policies to prevent any risky or untrusted devices from accessing your applications. For access to high-risk
applications, you may require a device to be corporate-owned or managed by your organization’s IT team

Duo allows you to establish mobile device trust with or without the use of Mobile Device Management (MDM)
software. Users may object to installing MDMs on their personal devices due to privacy concerns, resulting in
lower overall adoption and reduced insight into their device security. And sometimes it’s outside of your IT
team’s control to install an agent on the personal devices of third-party provider that may need access to your
applications.

Whether or not you have an MDM solution, Duo can allow you to block devices from accessing your
applications based on:

e OS, browser, and plug-in versions and how long they’ve been out of date
« Status of enabled security features (configured or disabled)

o Full disk encryption

o Mobile device biometrics (face ID/touch ID)

o Screen lock

o Tampered (jailbroken, rooted, or failed Google’s SafetyNet)
Adaptive Access Policies

With Duo, you can enforce contextual access policies allowing access to your applications with user-, device-,
and location-based controls. The context includes different aspects of their login attempt such as where they
are located, what role they have in your organization, what type of device, they are using, etc. With these
policies, you can limit access to only what your users need to do their jobs and add stricter controls for access
to more sensitive applications without negatively impacting use workflows.

Duo Single Sign On

Duo provides a cloud based Single Sign On (SSO) solution, Duo Single Sign On, that is hosted and maintained
by Duo. Duo SSO provides a consistent login experience for any SAML 2.0 enabled app, letting your users log
in once to access all of their cloud and internal work applications. This SSO is protected by MFA and contextual
access policies and will check the security of your users’ devices each time before granting access.

Duo Network Gateway (DNG)
Duo Network Gateway Capabilities

e

Chontions
Ramane
Access.

Figure 6.
Duo Network Gateway mapped to SAFE Capabilities
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Duo Network Gateway (DNG) provides clientless remote access to on-premises websites, web applications,
RDP sessions, and SSH servers with MFA and device inspection using the Duo Prompt. It can use Duo Single
Sign On or any SAML IdP for authentication.
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Duo Network gateway
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= Company Intranet
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Figure 7.
Cisco Duo Network Gateway

In addition to MFA and device inspection, DNG gives you granular access control per web application, RDP
session, SSH server, and user group. You can specify different policies to make sure only trusted users and
endpoints are able to access your internal services. For example, you can require that SharePoint users
complete two-factor authentication at every login, but only once every seven days when accessing Confluence.
Duo checks the user, device, and network against an application's policy before allowing access to the
application.

Cisco Meraki Mobile Device Manager
Meraki MDM Capabilities
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Figure 8.
Cisco Meraki Mobile Device Manager mapped to SAFE Capabilities

Cisco Meraki MDM is a subset of Systems Manager, is a complete endpoint management solution that provides
deep visibility and control over your Android, Chrome OS, iOS, macOS, and Windows devices. It unifies
endpoint management into a single pane of glass through an easy-to-use, cloud-based Dashboard shared with
the rest of the Meraki stack and is the only solution to bring network level security and visibility to the endpoint.
Features include:

« Manage and monitor endpoint devices - Cisco Meraki Systems Manager provides visibility into
managed endpoint devices to help you better understand and react to changes. State changes include
events such as a non-sanctioned application being installed, corporate applications being removed, and
a device leaving a predetermined area. The dynamic tagging functionality in Systems Manager
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continually assesses the state of endpoints and automatically takes corrective action. Systems Manager
profiles that are deployed on devices restrict or enable device capabilities based on your organization’s
best practices.

« Manage and distribute mobile and enterprise applications - Systems Manager application
management enables the deployment of macOS, Windows, Android, and iOS applications. Organizing
multi-device application management in a single interface allows you to monitor and set policies on
applications holistically

« Investigate and change device functionality based on device status - Systems Manager applies and
actively enforces the security status of macOS, Windows, iOS, and Android devices to maintain device
security integrity. By setting and responding to security requirements, you can better understand and
control device access and capabilities

Cisco Umbrella
Umbrella Capabilities
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Figure 9.
Cisco Umbrella mapped to SAFE Capabilities

With the advent of the cloud era, network architectures designed to provide robust connectivity to a corporate
data center is increasingly inefficient and must evolve. Most of the network traffic today occurs either within the
data center itself (East-West traffic) or from an organization’s various locations to the cloud via the Internet
(North-South traffic). As a result, backhauling network traffic from remote or branch locations over MPLS wide-
area network (WAN) links, or roaming user traffic over virtual private network (VPN) connections, is no longer an
efficient or viable option. Organizations are increasingly providing Direct Internet Access (DIA) broadband links
for their remote, branch, and roaming users to access their SaaS applications without the slow performance
and latency associated with backhauling traffic to a corporate office with a single security stack. To alleviate the
inconvenience of separately managing security settings at each branch location, Umbrella Secure Internet
Gateway (SIG) provides a cloud managed solution. Features include:

« DNS Security - By enforcing security at the DNS and IP layers, Umbrella blocks requests to malicious
and unwanted destinations before a connection is even established — stopping threats over any port or
protocol before they reach your network or endpoints.

o Secure Web Gateway (SWG) - Umbrella includes a cloud-based full proxy that can log and inspect all
your web traffic for greater transparency, control, and protection.

o Cloud-Delivered Firewall (CDFW) - The Umbrella CDFW provides visibility and control for traffic that
originated from requests going to the internet, across all ports and protocols.

o Cloud Access Security Broker (CASB) - Umbrella helps expose shadow IT by detecting and reporting
on cloud applications in use across your environment. Insights can help manage cloud adoption, reduce
risk, and block the use of offensive or inappropriate cloud applications.

« Data Loss Prevention (DLP) - Umbrella DLP analyzes data in-line to provide visibility and control over
sensitive data leaving your organization.
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« Remote Browser Isolation (RBI) - By isolating web traffic from the user device and the threat, Umbrella
Remote Browser Isolation (RBI) delivers an extra layer of protection to the Umbrella secure web gateway
so that users can safely access risky websites.

Cisco Secure Endpoint
Secure Endpoint Capabilities

Figure 10.
Cisco Secure Endpoint mapped to SAFE Capabilities

Cisco Secure Endpoint offers cloud-delivered endpoint protection and advanced endpoint detection and
response across multi-domain control points. Features include:

« Prevention - Block known malware automatically leveraging the best global threat intelligence and
enforce Zero Trust by blocking risky endpoints from gaining access to applications

o Detection - Run complex queries and advanced investigations across all endpoints, and continuously
monitor all file activity to detect stealthy malware

« Response - Rapidly contain the attack by isolating an infected endpoint and remediating malware across
PCs, Macs, Linux, servers, and mobile devices (Android and iOS)
For files that have unknown disposition to Cisco Secure Endpoint, Secure Malware Analytics (formerly Threat
Grid) combines advanced sandboxing with threat intelligence into one unified solution to protect organizations
from malware. With a robust, context-rich malware knowledge base, you will understand what malware is
doing, or attempting to do, how large a threat it poses, and how to defend against it.

Cisco Orbital

Orbital is a service that uses osquery to provide you and your applications with information about your hosts.
osquery exposes an entire operating system as a relational database that you can query with SQL to gather
information about the host. Orbital can be used by both Cisco customers and their applications to query their
computers wherever Orbital has been deployed.

Secure Endpoint Advantage customers can deploy Orbital on supported platforms with a simple configuration
change in the Secure Endpoint console. Up to 30 minutes later, Orbital will be available and ready for queries.

Once deployed, Orbital can provide detailed forensic snapshots, run live queries, and schedule periodic
queries. Orbital works well in combination with Secure Endpoint host isolation to provide a means of
quarantining a suspicious host while performing an investigation.

Cisco Secure Client

Secure Client Capabilities
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Figure 11.

Cisco Secure Client mapped to SAFE Capabilities

Cisco Secure Client is unified security endpoint agent that delivers multiple security services to the roaming
workforce. It is available across multiple platforms, including Windows, MacQOS, Linux, and more. Cisco Secure
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Client not only provides VPN access through Secure Sockets Layer (SSL) and IPsec IKEv2 but also offers
enhanced security through various built-in modules. Modules used or referenced in this design guide include:

¢« AnyConnect VPN - Cisco Secure Client provides many options for automatically connecting,
reconnecting, or disconnecting VPN sessions. These options offer a convenient way for your users to
connect to your VPN and support your network security requirements.

¢ Cloud Management - SecureX Cloud Management Deployment for Cisco Secure Client enables
Administrators to create cloud-managed deployments of Cisco Secure Client. The deployment
configuration generates the option to download a lightweight bootstrapper that contains the information
needed by the endpoint to contact the cloud for the specified Cisco Secure Client modules by the
deployment with their associated profiles.

« Umbrella Roaming Security - The Umbrella module installs two agents on the localhost, Umbrella
Roaming Security Agent, and SWG Agent. The Umbrella Roaming Security Agent enforces security at the
DNS layer to block malware, phishing, and command and control callbacks over any port while the user
is not on a trusted network. The IP Layer Enforcement feature of Umbrella Roaming agent can also block
IP to IP communication. The SWG Agent enforces security at the URL layer, to provide security and
visibility for web traffic.

« Network Access Manager - Network Access Manager manages user and device identity and the
network access protocols required for secure access. It works intelligently to prevent end-users from
making connections that violate administrator-defined policies.

¢ Network Visibility Module - The Network Visibility Module delivers a continuous feed of high-value
endpoint telemetry, which allows organizations to see endpoint and user behaviors on their networks. It
collects flow from endpoints on and off-premises and valuable contexts like users, applications, devices,
locations, and destinations. It caches this data and sends it to a collector when it is on a trusted network
(such as the corporate network on-prem or through VPN.

o ISE Posture - ISE Posture is a module you can choose to install as an additional security component of
the Cisco Secure Client product. Perform endpoint posture assessment on any endpoint that fails to
satisfy all mandatory requirements and is deemed non-compliant.

« Secure Endpoint - Available with Cisco Secure Client for Windows, Secure Endpoint functions as a
module within Cisco Secure Client and is accessible via the Cisco Secure Client user interfaces. The
Cisco Secure Endpoint Cloud can also deploy Cisco Secure Client with Cisco Secure Endpoint, as can
the SecureX Cloud Management.
For information on additional Cisco Secure Client features, such as the ability to do NetFlow analysis for the
roaming workforce, see Cisco Secure Client.

Cisco SecureX

SecureX Capabilities
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Figure 12.

Cisco SecureX mapped to SAFE Capabilities

Cisco has been on a mission for several years to simplify security. That mission culminated in the launch of the
Cisco SecureX platform, which integrates the entire Cisco security portfolio as well as additional security,
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networking, and IT technologies from both Cisco and third parties. It is included with all the Cisco security
products, so once you have one, you can begin using SecureX. Features include:

« Unified visibility - Experience simplicity with a customizable dashboard that included operational
metrics, visibility into emerging threats, and access to new products in a single click

+ Threat Response - Accelerate threat investigations and incident management by aggregating and
correlating global intelligence and local context in one view

¢ Orchestration - Automate routine tasks using prebuilt workflows that align to common use cases, or
build your own workflows with a no-to-low code, drag-and-drop canvas

« Device Insights - Allows you to discover, normalize, and consolidate information about the devices in
your environment.

« Ribbon and single sign-on - Use the dashboard ribbon for quick access to Cisco SecureX features.
SSO helps share and maintain context around incidents in one location

e SSO0 across all Cisco platforms - Easily access all your Cisco Security products, with one set of
credentials, from any device.
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Zero Trust User and Device Security Design
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Cisco Zero Trust User and Device Security Design

Branch and Campus - Employee

The employee’s device is provisioned with the Meraki Agent, Meraki management profile, Duo Device Health,
and Cisco Secure Client which will include the Cisco Secure Endpoint module and Umbrella Roaming Security
module. Additionally, the employee has successfully enrolled with Duo and setup their phone for MFA with the
Duo mobile app.
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Branch'Campus

Using Meraki Systems Manager, the

corporate dovice is provisioned with
Cisco AnyConnect, the Umbrella
Roaming Security module, Cisco

Secure Endpoint, and Do Device

Heaith, Iresenat

The private and public apphcations
are configured to use Duo for SAML
authentication.

Private Application (Private DC)

The employee attempts to access an on-premises application configured to use Duo SSO authentication over
the WAN. The application checks to see if the user has an active SSO session with Duo. Because the employee
does not, they are directed to Duo for verification.

-

BrareCampus

An employee located ot a branch
attempts to access & private
apphcation located within the
on-prem Data Center

Duo Auth
Visian Proxy

Duo SSO requests the user’s primary authentication credentials and checks these credentials against the on
premises Active Directory server. Duo does this through Duo Authentication Proxy, which has been setup and
configured to query Active directory. When Active Directory has validated the employee’s primary credentials,
Duo sends a Duo Push to the user along with an option to use other MFA methods that have been approved for
the application. This second factor authentication must be validated before the user can proceed. In addition to
this, the device’s trust is checked. For example, is the device logging in from an acceptable location? Is the
device managed by your company? Has Secure Endpoint detected any potential indications of compromise?
The user approves the Duo Push request on their phone.
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using the Duo Authentication Proxy

Once the primary authentication
credentials are verified, Duo checks
device trust and does 4 second lactor
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Once the Duo Push is approved by the employee and device’s trust has been verified, Duo redirects the user

back to the application which can now be accessed.

When the employee passes the
second factor authentication, they
are redirected back to the private

application wheore access is granted

.
BranchiCampus

FD

Sevver

Applcanon

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to
remediate the issue.
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Private Application (Private laaS)

The employee attempts to access a cloud workload configured to use Duo SSO authentication by entering the
URL of that workload. The workload checks to see if the user already has an active SSO with Duo. The

employee does not and is redirected to Duo for verification.
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atlempls to access & private
application located within the private
cloud,
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Device

J

Duo Single Sign On requests the user’s primary authentication credentials and checks these credentials against
the on premises Active Directory server. To do this, Duo Authentication Proxy has been setup and configured to
query Active directory. When Active Directory has validated the employee’s primary credentials, Duo does a
secondary authentication check using a method that is previously setup by the employee during enrollment. In
this example, a Duo Push request is sent to the employee’s phone, and they must approve the authentication
attempt before authentication is successful. In addition to this, the device’s trust is checked. For example, is the
device logging in from an acceptable location? Is the device managed by your company? Has Secure Endpoint
detected any potential indications of compromise?
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The employee Is redirected to Cisco
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Duo first checks the employoe's
primary authentication crodentials by
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Once the primary authentication
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Once the secondary authentication is approved by the employee and device’s trust has been verified, Duo will
redirect the user back to the cloud workload and the employee will be allowed to access the workload.

(" Cloud Workinads

L

WAN

When the employee passes the
second factor authantication, they

are redirected back to the private
application where access is granted

g )
Brancn/Campus

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to

remediate the issue.
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If the user or device violates the Duo
policy, the user will e denied access
to the application during
re-authentication or if they attempt to
access another application protected

by Duo,

Public Application (SaaS)

The employee attempts to access a public SaaS application configured to use Duo SSO by entering the URL of
that application. The application checks to see if the user has an active SSO session with Duo. Because the
employee does not, they are directed to Duo for verification.
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Cisco Secure Cisco Secure
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workdoy
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An employee located at a branch

-

Branch'Campus

attampts 1o access a public
application,

The employese's DNS and web traffic
i% redirected through Umbrella SIG
before reaching the application.

Untrusted  Contractor

L Device

Duo SSO requests the user’s primary authentication credentials and checks these credentials against the on
premises Active Directory server. Duo does this through Duo Authentication Proxy, which has been setup and
configured to query Active directory. When Active Directory has validated the employee’s primary credentials,
Duo sends a Duo Push to the user along with an option to use other MFA methods that have been approved for
the application. This second factor authentication must be validated before the user can proceed. In addition to
this, the device’s trust is checked. For example, is the device logging in from an acceptable location? Is the
device managed by your company? Has Secure Endpoint detected any potential indications of compromise?
The user approves the Duo Push request on their phone.
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Once the Duo Push is approved by the employee and device’s trust has been verified, Duo redirects the user

back to the application which can now be accessed.
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When the employee passes the
secondd tactor authentication, they

are redirected back (o the public
application where access is granted.

.

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to
remediate the issue.
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Internet

The employee attempts to access a resource on the Internet. While the endpoint is on an Umbrella protected
network, the Umbrella Roaming Security will disable itself so that the user can be protected by any Umbrella
security policies applied to the network. Secure Endpoint will continue to protect the device from malware

threats.
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An employee located at a branch
attempts to access a public Intemet
website

The employee's DNS and web traffic
14 redirected through Umbreédla SIG
before reaching the application.

\
Branch\Campus |

Branch and Campus - Contractor

Depending on the organization's security policy, the contractor’s device may or may not be provisioned with all
the same applications as an employee. In this example, no applications are installed on the contractor’s device,

and it is considered untrusted.

Private Application (Private DC)

The contractor attempts to access an on-premises application configured to use Duo SSO authentication over
the WAN. The application checks to see if the user has an active SSO session with Duo. Because the contractor
does not, they are directed to Duo for verification.
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Duo SSO requests the user’s primary authentication credentials and checks these credentials against the on
premises Active Directory server. Duo does this through Duo Authentication Proxy, which has been setup and
configured to query Active directory. When Active Directory has validated the contractor’s primary credentials,
Duo sends a Duo Push to the user along with an option to use other MFA methods that have been approved for
the application. This second factor authentication must be validated before the user can proceed. In addition to
this, the device’s trust is checked. The contractor’s device is not managed in this example, but Duo is still able
to check certain variables. For example, is the device logging in from an acceptable location? Is the browser

used by the contractor up to date? The user approves the Duo Push request on their phone.
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Once the Duo Push is approved by the contractor and device’s trust has been verified, Duo redirects the user

back to the application which can now be accessed.

.

When the contractor passes the
second factor authentication, they

are redirected back to the private
application where access is granted
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If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to

remediate the issue.
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Private Application (Private laaS)

The contractor attempts to access a cloud workload by entering the URL of that workload. The workload has
been setup to use Duo SSO for authentication and redirects the contractor to Duo for verification.
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Duo Single Sign On requests the user’s primary authentication credentials and checks these credentials against
the on premises Active Directory server. To do this, Duo Authentication Proxy has been setup and configured to
query Active directory. When Active Directory has validated the contractor’s primary credentials, Duo does a
secondary authentication check using a method that is previously setup by the contractor during enroliment. In
this example, a Duo Push request is sent to the contractor’s phone, and they must approve the authentication
attempt before authentication is successful. In addition to this, the device’s trust is checked. For example, is the
device logging in from an acceptable location? Is the browser used by the contractor up to date?
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Once the secondary authentication is approved by the contractor and device’s trust has been verified, Duo will
redirect the user back to the cloud workload and the contractor will be allowed to access the workload.
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When the contractor passes the
second factor authentication, they

are redirected back to the private
application where access is granted

/

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to

remediate the issue.
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Public Application (SaaS)

The contractor attempts to access a SaaS application configured to use Duo SSO authentication by entering the
URL of that application. The application checks to see if the user has an active SSO session with Duo. Because
the contractor does not, they are directed to Duo for verification.
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application.

The contractor's DNS and web traffic

Is redirected through Umbrella SIG
belore reaching the application.

Untrusted  Contractar
Device

Duo SSO requests the user’s primary authentication credentials and checks these credentials against the on
premises Active Directory server. Duo does this through Duo Authentication Proxy, which has been setup and
configured to query Active directory. When Active Directory has validated the contractor’s primary credentials,
Duo sends a Duo Push to the user along with an option to use other MFA methods that have been approved for
the application. This second factor authentication must be validated before the user can proceed. In addition to
this, the device’s trust is checked. The contractor’s device is not managed in this example, but Duo is still able
to check certain variables. For example, is the device logging in from an acceptable location? Is the browser
used by the contractor up to date? The user approves the Duo Push request on their phone.
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Once the Duo Push is approved by the contractor and device’s trust has been verified, Duo redirects the user
back to the application which can now be accessed.
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When the contractor passes the
second factor authentication, they

are redirected back to the public
application where access is granted.
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If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to

remediate the issue.
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Device

Remote Employee

The Remote Employee’s device is provisioned in the same way as an on-prem employee. The Meraki Agent,
Meraki management profile, Duo Device Health, and Cisco Secure Client which will include the Cisco Secure
Endpoint module and Umbrella Roaming Security module are installed and configured on their device. The

remote employee has also successfully enrolled with Duo and setup their phone for MFA with the Duo mobile

app.

r

Acopss by Duo  Endpoint Umbreda Manager

Cisco Cloud Securtv’
Cisco Secure  Cisco Secure Cxzco Meraki Systems

Using Meraki Systems Manager, the
managed device is provisioned with
Cisco AnyConnect, the Umbrella

Roaming Security module, Cisco
Secure Endpoint, and Duo Device

Health, Trusted
Device

The private applications, public
applications, DNG, and FTD VPN
concentraor are configured to use
Duo for SAML authentication.

Remote
Employee

Private Application (Private DC Clientless)

The remote employee attempts to access an on-premises application configured to use Duo SSO

authentication by entering the external URL of that application as configured within the Duo Network Gateway.
A DNS CNAME record was previously created to redirect DNS queries for the application to DNG. The DNS
request is verified by Umbrella and web traffic is protected by Umbrella SIG via the Umbrella Roaming Security
module. DNG checks to see if the user has an active SSO session with Duo. Because the employee does not,

they are directed to Duo for verification.
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Duo SSO requests the user’s primary authentication credentials and checks these credentials against the on
premises Active Directory server. Duo does this through Duo Authentication Proxy, which has been setup and
configured to query Active directory. When Active Directory has validated the employee’s primary credentials,
Duo sends a Duo Push to the user along with an option to use other MFA methods that have been approved for
the application. This second factor authentication must be validated before the user can proceed. In addition to
this, the device’s trust is checked. For example, is the device logging in from an acceptable location? Is the
device managed by your company? Has Secure Endpoint detected any potential indications of compromise?
The user approves the Duo Push request on their phone.
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Once the Duo Push is approved by the employee and device’s trust has been verified, Duo redirects the user
back to DNG and the remote employee will be allowed to access the application through the reverse proxy
created by DNG. Because the application also uses Duo SSO for authentication in this example and the user
now has an active SSO session with Duo SSO (because they logged in successfully through DNG), the user will
be directed to Duo SSO again but not need to enter their credentials. If the application is not configured for
SAML SSO authentication with Duo SSO, the remote employee will have to repeat authentication. Duo quickly
redirects the user back to the application which can now be accessed providing a visually similar authentication
process as if they were on the corporate network.

When the remote employee passes
the second factor authentication,
they are redirected back to DNG.

DNG proxies the connection between

the user and the application. Because
the application also uses Duo S50
for SAML authentication, accoss Is
granted without the user needing to
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If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to

remediate the issue.
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Private Application (Private DC Remote Access)

The remote employee attempts to access an on-premises application configured to use Duo SSO
authentication by opening Cisco Secure Client and choosing to connect to the VPN concentrator within the
AnyConnect VPN module. Before the tunnel is negotiated, Umbrella verifies and responds to the DNS query
sent for the VPN concentrator via the Umbrella Roaming Security module.
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Cisco Cloud Security |
Cisco Secure  Cisco Secure Meraki Systems
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A remote employee located at home Remato Emploype
attempts to access a private
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The employee’s DNS request to the
server IS verified with Umbrella,

J

\.

The VPN concentrator could be an on-premises ASA or FTD, or a cloud-based service such as Cisco Secure
Connect Now. After receiving an answer to the DNS query, the AnyConnect VPN module begins establishing a
tunnel with the VPN concentrator. During the authentication step of establishment, the VPN concentrator directs
the user to Duo SSO.

Note: ASA 9.17 and FTD 7.1 add support for SAML authentication using an external browser when using
AnyConnect VPN module 4.10.04065 and later. This feature allows for SSO with other SAML enabled
applications when using the same browser.
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Remote Emplayes

AnyConnect establishes a tunnel vith
the FTD

On-preen DC

@

FMC

(2] Distrbution Core Sanch Diswibution FID Server
Swrch Sweitch

e

Do Auth Servar
Prouy WK“O"J
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Duo SSO requests the user’s primary authentication credentials and checks these credentials against the on
premises Active Directory server. Duo does this through Duo Authentication Proxy, which has been setup and
configured to query Active directory. When Active Directory has validated the employee’s primary credentials,
Duo sends a Duo Push to the user along with an option to use other MFA methods that have been approved for
the application. This second factor authentication must be validated before the user can proceed. In addition to
this, the device’s trust is checked. For example, is the device logging in from an acceptable location? Is the
device managed by your company? Has Secure Endpoint detected any potential indications of compromise?
The user approves the Duo Push request on their phone.

N
Ciscn Coud Ssarky

Q500 Senrs Cmoo Seoure Cxca NMesuki Systems
Access by Duo  Endpoint Umbrela g

The romote employee is redirected 10
Cisco Secure Access by Duo to
authenticate via SAML SSO

Duo tirst checks the employee’s
primary authentication credentials by
querying the Active Directory server
uding the Duo Authentication Proxy

I

. Re| Empicy,
Once the primary authentication e yee

credentials are verified, Duo checks

device trust and does a second factor

authenbication chock such as a Duo
Push to the employee's phone

Drstribution Core Swrch Distriouion FTD
Swtich Swetch Agpication
e L
(ks
Prwate
Cyber Duo Auth Server Agplication
S ’)

Once the Duo Push is approved by the employee and device’s trust has been verified, Duo redirects the user

back to the VPN concentrator and the tunnel is established. If the external browser feature is supported on the
VPN concentrator and the AnyConnect VPN module, and the application also uses Duo SSO for authentication,
the user will be directed to Duo SSO again but because the user has an active SSO session with Duo SSO, the
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user will not need to enter their credentials again. Duo quickly redirects the user back to the application where
access is granted.

When the remote employee passes
the second factor authentication,
they are redirected back to the FTD

AnyConnect and the FTD establish a

tunnel and the user can access the

application, Because the application
a0 uses Duo SSO for SAML
authentication, access may be

granted without the user needing o

authenticate again depending on the

FTD configuration,

Feamote Emplayee

Duo Auth
Proxy

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to
remediate the issue.

~

Remote Engioyee

If the user or device violates the Duo
policy, the user will be denied access
10 the application during
re-authentication or if they atlempt to
access another application protected
by Duo.

Duo Auth
Procy

(B

i

Private Application (Private laaS Clientless)

The remote employee attempts to access a cloud workload by entering the URL of that workload. The workload
has been setup to use Duo SSO for authentication and redirects the employee to Duo for verification.
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A remote employee located at home Chaoo Coud Sb:nmy\
attompts 10 aCCoss & private

Cisco Secure  Cisco Secure Clico  Meraki Systems
Duo  Endpoen Ul

application located within a private Accoss b o SecureX
cloud. A DNS CNAME record was

previous created 10 redirect DNS &
queries for the application to DNG.,

The employee‘s DNS and web traffic
5 redirected through Umbralia SIG
before reaching DNG -

Remose Employes

12 -

Duo Single Sign On requests the user’s primary authentication credentials and checks these credentials against
the on premises Active Directory server. To do this, Duo Authentication Proxy has been setup and configured to
query Active directory. When Active Directory has validated the employee’s primary credentials, Duo does a
secondary authentication check using a method that is previously setup by the employee during enrollment. In
this example, a Duo Push request is sent to the employee’s phone, and they must approve the authentication
attempt before authentication is successful. In addition to this, the device’s trust is checked. For example, is the

device logging in from an acceptable location? Is the device managed by your company? Has Secure Endpoint
detected any potential indications of compromise?

Cisco Cioud Seauriy |
Q500 Senrs Cmoo Seoure Cxco Mesnki Systems
Access by Duo  Endpoint Umbrela Manage

The romote omployee is redirected to
Cisco Secure Access by Duo to
authenticate via SAML SSO

SecureX

Duo tirst checks the employee’s
primary authentication credentials by
querying the Active Directory server

uging the Duo Authentication Proxy

I

Once the primary authentication fenote Fuployes
credentials are verified, Duo checks
device trust and does a second factor
authenbication chock such as a Duo

Push to the employee's phone

Oev-pree DC
AD SD WAN
ISE
Drstribution Core Swrch DIWM’::!\ FTD Apphcasion
Z"-] u=
Mg
Preate
Cyber Duo Auth Server Agplication
= <)

Once the secondary authentication is approved by the remote employee and device’s trust has been verified,

Duo will redirect the user back to the cloud workload and the remote employee will be allowed to access the
workload.
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When the remote employee passes

the second factor authentication, ‘
: Cisco Secwe Cisco Secure Cisco Meraki Systems
they are redirected back to DNG, Access by D Endpaint Umbrelia Manager SecureX

DNG proxies the connection between
the user and the application, Because
the application aiso uses Duo 5SSO0

Cisca Cload Security |

for SAML authentication, access is
granted without the user needing to
authenticate again. \

[ Cload Warkloags

Trusted  Remote
Device  Employee

Private DNG
L Applcabon Senver

\ /

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to
remediate the issue.

([ Cisico Cloud Security |
Cisco Secure Cisco Secure Cisco Mesaki Systems
r

If the user or device violates the Duo Access by Duo  Endpoint Umbreda M

policy, the user will be denied access
to the application during

SecureXx

ape

re-authentication or if they attempt to
access another application protected
by Duo.

[ Cloud Workloads

Trusted  Remote
Device  Employee

L Applhcation

\. .

Private Application (Private laaS Remote Access)

The remote employee attempts to access an application located in a private cloud that is configured to use Duo
SSO authentication by opening Cisco Secure Client and choosing to connect to the VPN concentrator in the
AnyConnect VPN module. Before the tunnel is negotiated, Umbrella verifies and responds to the DNS query
sent for the VPN concentrator via the Umbrella Roaming Security module.
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Cisco Cloud Secunty

Cisco Secure  Clsco Secwre Cisco Marakl Systems
Umbrella SecureX

Wé@é@

Remote Employes

A remote employee located at home
attempts 10 access a private h

application located within a private
cloud using a remote access
solution

Tusted  Remote
Devios EmploynJ

The employee’s DNS request to the
server is verified with Umbrella,

\

J

The VPN concentrator could be an on-premises ASA or FTD, or a cloud-based service such as Cisco Secure
Connect Now. After receiving an answer to the DNS query, the AnyConnect VPN module begins establishing a
tunnel with the VPN concentrator. During the authentication step of establishment, the VPN concentrator directs
the user to Duo SSO.

Note: ASA 9.17 and FTD 7.1 add support for SAML authentication using an external browser when using
AnyConnect VPN module 4.10.04065 and later. This feature allows for SSO with other SAML enabled
applications when using the same browser.

[ Cloud Warklonds femote Employee

°' AnyConnect establishes a tunned with
Privale the FTD.
Appication

Private Senve
Applcation )

\

Duo Single Sign On requests the user’s primary authentication credentials and checks these credentials against
the on premises Active Directory server. To do this, Duo Authentication Proxy has been setup and configured to
query Active directory. When Active Directory has validated the employee’s primary credentials, Duo does a
secondary authentication check using a method that is previously setup by the employee during enrollment. In
this example, a Duo Push request is sent to the employee’s phone, and they must approve the authentication
attempt before authentication is successful. In addition to this, the device’s trust is checked. For example, is the
device logging in from an acceptable location? Is the device managed by your company? Has Secure Endpoint
detected any potential indications of compromise?
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Cisco Cloud Secuv.‘,"

Q500 Seurs Cmco Seoure Cxco Mernki Systems
Access by Duo  Endpoint Umbsela e

The romote employee is redirected to
Cisco Secure Access by Duo to
authenticate via SAML SS0

*

Duo tirst checks the employee’s
primary authentication credentials by
querying the Active Directory server

uding the Duo Authentication Proxy

J\

: Remote Empicy
Once the primary authentication =

credentials are verified, Duo checks
device trust and does a second factor
authenbcation chock such as a Duo
Push to the employee's phone
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Proate
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Once the Duo Push is approved by the employee and device’s trust has been verified, Duo redirects the user
back to the VPN concentrator and the tunnel is established. If the external browser feature is supported on the
VPN concentrator and the AnyConnect VPN module, and the application also uses Duo SSO for authentication,
the user will be directed to Duo SSO again but because the user has an active SSO session with Duo SSO, the
user will not need to enter their credentials again. Duo quickly redirects the user back to the application where
access is granted.

Cloud Workdoads

( Remote Employoe

P

When the remote employee passes
the second factor authentication,
they are redirected back to the FTD,

AnyConnect and the FTD establish a
tunnel and the usar can access the
application, Because the application

also uses Duo 5SSO for SAML
authentication, access may be
granted without the user needing 10
authenticate agan dopending on the
FTD configuration.

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to
remediate the issue.
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(" Cloud Workloads

L Applicason

It the user or device violates the Duo
policy, the user will be denied access
to the application during
re-authentication or If they attempt to
access another application protected
by Duo.

Remote Employee

Public Application (SaaS)

The remote employee attempts to access a SaaS application configured to use Duo SSO by entering the URL of
that application. The application checks to see if the user has an active SSO session with Duo. Because the
employee does not, they are directed to Duo for verification.

-

~
Pulibc Applicanco (53a5)

oy
Iy Csco v

e
GOﬁice%S@
£\
workday

Secure C Securt
00 webex st slack |[Asesoyove Erdoort

Cmco

Umbreba

Cesco Cloun Securty

Meraki Systems
ner SecureX

& &

t

A remote employee located at home

attempts 1o access a public
apphcation

The employee's DNS and web traffic
is redirected through Umbraila SIG
before reaching the application

Internot

Remote Employee

Duo SSO requests the user’s primary authentication credentials and checks these credentials against the on
premises Active Directory server. Duo does this through Duo Authentication Proxy, which has been setup and
configured to query Active directory. When Active Directory has validated the employee’s primary credentials,
Duo sends a Duo Push to the user along with an option to use other MFA methods that have been approved for
the application. This second factor authentication must be validated before the user can proceed. In addition to
this, the device’s trust is checked. For example, is the device logging in from an acceptable location? Is the
device managed by your company? Has Secure Endpoint detected any potential indications of compromise?
The user approves the Duo Push request on their phone.
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Once the Duo Push is approved by the employee and device’s trust has been verified, Duo redirects the user

back to the application which can now be accessed.

7

Putile Appication (Saas) W Ciaco Coud Secunty
Cisco Sacure  Csce Secure Chlco Merak: Systems
W webex ;- AccessbyOuo Encpomi  Umbrela  Manager

A

workday

|

When the remote employee passes
the second factor authentication,

Securex

N
Trusted  Remale
Device  Employee

they are redirected back to the public
application where access is granted

\

/

If something happens which lowers user or device trust such as Cisco Secure Endpoint detecting an indication
of compromise, when the user attempts to re-authenticate to the application or authenticate to any other
applications secured by Duo, authentication will be denied and depending on the issue the user will be asked to

remediate the issue.
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If the user or device viokates the Duo
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4
Remote Employae

Trusied  Remote
Em|
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policy, the user will be denied access
to the application during
re-authentication or if they attempt to
access another application protected
by Duo,

Internet

The remote employee attempts to access a resource on the Internet. This may occur while they are using VPN
with split tunneling o using DNG to access a corporate application. The Cisco Umbrella Roaming Security
module forwards the user’s DNS and internet web traffic to Umbrella SIG to protect them from Internet based
threats. Secure Endpoint will continue to protect the device from malware threats.

-

Y Cisco Cloud Secunty
Cisco Secure  CiSco Secure Cisco Meraki Systems
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A remote employee located at home
attempts to access a public internet
website.

A\

Trusted  Remote
Devce  Employee
—————————————t?

The employee‘s DNS and web traffic
is redirected through Umbrella SIG
before reaching the application,

Zero Trust User and Device Security Deployment

SecureX Integration

SecureX provides cloud-based unified visibility and SSO capabilities with products in the Cisco security
portfolio and 3™ party products. In this design guide, the Cisco solutions listed in the Product Overview will be
integrated into SecureX. By doing this, we can use the data from these products to create Dashboards that
show high level statistics, utilize data from products within Threat Response to simplify incident analysis,
compile an inventory of assets within Device Insights, and much more. Capabilities of SecureX, such as threat
response and the dashboard ribbon can be explored further in the Cisco Breach Defense Design guide.

Duo

Step 1. In the Duo Admin Panel, navigate to Applications.
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Dashboard

Device Insight
Policies

Applications

Protect an Application

Step 2. Click Protect an Application.

Q E Solutions Architecture | 1D 2738-0359-38 Shannon Wellnglon v

Qazhbaoard > Applications

Applications Prokect an Appiication

Step 3. Search for SecureX Dashboard and click Protect next to Cisco SecureX Dashboard.

-éllis-ég' Cisco SecureX Dashboard 2FA Documentation Of Protect

Step 4. Copy the Integration key and Secret key.

Details

Integration key ‘ | Copy |

Secret key ‘ sessssnsnnnrenns [ Copy |
Don't write down your secret key or share it with anyone.

Step 5. Click Save.

Step 6. In the SecureX Dashboard, navigate to Integration Modules > Available Integration Modules.

. 'cll's' é lc; * SecureX Dashboard  Incidents  Integration Modules  Orchestration  Insights  Administration

Available Integration Modules My Integration Modules O\

Step 7. Find Duo from the available integrations then click Add.
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?_L Duo

Protect every user, device, and application with Duo's
user-friendly zero-trust access security.

4 Add Learn More

Step 8. Paste the Integration key into the Duo Integration Key field. Paste the Secret key into the Duo
Secret Key field.

Add New Duo Integration Module

Integration Module Name Quick Stan
Duo

Duo secures your workforce, taking access security beyond the corporate
Duwo Integration Key* network penmeter to protect your data at every authentication attempt, from
any device, anywhere. Using Duo, you can confirm user identities in a snap,
monitor the health of managed and unmanaged devices, set adaptive
security policies tallored for your business, secure remote access without a
device agent, and provide secure, user-friendly Single Sign-On quickly and

Duo Secret Key*

easily
Create Dashboard When configuring the Duo integrabon, you must firs? gather some
Create a dashboard of the tiles associated with this integration module, which Information from your Duo Admin Panel and then add the Duo integration
’ module in SecureX

can be shared by all members of your organization

Note: The SecureX integration requires Duo Access or Duo Beyond.

| Cancél Save
Step 9. Click Save.
Meraki System Manager
Step 1. In the Meraki Dashboard, navigate to Organization > Configure > Settings.
®. Organization Monitor Configure
Overview Settings '

Step 2. Scroll down to Dashboard API Access and click the checkbox next to Enable access to the
Cisco Meraki Dashboard API.

Dashboard APl access

API Access @ Enable access to the Cisco Meraki Dashboard API

After enabling the API here, go to your profile to generate an APl key. The API will return 404 for requests with a missing key
or 401 for requests with an incorrect API key.

Step 3. Click Save Changes.
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Step 4. In the upper right corner of the screen, click the user icon (or email in the older Ul) then click
My profile.

Q Search Dashboard 2 O

swelling@cisco.com
Customer 0348-6604 | X

New featuresﬁ,

My profile

Signout [»

Step 5. Scroll down to API Access and click Generate new API key.

APl access

APl keys

Generate new APl key

Step 6. Copy the API key, click the checkbox next to | have stored my new API key once you’ve done
so, then click Done.

New APl key
Your APl key is
I - 5 | (]

Copy and store your API key in a safe place

Dashboard does not store API keys in plaintext for security reasons, so this is the only time
you will be able to record it. If you lose or forget your APl key, you will have to revoke it and
generate a new one.

| have stored my new AP| key

Done

Step 7. In the Meraki Dashboard, navigate to Systems Manager > Configure > General.

Note: This requires that you’ve already created a Systems Manager network under Organization >
Configure > Create Network.

B Systems Manager Monitor Manage Configure

Overview Apps General v
Ll Incinht

Step 8.  Scroll down to SecureX and copy the Network ID.
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Cisco SecureX

Meraki Systems Manager can provide device insights to Cisco SecureX. This will allow unified SecureX monitoring of all enterprise platforms together such as
Umbrella, AMP, and many more. Add your Meraki AP| key and network ID to SecureX to enable this feature. Learn more

Network ID w_g2 I

Step 9. In the SecureX Dashboard, navigate to Integration Modules > Available Integration Modules.

1 'cl"s' ::lc;' SecureX Dashboard  Incidents  Integration Modules  Orchestration  Insights  Administration
Available Integration Modules My Integration Modules | O\

Step 10. Find Meraki Systems Manager from the available integrations then click Add.

M Meraki Systems Manager

Meraki Systems Manager (SM) is an Enterprise
Mobility Manager (EMM), also known as a Mobile
Device Manager (MDM) or a Unified Endpoint...

+ Add Learn More

Step 11. Paste the API Key copied in step 6 into the API Key field. Paste the Network ID coped in step
8 in the Network ID field.

Add New Meraki Systems Manager Integration Module

integration Module Nume QUiCk Slan
Meraki Systems Manager
Meraki Systems Manager is an Enterprise Mobility Manager (EMM), also
API Key* known as a Mobile Device Manager (MDM) or & Unified Endpoint Manager
Lo (UEM). When you integrate Meraki Systems Manager with Cisco SecureX, #t
ennches the endpoint details avallable in SecureX device insights and the
Network 1D (Example: N_123456789123456789)° endpoint dats available when you investigate incidents, When configuring
- Meraki Systems Manager integration, you must first obtain the AP| key from
R — your Meraki Systems Manager and then add the Meraki Systems Manages

Integration module In SecureX

1. Sign in to the Meraki Dashboard

2. Nawgate to Organization > Settings

| Cancel | Save

Step 12. Click Save.
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Secure Endpoint

Step 1. In the SecureX Dashboard, navigate to Integration Modules > Available Integration Modules.

1 Icll 'SI é lo' * SecureX Dashboard  Incidents  Integration Modules  Orchestration  Insights  Administration
Available Integration Modules My Integration Modules O\

Step 2. Find Secure Endpoint from the available integrations then click Enable.

Secure Endpoint
Formerly AMP for Endpoints

i

f"w

Secure Endpoint (formerly AMP for Endpoints) prevents
threats at the point of entry, by identifying and halting
advanced threats before they reach your endpoints.

~+ Enable £ Free Trial Learn More

Step 3. Login to your Secure Endpoint Cisco Security account to allow Secure Endpoint to integrate
with SecureX

Orbital

Step 1. In the SecureX Dashboard, navigate to Integration Modules > Available Integration Modules.

. (Itll 'SI ": lc; * SecureX Dashboard  Incidents  Integration Modules  Orchestration  Insights ~ Administration

Available Integration Modules My Integration Modules O\

Step 2. Find Orbital from the available integrations then click Add.

Orbital

Cisco Orbital is a service that uses Osquery to provide
you and your applications with detailed information
about your hosts.

-+ Add Learn More

Step 3. Review the default options, then click Save.
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Add New Orbital Integration Module

Intearation Module Name OUiCk Start
Orbital

Prerequisite: Secure Endpomnt Advantage license for North Amenca and
2 Integration with Device Insights European Umon

Creste Dashbosrd 1 In SecureX, complete the Add New Orbital Integration Module

form
Create a dashboard of the thes associated with this infegration module, which
can be shared by all members of your organization Integration Module Name - Leave the defaull name or enter
a name that is meaningful 1o you
Cancel | Integration with Device Insights - By default, the check box

1s checked and it enables the Onbtal integration with SecureX

Umbrella

Step 1. After logging in to the Umbrella Dashboard, copy the Organization ID within the URL. This is
the value from the Umbrella browser URL between o/ and /#]. This will be used for the Umbrella
Organization ID in SecureX.

Q https://dashboard.umbrella.co m,.-"n_."?,.-"c'-.fe rview

Step 2. In the Umbrella Dashboard, navigate to Investigate > API Keys.

0 Umbrella

Smart Search

Patten

AP| Keys

Step 3. Click Create New Token.

nve

e alfe T
Y 7 ot A
isco’ AP| Keys o

te

AP| Access Tokens R

Step 4. Provide an appropriate name for the APl Key then click Create.
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To create a new APl access token enter a title

Title | ZT User and Device Security :
CREATE CANCEL :

Step 5. Copy and save the Access Token value for later. This will be used for the Umbrella Investigate
API Token in SecureX.

ZT User and Device Security b

s
00/14/2022 0814 PM

sweling@cisco.com

Step 6. In the Umbrella Dashboard, navigate to Policies > Policy Components > Integrations.

Cisco Umbrella

Policies

Management

DNS Policies

Firewall Policy

Web Policy

Data Loss Prevention Policy

Policy Components

IPS Signature Lists

Destination Lists

Content Categories

Application Settings

Tenant Controls

Schedule Settings

Security Settings

Block Page Appearance

Integrations

Step7. Click Add.
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Policizs / Policy Companents (@)

alua]n .
© i Integrations P

Step 8. Provide an appropriate name then click Create.

Create a custom integration between Umbrella and other parts of your security stack (e.g. SIEM, threat intelligence platform (TIP), or
homegrown systems) using the Cisco Umbrella API to instantly operationalize your threat intelligence into visibility and enforcement. Learn

more | Instructions

SecureX ZT

Step 9. Click the newly created integration.

Step 10. Click the checkbox next to Enable, copy and save the URL, then click Save. The URL will be
used for the Umbrella Enforcement Custom Umbrella Integration URL in SecureX.

Name Status

o SecureX ZT Disabled ()

Create a custom integration between Umbrella and other parts of your security stack (e.g. SIEM, threat intelligence platform (TIP), or
homegrown systems) using the Cisco Umbrella API to instantly operationalize your threat intelligence into visibility and enforcement. Learn

more

SecureX ZT

Enable

Create an integration for a custom threat intelligence feed using the Cisco Umbrella APl and the URL below. Instructions

https://s-platform.api.opendns.com/1.8/events?customerkey=| G

SEE DOMAINS

Step 11. In the Umbrella Dashboard, navigate to Admin > APl Keys.
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Dorting

Admin

Acco

Uzer Roles

Log Management

Authentication

Bypass Users

Bypass Codes

APl Keys

Step 12. Click Legacy Keys.

i) A W rem o
e asco AF| Keys o

AP| Keys Static Keys Legacy Keys

0 3 4

Step 13. Click Umbrella Reporting, then click Generate Token.

Keys Created:
Umbrella Reporting _eys reate

Enables APl access to query for Security Events and traffic to specific Destinations

@ Generate Token

Step 14. Copy and save the Key and Secret values. These will be used for the Umbrella Reporting API
Key and API Secret in SecureX.
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Keys Created:

Umbrella Reporting “eys Lreate N
For security reasons, your secret will only be displayed once. For future reference, copy this secret and keep itin a X
safe place.

The API key and secret here are used 1o perform APl requests against your Umbrella organization.

Check out the documentation for step by step instructions.

Key Secret Created
I N Scpiember
DELETE
2] @] 14, 2022
Step 15. Click Umbrella Management, then click Generate Token.

Umbrella Management Keys Created: ~

Manage organizations, networks, roaming clients and more using the Umbrella Management API

@ Generate Token

Step 16. Copy and save the Key and Secret values. These will be used for the Umbrella Management
APl Key and API Secret in SecureX.
Keys Created:
Umbrella Management \eys Lreate N

For security reasons, your secret will only be displayed once. For future reference, copy this secret and keep itin a Pl
safe place.

The APl Key and secret pair enable you to manage the deployment for your different organizations. This includes the management of
networks, roaming clients and other core-identity types.

Check out the documentation for step by step instructions.

Key Secret Created

I N September
@ 2 14, 2022

DELETE

Step 17. Click Umbrella Network Devices, then click Generate Token.
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Keys Created:
Umbrella Network Devices eys LCreate

~ S

Integrate Umbrella-enabled hardware with your organization's networks. This also enables you to create, update, list, and delete
identities in Umbrella.

@ Generate Token

Step 18. Copy and save the Key and Secret values. These will be used for the Umbrella Network
Devices & Policies APl Key and API Secret in SecureX.

) Keys Created:
Umbrella Network Devices .

For security reasons, your secret will only be displayed once. For future reference, copy this secret and keep itin a X
safe place.

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management,

reporting and more. If you are using an Umbrella-integrated hardware device that uses basic authentication, this allows management
of Umbrella from the device and vice versa.

Check out the documentation for step by step instructions.

Key Secret Createc
I N Scptember
] ] 14, 2022 DELETE
Step 19. In the SecureX Dashboard, navigate to Integration Modules > Available Integration Modules.
ol l Il l L
cISCco SecureX Dashboard

Incidents Integration Modules Orchestration Insights Administration

Available Integration Modules My Integration Modules

Step 20. Find Umbrella from the available integrations then click Add.
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L’_O Umbrella

Umbrella is Cisco's cloud security product, enforcing
security via DNS and selective proxy. Threat
Response supports multiple Umbrella functions,...

+ Add s Free Trial Learn More

Step 21. In the Organization ID field, paste the value obtained in step 1.

Step 22. In the Investigate API Token field, paste the value obtained in step 5

Step 23. In the Enforcement Custom Umbrella Integration URL field, paste the value obtained in step
10.

Step 24. In the Reporting APl Key and API Secret fields, paste the Key and Secret values obtained in
step 14, respectively.

Step 25. In the Management API Key and API Secret fields, paste the Key and Secret values obtained
in step 16, respectively.

Step 26. In the Network Devices & Policies APl Key and API Secret fields, paste the Key and Secret
values obtained in step 18, respectively.

Step 27. Click Save.
Secure Endpoint and Orbital Setup

Cisco Secure Endpoint (Formally AMP for Endpoints) is a cloud-managed endpoint security solution that
prevents cyber attacks and rapidly detects, contains, and remediates malicious files on endpoints. Cisco Secure
Endpoint contains a comprehensive database of every file that has ever been seen and maintains a
corresponding good or bad disposition. As a result, known malware is quickly and easily quarantined at the
point of entry without any processor-intensive scanning.

Creating Policies

Policies determine how Secure Endpoint behaves on the device. For example, how Secure Endpoint responds
to suspicious files, specific exclusions, or how often it checks for updates.

Step 1. In the Secure Endpoint console, navigate to Management > Policies.

Secure Endpoint
Premier

Dashboard Analysisv Outbreak Control~ Management~ Accounts®

Quick Start
Dashboard
Computers
Dashboard Inbox Overview Events Groups
‘ Refresh All H O Auto-Refresh ‘ v \ :
Exclusions

Step 2.  Click New Policy.
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Policies

(@ View All Changes | + New Palicy v

Step 3. Select Windows from the dropdown.

~+ New Policy

M Windows
@ Mac

A Linux

# Android
g ios

P Network

Step 4. Add a Name and select Conviction Modes for the policy. You can also use Cisco

recommended settings on the right by clicking Apply Workstation Settings or Apply Server
Settings.
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< New Policy

=8 Windows

Name | ZT Windows

Description

Modes and Engines

Conviction Modes

These settings control how Secure Endpoint responds to suspicious
files and network activity.

Exclusions
1 exclusion set

Files
Proxy
Remove and report malicious files.

Outbreak Control Network

Product Updates

Audit ‘ Disabled

Block and report malicious network connections.
Advanced Settings

Malicious Activity Protection

Quarantine Black ‘ Audit ‘ Disabled ]

Systemn Process Protection

Protect Audit ‘ Disabled l

Block possible malicious tampering of critical operating system processes
and report the activity.

Script Protection

Quarantine Audit ‘ Disabled l

Stop, remove, and report malicious scripts when they execute.

Exploit Prevention @
Audit ‘ Disabled l

Detect binary code injection attacks against some processes, end the
process, and report it.

Exploit Prevention - Script Control €

Audit Disabled

Report when an application loads certain DLLs, but take no other action.

Behavioral Protection

Protect Audit ‘ Disabled l

Detect malicious activity, take remedial actions as needed, and report it.
[ Enable Event Tracing for Windows €
Detection Engines

@ TETRA @

End ransomware-like processes, remove their executable, and report them.

Recommended Settings

Workstation

« Files: Quarantine

+ Network: Block

+ Malicious Activity Protection: Quarantine
+ System Process Protection: Protect

« Script Protection: Quarantine

« Exploit Prevention: Block

+ Exploit Prevention - Script Control: Audit

+ Behavioral Protection: Protect

[ Apply Workstation Settings

Server

« Files: Quarantine

= Network: Disabled

+ Malicious Activity Protection: Disabled

+ System Process Protection: Disabled

+ Script Protection: Quaranting

+ Exploit Prevention: Audit

« Exploit Prevention - Script Control: Audit
+ Behavioral Protection: Protect

Apply Server Settings

Step 5. Orbital is enabled by default however you can verify it will be installed by going to Advanced

Settings > Orbital then ensure Enable Orbital is checked.
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Modes and Engines N

Orbital

Enable Orbital ©

Exclusions
1 exclusion set Update Schedule NHGILELTSE With Connector
Proxy Orbital will update automatically when a new version is available
Outbreak Control
Product Updates

Advanced Settings
Adminisirative Features
Client User Interface
File and Process Scan

Cache

Endpoint Isolation

Orbital

Step 6. Click Save.

Step 7. Confirm the action for engines set to audit. Click Continue.

Confirm Action

The following engines are set to audit mode:

« Exploit Prevention - Script Control

Audit mode reports on malicious activity but does not take any other actions to protect the
endpoint.

Creating Groups

Once a policy is created, it must be applied to a Group before it can be assigned to a computer.

Step 1. In the Secure Endpoint console, navigate to Management > Groups.

Secure Endpoint
Premier

Dashboard Analysis~ Outbreak Control~ Management~  Accounts v

Quick Start

Dashboard
Computers

Dashboard Inbox Overview Events

Policies

| Refresh All H O Auto-Refresh | v ‘ S

Step 2. Click Create Group.
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asco SECURE

E’ Secure Endpoint o £ ¥ e 2

Premier
Dashboard Analysis~ Outbreak Control~ Management~  Accounts -~ Search Q
Groups (©) View All Changes

E= £

Step 3. Give the group a relevant name and select the policy that will be used for each operating
system. In this design guide, the ZT Windows policy created in the previous steps will be used.

< New Group
Name | ZT Network. |
Description
Parent Group l vl
Windows Policy l ZT Windows vl

Android Policy l Default Policy (Default FireAMP Android)

Mac Policy l ZT Mac w

|
l

Network Policy [ Default Policy (Default Network) v]

Linux Policy l Default Policy (Audit Policy for FireAMP Lir

i0S Policy l Defautt Policy (Audit) v]

Step 4. Click Save.
Umbrella Setup

Cisco Umbrella brings multiple capabilities to clients on and off trusted networks. For details on setting up
Umbrella DNS security, web security, Cloud Access Security Broker, Data Loss Prevention, and Remote
Browser Isolation for roaming clients, refer to the Cisco Umbrella Security Policy section of the Cisco Secure
Access Service Edge (SASE) with Meraki SD-WAN Design Guide.

In addition to these configurations, the following settings are used to enable Umbrella SIG for roaming users
and to prevent Umbrella Roaming computer settings from taking priority over Network Umbrella settings when
the user is on the corporate network.

Step 1. In the Umbrella Dashboard, navigate to Deployments > Core Identities > Roaming
Computers.
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Cisco Umbrella

Core Identities

Networks

Network Devices

Roaming Computers

Step 2. Click Settings in the top right.

Deployments ( Core |dentities /I‘\
e alraln ] *)
Cisco Roamlng Compute rS o Roaming Client Settings

Step 3. Click the Cisco Secure Client Roaming Client tab.

Deployments [ Core |dentities

afraln
© i Global Settings

General Settings Umbrella Roaming Client Clsco Secure Roaming Cllent

Step 4. Under Traffic Forwarding on Umbrella Protected Networks, depending on the security
policy for your Umbrella protected network, Enable DNS Redirection for DNS Tunnels, SWG Tunnels,
or both.

Traffic Forwarding on Umbrella Protected Networks

Disables DNS and Web traffic forwarding if an Umbrella protected network is detected. Disables web
forwarding when using Cisco Secure Client 4.10 MR5 and earlier. For full details, piease see
documentation here

@) DNS Redirection
DNS Tunnel Redirection
SWG Tunnel Redirection

Step 5. Under Secure Web Gateway, ensure SWG is enabled.

Secure Web Gateway

Enables the Secure Web Gateway module to provide full web proxy protection for internet traffic. For full
details, please see documentation here.

.": )| Secure Web Gateway Currently Enabled

Bypass Meraki HTTPS Inspection

When enabling HTTPS Inspection within your Web Policy, it is important to exclude traffic to the domain
meraki.com from inspection. Inspecting this traffic can cause issues enrolling (if the device is already protected
by Umbrella) or pushing applications.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 60 of 165



Step 1. In the Umbrella Dashboard, navigate to Policies > Policy Components > Selective
Decryption Lists.

co Umbrella

Management

DNS Policies

Firewall Policy

Web Palicy

Data Loss Prevention Policy

Policy Components

IPS Signature

Destination Lists

Content Categories

Application Settings

Tenant Controls

Schedule Settings

nty Settings

Block Page Appearance

Integrations

Selective Decryption Lists

Step 2.  Click Add.

Cisco

Step 3. Give a meaningful List Name to the decryption list.

Step 4. Next to Domains, click Add.
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New Selective Decryption List
List Name
l Zeto Trust
0 Categones Selected ADD 0 Applications Selected ADD 0 Domams
-~ -~ ~
v b v
< > < b < >
CANCEL SAVE

Step 5. Enter meraki.com in the textbox then click Add.

0 Domains ADD

Ll

Domalns

l meraki.com l

< >

Step 6. Click Save.
Microsoft 365 Compatibility

HTTPS inspection can also have a negative impact on Microsoft 365 traffic as there are several known
compatibility issues with it and web proxies. Because Microsoft 365 is used in this guide, the Microsoft 365
Compatibility setting is enabled within umbrella Web Policy Global Settings. To access these settings, navigate
to Policies > Management > Web Policy and click Global Settings. For more information, see Microsoft 365

Compatibility.
CSC Preliminary Setup

Before provisioning devices with Cisco Secure Client along with your chosen modules, policies and profiles are
setup for each module. In this section, we will setup the Cloud Management profile, Umbrella Roaming client
policies, Secure Endpoint policies and groups, briefly cover creating or uploading profiles for other modules
used within the Cisco Zero Trust: Network and Cloud Security Design Guide such as the Network Access
Manager module, then assign these profiles to a CSC Deployment.
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Cloud Management Module

The Cloud management module offers the ability to deploy, update, and manage Cisco Secure Client from the
Cloud. This provides customers another deployment option to use along with preexisting deployment options
(Pre-deploy, Web Deploy with Secure Firewall and ISE). Cloud Management allows for different deployment
installers that contain the modules and associated profiles that best fit the groups of users. The software will
access the cloud transparently based on an administrative configuration in the Cloud Management profile. The
user is no longer required to be on-premises either physically or via VPN to be updated.

Step 1. In the SecureX Dashboard, navigate to Insights.

.'CIIIS: élc;' SecureX Dashboard  Incidents  Integration Modules  QOrchestration  Insights  Administration

Step 2. In the column to the left, click Secure Client.

—l— Device Insights

& Inventory Overview
€ Sources

@ Secure Client

Step 3. Click the Enable button. After click Enable, you may need to refresh the page to see the new
options in the column.

) Secure Client

Cisco Secure Chent is a unified secunty agent dnving operstional efficiency across multiple disparate secunty solutions. By deploying one agent, Cisco has made 1t easy
for Security, Network, and IT teams 1o consume Vanous endpoint secunty functions

Click Enable on this page to enable the coud management capabilites

Note: Make sure you enable both Secure Chent und Device Insights to complete the setup process,

Step 4. Navigate to Secure Client > Profiles > Cloud Management

-\~ Device Insights

& Inventory Overview

@) Sources
@ Secure Client

¢ Deployment Management
Audit Logs

Profiles

Cloud Management
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Step 5. Click Create New.

Cloud Management Profiles + Upload - Create New

Step 6. Modify the name of the Cloud Management Profile to something appropriate by clicking the
Edit Name button. Modify the default configuration as needed. When done, click Save.

ZT_Management » Edit Name w Delete l Cancell l SaveAsl

Identity Service Settings

C) Enable Debug Logging

Package Manager Service Settings

Logging Level

| Error v |

Check-in Interval

| 8 Hours v |

() Notify User When Reboot Is Required

Cloud Management Service Settings

Logging Level

Error w

Product Update Window

C) Enable Product Update Window

If not enabled, product updates can happen at any time. If enabled, product updates will only occur within the specified
update window.

Umbrella Roaming Security Module

The Orginfo.json file contains specific information about your Cisco Umbrella service subscription that lets the
Umbrella Security Roaming module know where to report and which policies to enforce. It will be uploaded to
the SecureX so that it can be easily deployed with the Secure Client Cloud Management module. Although
Cloud Management doesn’t support deploying the Umbrella Root certificate, it can be deployed via Meraki
MDM.

Step 1. Navigate to Deployments > Core Identities > Roaming Computers.
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Cisco Umbrella

Core Identities

Networks

Network Devices

Roaming Computers

Step 2. Click Roaming Client.

ahfu 5 i3
asco Roamina Computers e

Step 3. Under Cisco Secure Client Umbrella Roaming Security Module, click Download Module
Profile to obtain the Orginfo.json file.

X
Download Roaming Client
The roaming client protects laptops and deskiops, on and off the network. Before
installing the roaming client, read through the documentation and prerequisites.
For your internal domains to resolve, you must add them to the internal domains
list. It's important to add them before you deploy!

Clsco Umbrella Roaming Cllent
n Download Windows Client
n Download macQOSs Client
Clsco Secure Cllent Umbrella Roaming Securlty Moduls
Cisco Secure Client can be configured 1o enable an Umbrella Roaming Security
module which provides similar functionality to the roaming client. There are many
deployment options, and each requires the customized profile downloaded below.
For full documentation, read here.

Download Module Profile

The Umbrella module requires Cisco Secure Client for Windows or macOS.

Cizco recommends the latest releaze.
The Cisco Secure Client download can be found here {requires contract).

Step 4. In SecureX, navigate to Insights.
et . . . . .. .
.CIIS:CICII SecureX Dashboard  Incidents  Integration Modules ~ Orchestration  Insights  Administration

Step 5. Go to Secure Client > Profiles > Umbrella.
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-\~ Device Insights

& Inventory Overview

) Sources

@ Secure Client
W Deployment Management

Audit Logs

Profiles

Cloud Management

Customer Experience Feedback

ISE Posture

Local Policy

Network Access Manager

Network Visibility Module

Umbrella

Step 6. Click Upload.

Umbrella Profiles | # Uplead |

Step 7. Provide a Name for the Umbrella Configuration, upload the Orginfo downloaded from step 3,
then click Upload.

Upload New Umbrella Configuration X
Name
| ZT Orglnfo

Import Umbrella Configuration
Any profile can be edited or deleted at any time.

QOrginfo.json
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Cisco Secure Endpoint Module

After creating a Group within the Secure Endpoint console with the policies for each operating system and
integrating Secure Endpoint with SecureX, no additional steps are needed other than creating the Deployment
Configuration which will be covered later within this guide. Creating the Policies and Group can be found within
the Secure Endpoint Setup section and integrating Secure Endpoint with SecureX can be found in the SecureX
Integration section of this guide.

AnyConnect VPN Module

Cloud Management provides another method to deploy the AnyConnect VPN module and VPN profile outside
predeployment and web deployment. Configuration such as deploying signing certificates (for trusting internally
signed VPN concentrator certificates) can be done through an MDM like Meraki MDM. VPN concentrator setup
is out of scope for this design guide. For information on setting up Secure Firewall (FTD) as a VPN concentrator,
refer to the Secure Remote Worker for On-Prem Design Guide.

Step 1. Go to Secure Client > Profiles > VPN

-J.\- Device Insights
€ Inventory Overview

€@ Sources

@ Secure Client

Deployment Management

Audit Logs

Profiles

Cloud Management

Customer Experience Feedback
ISE Posture

Local Policy

Network Access Manager

Network Visibility Module

Umbrella

VPN
Step 2. If you are uploading a VPN profile from another source, click Upload.
VPN Profiles A DIONCES T oS A

Provide a Name for the VPN Configuration, upload the VPN profile, then click Upload.
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Upload New VPN Configuration X

Import VPN Configuration
Any profile can be edited or deleted at any time.

Otherwise, click Create New.

Step 3. Click Edit Name to provide a name for the VPN profile. There are multiple options that can be
chosen here. For more information on the available options, click here. At minimum, the Server List
should be edited to add the FQDN or IP Address of the VPN concentrator. Click the Server List tab

then click Add.

ZTVPN s editName | concel | B

Preferences | Preferences 2 Backup Servers  Certificate Pinning Certificate Matching  Certificate Envollment  Server List

Host Narme Host Address User Group

¥ k1 fegtly recommended af lnast one senw De dedned i 2 prodie + Add

Backup Server List Actans

Step 4. In the Server List Entry window under the Server tab, add a unique Host Name recognizable
by users and the FQDN or IP Address of the VPN concentrator. You can add a User Group if used on
the VPN concentrator as well as modify the Primary Protocol to SSL or IPsec. Click Save when done.
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Server List Entry X

Server Load Balancing Servers SCEP Mobile Certificate Pinning

Primary Server Connection Information
Host Name Primary Protocol
| ZT VPN | ssL v

FQDN or IP Address
| vpn.ciscozerotrust.com |

User Group

Backup Servers

Backup Server List

=+

Step 5. Click Save again when done with any other profile changes.

ZT VPN # Edit Name w Delete l Cancel ] l Save As ]

Preferences 1 Preferences 2 Backup Servers Certificate Pinning Certificate Matching Certificate Enrollment Server List

Host Name Host Address User Group Backup Server List Actions
ZT VPN vpn.ciscozerotrust.com Edit Remove
It is highly recommended at least one server be defined in a profile. + Add

Network Access Manager Module

NAM profiles can be deployed using Cloud management, however at the time of writing this guide Cloud
management does not support creating the profile within SecureX. Profile creation will require using a method
such as the Profile Editor. For more information on this, review Appendix A.

Network configuration for 802.1x user and machine authentication is out of scope for this guide. Information on
setting this up is included in the Cisco Zero Trust: Network and Cloud Security Design Guide.
Step 1.  Go to Secure Client > Profiles > Network Access Manager.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 69 of 165


https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-network-cloud-dg.html

—|~ Device Insights

Inventory Overview

Sources

Secure Client @
Deployment Management

Audit Logs

Profiles

Cloud Management

Customer Experience Feedback
ISE Posture

Local Policy

Network Access Manager

Step 2. Click Upload.
Network Access Manager Profiles | # upload

Upload New Network Access Manager
Configuration

X

Name

ZT NAM

...........................................

Import Network Access Manager
Configuration

Any profile can be edited or deieted at any time., '

‘ configuration.xmi !

___________________________________________

(oo |
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ISE Posture Module

Using Cloud Management, the ISE Posture module and ISE Posture profile can be installed before a user
connects to ISE. Although Cloud Management doesn’t support deploying the ISE Compliance Module or the CA
(Certificate Authority) certificate that signed the ISE server’s identity certificate, these can both be deployed via
Meraki MDM. Installing these on the user’s device before the device initially connects to ISE can prevent the
user from needing to go through installing the ISE Network Setup Assistant (NSA) during the Client Provisioning
Portal and seeing untrusted server errors.

ISE configuration for ISE Posture is out of scope for this design guide. Information on setting up the ISE
configuration for ISE posture will be included in a future version of the Cisco Zero Trust: Network and Cloud

Security Design Guide.
Step 1. Go to Secure Client > Profiles > ISE Posture.

—l~ Device Insights

Inventory Overview
Sources

Secure Client
Deployment Management
Audit Logs

Profiles

Cloud Management

Customer Experience Feedback

ISE Posture
Step 2. If you are uploading an ISE Posture profile from another source, click Upload.
ISE Posture Profles ¥ Upload  + Create New

Provide a Name for the ISE Posture Configuration, upload the ISE Posture profile, then click Upload.
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Upload New ISE Posture Configuration X

Name
| ZT ISE Posture

Import ISE Posture Configuration
Any profile can be edited or deleted at any time.

ISEPostureCFG.xml

Otherwise, click Create New.

Step 3. Click Edit Name to provide a name for the ISE Posture profile.

ZT ISE Posture  , eqat same ® Delete | Cancal I | Sove As | , + Download ’

There are multiple options that can be chosen here. For more information on the available options, click here. At
the time of writing this design guide, SecureX only offers a scaled down version of ISE Posture profile. If you
require more options, consider pre-deploying the ISE profile separately using an MDM. This is covered in
Appendix A and B of this design guide. At minimum, the Server name rules will need to be entered. You can
also add the Discovery host. When done, navigate to the top and click Save.

Posture Protocol

Discovery host

| ise ciscozerotrust.com |

IPv4/IPv6 address or FQDN. IPv6 address should be without square brackets.

Server name rules

* ciscozerotrust.com |

A list of wildcarded, comma-separated names that defines the servers that the agent can connect to. Example: *.cisco.com.

Call Home List

List of comma-separated IPv4/IPvE addresses or FQDNs, with or without port. Example: IPAddress/FQDN:Port.

Back-off timer limit (sec)
130 |
Valid range 10s-600s.

Network Visibility Module

NVM profiles can be created and deployed using Cloud management. You can also upload an NVM profile
created externally, such as via the Profile Editor. For more information on this, review Appendix A.

Telemetry collection configuration such as setting up a collector to process NVM telemetry data is out of scope
for this guide. For more information on this, click here.
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Step 1. Go to Secure Client > Profiles > Network Access Manager.

—l— Device Insights
Inventory Overview

Sources

¢
0
@ Secure Client @
L

Deployment Management

Audit Logs

Profiles

Cloud Management

Customer Experience Feedback
ISE Posture

Local Policy

Network Access Manager

Network Visibility Module
Step 2. If you are uploading an NVM profile from another source, click Upload.
Network Visibility Module Profiles M Sy Comm Ry

Provide a Name for the Network Visibility Module Configuration, upload the profile, then click Upload.

Upload New Network Visibility Module

Configuration X

Import Network Visibility Module
Configuration

s Any profile can be edited or deleted at any time.

. NVM_ServiceProfile xmi

(s | (NN
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Otherwise click Create New.

Step 3. Click Edit Name to provide a name for the NVM profile.

ZT NVM Profile  » Edit Name # Delete [ Cancel | [ Savess |

Step 4. There are multiple options that can be chosen here. For more information on the available
options, click here. Under Collector Configuration, provide the IP Address/FQDN and Port of the
collector. Depending on if DTLS is supported by the collector, disable or enable the Secure
checkbox.

Collector Configuration

IP Address/FODN
nvm.ciscozerotrust.com

Enter an [PWI/IPVES address of FQON

Port
2055

<

Entast port number

(M Secure

WPFIX over DTLS

Step 5. Scroll down to Data Collection Policy and expand the dropdown. Click Add. NVM will not
collect data without a policy being created first.

Collection Mode
All Networks v

Data Collection Policy v

Data Collection Policy

Policy Name Network Type Actions

Step 6. Create a Name for the Data Collection Policy. Select the Network Types the policy should
apply to. Under the Include/Exclude section, specify whether to Include or Exclude certain fields and
specify the Fields. Click Save.
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Data Collection Policy b4

Name

ZT_Policy

Network Type
VPN Trusted Untrusted

Flow Filter Rule

Filter Name Filter Type Actions

Include/Exclude

Tvpc
Include v

Fields

Select All

Step 7. In the Trusted Network Detection section (TND), click Add. NVM uses Trusted Network
Detection to determine if the device is on a trusted network or not. On a trusted network, NVM can
immediately send telemetry to the collector. On an untrusted network, NVM can cache the data to
send it later when on a trusted network.

Note: Alternatively, the Trusted Network Detection configuration can be set up under the VPN profile. If
NVM is being deployed with the AnyConnect VPN module, rather than standalone, it may be preferred to
configure TND settings here for more options.

Trusted Network Detection

List of Trusted Servers

Trusted Server Port Certificate Hash Actions

Step 8. Enter the IP address or FQDN of the trusted server, along with the port if it uses something
other than 443. Add the SHA-256 hash in the Certificate Hash section. The SHA-256 Hash can be
obtained through a browser while accessing the server, typically by clicking the lock next to the URL
then clicking to find more information on the secure connection. Alternatively, if you have the trusted
server certificate you can use the following openssl command to obtain the hash from a PEM (Privacy
Enhanced Mail) format certificate: openssl x509 -noout -fingerprint -sha256 -inform pem -in
[certificate]. In either case, make sure to remove the colons before adding it to the Certificate Hash
field. Click Save when done.
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Trusted Network Detection X
Trusted Server @ hittps://<server> Port
| server.ciscozerotrust.com | | 443 > |

Certificate Hash (SHA-256)
| C35316968B5E7CA0116EBCF1 QSBB?FQCSABM{)DEDOSFSTAC?EEBSF34E??|

Save

Step 9. Navigate back to the top and click Save.

Deployment Setup

After all necessary profiles are configured, you can create a Deployment configuration that determines which
modules and profiles will be installed on the devices. You can create multiple Deployments for different groups
of users.

Step 1. Go to Secure Client > Deployment Management.

-\~ Device Insights
& Inventory Overview

€ Sources

@ Secure Client

W Deployment Management

Step 2. Click Create New.

Deployment Management + Create New

Step 3. Click Edit Name to provide a name for the Deployment.

ZT Deployment  , Edit Name

Step 4. In the top left box, choose the Cloud Management module version or leave it as default. In the
other section, choose the Cloud Management profile created earlier.

\ 1.0.1.400 “ |

@ Cloud Management ‘ ZT Management ~

Step 5. In the top right box, choose the Secure Endpoint version. Choose an Instance for Secure
Endpoint. You will not see a Secure Endpoint instance if you have not integrated Secure Endpoint with
SecureX as done previously in this design guide.
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\ 8.0.1.21164 v |

Secure Endpoint | Choose an Instance

[ Choose a Group ]

Click Choose a Group.

| 8.0.1.21164 v |

Secure Endpoint - sbg-solutions-
architecture

Secure
Endpoint

[ Choose a Group ]

Search for and select the Secure Endpoint group that has the policies you want to use for devices this will be
installed on. In this design guide, the ZT Network group created earlier will be used. Click Save.

Choose a Group

Q zr x |

Showing 1 of 1 groups

ZT Network ~

Cancel Save

Once a group is chosen, it will be shown beside Group. To change the group, click Replace Bootstrap Profile.

180121164 v |
- E Group: ZT Network
t
- l Replace Bootstrap Profile
Step 6. In the lower box, choose the version that will be used for the remaining Secure Client

modules. Versions with Latest and Recommended beside them will change and can trigger updates
on user devices when they do. Once a version has been chosen, you can enable Secure Client
modules and apply profiles for modules that use profiles. If a profile isn’t added, the profile will not be
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deployed when the module is installed and will need to be deployed through some other method
before the module can be used.

\ 5.0.529.0 v |

AnyConnect
VPN

Choose (M (@) Start Before Logon (@ Umbrella | Solutions Arch Orginfo v

Profiles

a Diagnostics and Reporting Tool () @ ISE Posture | ZT ISE Posture v ‘

() @ Secure Firewall Posture () Network Access Manager 1 ZT NAM v \

«) Network Visibility Module | ZT NVM v

At the time of writing this design guide, the AnyConnect VPN module cannot be disabled and will be installed
with or without a profile. If you want the VPN Ul to be disabled, leave the VPN profile dropdown empty and
deploy a VPNDisable_ServiceProfile.xml vpn profile to the clients outside of Cloud Management. This is covered
in the next section of this design guide.

Step 7. When done, click Save.

ZT Deployment  , EditName g Delete [ % Fullinstaller | [+ Network Installer

Provisioning

For managed company devices, applications are installed to verify device trust and protect the device and user
from threats. These applications are Duo Device Health and Cisco Secure Client with the Cisco Secure Endpoint
module and the Umbrella Roaming Security Module. While these applications can be installed locally, this is not
a scalable solution. Meraki MDM allows administrators to manage devices on and off the corporate network.

In this section, we will first create an Enterprise mobility management (EMM) network, enroll Windows devices
with both the Meraki agent and Meraki profile, then create custom apps that will be pushed to enrolled devices.

Getting Started

Before devices can be enrolled or applications pushed, you must first create an EMM network in Meraki. You
can enroll all devices into a single network or use multiple networks to organize your devices more granularly.

Step 1. In the Meraki Dashboard, navigate to Organization > Configure > Create Network.
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®_  Organization Monitor Gonfigure
Overview Settings
Summary  New Configuration sync
Change log MDM
Login attempts Administrators
Security center Camera roles
Location analytics License info
Configuration templates Create network e
Step 2. In the Network name field, enter a name that defines the purpose of the network.
MNetwork name
Zero Trust Network
Step 3. In the Network type drop down, select EMM (Systems manager).
Network type EMM (Systems manager) ~ @

Step 4. Ensure you have enough licenses for your new network then click Create network.

Device Enroliment

To enroll a device, you can install a Meraki agent or a Meraki management profile. Either one can be used for
enrollment, but since each enables a different subset of features, both should be utilized, when possible, to
access all available MDM features. For more information on the differences between both methods, see
Systems Manager Agent and MDM Profile Enroliment. In this design guide, both enroliment methods will be
used to deploy the custom apps and certificates.

Meraki Agent Enroliment
The Meraki Agent can be installed on Windows devices in a few different ways:

« Command Line - Command line can be used to support use cases where scripting for mass deployment
and/or custom installations are required. See Windows Enrollment - Command Line Options for
information on this method.

« GUI Installation - The MSI file can be executed on the device and the user can go through the
enrollment steps in the GUI. For information on this method, see Windows Enroliment.

Meraki Management Profile Enroliment
For Meraki management profile enrollment on Windows devices, see Windows Enroliment - Profile Installation.

Configuration (MDM) Profiles

Configuration profiles are containers or wrappers for various configuration settings that are installed onto your
managed devices in Systems Manager. To use configuration profiles, the user’s device must be registered via
management profile enroliment. Devices enrolled in Systems Manager can have multiple profiles installed at
once, which allows you to structure your profiles any number of ways. For Windows, a configuration profile will
be created to trust the Umbrella Root CA certificate on enrolled devices.
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The same Meraki SM steps can be used to create configuration profiles to deploy the EAP certificate and ISE
server certificate used within the Cisco Zero Trust: Network and Cloud Security Design Guide. These
certificates are trusted so the client can validate the ISE server for 802.1x authentication and the user can be
redirected to the ISE server without seeing an untrusted server warning. These steps can be taken to trust other
certificates within your environment.

Umbrella Root CA Certificate

Advanced Cisco Umbrella features, such as IP Layer Enforcement, SSL Decryption through the intelligent proxy,
and the ability to block your own custom URLs require that you install the Cisco Umbrella root certificate. Other
features, such as File Inspection, gain greater efficacy from having the certificate present as Umbrella can proxy
and block more traffic. If the root certificate is not trusted by your browser, an error page may be displayed.
Typical errors include “The security certificate presented by this website was not issued by a trusted certificate
authority” (Internet Explorer), “The site’s security certificate is not trusted!” (Google Chrome) or “This
Connection is Untrusted” (Mozilla Firefox). The following steps cover obtaining the Umbrella root CA certificate
and using a Meraki configuration profile so that it is trusted on your devices.

Note: Enabling Firefox to trust this certificate is out of scope for this design guide. See Configuring
Firefox to use the Windows Certificate Store for guidance on enabling this trust. Similar steps may be able
to be taken for macOS devices.

Download Umbrella Root Certificate

Step 1. From the Umbrella dashboard navigate to Deployments > Configuration > Root Certificate.

>0 Umbrella

Core Identities

Metworks

Network Devices

Roaming Computers

Mobile Devices

Chromebook Users

Metwork Tunnels

Users and Groups

Configuration

Domain Management

Sites and Active Directory

Internal Networks

Root Centificate

Step 2. Expand Cisco Root Certificate Authority.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 80 of 165


https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-network-cloud-dg.html
https://support.umbrella.com/hc/en-us/articles/115000669728
https://support.umbrella.com/hc/en-us/articles/115000669728

Cisco Root Certificate Authority 4

Step 3. Download the Cisco Umbrella Root certificate.

Cisco Root Certificate Authority ~

Download Umbrella’s root CA certificate and then install it in all browsers

File size 1049 bytes +

To verify Umbrella’s root CA certificate, confirm that it’s SHA1 certificate matches
C5:09:11:32:E9:AD:F8:AD:3E:33:93:2A:E6:0A:5C:8F:A9:39:E8:24

Step 4. In the Meraki Dashboard, navigate to Systems Manager > Manage > Settings.

B Systems Manager Monitor Manage
Overview Apps
Il Insight
Devices v Settings

Step 5. Click Add profile.

Profiles list + Add profile | @ Help

a ; . i : -

Step 6. Click Device profile then click Continue.
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Add new profile

Standard

® Device profile (default) Supported on all device types

(O Copy an existing profile

Advanced

O User profile (Apple) Supported on | & 0S| & macOS
(O User profile (Chrome) Supportedon & Chrome
(O Upload custom Apple profile Supportedon | @& 0S| & macOS

Step 7. Enter a name for the configuration profile.

Name
Umbrella Root Certificate

The name that will be shown to users

Step 8. Within the Targets section, choose the Scope and potential Device tags, Policy tags, and/or
Users tags that should be used to determine which devices should receive the configuration profile.
For example, you may decide to only decide to push this profile to certain devices. The scope All

devices is selected in this lab.

Targets

Group type Mamed | Configure tags
Scope All devices

Installation target All devices

Convert to target group

Step 9. In the left column, click Add settings.

‘ {%} Profile configuration

+ Add settings

Step 10. Search for and click on Certificate.

Certificate

Supported on | & i0S || @ macOS || % Android | | 88 Windows
-

Step 11. Enter a descriptive name for the certificate.
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Name
Umbrella Root Certificate

Mame or description of the cradential

Step 12. Ensure the System store is selected in the CertStore field.

CertStore | system v |
Which store is to hold the certificate (if available)

Step 13. In the Certificate field, click Browse.

Certificate | Browse... | Mo file selected.

Step 14. Choose the Umbrella root certificate downloaded previously.

Certificate Filename: Cisco_Umbrella_Root_CA.cer
Issuer:
Subject/CN:
Expiration:
Select new certificate

Step 15. Click Save.

Custom Apps

With Meraki MDM, you can deploy applications to your enrolled devices. See Installing Custom Apps on
Windows and Mac Devices for details on setting up custom applications within Meraki. Additional setup will be
needed for some of the applications before they are added to Meraki.

Duo Device Health

The Duo Device Health application analyzes a device to assess the status of its security posture and reports the
results of this scan to Duo. The following steps will describe how to obtain and install the Duo Device Health
using Meraki MDM for Windows devices.

Download Duo Device Health
The Windows installation file can be downloaded from the Duo Device Health Application guide.

Duo Device Health

Step 1. In the Meraki Dashboard, navigate to Systems Manager > Manage > Apps.

B Systems Manager Monitor Manage

Overview Apps v
il Insinht

Step 2. Click Add app.

Appa list + Add app @ Helps

Step 3. Under App platform, select Windows. Under App type, select Custom app via agent.
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Add an app

App platform

% i0Ss # mac0s % tvOS & Android

App type
© Custom app via agent

Upload an .exe/.msi file (or provide a link to one) that will be installed via the
desktop agent.

Step 4. In the Name field within the Details section, use the value Duo Device Health.

Step 5. In the Type drop down within the Source section, select Upload to the Meraki cloud. Click
the dotted box next to App file and browse to the Duo MSI file downloaded from the Duo site in
earlier steps.

Step 6. Within the Options section, select any additional options you’d like to apply for the Duo
application. In the lab, the default options were used.

Step 7. Within the Targets section, choose the Scope and potential Device tags, Policy tags, and/or
Users tags that should be used to determine which devices the application should be installed on.
For example, you may decide to only decide to install this application on managed Windows and not
unmanaged BYOD devices. Because this custom app only applies to Windows devices, the scope is
left to the default option All devices.

Step 8. Click Save at the bottom of the page.

Cisco Secure Client

Cisco Secure Client is a modular unified client that can be tailored to the needs of your environment. In this
design guide, Meraki MDM will be used to deploy the CSC Cloud Management Full Installer which will install the
following modules:

¢ Cloud Management module

e Umbrella Roaming Security module

e Secure Endpoint module

e AnyConnect VPN module (The Ul will be disabled)
¢ Network Access Manager module

o ISE Posture module

¢ ISE Compliance module

¢ Network Visibility module
Only the Cloud Management, Umbrella Roaming Security, and Secure Endpoint modules will be validated within
this design guide.

Download the Cisco Secure Client Cloud Management installer

Step 1. In the SecureX Dashboard, navigate to Insights.
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.::IIISI ‘I:Ic;' SecureX Dashboard  Incidents  Integration Modules ~ Orchestration  Insights  Administration

Step 2. Go to Secure Client > Deployment Management.

—J'\- Device Insights

&€ Inventory Overview
€ Sources
@ Secure Client

w Deployment Management

Step 3. Select the Deployment created earlier in this guide then click Full Installer or Network
Installer. Network Installer will create an executable with only the CSC Cloud Management module. If
there are other modules and profiles within the Deployment that are not installed on the device, the
cloud Management module will download and install those modules and profiles. Full Installer will
create an executable with all the modules and profiles added to the Deployment. This may be
preferred for network setups that have bandwidth restrictions since the device will not need to
download the modules and profiles. In this design guide, the Full Installer will be used.

Deployment Management 4 Create New

Q search X| ZT Deployment , EgtName  § Delete [ 3 Fullnstaler | [ Network Instaler |

Create Custom Cisco Secure Client EXE (Windows)

The cloud management module can simplify Cisco Secure Client deployments, however there are additional
tasks that may need to be done along with its installation. Specifically:

« If the AnyConnect VPN module will not be used, it is best to disable the VPN UL.

o If there are modules or profiles you’d like to deploy that are not currently supported by the Cloud
Management module, such as the ISE compliance module.

If none of these are required, you can simply deploy the Cloud Management Full/Network Installer in the next
section (Cisco Secure Client Custom App) without any additional modifications.

If you do require these tasks to be done, Meraki MDM can be configured to do these additional tasks. To allow
Meraki MDM to successfully install these components at once, a script must be created and converted into an
executable. While there are multiple ways of accomplishing this, the following steps describe a method that
should not require additional software to be installed on a Windows 10 device.

Step 1. Create a folder to store the executables and other files. In this lab, the folder Temp was
created under the C:\ drive.

Step 2. Copy the CSC deploy executable into the created folder.

Step 3. (Optional) Create a VPN Profile to disable the VPN module Ul for deployments that do not use
VPN. In a text editor of your choice, such as Notepad, copy and paste the following lines:
<?xml version="1.0" encoding="utf-8"?>
<!--
Cisco AnyConnect VPN Profile -
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This profile is a sample intended to allow for the disabling of VPN service
for those installations that do not require VPN support.
-—>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">

<ClientInitialization>
<ServiceDisable>true</ServiceDisable>
</ClientInitialization>
</AnyConnectProfile>

Save this as a .xml file with the name “VPNDisable_ServiceProfile.xml|” and add it to the created folder.

Step 4. (Optional) If you are deploying the ISE Posture module and profile to the device, you may
consider also deploying the ISE Compliance module to the device as well. This file can be found here.
If you decide to do this, the Cloud Management Full installer will need to be used rather than the
Cloud Management Network installer. This is because CSC will need to be fully installed before the
ISE Compliance module can be installed.

Step 5. In a text editor of your choice, such as Notepad, copy, paste, and modify the following
PowerShell code.

Note: This is an example script which should be tailored to your environment.

#Variables

$CSCCloud = "csc-deploy-[Name] .exe"

$CSCISECompliance = "cisco-secure-client-win-4.3.3064.6145-isecompliance-predeploy-
k9 .msi"

#Create temp directory for installation

New-Item -Path $env:TEMP -Name "Deploy-CSC" -ItemType "directory"
xcopy . S$env:TEMP\Deploy-CSC /S /E /Y

cd $env:TEMP\Deploy-CSC

#Disable CSC VPN module UI

New-Item -ItemType Directory -Force -Path "C:\ProgramData\Cisco\Cisco Secure
Client\VPN\Profile"

xcopy VPNDisable ServiceProfile.xml "C:\ProgramData\Cisco\Cisco Secure
Client\VPN\Profile\" /Y

#Install CSC using Full Installer or Network Installer
$CSCCloudInstall = Start-Process $CSCCloud -ArgumentlList "-q" -PassThru
$CSCCloudInstall.WaitForExit ()

#Install ISE Compliance module (Requires Full Installer)
SCSCISEComplianceArgs = "/I " + $CSCISECompliance + " /quiet /norestart /passive"

Start-Process msiexec.exe -Wait -ArgumentList $CSCISEComplianceArgs
#Delete temp installation directory

cd $env:TEMP
Remove-Item $env:TEMP\Deploy-CSC -Recurse
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Under Variables, you will need to modify each variable to match your environment:

e« CSCCloud should match the name of the Cisco Secure Client Cloud Management EXE downloaded from
SecureX (with quotations added).

¢« CSCISECompliance should match the name of the ISE Compliance module downloaded from the Cisco
software site.

Other sections of the script can be modified as needed. For example, to prevent the VPN module from being
disabled, you can comment out two lines after “#Disable CSC VPN module UI” by adding a ‘#’ character in front
of those lines. These lines create the profile directory used by the VPN module then copy the VPN profile that
disabled the VPN Ul to that directory. You can copy these lines and modify them for importing other module
profiles as well. The Cisco Secure Client guide shows the location of profiles for each module here. Another set
of lines you may consider commenting out are the two under “Hlnstall ISE Compliance module (Requires Full
Installer)” if you do not want to install the ISE Compliance module to your devices.

Save this as a .ps1 file (for example: “DeployCSCWin.ps1”) and add it to the created folder.

Step 6. Verify all the necessary files are added to the folder create in step 1.

&« v 4 » ThisPC » Local Disk(C) » Temp v | O Search Temp

- Mame Date modified Type Size

s+ Quick access
Windows Installer ...

=]

ﬁl cisco-secure-client-win-4.3.3064.6145-isecompliance-predeploy- k9
& OneDrive (@ csc-deploy-full-ZT Deployment Application
& DeployCSCWin Windows Power5...

w =] VPNDisable_ServiceProfile

» [ This PC

M = fa

XML Document

4 items

Step 7. (Optional) Test the script before creating the custom EXE. Search for Windows PowerShell in
the Windows Search Box, then Run as Administrator.

Best match

> Windows PowerShell >
-

App

Apps =
Windows PowerShell

& Windows PowerShell ISE

&  Windows PowerShell (x86)

&  Windows PowerShell ISE (x86) Open

Search the web & Run as Adminstrator

¥ fun ISE as Admwrustrator

& windows powershell

¥ Windows PowerShell 1SE

Settings (1)

windows powershell

© 2023 Cisco and/or its affiliates. All rights reserved. Page 87 of 165


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/deploy-anyconnect.html#ID-1425-0000015f

From PowerShell, navigate to the folder the script and files are located.

PS C:\Users\administrator> cd C:\Temp
PS C:\Temp> 1ls

EN Select Admunstratoe: Windows PowerShell - =) *

Execute the script.
PS C:\Temp> .\DeployCSCWin.psl

EN Select Admunistratoe: Windows PowerShell — [m] x

You can now verify that CSC is installed with all the selected modules.

Step 8. Search for iexpress in the Windows Search Box. Click Run as administrator.
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Best match
. lexpress

Run command
Search the web

lexpress
o EADTEsS - See wab result

express wizard

M leapress windows 10 Open

Run as admirsstrator

O iexpress download

Open file location

D jexpress 647
iexpress emd

O iexpressions

O iexpress

Step 9. On the Welcome to IExpress 2.0 page, use the option Create new Self Extraction Directive
file. Click Next.

Step 10. On the Package purpose page, use the option Extract files and run an installation command.
Click Next.

Step 11. On the Package title page, give the package a title. Click Next.

| IExpress Wizard X
P

Package title

Type the title of your package in the following box. This
title will appear on all dialog boxes that the user sees.

|Deploy CSC

< Back | Next > I Cancel |

Step 12. On the Confirmation prompt page, use the option No prompt. Click Next.

Step 13. On the License agreement page, use the option Do not display a license. Click Next.

Step 14. On the Packaged files page, click Add and select the AnyConnect Core VPN MSI, the
AnyConnect Umbrella Roaming Security module MSI, the Orglinfo.json file, and the PowerShell script
saved in Step 5. Click Next.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 89 of 165



[=] IExpress Wizard X
& Exp

Packaged files

Create a list of files that you want in your compressed
package.

Filename ] Path I
ciscosecure-... C:\Temp\
csc-deploy{ul... C:\Temp\
DeployCSCW... C:\Temp\
VPNDisable_... C:\Temp\

<Back | MNet> | cancel |

Step 15. On the Install Programs to Launch page, in the Install Program section add the line
powershell.exe -ExecutionPolicy Bypass -File <FileName> where <FileName> is the name of the
PowerShell script saved in Step 3. For example: powershell.exe -ExecutionPolicy Bypass -File
DeployAnyConnectWin.ps1. Click Next.

(it

Install Program to Launch

Select the programs or INF files to launch from the
package. A custom command can also be created below.

Install powershell exe -ExecutionPolicy Byp v |
Program

The below comand will be run after the install has
completed.

Post Install <None>

Command —v"

< Back I Next > I Cancel I

Step 16. On the Show window page, use the option Hidden. Click Next.
Step 17. On the Finished message page, click the option No message. Click Next.

Step 18. On the Package Name and Options page, click Browse and select a directory to save the
executable in and create a name for the exe file.

Note: Make sure to use lower case .exe at the end of the file name or else Meraki MDM may present an
error when uploading the executable.

Step 19. Select both options Hide File Extracting Progress Animation from User and Store files using
Long File Name inside Package. Click Next.
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Package Name and Options

Enter the target path and filename for your package.
This is the file that will get downloaded and executed by
the user.

IC:\Temp\DeponCSC exe Browse

~Options
|V Hide File Extracting Progress Animation from User

[V Store files using Long File Name inside Package

<Back | MNet> | Cancel |

Step 20. On the Configure restart page, use the option No restart. Click Next.
Step 21. On the Save Self Extraction Directive page, use the option Don’t save. Click Next.
Step 22. On the Create package page, click Next. The package will be created. Click Finish.

Step 23. (Optional) Test the executable to verify that Cisco Secure Client is installed along with the
enabled modules. If testing on the same machine the script was tested on in step 4, make sure to
uninstall Cisco Secure Client before testing again.

Cisco Secure Client Custom App

Step 1. In the Meraki Dashboard, navigate to Systems Manager > Manage > Apps.

B Systems Manager Monitor Manage

Overview Apps v

1l Insinht

Step 2. Click Add app.

Appes list 4+ Add app @ Help

Step 3. Under App platform, select Windows. Under App type, select Custom app via agent.

Add an app

App platform

% i0s # mac0s &% tv0S # Android

App type
© Custom app via agent

Upload an .exe/.msi file (or provide a link to one) that will be installed via the
desktop agent.

Step 4. In the Name field within the Details section, use the value Cisco Secure Client - Cloud
Management.
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Note: The Name value is used for tracking if an application is installed or not by Meraki Systems Manager
for the purpose of pushing missing applications to devices. At the time of writing this design guide, there is
no simple way to track each individual CSC module because that would require creating a separate custom
app for each module. Doing this can lead to installation issues because some modules cannot be installed
separately due to reliance on other modules to be installed first. For example, the Core VPN module must
be installed before the Umbrella Roaming Security module can be installed. While it is possible to write a
script to check for these dependencies and install prerequisite modules, that is out of scope for this design
guide. Due to this limitation, the name “Cisco Secure Client - Cloud Management” was chosen because in
this lab, the Cloud Management module will always be installed for updating and reinstalling the other CSC
modules. If the Cloud Management module will not be used in your environment, you may consider using a
different name reflecting the module that is most important for tracking.

Step 5. In the Type drop down within the Source section, select Upload to the Meraki cloud. Click

the dotted box next to App file and browse to the custom AnyConnect EXE file created in earlier
steps.

Step 6. Within the Options section, select any additional options you’d like to apply for the
AnyConnect application. In the lab, the default options were used.

Step 7. Within the Targets section, choose the Scope and potential Device tags, Policy tags, and/or
Users tags that should be used to determine which devices the application should be installed on.
For example, you may decide to only decide to install this application on managed Windows devices
and not unmanaged BYOD devices. Because this custom app only applies to Windows devices, the
scope is left to the option All devices.

Step 8. Click Save.
Deploying Applications

If the Auto-Install option left as the default value, the custom apps should have deployed to any enrolled

devices within scope. For devices enrolled after applications have been added, you can deploy these
applications using the following steps.

Step 1. In the Meraki Dashboard, navigate to Systems Manager > Manage > Apps.

B Systems Manager Monitor Manage

Overview Apps v
Ll Incinht

Step 2. Select the applications you wish to deploy.

Select~ % | Edit~ | Push~ | Export~ system_typ

# Icon Name A Platform

1 E Cisco Secure Client - Cloud Management ~ Windows

2 E Duo Device Health Windows

Step 3. Click Push > Push to Missing then click Confirm.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 92 of 165



Select~ | % | Edit~ | Push~ Export~ system_typ|
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" q
Push to installed >
e allow 11

Securing Applications

In this design guide, two applications will be protected using Cisco Secure Access by Duo and Duo Network
Gateway: WordPress as a Private Application and Microsoft 365 as a Public Application. To secure these
applications, we will first setup users and groups, then have those users complete Duo enroliment. To easily
sync users and groups with an existing Active Directory server, Duo Authentication Proxy is setup. After
enroliment, Duo SSO and DNG are configured.

Once these steps have been completed, the Global Policy which is enforced by default for all applications is
configured. In addition to this, a Custom Policy is created for more granular control over application access
when the Global Policy alone is not sufficient. For the applications protected in this design guide, the following
security policies will be enforced:

Global Policy

Enrollment enforced
Duo Push 2FA enforced

Users must have a device managed by the company and have Duo Device Health and Cisco Secure
Endpoint installed.

Devices must authenticate within the United States

Users will be warned if their browser is out of date and prevented from access if their browser is out of
date by 1 month or more

Devices will be remembered for all web-based applications for 24 hours so that users do not need to
repeat 2FA checks when using SSO enabled applications

WordPress (Private App) protected by Duo SSO and DNG

Contractors are allowed to bypass device trust while on premises and accessing the private app on-
since their devices are unmanaged. Contactors are not allowed to use DNG to access the application
remotely.

Employees (On-prem and remote) must go through the same user and device checks whether they use
Duo SSO to access the application directly or use DNG to access the application remotely

All other setting enforced by the Global Policy

Microsoft 365 (Public App) protected by Duo SSO

Contractors will be denied access to the public app.

All other setting enforced by the Global Policy
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The applications that will be protected by Duo are then selected within the Duo Admin Panel and configured
with the appropriate policies and settings. Finally, steps will need to be taken in the application’s configuration
so that users who access that application must go through Duo SSO for authentication.

Duo Authentication Proxy

The Duo Authentication Proxy is an on-premises software service used for multiple Duo services. Best practices
recommend secure access to applications by separating your primary authentication method from your
secondary (using MFA). The Authentication Proxy allows Duo to check your user’s primary credentials and
groups without storing that information, preventing the risk of a vendor-based breach exposing both primary
and secondary authentication.

In this design guide, the Authentication Proxy is installed on an Ubuntu virtual machine. It will be used for
syncing user and groups from an on-premises Active Directory server for easier user enroliment and to verify a
user’s primary authentication credentials against Active Directory when using Duo SSO. For steps on how to
install the Duo Authentication Proxy on Linux or Windows, review the Authentication Proxy Reference guide.

While not in scope for this design guide, the proxy can also be used to add Duo MFA to devices, services, and
applications that use RADIUS or LDAP authentication. Additionally, high availability can be setup for the proxy.
For information on setting up high availability for the authentication proxy, see Best practices for setting up the
Duo Authentication Proxy for high availability and disaster recovery.

Duo Enroliment

Before users can use MFA through Duo, they must first be enrolled. Since many large organizations already rely
on an on-premises Active Directory (AD) server, OpenLDAP Directory, or a cloud-hosted Azure AD directory to
manage their users, Duo offers tools to import users and groups from those identity stores into Duo, with the
option of automatically sending an enrollment email to every user imported without an attached phone who has
a valid email address. For all methods of enrolling users, review the Duo Administration — Enroll Users guide.

In this design guide, user and groups from Active Directory are synced into Duo. See Synchronizing Users from
Active Directory for steps on doing this in your environment. Following these steps, the following configuration
is added to the authproxy.cfg file found under the directory /Jopt/duoauthproxy/conf/ on the Duo authentication
proxy:

[cloud]

ikey=DIXXXXXXXXXXXXXXXXXX

skey=2v307uCImdhFK6hsKS82HGYNUR5L1XGCRx44DjCQ

api_host=api-XXXXXXXX.duosecurity.com

service_account_username=duoservicel@ciscozerotrust.com

service_account_ password=XXXXXXXXXXXXXXXX

Because a Linux server is used for the authentication proxy, Plain is selected as the Authentication type under
Directory Configuration because the other types are not compatible with Linux.
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Authentication type

Integrated

Performs Windows authentication from a domain-joined system.

L NTLMwv1

Performs Windows NTLMv1 authentication.

NTLMv2
Performs Windows NTLMvZ authentication.

® Plain

Performs username-password authentication.

Additionally, it is recommended to use LDAPS or STARTTLS for the Transport type.

In the lab, groups ZTEmployees and ZTContractors were created in Active Directory and synced into Duo.

Selected Groups
| 75| ZT Cortractors | [« | 2T Employess
These groups anc thewr s ers wil| be imparted from yuur Active Direclory

User employee@ciscozerotrust.com is a member of ZTEmployees and user contractor@ciscozerotrust.com is a
member of ZTContractors. These users are not immediately added until the configuration is saved, and a sync
is completed. To immediately start a sync, press Sync Now under Directory Sync.

Sync directory Sync Mow

+/  8ync complete. Synced 2 users and 2 groups.

Troubleshooting

Duo Single Sign On

Duo Single Sign On is a cloud-hosted SAML identity provide (IdP) that adds two factor authentication to cloud
services such as Microsoft 365 and Amazon Web Services. It can also be used for on-premises applications
that support SAML 2.0 for authentication. Single Sign On allows for a consistent login experience that reduces
user frustration by allowing users to sign on once to gain access to all authorized applications whether those
applications are SaaS, cloud workloads, or on-premises.

Duo SSO can authenticate your users using an existing SAML Identity Provider or on-premises AD credentials
and prompts for two-factor authentication before permitting access to protected applications. A solution using
on-premises AD credentials requires deployment of the Duo Authentication Proxy within your internal network
to verify primary logon credentials against AD. End users will sign in and perform 2FA at Duo’s cloud -hosted
SSO service, and do not contact the on-premises authentication proxy servers directly. For steps on setting up

Duo SSO, see Duo Single Sign-On.

In this design guide, Active Directory is used as the primary authentication source. When modifying the
authproxy.cfg on the authentication proxy, the following lines were appended to the file.

[sso]
rikey=RIXXXXXXXXXXXXXXXXXX
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service_account_username=duoservice@ciscozerotrust.com

service account password=XXXXXXXXXXXXXXXX

Ignoring commented lines, after the configuration is added for Active Directory syncing and Duo SSO the
authproxy.cfg file should look similar to this:
[cloud]
ikey=DIXXXXXXXXXXXXXXXXXX
skey=2v307uCImdhFK6hsKS82HGyNUR5L1XGCRx44DjCQ
api_host=api-XXXXXXXX.duosecurity.com
service_account_username=duoservicel@ciscozerotrust.com
service account password=XXXXXXXXXXXXXXXX

[sso]
rikey=RIXXXXXXXXXXXXXXXXXX
service_account_username=duoservice@ciscozerotrust.com

service_account_ password=XXXXXXXXXXXXXXXX

Because a Linux server is used for the authentication proxy, Plain is selected as the Authentication type under
Configure Active Directory because the other types are not compatible with Linux.

Authentication type * Integrated
NTLMv1
() NTLMvZ2

@® Plain

Type of authentication you would like to perform with your Active Directory. Integrated performs Windows authentication from a domain-joined system. Plain

performs username-password authentication. NTLMv1 and MTLMvZ also perform username-password authentication with additional options for the directory

domain and workstation.

LDAPS or STARTTLS is recommended for the Transport type to improve security.
Duo Network Gateway

The Duo Network Gateway provides MFA enabled remote access for users allowing them to access internal
web applications without having to connect a VPN. Any Duo policies applied to on-prem users for the internal
applications such as device trust or authentication methods can be applied to remote users, or a different policy
can be used all together. In addition to this, when the application is SAML 2.0 capable and configured to use
the same ldentity Provider as DNG, Single Sign On can be used to simplify user logins. DNG can be setup for
active/active and active/standby high availability. See High Availability for more information.

For this design guide, DNG is installed on an Ubuntu virtual machine and the primary authenticator used is Duo
SSO. For installation and configuration of the DNG see Install Duo Network Gateway.

Step 1. In the Duo Admin Panel and navigate to Applications.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 96 of 165


https://duo.com/docs/dng#high-availability
https://duo.com/docs/dng#install-duo-network-gateway

Dashboard

Device Insight
Policies

Applications

Protect an Application

Step 2. Click Protect an Application.

a E Solutions Architechare | 1D 2738-0058-38 Shannon Welngion v

Dazhbaoard > Applications

Applications Prokect an Appikation

Step 3. Search for Duo Network Gateway and click Protect next to Duo Network Gateway 2FA with
SSO0 hosted by Duo.

2FA with SSO hosted by Duo
(Single Sign-0n)

BUE Duo Network Gateway Documentation C§ Protect

Step 4. Copy the Entity ID, Single Sign-On URL, and Single Logout URL within the Metadata section.
Click Download certificate within the Downloads section to obtain Duo SSO’s IdP signing certificate.

Metadata

Entity ID https#sso- NG ss0.duosecurity com/saml2/sp/DIEYQERMFPWDWS1B2QWGC/meta| Copy
Single Sign-On URL https-#sso- I s50.ducsecurity. com/sami2/sp/DIEYQSRMFPWDWS51B2QWC/sso Copy
Single Logout URL https:#/sso- I ss0.duosecurity. com/sami2/sp/DIEYQE8RMFPWDWS 182QWGC/slo Copy
Downloads

Certificate Download certificate

Step 5. In the Domain name field within the Service Provider section, enter the domain name that will
be given to DNG. This should be the fully qualified domain name of DNG that will be reachable from
the internet.

Domain name * dng.ciscozerotrust.com

Enterthe Duo Network Gateway domain name.

Step 6. In the Name field within the Settings section, the application an appropriate name.
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Name DNG - Zero Trust SSO

Duo Push users will see this when approving transactions.

Step 7. Complete the prerequisites needed for DNG according to Duo documentation. For this design
guide, DNG is installed on an Ubuntu virtual machine and the SAML Identity Provider used as its
primary authentication source is Duo SSO which is configured in the previous section. Additionally, a
DNS A record is created for DNG based on the Domain name entered in step 5.

Record details & X

Record name

dng.ciscozerotrust.com

Record type
A

Value

o I

Step 8. Install Duo Network Gateway on the Linux server.

Step 9. Begin Initial Duo Network Gateway Configuration. The same Domain name provided in Step 5
is added as the hostname for DNG.

Step 10. You should now be on the Welcome page. In the DNG admin console, navigate to Primary
Authentication.

Welcome

Primary
Authentication

Step 11. DNG provides service provider metadata settings within the Metadata section if using an
Identity Provider other than Duo SSO. Since Duo SSO is being used as the primary authenticator, this
is ignored.

Step 12. Within the Configure SAML Identity Provider section, fill out each field with the information
obtained in Step 4.
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Entity 1D or Issuer ID https:/sso- I =so duosecurity.com/sami2/sp/DIEYQSRN

The global, unigue name for your SAML entity. This is provided by your primary authentication identity provider.

Assertion Consumer
Service URL or Single hitps:/sso- I 550 duosecurity com/saml2/sp/DIEY Q8RN

Sign-On URL URL to use when performing primary authentication. This is provided by your primary authentication identity provider.

Single Logout URL hitps://sso- I sso duosecurity com/sami2/sp/DIEY Q8RN

URL to use when logging out. This is provided by your primary authentication identity provider.

Certificate Choose File | Duo Network Gateway...rust Single Sign-On.crt

Primary authentication identity provider certificate file.
Existing certificate:

Step 13. Click Save Settings.

Trusted Endpoints

Trusted Endpoints helps you distinguish between managed and unmanaged devices that attempt to access
your browser-based applications. Duo policies that track trusted endpoints status can then allow only devices
that are managed. Before creating the policies that will enforce this, steps must be taken on your endpoint
management solution, devices, and Duo.

Windows Trusted Endpoints Integration

Duo Integrates with several 3™ party solutions to track device management. See Duo Management Integration
Deployment to determine which applications can be integrated. In this design guide, Active Directory Domain
Services will be used for Windows devices. For steps on integrating Active Directory Domain Services with Duo,

see Trusted Endpoints - Active Directory Domain Services.

Cisco Secure Endpoint Integration

Integrating Duo with Secure Endpoint allows you to prevent access to applications from devices that have
been identified as compromised by Cisco Secure Endpoint, preventing the potential spread of malware in
your network. Once the compromised device has been resolved within Cisco Secure Endpoint, Duo
resumes access to the application with its existing set of security controls. To integrate Duo and Cisco

Secure Endpoint, see Trusted Endpoints - Cisco AMP for Endpoints.

Duo Policy Creation

Policies provide a flexible way to implement security for users and applications in your network. The Global
Policy in Duo applies to all applications by default and will take effect if there are no custom policies applied to
the application.

Global Policy

Step 1. In the Duo Admin Panel, navigate to Policies.
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Step 2. Click Edit Global Policy.

A
4 Iv = Shannon Wellington ~

ﬂ Solutions Architeciure | ID: 2738-0359-36
Dashboard

DaE s Dashboard » Policies

Policies

POliCiES 142 days left

Duo's policy engine gives you the ability to control how your users authenticate, from

Applications

Single Sign-On where, using which types of devices. Policies can be defined system-wide, per
application, or for specific groups.

Users Learn more about using policies. 04

Groups

Endpoints This policy always applies to all applications.

Step 3.  Within the New User policy section, click Require enroliment.

New User policy
@ Require enroliment
Prompt unanrolled users 10 enradl whanevesr possible

Allow access without 2FA

Allow users unknown 10 Duo to p3ss Mrough without two-factor authenscation Users who axstinDuo

ang havenoternvollad wil be required to enwoll

Deny access

Deny authantication 1o unenroleo users

This controls what happens after an unenrolled user passes primary authenscation

Step 4. Within the Authentication policy section, click Enforce 2FA.

Authentication policy

@ Enforce 2FA

Require dwe-fadior auhentication or anraliment when applicadle, unless ere is 3 supecseding policy

configurad

Bypass 2FA

Skip wo-factor aohenticatl an and enroliment, uniess there 5 3 supersading policy cannhigurad

Deny access

Dany aumhanhcation 1o allusars

When enasled this aflects all usars

Step 5. Within the User location section, enter all countries that you expect to receive authentication
from and choose No action from the dropdown list. For all other countries, choose Deny access.

Note: Access attempts from internal IPs and unknown countries will default to “No action”.
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User location

Duo will g0 a country lookup on the host IP address and can apply actions based on the

country
* Uniteqg States NO action v o
All other couwnines Deny access ~

Note Access aflempts from intemnal #Ps {(some apphtations dontreportihe users IP) and unknown

coundrios will default to “No action *

Step 6. Within the Trusted Endpoints section, click Require endpoints to be trusted and Allow Cisco
Secure Endpoint to block compromised endpoints. This allows Duo to block devices that have been
deemed to be compromised by Cisco Secure Endpoint.

Note: Further steps are needed to enable Trusted Endpoints. For more information, review the Trusted
Endpoints section of this design guide.

Trusted Endpoints

A Trusted Endpoint IS an endpoint that exists m a management system such as your EAM or
MOM. 1t can be matched to your management system using Duo certificates or information
provided by Duc Moblle

Allow all endpoints

Endpoints wil be checked for yustworthness to 3id reporting, dut un-tresiac andpoints will ba aflowed
@) Require endpoints to be trusted

Only Truste ¢ Endpoints will be 3019 t0 acCesEs rowser-based applications
Allow Cisco Secure Endpoint to block compromised endpoints

Endpomts that Cisco Secure Endpoint deem to bo compromised will De blocked irom acce s5ing
Drowner-0as ed applicabons

Note: This option only apphies 10 trusted endpoints

Advanced options for motde endpoints v

Step 7. Within the Device Health application section, choose if you want your application to require
the Duo Device Health application to be installed on the endpoint. This allows us to restrict user
access with device metrics such as if the device firewall is off or if a password has not been set on
the device. For this design guide, we will check Require users to have the app for Windows devices.
Additionally, we will check Block access if an endpoint security agent is not running, select Cisco
Secure Endpoint, and add remediation instructions for end users.
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Don't require users to have the app(@

@ Require users to have the app(d)

[C] Block access if firewall is off. When the user is blocked, the
app will provide remediation.
Block access if BitLocker is off. Seewhatitlooks like [

Block access if system password is not set.
Block access if an endpoint security agent is not running.

Select which Duo supported endpoint security agent(s) are allowed

| Cisco Secure Endpoint |

Enter remediation instructions for your end users. This will
appear on the Device Health application remediation screen
when your end user has been blocked. (Max. 700 characters)

Cisco Secure Endpoint not installed. Please contact your Help
Desk Admin at helpdesk@ciscozerotrust.com

4

Step 8. Within the Remembered devices section, select to Remember devices for browser-based
applications, specify how long the device should be remembered, then specify if it should apply per
each application or For all protected web applications. For this design guide, we will check For all
protected web applications. Remembered devices allow users to skip subsequent 2FA requests
which can be useful for applications protected by Duo Network Gateway. Without this setting, even
when SAML SSO is configured with Duo protected applications and users won’t need to enter their
primary credentials multiple times, users will still be prompted for 2FA every time they access a Duo
protected applications. By enabling remembered devices for browser-based applications, the user
will only need to 2FA once per the amount of time the device is remembered. For more information,

see Duo Administration - Remembered Devices & Authorized Networks Controls and How do

Remembered Devices work.

Remembered devices

Remembered devices allow users to skip subsequent 2FA requests.
Remember devices for browser-based applications

Users may choose to remember their device for

Per each application

@ Forall protected web applications
Remember devices for Windows Logon
Users may choose to remember their device for 30 days v

Mote: 2FA will be enforced after users sign-out, reboot, or change networks

Step 9.  Within the Operating systems section, leave all settings as default. This section allows us to
do version control, such as forcing users to update their operating system to a specified version or by

completely blocking an operating system from the network.
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Step 10. Within the Browsers section, select both settings to warn and block users if their browser is
out of date. This section allows us to do version control or completely block browsers used to access
protected applications.

Browsers

Always block
Chrome
Chrome Moblle
Edge
Firefox
Internel Explorer
Mobde Satar|
Satan

All other browsers

Warn users if their browser is out of date

And block them ifits more than | 1 month v | out of date

Blocking users with out of date browsers prevents appicalion access and naw user enroliment

Step 11. Within the Plugins section, leave all settings as default. This section allows us to do version
checking and blocking of Flash and Java plugins.

Step 12. Within the Authorized networks section, leave all settings as default. This section allows us to
control if connections from certain networks and IP addresses bypass Duo 2FA checks, require Duo
2FA, or are block completely.

Step 13. Within the Anonymous networks section, leave all settings as default. This section allows you
to monitor and optionally prevent authentication attempts originated from known anonymous IP
addresses, such as those provided by TOR and I12P, HTTP/HTTPS proxies, or anonymous VPNs.

Step 14. Within the Authentication methods section, choose which methods to use for authentication.
For this design guide, only Duo Push will be enabled.
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Authentication methods

Users will only be allowed to authenticate with 2FA using the checked methods.

Duo Push
Duo Mobile passcodes
Phone callback

SMS passcodes

WebAuthn
Security Keys (WebAuthn)
Touch ID

Hardware tokens

Unchecked methods will not appear in the authentication prompt, and cannot be used to

authenticate.

Step 15. Leave the remaining sections as at their default values. Click Save Policy. For more
information on configuring these policies, see Policy & Control.

Custom Policies

If certain applications require policy and controls that differ from the Global policy, you can create a Custom
Policy and assign it to those applications. In this design guide, the ZT WordPress Contractor custom policy will
be created to allow contractors to authenticate despite having unmanaged devices that do not have Duo Device
Health and Secure Endpoint Connector installed. This custom policy will be applied to users within the ZT
Contractors group only.

Step 1. In the Duo Admin Panel, navigate to Policies.

Note: Custom Policies can also be created when adding a new application in Duo.

Step 2. Click New Policy in the section Custom Policies.

Custom Policies | 142days|eft
To enforce different policies on different applications, create a custom policy and assign it to those New Policy

applications. Policy settings in a custom policy will override anything set in the global policy.

Step 3. Configure the policy to meet the security requirements for each application. The following
custom policy is created in this design guide:

ZT WordPress Contractors Eait | [ Deete

Policy Key POSEZNLIQSMTUFSSEUIC

This policy 150t In use yet You can apply It to an appiication from an appie ation page

© Enabled Trustad Emdpoints A¥ow all engpoints

© Enabled Device Health application Den't require users Lo have the app
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Application Protection with Duo SSO

Duo Single Sign-On is a cloud hosted SAML identity provider that adds two-factor authentication to popular
cloud services like Salesforce and Microsoft 365 as well as supported on-premises applications using SAML
2.0 federation. In this design guide, both WordPress and Microsoft 365 will be protected by Duo SSO.

Private Application (On-prem/laaS)

WordPress is the private application used in this design guide. It has been installed on an Ubuntu virtual
machine and configured to use HTTPS. The WP SAML Auth plugin has been installed to add SAML 2.0 support,
and employee and contractor accounts have been setup within WordPress. Duo has documentation for
integration with WordPress to enable 2FA, however this does not add enable SAML and SSO functionality. The
following steps go over enabling Duo SSO authentication in WordPress with the WP SAML Auth Plugin. For a
general guide on setting up applications with Duo SSO, see Duo Single Sign-On for Generic SAML Service
Providers.

Step 1. In the Duo Admin Panel, navigate to Applications.

— | [
| 4 w
Dashboard

Dewvice Insight

Puolicies

Applications

Protect an Application

Step 2. Click Protect an Application.

Q H Solutions Architectre | 1D 2738-0058-28 Shannon Welngion v

Qazhbaoard > Applications

Applications Protect an Applcation

Step 3. Search for Generic Service Provider and click Protect next to Generic Service Provider 2FA
with SSO hosted by Duo.

2FA with SSO hosted by Duo 2
Generic Service Provider ocumentation 4 Protect

Step 4. Make note of the information within the Metadata, Certificate Fingerprints, and Downloads
sections as these contain information needed by the Service Provider (WordPress).

© 2023 Cisco and/or its affiliates. All rights reserved. Page 105 of 165


https://duo.com/docs/sso-generic
https://duo.com/docs/sso-generic

Metadata

Entity 1D ]
Single Sign-On URL ntmns /55 _
Single Log-Out URL tips 7sso- S sso duosecurily ComAsami2/sp/OI TKRAUORZME OCEALID V4/sic Copy

Metadata URL

Certificate Fingerprints

SHA-1 Finge rpant 04 50 5F EAESCAG6 14 BD B2 7597 9C EAOE 1BCSFE IF 20 Copy

SHA. 256 Fingerprint 62 064885 DEEBGBACAD 16684531 D278 A6 53 56 ACBI C6 20 AADE AT

Downloads

Certificate Downioad certificate Expires 01.19.2038

SAML Metadata Dawnload XML

Step 5. Login to WordPress with an admin account. In WordPress, navigate to Plugins.

@ Dashboard

Media

Pages

Comments

Appearance

Plugins

Step 6. If WP SAML Auth is not already activated, activate it then click Settings.

(] WP SAML Auth SAML authentication for WordPress, using Enable auto-updates
Deactivate | Settings SimpleSAMLphp.

Version 2.0.1 | By Panthean | View details

Step 7.  Within the Identity Provider Settings section, add the information provided by Duo in Step 4.
At minimum, service providers typically require the Duo SSO Entity ID, Single Sign-On URL, and
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Certificate or Certificate Fingerprint. In this design guide, the Certificate Fingerprint was used
instead of the Certificate. Click Save Changes at the bottom of the page when done.

Identity Provider Settings

Entity Id (Required) l https://sso- I s:0.duosecurity.com/sami2/sp/C l

IdP entity identifier.

Single SignOn Service URL l https://sso- I s:0 . duosecurity.com/sami2/sp/C l
(Required)

URL of the IdP where the SF (WordPress) will send the authentication request.

Single Logout Service URL l https://sso- I ==0.duosecurity.com/saml|2/sp,/C l

URL of the IdP where the SP (WordPress) will send the signout request.

x509 Cerificate Path l l

Path to the x509 certificate file, used for verifying the request.
Include ABSPATH to set path base to WordPress' ABSPATH constant.

Certificate Fingerprint l 62:96:48:85:DEES68:ACAD:16:68:45:31:93:78:A6:53:56 l

If not using x509 certificate, paste the certificate fingerprint and specify the fingerprint algorithm below.

Certificate Fingerprint

Algorithm |ﬂ|

Step 8. In the WP SAML Auth plugin settings, make note of the information within the Service
Provider Settings section as this contains information needed by the Identity Provider (Duo SSO).

Service Provider Settings

Entity Id (Required) l urmwordpress.ciscozerotrust.com l

SP (WordPress) entity identifier.

Assertion Consumer Service l https://wordpress.ciscozerotrust.com/wp-login.php l
URL (Required)

URL where the response from the |dP should be returned (usually the login URL).

Step 9. Pivot back to the Duo Generic Service Provider application created previously and under the
Service Provider section add the information acquired in Step 8. The fields Single Logout URL,
Service Provider Login URL, and Default Relay State are left blank because this information is not
provided by the WP SAML Auth plugin.
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Service Provider

Enuty 1D~

Assertion Consumer
Service (ACS) URL *

Singie Logowt URL

Sarvice Providaer Logn URL

Detault Relay State

urm wordpeess ciscozerotrust com

The unigue ioentifier of e Service provider

NIps IIWOrdpeess Ciscozertivst commp-0an pho

+ ASgan ACS LURL

The sevice penvder ancooint Miat recenes and processes SANL assenions

Ophonal The 3 anice provider £ncpoid halreceives and processes SANL logout requests

Opbonal A URL provided Oy yoor sarvce fronder thal wik start a SAML autherticabon Leave Slank f unsure

Opbonal When sat all 10P-Andists d reque 515 Incluoe Mis retaystale Configure f Metructed Sy your S8MCe provder

Step 10. The WP SAML Auth plugin does not map users to accounts using the SAML NamelD field like
some other applications do. By default, the plugin uses an email SAML attribute to match SAML
requests to WordPress users.

Get User By

| email v |

Attribute by which SAML requests are matched to WordPress users.

Because of this, Duo SSO must pass the user’s Active Directory email address value within a SAML attribute
that has the same attribute name as configured on WordPress. Otherwise, WordPress will not be able to map
the user to the correct preconfigured account. The plugin maps the user_email attribute to email. Make note of

this for Duo.

Attribute Mappings

user_login

user_email

display_name

first_name

last_name

(oo |
B |
[ aspiay name |
(o |
[los rame |

Step 11. In the Duo Generic Service Provider application within the SAML Response section, map the
<Email Address> attribute to email so that it matches WordPress.
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Note: This step is application dependent and may not be necessary for all your SAML 2.0 enabled
applications.

Map atiributes IdP Attribute SAML Response Attribute

i n
| | » <Emal Address> email
|

Map the values of 3n IdP stiribute 10 anoiher atiribule nama o be Included In the SAML response (@ g Usemame 1o Usar Usernama) Enter in an dF Sltnbute or
sujed one of Duo & precondgueed al¥ibules thl sutomatically chooses the SAML respanss atinbule based on the |dP These are five preconfigurad slinbues
~Email Address= <Ussename>, <First Name>, <Last Name > §00 « Display Name> Consull your 6mvice provaar for mors sformation on their altributa names

Step 12. Within the Policy section, click Apply a policy to groups of users.

Policy

Policy defines when and how users wit authenticate when accessing this appscaton Your giobai polcy always apphes. but you can overide its ruies with custom poiicies

Group policies Apply a poticy to groups of users

Step 13. Select the custom policy created earlier and the Groups that the custom policy will apply to.
Click Apply Policy.

Apply a Policy 4

Policy
ZT WordPress Contractars \e
Or, create a new Policy

Groups

* ZT Contractors (from AD sync *ZT AD Sync")

Step 14. Verify the policy has the correct settings.

Group polices
ZT WordPress Contractors Edt | Replace | @ Unassign
This poicy appies to 1 group: ZT Contractors (from AD sync "ZT AD Sync”)

© Enabled Trusted Endpoints Allow all endpoints

© Enabied Device Health opplication Don't require users to have the app

Apply another group polcy

Step 15. In the Name field within the Settings section, give the application an appropriate name.
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Name ZT WordPress - SSO

Duo Push users will s e thes when spprowng Yansadions

Step 16. Click Save.

Step 17. (Optional) After testing and verifying that users can login using SAML authentication with Duo
SSO, you can go back to WordPress and within the WP SAML Auth Settings section, uncheck the
box next to Permit WordPress login. This forces users to authenticate using Duo SSO only and
prevents users from bypassing Duo security policies. Ensure that users can login successfully with
Duo SSO before enabling this feature as it can potentially lock them out of the application. Click Save
Changes when done.

Permit WordPress login ]
If checked, WordPress user can also log in with the standard username and password flow.

Public Application (SaaS)

Microsoft 365 is the public application used in this design guide. See Duo SSO for Microsoft 365 for a step-by-
step guide on protecting Microsoft 365 with Duo SSO. In this design guide, the application is given the name ZT
Microsoft 365.

Name ZT Microsoft 365 - SSO

DuoPush users will see this when approving transactions.

The domain name ciscozerotrust.com is configured. This custom domain is verified in Microsoft 365 and is the
domain at the end of the test users' email addresses.

Microsoft domain name * ciscozerotrust.com

If you wantto federate multiple domains, you'll needto create a Microsoft 265 application for each domain.

Finally, only users apart of the group ZT Employees are allowed to access the application.

Permitted groups Only allow authentication from users in certain groups

|* ZT Employees (from AD sync "ZT AD Sync") (1 user) |

When unchecked, all users can authenticate to this application.

Private Application Protection with DNG

DNG will be configured to allow access the same WordPress private application when users are remote. Apart
from preventing contractor access, the same policies and settings will be applied to authenticating users as if
they were at the branch or campus and the user experience will be similar. Because WordPress has been
configured with Duo SSO in previous steps, users will not be required to enter their Active Directory credentials
again. Additionally, the Remembered Devices setting previously configured in the Global Policy will allow users
to skip subsequent Duo 2FA requests after the first 2FA check.

Step 1. In the Duo Admin Panel, navigate to Applications.
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—1 | [
| 4 w
Dashboard

Device Insight

Policies

Applications

Protect an Application

Step 2. Click Protect an Application.

Q H Solutions Architechare | 1D 2738-0058-38 Shannon Wellngion v
Razhboard > Applications

Applications

Step 3. Search for Duo Network Gateway and click Protect next to Duo Network Gateway - Web
Application 2FA.

BWU® 0uo Network Gateway - Web Application 2FA Documentation Cf Protect

Step 4. Copy the Client ID, Client secret, and APl hostname values within the Details section.

Details

Client 1D ‘ D/ Copy ‘

Client secret ‘ OrBw Copy ‘

Don'twrite down your client secret or share it with anyone.

APl hostname

apr'_. duosecurity.com Copy ‘

Step 5. Within the Policy section, click Apply a policy to groups of users.

Policy

Policy defines when and how users wit authenticate whean accessing this appscaton Your giobal polcy always apphes. bul you can overmmide its ruies with custom policies

Group policies Appéy a poticy to groups of users

Step 6. Select the custom policy created earlier and the Groups that the policy will apply to. Click
Apply Policy.
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Apply a Policy

Policy
ZT WirdPress Contractons
Or, create a new Policy
Groups

* ZT Contractors (from AD sync "ZT AD Sync”)

Step 7. Verify the policy has the correct settings.

Group polices
ZT WordPress Contractors Eat | Repace | @ unassign
This poiicy appies to 1 group: ZT Contractors (from AD sync "ZT AD Sync")

@ Enabled Trusted Endpolnts Allow all endpoints

© Enobled Device Haalth opplication Don't require users to have the app

Apply another group poicy

Step 8. Give the application an appropriate name within the Name field within the Settings section.

Name DMNG - ZT WordPress

Duo Push users will see this when approving transactions.

Step 9. Click the Only allow authentication from users in certain groups checkbox next to
Permitted groups and add the groups allowed to access the application.

Permitted groups Only allow authentication from users in certain groups

| #* 7T Employees (from AD sync "ZT AD Sync") (1 user) |

When unchecked, all users can authenticate to this application.

Step 10. Click Save.

Step 11. Pivot to the DNG admin console by navigating to https://<URL-of-DNG>:8443.
Step 12. Navigate to Applications.
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Welcome

Primary
Authentication

Applications

Step 13. Click the drop down next to Add new... and click Web App.

Applications

i . No applications added yel.

- g TO 20¢ &0 30DICATKN. PI2ase Chck Ia DAMon Delow For more nformated) pease see the Documentaton
a ( \
“ Add New . Vv
B ’

O Network Gat=way v1 6.1 © 2022 Duo Secuity. All nonts reservee

Step 14. Within the Configure 2FA section, paste the Client ID, Client secret, and APl hosthame
obtained in Step 4. Click the check box next to Enable Frameless so the Duo universal prompt is

supported.
Configure 2FA
Add 8 new Dua Network Gateway - 'Wab Application In theé Duo Adimin Pansd (F, then fill In the detalts balow from that apalication’s setlings page
Duo iategratian key -

Duo Infogration kay %oc thiz appicanen

Due Secret key

Quo Se<ral by 1or e spDACEbON

Duo API hostname ap- oosecunty com

Dun API hottname tor this appication

Enabie Frameless Enable frameless authentication for this application

Step 15. Within the External Website Settings section, add the public facing URL users will type in
their browser to access the application remotely. This design guide uses the same URL externally and
internally for user convenience.
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External Website Settings

External URL htps./l  wordpress ciscozerotrust com
The externa URL i where Laers wib go 10 access the internal URL protected by the Duo Nelwork Gateway

Creats 5 CNAME DNS record for ihe sxtamal URL you've antered mto this Nald 30d maks the vaius of Ing 1ecord ba dag. ciscoterstrust . (on

Make sure to create a CNAME DNS record for the public facing URL added and give it the value of DNG’s
external URL created earlier.

Record details & X

Edit record

Record name

3 wordpress cistozerotiust.com

Record type
CNAME

Valae

3 dng.ciscozerotrust.com

Step 16. Determine if you want to provide your own certificate and private key or use the Let’s Encrypt
to generate a certificate.

Certificate Source @ Provide my own certificate
Generate a certificate on save

External $SL Certificate Choose File | WordPress.crt

Certificate chain to present for the Web application.

External $SL certificate Choose File | WordPress.pem

key
Frivate key for the External SSL certificate.

Step 17. Within the Internal Website Settings section, add the internal URL or IP address of the
application. If a URL is used, make sure that the host has a DNS server that can resolve the Internal
URL to the application’s IP address.

Internal Website Settings

Internal URL hitps:/iwordpress.ciscozerotrust. com/

Enter the URL used to access this application on the internal netwaorl.

Step 18. Specify if the application uses a certificate signed by public or private CA. If it uses a private
(internal) CA, add the certificate chain so DNG can validate the private application.
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Certificate Authority | use a private Certificate Authority

Check this option if the internal website uses a private Certificate Authority. If left unchecked, we will check the internal website's certificate against publicly
known and trusted Certificate Authorities. If you still get an error when trying to access the website, please check this option and upload the full certificate chain
for the internal website.

Internal SSL certificate Choose File | WordPresschain.pem

Certificate chain to validate the internal host. Only required if the internal application is communicating over HTTFS.

Step 19. Add the Internal HTTP Host header name and the Internal SSL validation name. The default
values are used for the remaining fields.

Internal HTTP Host wordpress. ciscozerotrust.com b
header name
Name used for the HTTP Host request header.
Internal SSL validation wordpress ciscozerotrust. com A
name
Name used for SMI and certificate validation. Select the one that matches the subject host name in the Internal SSL certificate.

Step 20. Click Add Application.

Validation Tests
Provisioning
Validation Test #1: Successful Windows enrollment and software/certificates installed

Step 1. Enroll the Windows device using the Meraki agent. After enroliment, verify that Meraki MDM is
collecting data from the device by going to System Manager > Monitor > Devices.

Device list

lfag~ | Location ~ | Move « | Delete | Command ~ | Quarantine » | | Search ~ | 6 devices View new version %74 | Add devices | CSV  General
[J # status Name Model Tags os Connected Connectivi Disk % used +
ctivity
1 =- DESKTOP-S6GHROD VMware Windows 10 Pro (64-bit) now 0%
m  DESKTOP-56GHROD

tevces + 55 DESKTOP-56GHROD

Details O Ratash detslle | Edit dotass

Mamea DESKTOP-56GHROD
Mool VMware
Serlal VMware-S6 4d 34 d1 c3 bB 2e dB-e7 82 ee 89 92
o0 88 ad
CPU 11th Gen Intal Core (7-1185G7 @ 3.00GHz
RAM 40GB
8105 INTEL - 604000

Auto tags 2w e d

s Wina

Ownar Set an owner

Step 2. Click the device name and verify applications are pushed to device successfully after
enrolliment and selecting the custom apps to be pushed.
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Acllvity log & Refresh activity log
v
Fob 171 ] Install desktop app "Cisco Secure Client - Cloud Managemant' Success Fob 17 12:31
b 17 12:49 Install desktop app 'Duo Device Health SUCCess Feb 17 12231
Step 3. On the device, verify that Duo Device Health is installed and working by typing Duo Device

Health in the Windows search box and opening the application.

All Apps  Documents Web More =

Best match

Duo Device Health
App

Search the web .
Duo Device Health

App

L Duo Device Health - see web results

7 Open
Run as administrator
Open file location
Pin to Start
Pin to taskbar

Uninstall

2 Duo Device Health

@ Device Health — =

Home

Your System

s DESKTOP-56GHROD
@® 53 Windows s not up to date >
. 6 System password is set

BitLocker is not enabled M

. 0 Firewall is enabled

Login secured by SIS
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Step 4. Verify Cisco Secure Client and associated modules are installed and working by typing Cisco
Secure Client in the Windows search box and opening the application.

Note: The VPN Ul is disabled based on steps done within the guide. The NAM module will be validated
within the Zero Trust: Network and Cloud Security Design Guide.

Best match

,ﬁ Cisco Secure Client
App

Search the web 2 2

Cisco Secure Client

L cisco secure chient - See wab resufts
/) ¢isco secure client S

) gisco secure client download Open
2 cisco secure client-anyconnect R 88 S mantetrstor
Open fée locabon

tisco secure chent 5 download

A to Start
cisco secure chient 5.0

Pin to taskbar

Cisco secure chient vpn download

Uninstall

Cisco secure chent windows

£ cisco secure chient
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@ Cisco Secure Client - X

Network:
Connected (192.168.171.128)

@,

| zr wired

ISE Posture:
No policy server detected.
Default network access is in effect.

@\

Secure Endpoint:
Connected.

| Flash Scan

Umbrella:
Umbrella is active.

® &

2 O s

Step 5. In the Cisco Secure Endpoint admin console, navigate to Management > Computers and
ensure the device is in the list.

O V =8 DESKTOP-56GHROD in group ZT Network « Definitions Up To Date
Hostname DESKTOP-56GHROD Group & ZT Network
Operating System Windows 10 Pro (Build 19043.928) Policy i+ ZT Windows
Connector Version 8.0.1.21164 Internal IP 192.168.171.128
Install Date 2022-09-23 03:12:31 UTC External IP I
Connector GUID 139a35d5-db2a-44ca-956¢c-dbac1779fabe Last Seen 2022-09-26 01:16:25 UTC
Processor ID 0f8bfbff000806c1 Definition Version TETRA 64 bit (daily version: 88868)
Definitions Last Updated =~ 2022-09-26 01:05:39 UTC Update Server tetra-defs.amp.cisco.com
Cisco Secure Client ID N/A Kenna Risk Score Q 100
@ Take Forensic Snapshot | View Snapshot | & Orbital Query 4 Events ¥ Device Trajectory @ Diagnostics © View Changes
[0\ Scan... } [QJ Diagnose... ] [ & Move to Group... ] [i Delete]

Step 6. In the Cisco Umbrella dashboard, navigate to Deployments > Core Identities > Roaming
Computers to verify the device has reported to umbrella.

| ety Mame Seatae I At Lty <

- ot TR AAMGATE): Proteceed & Encrypied ar the DNS Layer
]  OESKTOR . SEGHROD o

Global Setting @ minues ago v

Step 7.  Verify that the Umbrella root certificate is trusted by typing Manage computer certificates in
the Windows search box and opening the Control Panel application. Navigate to Trusted Root
Certification Authorities > Certificates and find Cisco Umbrella Root CA.
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Al

Best match

g Manage computer certificates

ontrol panet
Search the web

£ Manage computer certificate:

vl

O Manage computer certificates]

Manage computer certificates

“ontrol pane

E certlm - [Certificates - Local Computer\Trusted Root Certification Autherities\Certificates] - O X
File Action View Help
Gl Certificates - Local Computer A || |ssued To Issued By Expiration Date  Intended Purposes Friendly Name o>

= :e’”':; i 53] AAA Certificate Services AAA Certificate Services 12/31/2028 Client Authenticati..  Sectigo (AAA)
Y- rus(t:e rt'f'OOtt ertincation (53| Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 Client Authenticati...  DigiCert Baltimore ...

ifi =
P 5 Cisco Umbrella Root CA Cisco Umbrella Root CA 6/28/2036 <All> <None>
o lntern':ediate Cartification (5] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. 8/1/2028 Client Authenticati...  VeriSign Class 3 Pu...
g TS (5] Copyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stamping Microsoft Timesta...

Validation Test #2: Verify Secure Malware Analytics sandbox feature within Secure Endpoint

In the Cisco Secure Endpoint Admin console, navigate to Analysis > File Analysis.

Step 1.
Secure Endpoint
Premier
Dashboard Qutbreak Control ~ Managementv~ Accounts ~
Events
Dashboard
Detections / Quarantine
Dashboard bt jos Clarity S Clarity

File Analysis

efr all || O A E p
‘ Skl H 0 Auf File Repository

Step 2. Click Submit File.

File Analysis

Your Files Global Files @

Search by SHA-256, File name, IP, Keywords...

IEH X Submit File || B | ) |
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Step 3. Click Browse and select the file you want to analyze. It must be a supported file type. Click
Upload.

Submission for File Analysis X

You are about to submit a file to our servers for analysis. You will be notified by email when
the analysis is complete. There is a 20 megabyte file upload limit

Supported File Types:
.EXE, DLL, .JAR, .SWF, PDF, RTF, .DOC(X), XLS(X), .PPT(X), .ZIP, VBN, .SEP

@ submissions available: 100 submissions per day, 100 remaining.

File to Submit: ‘eicar_com.zip | Browse |

VM image for analysis I Windows 7x64 vl

Step 4. The file will be submitted and take some time for analysis.

> eicar_com.zip ( 2546dcff...6e9eedad ) 2022-03-24 02:48:44 UTC Pending

Step 5. After some time, the analysis will be ready and provide details on the file. Click Report for

more details.
¥ eicar_com.zip [ 2546dcfT . 6edeedad }l 2022-03-24 02:48:44 UTC -5
Fingerprint (SHA-256) 2546dcff.._.Ge9eedad
File name eicar_com.zip
Threat Score 95
Name Score
antivirus-service-flagged-artifact a5
Behavioral Indicators
antivirus-flagged-artifact 72
artifact-eicar 1

Validation Test #3: Verify Cisco Orbital Functionality

Step 1. In the Cisco Secure Endpoint admin console, navigate to Management > Computers, find a
computer that has Cisco Orbital installed and click on it. Click on the link to Query Orbital.
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O v == DESKTOP-56GHROD in group ZT Network + Definitions Up To Date B
Hostname DESKTOP-56GHROD Group & ZT Network
Operating System Windows 10 Pro (Build 19043.928) Policy £+ ZT Windows
Connector Version 8.0.1.21164 Internal IP 192.168.171.128
Install Date 2022-09-23 03:12:31 UTC External IP I
Connector GUID 139a35d5-db2a-44ca-956¢-dbac1779fabe Last Seen 2022-09-26 01:16:25 UTC
Processor ID 0f8bfbff000806c1 Definition Version TETRA 64 bit (daily version: 88868)
Definitions Last Updated 2022-09-26 01:05:39 UTC Update Server tetra-defs.amp.cisco.com
Cisco Secure Client ID N/A Kenna Risk Score @ 100
Take Forensic Snapshot | View Snapshot ‘I & Orbital Queryl 4 Events ¥ Device Trajectory ¥ Diagnostics © View Changes
[Q Scan... ] [QJ Diagnose... ] [ & Move to Group... ] [ ] Delete]

Step 2. In the Search Query Catalog section, search for an available query. Installed Programs
Search was used in this example.

Y .
A Orbital  pashboard Query Results Endpoints Catalog

&4 Query Clear Reset

Endpoints Add host-hostname, IP MAC, node ID, or Connector GUID

‘ .amp:139a35d5-db2a-44ca-956c-dbac1779fabe X

@ %

2 Windows e O
Search Query Catalog
” Q| Browse

2% Installed Programs Search

28O & Interface Names And Associated IPs

Step 3. Click Live Query after selecting the query.

Gl [> Live Query @ Schedule Query

%2 Installed Programs Search

PARAMETERS (i)

Program Name ‘ %

Program Install Locat... l %

Program Uninstall Str... ‘ %

Installed From ‘ 1970-01-01

Program Publisher ‘ % ‘

Installed To ‘ 2050-01-01

Step 4. The right section will populate with the results of the query.
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25 rows from 6 endpoints  [[] View on Results page & Download all as JSON

TR Installed Programs

ACTIVE @ EFRECRYAR!

NODE pDOVIKK WS owiaind version

REPORTED 2023-02-18 002 DESKTOP-56GHROD -

ENDPOINT BYUSAOSeGIWLEMS Cisco AMP Orbital 1213

ol Ll VMware Tools 11.3.5.18557794

O D ERLIO S, Java 8 Update 361 (64-bit) 8.0.3610.9

No Reslt. Last Seen 2022-02-17 X128:32
Microsoft Visual C++ 2019 X64 Additional Runtime - 14.28.29912 14.28.29913

ENDPOINT -XPHEbnsMSXgudib

Nes Resilt Last Sewn 2022-02- 17 14-20 5t Windows PC Health Check 3.6.2204.08001

OO DKuUBJqZhYZOMWRBL Micrasoft Update Health Tools 3.67.00

No Result, Last Seen 2023-02~17 1445:45 Meraki Systems Manager Agent 36,0

ENDPOINT HOOGIKCW21iG0dsx. Update for Windows 10 for x64 -based Systems (KB5001716) 8.91.00

No Raslt. Last Soen 2023-02-17 20,14. 16
XCA 240
Microsoft Visual C++ 2019 X64 Minimum Runtime - 14.28,29913 14.28.29913
Microsoft Edge 110.0.1587 .46
Microsoft Edge WebView? Runtime 110.0,1587 .46
Cisco Securs Client - Network Visibility Module 5.0.00529
Cisco Secure Client - ISE Posture 5.0.00529
Cisco Secure Client - ISE Complance Module 4.3.3064.6145
Java Auto Updater 283619
Cisco Secure Clent - Umbrelia 5.0.005249
Microsoft Visual C++ 2019 XB86 Additional Runtime - 14.28.29913 14.28.29913
Microsoft Visual C++ 2013 X85 Minimum Runtime - 14,28,29913 14.26.29913
Cisco Secure Clent Profile Edaor 5.0.00529
Duo Device Health 22300
Cisco Secure Client - Network Access Manager 5.0.00529
Cisco Secure Client - AnyConnect VPN 5.0.00529

Validation Test #4: Verify Umbrella Roaming Security Module is disabled on a protected Network

Step 1. In any browser, navigate to https://welcome.umbrella.com to verify that you are using
Umbrella DNS.
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ota i Ly

v o S e ~ |
esco LISCO Umbrella Product Customers Use Cases  Partners  Rescurces Blog Q

Q Welcome to Umbrella!

Your internet is faster, more reliable and better
protected because you're using Cisco
Umbrella

Note: All other Umbrella validation tests have been done within the Cisco Secure Access Service Edge
(SASE) with Meraki SD-WAN Design Guide.

Private Application (DC/laaS) Protection
Validation Test #1: Verify contractor can access private application with an unmanaged device

Step 1. From a branch or campus site, have the contractor login to the private application from any
browser. The contractor is directed to Duo SSO for SAML authentication. You can use a SAML tracer
extension within the browser to verify the user is directed to Duo SSO for SAML authentication.

Extension: (SAML-tracer) - SAML-tracer — Moazilla Firefox - >

X Clear |l Pause + Autoscroll SEglEEE=00 w0 EaRelgn & Import

t.com -admin/

t.com/wp-login.php?redirect_to=https%3A%2ZF%2Fw

AssertionConsumerserviceURL
Issuer

107 reguests received (S0 hidden)

HTTP Parameters SAML Summary

authnRequest ~
1D OHELOGIN_ 3ae98acelf739545e1aed+f252ddc4bldebt242f
version 2.8
IssusInstant 2@22-83-18T18:83:85Z
pestination https://sso-J - 550 - duosecurity. com/saml2/sp/DITKRAMEZIMFOCEADDYS/ 550
ProtocolBinding urn:gasis:inames:tciSAaML:2.8:bindings :HTTP-POST

https://wordpress.ciscozerotrust. com/wp-login.php
urn:wordpress.ciscozerotrust. com

Step 2.
after clicking Next.
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Single Sign-On Single Sign-On
Email Address contractor@ciscozerotrust.com edit
contractor@ciscozerotrust.com ‘ Password
Login
Secured by Duo Secured by Duo

Step 3. After clicking Log in, the contractor’s credentials are validated against Active Directory. On
successful device posture, Duo sends a Duo Push to the contractor’s phone.

m N
cisco

Check for a Duo Push

re you loggng in to ZT WordPress - SSO?

Verify it's you by approving the notification. .

Sent to 105 (OC-00- D

Waiting for approval...

Other options

Need help? Secured by Duo

Step 4. Because the Remembered devices setting is enabled in the Duo global policy and because
this is the first time the contractor logins with this browser, the contractor is given the option to trust
their browser and login less frequently from the browser they are using.

© 2023 Cisco and/or its affiliates. All rights reserved. Page 124 of 165



Trust this browser?

You won't need to log in as often from this
browser.

Yes, trust browser

No, do not trust browser

Step 5. The contractor successfully logs into the private application.

Profile < Private Application — Wor: X +

& C

O 8 https://wordpress.ciscozerotrust.com/wp-admin/profile.php

2

@ Private Application

Howdy, contractor .

Profile

Personal Options

Admin Color Scheme (®) Default =X Light

( : ) Modern

_ ) Coffee Ectoplasm _ Midnight

Help ¥

Blue

() Ocean

HEE $ EE Y BN = s

Step 6. In the Duo Admin Console, navigate to Reports to verify Duo approved the contractor’s

access with an unmanaged device as configured within the custom policy settings.
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60317 PM contractor

MAR 18, 2022

" Granted
User approved

ZT WordPress - 350 ™ Windows 10
As reported bythe browser o

Firefox 980
Flash Mot installed
Java Mot installed

Device Health Application

Installation status unknown

Firewall Unknown
Encryption Unknown
Password Unknown
Security Agents  Unknown

San Jose, CA, United States
I

Mot a Trusted Endpoint
determined by Device Heslth

> Duo Push
Seattle, WA, United
States

Validation Test #2: Verify contractor cannot access private application when connecting from an out-of-

date browser

Step 1.

From a branch or campus, have the contractor login to the private application from a browser

that is out of date. The contractor is directed to Duo SSO for SAML authentication and must provide
their username and password. After providing their credentials Duo prevents the contractor from

proceeding further.

We're sorry, access is not allowed because
you have out-of-date software.

See what is allowed 2

Step 2.
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]
&) Firefox is out of date

Out-of-date browsers are a security concemn

~  Latest version - Required

@ Your version - Over & months out of date

See how fo update Firefox O

Step 3. In the Duo Admin Console, navigate to Reports to verify Duo denied the contractor’s access
with an out-of-date browser as configured within the global policy.

4:48:26 AM

MAR 16, 2022

X Denied @

Out of date: Firefox

contractor ZT WordPress - S50 > Windows 10

As reported by the browser o

Unknown

Validation Test #3: Verify on-prem employees can access private application with a managed device

Step 1. From a branch or campus site, have the employee login to the private application from any
browser. The employee is directed to Duo SSO for SAML authentication. You can use a SAML tracer
extension within the browser to verify the user is directed to Duo SSO for SAML authentication.

Extension: (SAML-tracer) - SAML-tracer — Mozilla Firefox — >
X Clear & Autoserol & Export & mport
GET ttps J/fwordpress. ciscozerotrust. comiwp-admin ~
wEHznSAMLES
HTTP Parameters SANML Summary
authnRrequest ~
1D OHELOGIN_Sd9e929:8e922678ddad51573d18936242d5c9a9
version 2.8
IssusInstant 2@22-83-24T81:51:827
pestination https://sso- - 550 duosecurity. com/saml2/ sp/DITKRAUB2ZMFOCEADDY S/ S50
ProtocolBinding urn:gcasis:inames:tciSAML:2.@:bindings iHTTP-POST
AssertionConsumerserviceURL https://wordpress. ciscozerotrust. com/wp-login. php
Issuer urn:wordpress.ciscozerotrust.com v
132 requests received (78 hidden)

Step 2. The employee must provide their username followed by a Duo request for their password after
clicking Next.
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Single Sign-On

Email Address

employee@ciscozerotrust.com

Secured by Duo

Single Sign-On
employee@ciscozerotrust.com @

Password

........

Secured by Duo

Step 3. After clicking Log in, the user’s credentials are validated against Active Directory. On

successful device posture, Duo sends a Duo Push to the user’s phone.

Check for a Duo Push

Veerify it's you by approving the notification. ..

Sent to 105 (000D

Vaiting for approval...

Other options

Need help? Secured by Duo

Step 4.

-I'Illlh
cisco

in2 i 10 ZT WordPress - SSO

Because the Remembered devices setting is enabled in the Duo global policy and because

this is the first time the employee logins with this browser, the employee is given the option to trust
their browser and login less frequently from the browser they are using.
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Trust this browser?

You won't need to log in as often from this
browser.

Yes, trust browser

No, do not trust browser

Step 5.

The employee successfully logs into the private application.

Dashboard « Private Application — X +

= C

al

Private Application

O EJ O~ https:;//wordpress.ciscozerotrust.com/wp-admin/

® Screen Options ¥ Help ¥
Dashboard
¥ Site Health Status AV A Quick Draft AV o a
_ , _ Title
= Site health checks will automatically run
) No information periodically to gather information
" yet... about your site. You can also visit the
: Content

Site Health screen to gather

information about your site now. What's on your mind?
- At a Glance AV A |

Save Draft
L! 1 Page B 1 comment -

1] WordPress 5.9.2 running Twenty Twenty-Two theme.
- . WordPress Events and News AV a
& © search engines discouraged
Step 6. In the Duo Admin Console, navigate to Reports to verify Duo approved the employee’s access

with a managed device as configured within the global policy.
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1:51:38 AM " Granted employee ZT WordPress - 550 v Windows 10, version 2004 (19041.1237) > Duo Push
MAR 24, 2022 User approved As reported by Device Health Raleigh, NC, United
States
Hostname DESKTOP-5GSTQQO
Firefox 98.0
Flash Mot installed
Java Mot installed

Device Health Application

Installed

Firewall on
Encryption Off
Password Set

Security Agents  Running: Cisco
Secure Endpoint

AZ, United States
]

Trusted Endpoint
determined by Device Health

Validation Test #4: Verify on-prem employees cannot access private application with an unmanaged
device

Step 1. From a branch or campus site, have the employee login to the private application from a
personal device. The employee is directed to Duo SSO for SAML authentication and must provide
their username and password. After providing their credentials, Duo detects that the personal device
does not have Duo Device Health installed and requests it to be installed as required by the Duo
global policy.

® Install Duo Device Health

Your organization requires you to install the

Device Health app before logging in.

‘ Download the app

Already have it? Open the app

What is Device Health?

Secured by Duo

Step 2. Duo reports the employee is not allowed to login due to not having Duo Device Health

installed
4:25:23 AM X Denied employee ZT WordPress - 350 » Windows 10 Unknown
MAR 18, 2022 Device health dats is As reported by the browser @
missing

Step 3. After downloading and installing Duo Device Health, the user can click Open the app to
continue.
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© Download started

Open the installer in your downloads folder and
follow the steps to complete installation.

File hasn't downloaded? Try again

App not opening? Open the app

Secured by Duo

Step 4. Duo Device Health verifies that the employee’s device is not managed and prevents access.

We're sorry. Access is not allowed.

« We're sorry, access is not allowed because
you are using a personal device.

To fix this problem, please reach out to your
administrator or IT Helpdesk

Step 5. In the Duo Admin Console, navigate to Reports to verify Duo denied the employee’s access

with a personal device as configured within the global policy.
4:25230 AM X Denied employee ZT WordPress - SSO  » Windows 10, version 2004 (19041.1237) Unknown
MAR 16, 2022 Endpoint is not trusted As reported by Device Health

Validation Test #5: Verify private application access is denied from device that triggers loC in Secure
Endpoint

Step 1. On the managed device, trigger a Cisco Secure Endpoint alarm. For example, on a Windows
device open the command prompt and issue the command: netsh interface portproxy add v4tov4
listenport-8001 connectport=80 connectaddress=127.0.0.1.
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Step 2. In the Cisco Secure Endpoint Admin console, navigate to Events.

Secure Endpoint
Premier

Dashboard Analysis~ Outbreak Control~ Management~ Accounts v
Dashboard
Dashboard Inbox Overview Events 10S Clarity
I

Step 3. Verify that an Indication of Compromise (loC) has occurred on the device.

Dashboard
Evart
¥ Fiher; (New)
Y
b DESKTOP-50STOQ0 Cscorerotrust.oom o« Cloea 0L WI2 Neast¥ rewalPostf orward. oc - Rl k) 'i‘l 2002001 2591 38 UTC

Step 4. On the managed device, have the employee attempt to login to the private application.

We're sorry. Access is not allowed.

= This device has been blocked from
accessing this application

To fix this problem, please reach out to your
administrator or IT Helpdesk

Step 5. In the Duo Admin Console, navigate to Reports to verify Duo denied the employee’s access
with a device where an lIoC has occurred as configured within the global policy.
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52610 AM X Denied employee ZT WordPress - SS0O > Windows 1 0, version 2004 Unknown
MAR 16, 2022 Elodied by::is._m (19041.1237)
Seue Endeeint As reported by Device Health

Validation Test #6: Verify private application access is denied when Secure Endpoint is not installed
Step 1. On the managed device uninstall Cisco Secure Endpoint.

Step 2. The employee attempts to access the private application. After entering their credentials, Duo
presents the following message:

® Action required

Your system does not meet your organization's
security requirements. To fix this, open Duo
Device Health and follow the steps.

Open Device Health

What is Device Health?

Secured by Duo

Step 3.  After opening Duo Device Health, the following message is seen:

@ Device Health - *
= Security Settings
Action Required

Please fix these settings, then try logging in again

. . Security agent is not running M

Step 4. In the Duo Admin Console, navigate to Reports to verify Duo denied the employee’s access
with a device that does not have Secure Endpoint installed as configured within the global policy.
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5:30:08 AM X Denied employee ZT WordPress - » Windows 10, version 2004 (19041.1237) Unknown
MAR 18, 2022 Endpaint is not healthy 580 As reported by Device Health

Hostname DESKTOP-5GSTQQO

Edge Chromium  99.0.1150.39
Flash Mot installed
Java Mot installed

Device Health Application

Installed

Firewall an

Encryption Off

Password Set

Security Agents X Running: Windows

Defender

AZ, United States
L

Trusted Endpoint

determined by Device Heslth

Validation Test #7: Verify remote employees can access private application through DNG with a managed
device

Step 1. From an acceptable remote location, have the employee login to the private application from
any browser on their managed device by using the external URL for the application configured in
DNG. Because the DNS CNAME record for the external URL has a value of the DNG FQDN, the user’s
browser is immediately redirected to the DNG FQDN. From there, DNG directs the user to Duo SSO
because Duo SSO is configured as the primary authenticator.

Extension: (SAML-tracer) - SAML-tracer — Maozilla Firefox — >

X Clear QINeUERE + Autoscroll EEElG w0 BoR e igrcE T Export & Import

HTTP Parameters SAML Summary

authnRequest L

D DU 1F15452712c@be2d211275ded22835801e7233fecc547dbl19edsE88et2f@a7abo

version 2.8

IssueInstant 2822-83-18T17:25:15Z

pestination ht'tps:Hssl:-_.ssc-.duc-secur‘i't_'.f.l:l:-mf’samlzfsp,’l:-lEYQER.‘~1FP‘.-.IU.-.IEIEZQ'.-.IEISS|:-

ProtocolBinding urn:oasis:names:tc:SAML:2.8:bindings :HTTP-POST

AssertionConsumerserviceURL https:/fdng.ciscozerotrust. com/acs/

Issuer https://fdng.ciscozerotrust. com/metadata/ w
179 requests received (&3 hidden)

Step 2. If the employee does not already have an active SSO session, they will need to enter their

credentials and will be prompted to approve a Duo Push.

Step 3.  After approving the Duo Push, the employee is directed to the login page for the private
application, facilitated by a reverse proxy created by DNG. In this design guide, the login page for
WordPress has been configured to immediately redirect the user to Duo SSO for authentication so the
employee is directed to Duo SSO again.
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Extension: (SAML-tracer) - SAML-tracer — Moazilla Firefox - >

X Clear QINeUCEE + Autoscroll SNl w0 Dok T Export & Import

HTTP Parameters SAML Summary

authnRequest )
D OMELOGIN_481c931dabbba845@957157a7d15b87f@aa86d75
version 2.8
IssueInstant 2822-83-18T17:25:34%
Destination https://sso-JJ . s50.duosecurity. com/saml2/ sp/DITKRAUB2IMFOCEADDYS/ 550
ProtocolBinding urn:oasis:names:tc:SAML:2.8:bindings :HTTP-POST
AssertionConsumerserviceURL https:/wordpress.ciscozerotrust. com/wp-login. php
Issuer urn:wordpress.ciscozerotrust.com >

179 requests received (&3 hidden)

Step 4. The user now has an active SSO session because SAML authentication has already been
completed through DNG and the employee’s browser is remembered. The employee is not requested
to provide their credentials or do 2FA again and successfully logs into the private application.

Step 5. In the Duo Admin Console, navigate to Reports to verify Duo allowed the employee’s access
to the private application through DNG. There are two reports because the user had to authenticate
twice - once for DNG and another for the private application. Because SAML is used for
authentication and the Remembered Devices setting is enabled under the global policy, the user only
needed to provide AD credentials and do a 2FA check once.

5:25:37 PM " Granted employee ZT WordPress - SS0O > Windows 10, version 2004 Remembered Device
MAR 18, 2022 Remembered device (19041 .1237) Location Unknown
As reported by Device Health

5:25:30 PM " Granted employee DNG - ZT WordPress  » Windows 10, version 2004 2> Duo Push
MAR 18, 2022 User approved (19041 1237) Seattle, WA, United
As reported by Device Health States

Validation Test #8: Verify private application access through DNG is denied based on location

Step 1. Have the employee attempt to access the private application remotely through DNG from a
location not allowed within the Duo policy. After providing their credentials Duo prevents the
employee from proceeding further.
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4\ Something went wrong

Please try again or contact your IT help desk.

Contact for Help

Flease contact your help or support desk.

Step 2. In the Duo Admin Console, navigate to Reports to verify Duo denied the employee’s access to

the private application through DNG based on their location as configured within the global policy.

311:31 AM X Denied
MAR 17, 2022 Location restricted

DNG - ZT WordPress

~ Windows 10, version 21H1 (19043.928)

As reported by Device Health
Hostname DESKTOP-56GHROD

Edge Chromium  99.0.1150.39
Flash Not installed
Java Not installed

Device Health Application

Installed

Firewall On

Encryption ofr

Password Set

Security Agents  Running: Cisco Secure
Endpoint

Tokyo, 13, Japan
I

Mot a Trusted Endpoint
determined by Device Heslth

Unknown

Validation Test #9: Verify contractor cannot access private application remotely using DNG

Step 1. From any location using any browser on their device, have the contractor attempt to access

the private application through DNG using the external URL of the application. The contractor should
be directed to the Duo SSO for authentication. After the contractor enters their username, Duo should

prevent access.
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| Y| Y
4\ Application access denied

Your account does not have access to this
application. Please contact your IT help desk.

Contact for Help

Flease contact your help or support desk.

Step 2. In the Duo Admin Console, navigate to Reports to verify Duo denied the contractor’s access

to DNG as configured within the Permitted Groups for the DNG application.

1:32:35 AM K Denied contractor DNG - ZT ? Windows 10

MAR 18, 2022 User is not in WordPress As reported by the browser @
permitted group

Unknown

Public Application (SaaS) Protection

Validation Test #1: Verify employees can only access public application with a managed device

Step 1. From any acceptable location, have the employee login to the public application from any
browser on their managed device. In this design guide, Microsoft 365 was tested using the URL

https://login.microsoftonline.com/.

™ Microsoft
Sign in

employee@ciscozerotrust.com

No account? Create onel

Can't access your account?

Step 2. The user is directed to the Duo SSO for SAML authentication. After successful authentication,

the user successfully logs into the private application.
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https://login.microsoftonline.com/

m) Q Micasch Office Mome x + - = %
— &) £ Wips//www.otfice.com/zuth =2 B % ¢ 9 8
Office &) ? 0
h New 1o Office 3657 Cisco Solutions Archatecture 5ign out
“terre a  This is your Office 365 home page—where you can see and access all of your Office 365 apps, Iif it's emp
' user hoense was very recently assigned to you, Wait 10 minutes and refresh this page, If you stll don't s
t department. They can help you get up and running
= John Doe
J D employeePoacozerctrust.eem
a View account
My Comtarn
Good afternoon
™
Quick access
9 AN ) Recently opened 28 Shared w1 Favorites ¢ T Upload = B5

No recent content

Create 3 new document or upioad one to get started m
A

Step 3. In the Duo Admin Console, navigate to Reports to verify Duo allowed the employee’s access
to the public application.

6:51:54 AM + Granted employee ZT Microsoft 365 - ~ Windows 10, version 2004 (19041.1237) » Duo Push
MAR 186, 2022 User spproved 880 As reported by Device Health Raleigh, NC, United
States

Hostname DESKTOP-5GSTQQO

Edge Chromium  99.0.1150.39
Flash Not installed
Java Not installed

Device Health Application

Installed

Firewall Oon

Encryption off

Password Set

Security Agents  Running: Cisco Secure

Endpoint
CA, United States
|
Trusted Endpoint

determined by Device Health

Validation Test #2: Verify contractor cannot access public application

Step 1. From any location using any browser of their device, have the contractor attempt to login to
the public application.

Step 2. The contractor is directed to the Duo SSO for authentication. After they enter their username,
Duo prevents the contractor’s access.
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| Y| Y
4\ Application access denied

Your account does not have access to this
application. Please contact your IT help desk.

Contact for Help

Flease contact your help or support desk.

Step 3. In the Duo Admin Console, navigate to Reports to verify Duo denied the contractor’s access
to the public application.

6:99:17 AM X Denied contractor ZT Microsoft 365 - SSO > Windows 10 Unknown

MAR 18, 2022 Uzer iz notin permitted As reported by the browser L]
group

Note: All other Duo policy tests work for the public application as they have in the private application
validation tests.

Appendix
Appendix A - Cisco Secure Client Profile Creation

Cisco Secure Client modules use profiles to determine what features are enabled when running on a managed
device. SecureX Cloud Management provides methods for creating profiles for certain modules, however some
profiles will still need to be created externally using the Cisco Secure Client Profile Editor. This section details
the creation of profiles for the following modules:

¢ Network Access Manager
o AnyConnect VPN (excluding the VPN local policy and VPN management tunnel profile)
o ISE Posture

¢ Network Visibility Module

Download & install Cisco Secure Client Profile Editor

To download the Cisco Secure Client Profile Editor for Windows, go to the Cisco Software Download page.

Profile Editor (Windows) 27 -Jul-2022 13.70 MB RS

tools-cisco-secure-client-win-5.0.00529- profileeditor-kS.mai
Adwisaries [

Once the file has been downloaded, execute the MSI file and choose the setup type for your environment. In
the lab environment, the Custom option was chosen to install the following editors:
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« Network Access Manager Profile Editor
o VPN Profile Editor

o ISE Posture Profile Editor

« Network Visibility Module Profile Editor

Network Access Manager Profile

The NAM profile controls Windows supplicant behavior. Within the Zero Trust: Network and Cloud Security
Design Guide, EAP-FAST is configured to authenticate and authorize both the user and their machine before
they are able to join the network. The following steps provide configuration details for setting up EAP-FAST.
Additional details about modifying the NAM profile can be found here. For information on setting up ISE and the
network for 802.1x authentication, review the Cisco Zero Trust: Network and Cloud Security Design Guide.

Step 1. Type Network Access Manager Profile Editor in the Windows search box and open the
application.

Best match

[ Network Access Manager Profile | i
Editor I
App -
Network A Manager Profile Editor

Apf

Search the web

Network Access Manager Profile
Editor - See we

network security manager profile Open
3 - Run as adminsstrator
manage wireless network profiles
Open fle location
< profile manager for mac
Pin to Start

J how to change network profile

O Newwork Access Manager Profile Editor

Step 2. Under Client Policy, the defaults are used.
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File Help

[ Cisco Secure Client Profile Editor - Network Access Manager

‘3, Network Access Manager :
{83 Client Policy

Authentication Policy
Networks

Client Policy
Profile: Untitled

% Network Groups

- Connection Settings

Default Connection Timeout (sec.)

Connection Attempt:

() Before user logon

Time to wait before allowing user to logon (sec.)

(@) After user logon
- Media

Manage Wi-Fi (wireless) Media
Enable validation of WPA/WPA2 handshake
[] Enable Randomized MAC Address
Default Association Timeout (sec.)
Manage Wired (802.3) Media

[] manage Mobile Broadband (3G) Media
Enable Data Roaming

-End-user Control

Allow end-user to:
Disable Client

Display user groups Enable by d...

Select machine connecti...

|:| Specify a script or application to run when connected

Auto-connect

- Administrative Status

Service Operation FIPS Mode

(@) Enable () pisable (") Enable

(@) Disable

Step 3.

Under Authentication Policy, the only Allowed Authentication Modes enabled are EAP-

FAST and the sub-categories EAP-MSCHAPv2 and EAP-TLS. This is for verification of the machine

and the user done within the Cisco Zero Trust: Network and Cloud Security Design Guide.
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WPA2 Personal TKIP

WPA2 Personal AES

Select All (Enterprise)
Open (Dynamic (802.1X) WEP)
WPA Enterprise TKIP
WPA Enterprise AES
WPA2 Enterprise TKIP
WPA2 Enterprise AES
CCKM Enterprise TKIP

CCKM Enterprise AES

2 Cisco Secure Client Profile Editor - Network Access Manager - O
File Help
i {I\é;twork Access Manager | Authentication Policy
48§ Client Policy . i
5 Authentication Policy Profile: Untitled
- Networks - Allow Association Modes -Allowed Authentication Modes
“#L Network Groups Select All (Personal) [] select All Outer
Open (no encryption) EAP-FAST
[Jeap-cTC
~| Open (Static WEF
pen ( ) EAP-MSCHAPV2
Shared (WEFP) EAP-TLS
WPA Personal TKIP [ ]eaP-TLS
WPA Personal AES [Jeap-TTLS
EAP-MD5 EAP-MSCHAPV2

PAP (legacy) CHAP (legacy)
MSCHAP (legacy)
MSCHAPV2 (legacy)

[Jieap
[]reap

EAP-GTC
EAP-MSCHAPv2
EAP-TLS

-Allowed Wired Security

Select Al
Open (no encryption)
802.1x only

802.1x with MacSec
AES-GCM-128
AES-GCM-256

Step 4. Under Networks, select the default network and click Edit.

B Cisco Secure Client Profile £ditor - Network Access Manager

- o X

File Help
¥ ’u-etwork Access Manager :NMG
\? m::mm boscy | Profile: Untitied
7% Network Groups s
Nome Media Type

O Hep

* A natwork in group "Global’ is 8 member of &7 groups-

Growp*
Global
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Step 5. With the Media Type section, create a Name for the network. You can also specify the
Network Media. For this example, Wired (802.3) Network is used. Click Next.

Media Type
I Mame: ZT wired I e LYF' |
Group Membership ecurity Leve
(J1n Tl TETn Connection Type
e ocal networks
rom Machine Auth
(@ In all groups (Global) Certificates
Choose Your Network Media Credentials
(@) Wired (802.3) Network User Auth
red (802.3) Networ Certificates
Select a wired network if the endstations will be connecting to the network Credentials

with a traditional ethernet cable.
() Wi-Fi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
SSID (max 32 chars):

Hidden Metwork
Corporate Metwork

Association Timeout 3 seconds

Step 6. Under the Security Level section, select Authenticating Network. Click Next.

Security Level Media Type

() Open Network Security Level
Open networks have no security, and are open to anybody within range. This is Connection Type
the least secure type of network. Machine Auth

(@ Authenticating Metwork Certificates
Authenticating networks provide the highest level of security and are perfect for Credentials
enterprise level networks. Authentication networks reguire radius servers, and User Auth
other network infrastructure. Certificates

Credentials

Step 7. Under the Connection Type section, select Machine and User Connection. Click Next.

Network Connection Type Media Type

() Machine Connection Security Level

Connection Type
Machine Auth

This should be used if the end station should log onto the network before the
user logs in. This is typically used for connecting to domains, to get GPQ's and

other updates from the network before the user has access. St

i Credentials

O User Connection User Auth
The user connection should be used when a machine connection is not needed. Certificates

A user connection will make the network available after the user has logged on. Credentials

(@ Machine and User Connection

This type of connection will be made automatically when the machine boots.
It will then be brought down, and back up again with different credentials
when the user logs in.

Step 8. Under the Machine Auth section, select EAP-FAST under EAP Methods and Authenticate
using a Certificate under Inner Methods based on Credentials Source. Click Next.
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EAP Methods Media Type

() EAP-MD5 () EAP-TLS Security Level
() EAP-MSCHAPV2 () EAP-TTLS Connection Type
() EAP-GTC () PEAP Machine Auth
Certificates
Credentials
User Auth
Certificates

EAP-FAST Settings

Validate Server Identity
|| Enable Fast Reconnect

Credentials

Inner Methods based on Credentials Source

() Authenticate using a Password
EAP-MSCHAPv2 EAP-GTC
(@) Authenticate using a Certificate
() When requested send the client certificate in the clear
() Only send client certificates inside the tunnel
{®) Send client certificate using EAP-TLS in the tunnel

Use PACS

Step 9. Under the Certificates section, the defaults are used however rules can be created to restrict

the server certificate used for machine authentication. Click Next.

Certificate Trusted Server Rules Media Type
Security Level
Connection Type

Machine Auth

Certificates
Credentials
User Auth
) ) Certificates

Certificate Field Match Value i
Credentials

Subject Alt. Name  ~ exactly matches e

Add Save

Certificate Trusted Authority

(@) Trust any Root Certificate Authority (CA) Installed on the OS

() Include Root Certificate Authority (CA) Certificates

Add Remove

Step 10. Under the Credentials section, the defaults are used. Click Next.
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Machine Identity Media Type
Unprotected Identity Pattern: host/anonymous Security Level
Connection Type
Machine Auth
Certificates
Credentials
User Auth
Certificates
Credentials

Protected Identity Pattern: host/[username].[domain]

Step 11. Under the User Auth section, select EAP-FAST under EAP Methods and Authenticate using a
Password under Inner Methods based on Credentials Source. Click Next.

EAP Methods Media Type
() EAP-MDS () EAP-TLS Security Level
() EAP-MSCHAPV2 () EAP-TTLS Connection Type
() EAP-GTC () PEAP Machine Auth

Certificates
- Credentials
|:| Extend user connection beyond log off User Auth

EAP-FAST Settings Certificates
validate Server Identity Credentials

|| Enable Fast Reconnect
[] pisable when using a Smart Card

Inner Methods based on Credentials Source

(@ Authenticate using a Password
EAP-MSCHAPV2 [ ]EAP-GTC
{_) Authenticate using a Certificate
When requested send the client certificate in the clear

Only send client certificates inside the tunnel
Send client certificate using EAP-TLS in the tunnel
() Authenticate using a Token and EAP-GTC

Use PACs

Step 12. Under the Certificates section, the defaults are used however rules can be created to restrict
the server certificate used for user authentication. Click Next.
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Certificate Trusted Server Rules Media Type
Security Level

Machine Auth

Certificates
Credentials
User Auth
) ) Certificates
Certificate Field Match Value .
Credentials
Subject Alt. Name  ~ exactly matches e
Add Save

Certificate Trusted Authority

(@) Trust any Root Certificate Authority (CA) Installed on the OS

() Include Root Certificate Authority (CA) Certificates

Add Remove

Connection Type

Step 13. Under the Credentials section, select Use Single Sign On Credentials under User

Credentials. Click Done.

Remember Forever
Remember while User is Logged On
MNever Remember

() Use Static Credentials

Password:

User Identity Media Type
Unprotected Identity Pattern: anonymous Security Level
Protected Identity Pattern: [username] Connet?tion Type

Machine Auth
Certificates
User Credentials Credentials
(@) Use Single Sign On Credentials User Auth
] Certificates
() Prompt for Credentials Credentials

Step 14. Navigate to File > Save As. Save the file as configuration.xml.

Note: CSC will not accept another name for the NAM profile.

[ Cisco Secur|
File Help

New
Open...
Save
Save As...

Exit
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VPN Profile

The AnyConnect VPN profile provides VPN server information so the client knows where to establish the VPN. It
also provides additional services to control and enhance VPN functionality and behavior such as Trusted
Network Detection, Start before logon, and certificate selection. The following steps provide basic steps for
creating an AnyConnect VPN profile. Additional details about modifying the VPN profile can be found here.
Information on setting up an Cisco Secure Firewall as a VPN server can be found within the Cisco Secure
Remote Worker for On-Prem Design Guide.

Step 1. Type VPN Profile Editor in the Windows search box and open the application.

All Apps Documents Web More ¥

Best match

|@ VPN Profile Editor
App

Apps VPN Profile Editor

® VPN Management Tunnel Profile App
Editor

Search the web
! Open
£ VPN Profile Editor - See web results
Run as administrator

£ vpn profile editor cisco

Open file location

vpn profile editor cisco anyconnect 2 pin to Start
vpn profile editor anyconnect = Pin to taskbar
cisco vpn profile editor download I Uninstall

anyconnect vpn profile editor
download

£ VPN Profile Editor

Step 2. Under Server List, click Add.
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{85 Preferences (Part 1) . :
+* Preferences (Part 2) Profile: Untitied

B Cisco Secure Client Profile Editor - VPN — Oa =
File Help
L VPN 1 Server List

Backup Servers

[ Certificate Pinning
= Certificate Matching Hostname Host Address User Group Backup Serve... SCEP

= Certificate Enroliment

Mobile Settings

Certificate Pins

Note: it is highly recommended that at least one server be defined in a profile.

Edit...

Delete

Details

@ Help

Step 3. Within the Server tab, add a unique Display Name recognizable by users and the FQDN or IP
Address of the VPN concentrator. You can add a User Group if used on the VPN concentrator as well
as modify the Primary Protocol to SSL or IPsec. Click Ok when done.

Server List Entry

Server |oad Balancing Servers SCEP Mobile Certificate Pinning

Primary Server Connection Information
Display Name (required) | ZT VPN Primary Protocol | SSL v
FQDM or IP Address User Group ASA gateway
vpn.ciscozerotrust.com / Auth Method During IKE MNegatiation
Group URL IKE Identity (IOS gateway only)

vpn.ciscozerotrust.com

Backup Servers

Host Address Add

Move Up

Move Down

Delete

oK Cancel

EAP-AnyConnect

Verify the VPN server has been added.
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Hostname Host Address User Group Backup Serv... SCEP Maobile Sett... Certificate ...
ZT VPN vpn.ciscozerotrust.com -- Inherited --
Mote: it is highly recommended that at least one server be defined in a profile. | Add... | | Delete
@ Help

Step 4. Navigate to File > Save As. Save the file with a unique name.

Note: CSC will accept multiple names for the xml file as there can be multiple VPN profiles within the VPN
Profile directory.

[ Cisco Secur,
File Help

New

Open...
Save
Save As...

Exit

ISE Posture Profile

The ISE Posture Profile controls agent behavior during posture assessment such as timers and the mode the
agent should run in. This posture assessment is done before the device accesses the network. The following
steps provide basic steps for creating an ISE Posture profile. Additional details about modifying the ISE Posture
profile can be found here. A future version of the Cisco Zero Trust: Network and Cloud Security Design Guide
will include ISE side configuration for setting up posture.

Step 1. Type ISE Posture Profile Editor in the Windows search box and open the application.
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All Apps Documents Web More ¥

Best match

@ ISE Posture Profile Editor
App

Search the web
ISE Posture Profile Editor

L ISE Posture Profile Editor - See web App
results

cisco ise posture profile .
Open

cisco ise posture updates .
Run as administrator

cisco ise posture configuration Open file location
cisco ise posture assessment = Pin to Start
cisco ise posture module “~ Pin to taskbar

cisco ise posture update offline W} Uninstall

cisco ise posture checking

Jol
S5
Jol
0
0
/5
0
/5!

cisco ise linux posture

L ISE Posture Profile Editor

Step 2. Under Preferences, there are multiple options that can be chosen here. Scroll down to the
Posture Protocol section and enter a valid Discovery host and Server name rules at minimum.

Preferences

Profile: Untitled

Posture Protocol
Discovery host ise.ciscozerotrust.com
Server name rules *,ciscozerotbrust.com
Call Home List
PRA retransmission time 120 Sec
Retransmission delay 60| Sec
Retransmission limit 4

Step 3. Navigate to File > Save As. Save the file as ISEPostureCFG.xml.

Note: CSC will not accept another name for the ISE Posture profile.
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[ Cisco Secur,
File Help

New
Open...
Save
Save As...

Exit

Network Visibility Module Profile

The NVM profile provides collector information so the module knows where to send telemetry data. There are
also additional controls such as caching data obtained while on an untrusted network, controlling which data is
sent and anonymization of that data, and Trusted Network Detection settings to determine when the client is on
a trusted network. The following steps provide basic steps for creating an NVM profile. Additional details about
modifying the NVM profile can be found here. NVM can be configured to forward telemetry to analytics
platforms such as Cisco Secure Network Analytics, Splunk, and Splunk for CESA (Cisco Endpoint Security
Analytics). Information on setting up NVM with Splunk for CESA can be found here.

Step 1. Type Network Visibility Module Profile Editor in the Windows search box and open the
application.

Al Apps Documents Web More ¥

Best match

E Network Visibility Module Profile
Editor Oz |

App
Stttk Network Visibility Module Profile Editor

App
£ Network Visibility Module Profile

Editor - See web results
L cisco network visibility module =7 Open
©  Run as administrator
I3 Open file location
~  Pin to Start
= Pin to taskbar

Uninstall

0 Network Visibility Module Profile
Editor

Step 2. Under Collector Configuration, provide the IP Address/FQDN and Port of the collector.
Depending on if DTLS is supported by the collector, disable or enable the Secure checkbox.
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i Collector Configuration
IP Address/FQDN 'nvm.discozerotrust.com
Port 2055
[[] secure
Step 3. In the middle section, click Add next to Data Collect Policy. NVM will not collect data without a

policy being created first.

Periodic Template Repart mins

MNote: valid range: Smins - 24hrs{1440mins).

Periodic Flow Report | seconds

Mote: Valid range 60-360. To send at the start of the flow: 0.

Agaregation Interval seconds

MNote: Valid range: 0 - 600,

Throttle Rate Kbps

MNote: Valid range: 12 - 2048, To disable: 0.

Collection Mode |Al| Networks w |
Collection Criteria [] Broadcast packets
[] Multicast packets

Data Collection Policy
Delete

Step 4. Create a Name for the Data Collection Policy. Select the Network Types the policy should
apply to. Under the Include/Exclude section, specify whether to Include or Exclude certain fields and
specify the Fields. Click Save.
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|44 Data Coltection Policy X

Data Collection Policy

Name IT_Polcy

Metwork Type [/ vpo [ Trusted 4] Untrusted
Flow Filter Rule { al I8
l v| B
Add £ Desete
Include /Exclude
Type @ Inchude () Exchude
s [ Logpedinuser Al
" | [ Logoedintser AccountType
[ Processaccount
[ Processisec AccountType

hd }

LoQpedinser

Processiame !
ProcessAccount

ParentProcesatiame

ParentProceasdccount

[swe | | conce

Step 5. Near the bottom of the editor, click Configure next to Trusted Network Detection. NVM uses
Trusted Network Detection to determine if the device is on a trusted network or not. On a trusted
network, NVM can immediately send telemetry to the collector. On an untrusted network, NVM can
cache the data to send it later when on a trusted network.

T ——

Step 6. Enter the IP address or FQDN of the trusted server, along with the port if it uses something
other than 443. Click Add. The NVM Profile Editor will attempt to reach out to the trusted server and
automatically populate the Certificate Hash (SHA-256) section.
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|£:| Trusted Network Detection >

Trusted Server @ https: ff<server>: <optionalport=

https:/f |server.cisoozerotrust.com | | Add

Certificate Hash (SHA-258) Set

List of Trusted Servers

Move Up

Delete

Save | | Cancel

If it is unable to reach the trusted server, a warning will pop up. Click Ok if you receive this warning.

Warning *

_.i The server at hitps://server.ciscozerotrust.com:443 could not be reached.
== If it was entered incorrectly, please delete and re-enter the correct server address,

otherwise you may enter the certificate hash manually if the server is

While the Trusted Server is highlighted in the lower section, manually add the SHA-256 hash in the Certificate
Hash section and click Set. The SHA-256 Hash can be obtained through a browser while accessing the server,
typically by clicking the lock next to the URL then clicking to find more information on the secure connection.
Alternatively, if you have the trusted server certificate you can use the following openssl command to obtain the
hash from a PEM format certificate: openssl x509 -noout -fingerprint -sha256 -inform pem -in [certificate].
In either case, make sure to remove the colons before adding it to the Certificate Hash field.

temporarily unreachable.

Click Save when done.
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@J Trusted Metwork Detection bed

Trusted Server @& https:/f<server=: <optionalport>
https:/f | |

Add

Certificate Hash (SHA-258) Set

| 52BF7C353165686 5E7CAD116E6CF 19386 7FIC3A6440DEDDSFEFACTEEBSF34ETY |

List of Trusted Servers

https: f/server.dscozerotrust. com: 443
Delete

Step 7. Navigate to File > Save As. Save the file as NVM_ServiceProfile.xml.

Note: CSC will not accept another name for the Network Visibility Module profile.

B Cisco Secur]
File Help

MNew

Open...
Save
Save As...

Exit

Appendix B - Cisco Secure Client Pre-Deployment

Deploying Cisco Secure Client using the cloud management profile may not be preferred or possible. For
example, you may require more customization of the secure client modules than is currently allowed within the
SecureX deployment method. For more information on some of the customizations available, click here. Pre-
deployment allows for more granular control of the Secure Client package. Using Meraki MDM, the following
steps will cover pre-deployment of the following modules:

¢ Cloud Management module

¢ Umbrella Roaming Security module

e Secure Endpoint module

o AnyConnect VPN (The Ul will be disabled)

¢ Network Access Manager module

While not directly covered, the script covered in later steps provides lines for installing the following modules as
well. These lines are commented out but can be uncommented and modified based on the needs of your
environment.
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e ISE Posture module
¢ ISE Compliance module

¢ Network Visibility module

The Network Access Manager module will not be validated within this design guide but will be validated within
the Cisco Zero Trust: Network and Cloud Design Guide.

Download Cisco Secure Client MSI package

To download the Cisco Secure Client pre-deployment package for the appropriate operating systems, go to the
Cisco Software Download page. These packages can be pre-deployed by the end user or an enterprise
software management system.

Note: Your account must be entitled for the Cisco Secure Client Advantage, Premier, or VPN Only (or
AnyConnect Apex, Plus, or VPN Only) term/contracts. See the Ordering Guide for options. Licensing FAQ.

Cisco Secure Client Pre-Deployment Package (Windows) - 27-Jul-2022 69.48 MB * N B
includes individual MSI files

cisco-secure-client-win-5.0.00529-predeploy-k9.zip

Advisories []

If you are deploying the ISE Posture module and profile to the device, you may consider also deploying the ISE
Compliance module to the device as well. This file can be found here.

ISE Posture Compliance Library - Windows / Standalone installer 07-Sep-2022 19.13 MB '\ &
(MSI). This image can be used with AnyConnect version 4.3 and

later along with ISE 2.1 and later.Cisco Secure Client 5.x along with

ISE 3.2 and later.

cisco-secure-client-win-4.3.3064.6145-isecompliance-predeploy-k9.msi
Advisories [

Download Secure Endpoint

Step 1. In the Secure Endpoint admin console, navigate to Management > Download Connector.

Secure Endpoint
Premier

Dashboard Analysis~ Outbreak Control~ Management~  Accounts v|

Quick Start
Dashboard
Computers
Dashboard Inbox Overview Events Groups
Policies
I Refresh All H O Auto-Refresh ‘ v ‘ @ ‘
Exclusions

Download Connector
No/s . -

Step 2. Find and select the Group created for the endpoints to use.
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Download Connector egacy version

Group
Select a group to download connector w
oz x|

of prog

Step 3. Find the Windows section and click Download.

=R Windows

Connector Version: 8.0.1.21164
Policy: ZT Windows

B Flash Scan on Install
B Redistributable

Create Custom Windows EXE

When pre-deploying Cisco Secure Client, there is an order in which certain modules must be installed. For
example, before the Umbrella Roaming Security module can be installed, the AnyConnect VPN module must be
installed. This is regardless of whether VPN will be used. While the VPN module Ul can be disabled, it must still
be deployed before certain modules.

To allow Meraki to successfully install these components at once, a script must be created and converted into
an executable. While there are multiple ways of accomplishing this, the following steps describe a method that
should not require additional software to be installed on a Windows 10 computer.

Step 1. Create a folder to store the executables and other files. In this lab, the folder Temp was
created under the C:\ drive.

Step 2. Unzip the Windows Cisco Secure Client package to extract the individual MSI files. Move the
extracted and downloaded files to the created folder.
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>

>

>

« - -1

s+ Quick access
@ OneDrive
[ This PC

¥ Network

12 items

» ThisPC # Local Disk(C:) » Temp v 0

Marme

Profiles

Setup
ﬁ%’ cisco-secure-client-win-5.0.00529- core-vpn-predeploy-k3
ﬁl cisco-secure-client-win-5.0.00329-dart-predeploy-k%
ﬁ! cisco-secure-client-win-5.0.00329-iseposture-predeploy-k3
ﬁl cisco-secure-client-win-5.0.00529-nam-predeploy-k9
ﬁ! cisco-secure-client-win-5.0.00529-nvm-predeploy-k9
ﬁl cisco-secure-client-win-5.0.00529-posture-predeploy-k3
ﬁ! cisco-secure-client-win-35.0.00529-sbl-predeploy-k9
ﬁl cisco-secure-client-win-5.0.00529-umbrella-predeploy-k3
@ Setup
E setup

S Search Temp

Date modified

2/17/2023 8:48 AM
2/17/2023 3:48 AM
2/2/2023 439 PM
2/2/2023 439 FPM
2/2/2023 439 PM
2/2/2023 439 FPM
2/2/2023 439 PM
2/2/2023 439 PM
2/2/2023 439 PM
2/2/2023 439 PM
2/2/2023 439 PM
2/2/2023 439 PM

Type

File folder
File folder

Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...
Windows Installer ...

Windows Installer ...

Application

HTML Application

Size

20,479 KB
5,024 KB
4,446 KB
6,995 KB
7,103 KB

17,590 KB
2,845 KB
4948 KB

981 KB

Delete any unnecessary files or folders.

Note:

(SBL) modules were removed, however for your environment, you may consider using them.

In this lab, the Diagnostics and Reporting Tool (DART), Firewall posture, and Start Before Login

“ v » ThisPC » Local Disk(C:) » Temp v 0 £ Search Temp
MName - Date modified Type Size
» 3k Quick access
ﬁl cisco-secure-client-win-3.0.00329- core-vpn-predeploy-k3 2/2/2023 439 PM Windows Installer ... 20,479 KB
» @ OneDrive ﬁ! cisco-secure-client-win-3.0.00529-iseposture-predeploy-k% 2/2/2023 439 PM Windows Installer ... 4,446 KB
s [ This PC ﬁl cisco-secure-client-win-5.0.00529-nam-predeploy-k9 2/2/2023 439 PM Windows Installer ... 6,898 KB
T ﬁl cisco-secure-client-win-3.0.00529-nvm-predeploy-k3 2/2/2023 439 PM Windows Installer ... 7103 KB
> E_’ MNetwork ﬁ! cisco-secure-client-win-5.0.00529-umbrella-predeploy-k9 2/2/2023 439 PM Windows Installer ... 4943 KB
5 iterns =]
Step 3. Add any profiles for the modules that will be installed as well as other executables or files to
the folder that will be installed. In this example, the secure endpoint executable and ISE Compliance
module executable are added along with the Orginfo.json, configuration.xml, ISEPostureCFG.xml, and
NVM_ServiceProfile.xml profiles for the Umbrella Roaming Security module, NAM module, ISE
Posture module, and NVM respectively. Because there is an argument that can be used to disable the
VPN Ul, the VPNDisable_ServiceProfile.xml file is not added.
“ v A » ThisPC » Local Disk(C:) » Temp v | QO £ Search Temp
Marme - Date modified Type Size
» 7k Quick access
@ amp_ZT_MNetwork 9/21/2022 12:09 PM Application 37084 KB
» % OneDrive ﬁ! cisco-secure-client-win-4.3.3064.6145-isecompliance-predeploy-k%  9/20/2022 2:20 PM Windows Installer ... 19,584 KB
s [ This PC ﬁl cisco-secure-client-win-3.0.00529- core-vpn-predeploy-k3 2/2/2023 439 FPM Windows Installer ... 20,479 KB
o ﬁ! cisco-secure-client-win-5.0.00529-iseposture-predeploy-k3 2/2/2023 439 PM Windows Installer ... 4446 KB
» II_, MNetwork ﬁl cisco-secure-client-win-3.0.00329-nam-predeploy-k9 2/2/2023 439 FPM Windows Installer ... 6,898 KB
ﬁ! cisco-secure-client-win-5.0.00529-nvm-predeploy-k9 2/2/2023 439 PM Windows Installer ... 7103 KB
ﬁl cisco-secure-client-win-3.0.00329-umbrella- predeploy-k9 2/2/2023 439 FPM Windows Installer ... 4,948 KB
= configuration 271772023 836 AM XML Document TKB
=] ISEPostureCFG 9/12/2022 %27 PM XML Document KB
= NVM_ServiceProfile 2/17/2023 &:38 AM XML Document 2 KB
D Orglnfo.json 8/31/2022 5:02 PM JSON File
11 items
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In a text editor of your choice, such as Notepad, copy, paste, and modify the following PowerShell code.
Note: This is an example script which should be tailored to your environment.

#vVariables

$CSCCoreVPN = "cisco-secure-client-win-5.0.00529-core-vpn-predeploy-k9.msi"
$CSCUmbrella = "cisco-secure-client-win-5.0.00529-umbrella-predeploy-k9.msi"
$CSCNetworkAccessManager = "cisco-secure-client-win-5.0.00529-nam-predeploy-k9.msi"
$CSCNetworkVisibility = "cisco-secure-client-win-5.0.00529-nvm-predeploy-k9.msi"
$CSCISEPosture = "cisco-secure-client-win-5.0.00529-iseposture-predeploy-k9.msi"

$CSCISECompliance = "cisco-secure-client-win-4.3.3064.6145-isecompliance-predeploy-
k9.msi"

$CSCEndpoint = "amp ZT Network.exe"

$CSCCoreVPNProfile = "vpn.xml"

$CSCUmbrellaProfile = "OrgInfo.json"
$CSCNetworkAccessManagerProfile = "configuration.xml"
$CSCNetworkVisibilityProfile = "NVM_ServiceProfile.xml"
$CSCISEPostureProfile = "ISEPostureCFG.xml"

#Create temporary Profiles directory for installation

'iseposture', 'nam', 'nvm', 'umbrella','vpn' | % {New-Item -ItemType 'Directory' -Force -
Path $env:TEMP\Deploy-CSC\Profiles\$_ }

xcopy . $env:TEMP\Deploy-CSC /S /E /Y
cd $env:TEMP\Deploy-CSC

#Install CSC GUI and Core VPN module. Remove 'PRE DEPLOY DISABLE VPN=1' to enable VPN
UI. If enabling VPN, you can also uncomment the xcopy line to import a vpn profile

$CSCCoreVPNArgs = "/I " + $CSCCoreVPN + " /quiet /norestart /passive
PRE_DEPLOY_D I SABLE_VPN=1 "

#copy $CSCCoreVPNProfile $env:TEMP\Deploy-CSC\Profiles\vpn\ /Y

Start-Process msiexec.exe -Wait -ArgumentList $CSCCoreVPNArgs

#Install Umbrella Roaming Security module

copy $CSCUmbrellaProfile $env:TEMP\Deploy-CSC\Profiles\umbrella\OrgInfo.json
$CSCUmbrellaArgs = "/I " + $CSCUmbrella + " /quiet /norestart /passive"
Start-Process msiexec.exe -Wait -ArgumentList $CSCUmbrellaArgs

#Install Network Access Manager module

copy $CSCNetworkAccessManagerProfile $env:TEMP\Deploy-
CsC\Profiles\nam\configuration.xml

$CSCNetworkAccessManagerArgs = "/I " + $CSCNetworkAccessManager + " /quiet /norestart
/passive"

Start-Process msiexec.exe -Wait -ArgumentList $CSCNetworkAccessManagerArgs

#Install Network Visibility module. Uncomment the lines below to enable

copy $CSCNetworkVisibilityProfile $env:TEMP\Deploy-
CsC\Profiles\nvm\NVM_ ServiceProfile.xml

$CSCNetworkVisibilityArgs = "/I " + $CSCNetworkVisibility + " /quiet /norestart
/passive"
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________________________________________________________________________________________________________________
Start-Process msiexec.exe -Wait -ArgumentList $CSCNetworkVisibilityArgs

#Install ISE Posture module and ISE Compliance module. Uncomment the lines below to
enable

copy $CSCISEPostureProfile $env:TEMP\Deploy-CSC\Profiles\iseposture\ISEPostureCFG.xml
$CSCISEPostureArgs = "/I " + $CSCISEPosture + " /quiet /norestart /passive"
$CSCISEComplianceArgs = "/I " + $CSCISECompliance + " /quiet /norestart /passive"
Start-Process msiexec.exe -Wait -ArgumentList $CSCISEPostureArgs

Start-Process msiexec.exe -Wait -ArgumentList $CSCISEComplianceArgs

#Install Secure Endpoint module
$CSCEndpointInstall = Start-Process $CSCEndpoint -ArgumentList "/R /S" -PassThru
$CSCEndpointInstall .WaitForExit ()

#Delete temp installation directory
cd $env:TEMP
Remove-Item $env:TEMP\Deploy—CSC -Recurse

Under Variables, you will need to modify each variable to match your environment:

o $CSC[Name] should match the name of the module file extracted from the Windows CSC pre-deploy
package downloaded from the Cisco software site. Make sure the file extension (.msi/.exe) is added at
the end.

o $CSCCoreVPN - AnyConnect VPN module

o

SCSCUmbrella - Umbrella Roaming Security module

o

SCSCISEPosture - ISE Posture module

o

SCSCISECompliance - ISE Posture Compliance module

o

SCSCNetworkAccessManager - Network Access Manager module

o

SCSCNetworkVisibility - Network Visibility module
o SCSCEndpoint - Secure Endpoint module
« SCSC[Name]Profile should match the name of the profile created for the modules.

Note: Profiles for the Umbrella, NAM, NVM, and ISE Posture modules must use specific names to be
recognized by CSC. The script is written to correct any deviations from the expected names.

o

$CSCCoreVPNProfile - AnyConnect VPN XML Profile

o

$CSCUmbrellaProfile - Umbrella Roaming Security JSON Profile

o

$CSCNetworkAccessManagerProfile - Network Access Manager XML Profile

o

SCSCNetworkVisibilityProfile - Network Visibility module XML Profile

o

SCSCISEPostureProfile - ISE Posture XML Profile

Save this file as a .ps1 file (for example, “DeployCSCWin.ps1”) and add it to the created folder.

Step 4.  Verify all the necessary files are added to the folder create in step 1.
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« v » This PC » Local Disk (C:) » Temp v O 2 Search Temp
MNarme - Date modified Type Size
7 Quick access
8 amp_ZT_Network 9/21/2022 12:09 PM Application 37,084 KB
& OneDrive ﬁl cisco-secure-client-win-4.3.3064.6145-isecompliance-predeploy-k8  59/20/2022 2:20 PM Windows Installer ... 19,584 KB
1 Thie PC ﬁl cisco-secure-client-win-5.0.00529-core-vpn-predeploy- k3 2/2/2023 4:39 PM Windows Installer ... 20,479 KB
- ﬁl cisco-secure-client-win-5.0,00529-iseposture-predeploy-k3 2/2/2023 439 PM Windows Installer ... 4446 KB
¥ Network i cisco-secure-client-win-5.0.00529-nam-predeploy-kd 2/2/2023 4:36 PM Windows Installer ... 6,898 KB
ﬁl cisco-secure-client-win-5.0.00529-nvm-predeploy-k9 2/2/2023 433 PM Windows Installer ... 7,103 KB
ﬁl cisco-secure-client-win-5.0,00529-umbrella- predeploy-k3 2/2/2023 4:39 PM Windows Installer ... 4948 KB
| configuration 2/17/2023 836 AM XML Document TKB
|44 DeployCSCWin 2/17/2023 10:16 AM Windows Power5... 4KB
=] ISEPostureCFG 9/12/2022 9:27 PM XML Document 3KB
=] NVM_ServiceProfile 2/17/2023 838 AM XML Document 2 KB
D QOrglnfo.json 8/31/2022 5:02 PM J50M File 1KB
12 items =

Step 5. Steps 7 - 22 in the earlier Create Custom Cisco Secure Client EXE (Windows) subsection
within the Provisioning section can be executed to finish creating the custom Windows EXE.

Appendix C - Acronyms Defined

2FA Two-Factor Authentication

AD Active Directory

AMP Advanced Malware Protection

AP Access Point

API Application Programming Interface
APNS Apple Push Notification Service
ASA Adaptive Security Appliance
BYOD Bring Your Own Device

CA Certificate Authority

CASB Cloud Access Security Broker
CDFW Cloud Delivered Firewall

CISA Cybersecurity and Infrastructure Security Agency
CNAME Canonical Name

CSsC Cisco Secure Client

DC Data Center

DEP Device Enrollment Program
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DIA

DLP

DMZ

DNG

DNS

DTLS

EAP

EMM

FAST

FMC

FTD

GUI

HTTP

HTTPS

12P

laaS

IdP

IKEv2

loC

loT

ISE

LDAP

MDM

MFA

MPLS

MSCHAPv2

NIST

Direct Internet Access

Data Loss Prevention

Demilitarized Zone

Duo Network Gateway

Domain Name System

Datagram Transport Layer Security
Extensible Authentication Protocol
Enterprise Mobility Management
Flexible Authentication via Secure Tunneling
Firewall Management Center
Firepower Threat Defense

Graphical User Interface

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Invisible Internet Project

Infrastructure as a Service

Identity Provider

Internet Key Exchange version 2
Indicator of Compromise

Internet of Things

Identity Services Engine

Lightweight Directory Access Protocol
Mobile Device Management
Multi-Factor Authentication
Multiprotocol Label Switching
Microsoft Challenge Handshake Authentication Protocol version 2

National Institute of Standards and Technology
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NVM

(O8]

ou

P2P

PEM

RADIUS

RBI

RDP

SaaS

SAML

SASE

SD-WAN

SIG

SM

SOAR

SP

SSH

SSID

SSL

SSO

SWG

TLS

TND

U2F

ul

URL

VPN

Network Visibility Module

Operating System

Organizational Unit

Peer-to-Peer

Privacy Enhanced Mail

Remote Authentication Dial-In User Service
Remote Browser Isolation

Remote Desktop Protocol

Software as a Service

Security Assertion Markup Language
Secure Access Service Edge
Software Defined Wide Area Network
Secure Internet Gateway

Systems Manager

Security Orchestration, Automation, and Response
Service Provider

Secure Shell

Service Set Identifier

Secure Sockets Layer

Single Sign-On

Secure Web Gateway

Transport Layer Security

Trusted Network Detection

Universal 2" Factor

User Interface

Uniform Resource Locator

Virtual Private Network
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WP WordPress

XML Extensible Markup Language

Appendix D - Software Versions

Cisco Orbital

CSC AnyConnect VPN Module

CSC Cloud Management Module

CSC ISE Posture Module

CSC ISE Compliance Module

CSC Network Access Manager Module
CSC Network Visibility Module

CSC Secure Endpoint Module (Windows)
CSC Umbrella Roaming Security Module
Duo Authentication Proxy

Duo Device Health

Duo Network Gateway

Linux host for Duo Authentication Proxy, DNG, and WordPress
Meraki Agent

Microsoft 365

WordPress

WP SAML Auth Plugin

Appendix E - References
e Cisco Secure Client 5 Documentation

o Cisco Breach Defense Design Guide

e Cisco Meraki Documentation

o Cisco Meraki SD-WAN Design Guide
o Cisco SAFE
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Software Agent
Software Agent
Software Agent
Software Agent
Software Agent
Software Agent
Software Agent
Software Agent
Software Agent
Software
Software Agent
Software
Ubuntu
Software Agent
Cloud Offering
Software

Software Plugin

1.21.3

5.0.00529

1.0.1.400

5.0.00529

4.3.3064.6145

5.0.00529

5.0.00529

8.0.1.21164

5.0.00529

5.6.0

2.23.0

1.6.1

20.04.4

3.6.0

SaaS

5.9.2

2.0.1
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/breach-defense-design-guide.html
https://documentation.meraki.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-meraki-cvd.html
https://www.cisco.com/c/en/us/solutions/enterprise/design-zone-security/landing_safe.html

o Cisco Secure Access by Duo
o Cisco Secure Endpoint Documentation

o Cisco Secure Remote Worker for On-Prem Design Guide

o Cisco Umbrella Documentation

o Cisco Umbrella Knowledge Base

o Cisco Umbrella User Documentation

o Cisco Zero Trust Architecture Guide

o Cisco Zero Trust Network and Cloud Security Design Guide

e« Duo Documentation

o Duo Knowledge Base

Appendix F - Feedback

If you have feedback on this design guide or any of the Cisco Security design guides, please send an email to
ask-security-cvd@cisco.com.
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https://duo.com/
https://www.cisco.com/c/en/us/support/security/fireamp-endpoints/series.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/srw-on-prem.html
https://docs.umbrella.com/
https://support.umbrella.com/
https://docs.umbrella.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-arch-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/zt-network-cloud-dg.html
https://duo.com/docs
https://help.duo.com/s/topiccatalog?language=en_US
mailto:ask-security-cvd@cisco.com

