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Cisco Global Certification & Security Assurance 

Updated as of 3/25/2009 

US Army and NATO 

Current Cisco product certifications and validations for US Army Infrastructure Assurance 

[AIAAPL] and NATO evaluation programs are listed below. 

NSTISSP #11, a national security community policy governing the acquisition of information 

assurance (IA) and IA enabled information technology products, states that Information 

Assurance (IA) shall be considered as a requirement for all systems used to enter, process, 

store, display, or transmit national security information.   The AIAAPL is owned and 

maintained by the Army’s Office of Information Assurance and Compliance (OIA&C).  

Testing required to get products on the AIAAPL can be performed in any approved lab.  

Testing requires a FIPS certificate for the product (if encryption is used) and the product 

must be in process for Common Criteria evaluation. 

For more information on US Army  Infrastructure Assurance [AIAAPL] please go to: 

http://www.hqisec.army.mil/isec/directorates/tic/tic.asp 

 

For more information about NATO certifications, please go to: 

http://www.infosec.nato.int/niapc.htm 

 

Table 1. US Army Infrastructure Assurance Current Approved Product List (AIAAPL) 

Integrated Security Solution Version 

Cisco Systems, Adaptive Security Appliance (ASA) 5510, 5520 and 5540 firewall, IPS 
(the SSM-10 blade only), IPSec VPN and SSL VPN 

IPSec VPN Client 3.6.5; 
Software Version 7.2.2 
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Wireless Intrusion Detection Systems/ Intrusion Prevention Systems Version 

Cisco Systems, 4402 Wireless LAN Controller Software Version 
Release 4.1.171.0 

Cisco Systems, 4404 Wireless LAN Controller Software Version 
Release 4.1.171.0 

Cisco Systems, Wireless Services Integrated Module (WiSM) Wireless LAN 
Controller 

Software Version 
Release 4.1.171.0 

Cisco Systems, Wireless Control System (WCS) – As a WLAN management device Software Version 
Release 4.1.83.0 

Cisco Systems, LWAPP AP 1131AG (Access Point) – As a thin AP device Software Version 
Release 4.1.171.0 

Cisco Systems, LWAPP AP 1242AG (Access Point) – As a thin AP device Software Version 
Release 4.1.171.0 

 

IA Tools for Wireless Version 

Cisco Systems, 4402 Wireless LAN Controller Software Version 
Release 4.1.171.0 

Cisco Systems, 4404 Wireless LAN Controller Software Version 
Release 4.1.171.0 

Cisco Systems, Wireless Services Integrated Module (WiSM) Wireless LAN 
Controller  

Software Version 
Release 4.1.171.0 

Cisco Systems, Wireless Control System (WCS) – As a WLAN management device Software Version 
Release 4.1.83.0 

Cisco Systems, LWAPP AP 1131AG (Access Point) – As a thin AP device Software Version 
Release 4.1.171.0 

Cisco Systems, LWAPP AP 1242AG (Access Point) – As a thin AP device Software Version 
Release 4.1.171.0 

Cisco Systems, Wireless Location Appliance (WLA) – As a location sensing device to 
improve the location-sensing capability in the WCS 

Software Version 
Release 3.0.37.0 

Cisco Systems, Access Control Server – As an AAA server in conjunction with the 
WLAN; must be integrated into Active Directory 

Software Version 
Release 4.1(12) build 
12 

Table 2. NATO – Current Validated Products 

Technology Product Certification 

Routers 1003, 1601, 2501, 3620, 4500M, 4700M, 7206 Certificate 

Firewall PIX 501, 506/506E, 515/515E, 520, 525, 535 Certificate 

VPN VPN 3030 Certificate 
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