VWhat You Will Learn

This solution overview is a companion to the Commercial
Operations white paper and is intended for airport commercial
managers, business analysts, retailers, and concession holders.
The overview briefly describes network solutions from Cisco
and its partners that help increase profitability for the airport as
well as airport retailers.




) Cisco Solution
for Airports

>

>

Cisco Solution for Airports

Wired and Wireless Network Foundation

A common IP network foundation potentially supports all airport services, including digital signage, Video
Surveillance, communications, access control, and passenger information (Figure 1). The Cisco® airport
architecture consists of a media-ready network for airport video traffic, Cisco Multiprotocol Label Switch-
ing (MPLS), and Cisco Secure X Architecture. The Cisco Unified Wireless Network extends the network
throughout the airport property.

Figure 1. The Network as the Foundation for Airport Commercial Applications
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Figure 2. Cisco Mission-Critical Network Architecture
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Multiprotocol Label Switching

MPLS enables the airport to securely isolate different types of services that share the same network foun-
dation. These services can include security services such as IP CCTV, IP telephony, Internet access, IPTV,
and digital signage, as well as information access for tenants. The ability to quickly set up a separate infor-
mation flow for each service makes it possible for the airport to adapt to organizational changes and com-
ply with stringent SLAs for availability.
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Cisco I0S® MPLS fuses the intelligence of routing with the performance of switching and provides signifi-
cant benefits to networks with a pure IP architecture as well as those with IP and ATM or a mix of other
Layer 2 technologies. MPLS technology is key to scalable virtual private networks (VPNs) and end-to-end
quality of service (QoS), enabling efficient utilization of existing networks to meet future growth and rapid
fault correction of link and node failure. The technology also helps deliver highly scalable, differentiated
end-to-end IP services with simpler configuration, management, and provisioning for both the Airport and
its customers.

) Cisco Solution

for Airports Cisco SecureX Architecture for the Airport

At the core of the SecureX security architecture is context-awareness-a significant shift from the traditional
architecture that focused on content inspection, or looking at the data. Attackers have become adept at

) devising tricks to obfuscate content and bypass security. Anticipating these changes before they occurred,
Cisco added full context to the inspection a decade ago, using data such as the identity of the sending mail
server, its sending history, its location, and more. Cisco also took the same approach with web security
and IPS sensors. Now, Cisco is adding that same level of threat telemetry data to millions of endpoints and
) devices using Cisco AnyConnect.

Cisco TrustSec® extends context-awareness through policy-based access control for any user and any
device seeking access to the distributed network. Users are authenticated and authorized based on who,
what, where, when, and how. Endpoint devices are also analyzed to determine if they meet corporate
security policy before being granted access. Nonauthenticating devices, such as printers or video cameras,
are also automatically identified and inventoried.

Next, traffic from any authenticated device is tagged with a unique, context-based access policy marker.
Network devices along the data path read this tag and enforce its associated policy by restricting access to
predetermined network destinations and resources.

Finally, Cisco TrustSec provides data security. For example, a policy may require that any employee
from the finance department accessing the payroll server must have their data secured. Cisco TrustSec
understands this policy and can direct the network to dynamically encrypt the user’s data.

Read more about Cisco’s SecureX Architecture.

Cisco Unified Wireless Network

As well as providing connectivity for services such as WiFi, the Cisco Unified Wireless Network can be
configured to sense the passenger’s location in the airport by detecting signals from the passenger’s
smartphone or other 802.11 wireless device. This enables the airport to deliver “Location Based Services”
to passengers such as promoting shopping by sending targeted retail offers, and maximizing the time
available to shop by sending time-to-move messages.
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http://www.cisco.com/en/US/solutions/collateral/ns170/ns896/ns1085/white_paper_c11-652627.html

The Cisco Unified Wireless Network meets the needs of airport commercial operations, as well as other
airport departments, with features such as:

- Enterprise-class security with a built-in intrusion prevention system (IPS) and intrusion detection
system (IDS)

- Real-time radio frequency (RF) monitoring and management that is self-configuring, self-optimizing,
and self-healing

) Cisco Solution - Integrated mobility services for security, voice services, guest access, and location services
for Airports

>

- The same level of security, scalability, reliability, ease of deployment, and management for wireless LANs
that airports expect from their wired LANs

Cisco Digital Signs

Airport media teams can use the Cisco Digital Signs solution, part of the Cisco Digital Media Suite, to
centrally schedule video content to appear on some or all displays (Figure 3). Content can include airport

) and retail tenant advertising, business TV, and flight information display system (FIDS) information. With

nominal training, airport personnel can easily create and manage content using Cisco Digital Media
Manager software.

Figure 3. Using the Cisco Digital Signs Solution to Display Airport and Retailer Advertising
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To deliver Digital media efficiently over the Airports Wide Area Network, Cisco employs the Application and
Content Networking System (ACNS) on the Wide Area Application Engine (WAE) platform. The ACNS is a
digital-media delivery solution that optimizes delivery of video traffic over the WAN, from the data center
to remote locations. Cisco ACNS allows airports to deliver large-scale corporate communications, on-
demand training, and digital signage to remote offices with high quality and little effect on the network. For
detailed information about Cisco ACNS, please visit http://www.cisco.com/en I w/conntsw

ps491/index.html.

Cisco Interactive Services Solution

Cisco’s Interactive Services Solution is a flexible and scalable platform which enables digital interactions
through rich media, live video, real-time information, and user-friendly management tools. It provides the
airport with a platform that leverages the power of network connectivity and interactive digital media to
improve passenger experience, increase operational efficiency, and create new sources of revenue.

The interactive Services solution combines interactive kiosks and Cisco Digital Signs (Figure 4). In the kiosk
application, passengers use a touch-screen display to access information helpful for planning the next
stage of the journey, such as shopping, dining, transfers or proceeding to the departure gate. As part of

a comprehensive media solution, this interactive platform allows the airport to address key issues such as
way finding and passenger communication, whether on a routine basis or in the event of a crisis situation.
The interactive services solution has the potential to become the linchpin for passenger services and
communication.

Airport administrators can also use an intuitive interface Figure 4.
to schedule advertising to appear on the display, using Cisco Interactive
the same Cisco Digital Media Manager software used for Services Solution

Cisco Digital Signs (Figure 5).
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Application Services Platform

Figure 5. Using Cisco Digital Media Manager to Schedule Ad Content
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Cisco Solutions for Airport Retailers

Cisco Integrated Services Routers

Cisco Integrated Services Routers (ISRs) are the basis of the Cisco Lean Retail Architecture. A single
device in the retail store can securely provide all needed voice, video, and data services to store personnel.
Limiting IT infrastructure to a single device is especially helpful in airport stores, where short-term leases
are common and technicians must pass through strict airside access controls.

The Cisco ISR meets a wide range of airport retail store needs, including:

- WAN connectivity, giving store staff access to corporate point-of-sale (POS), CCTV, cash management,
stock management, personnel management, advertising applications, and more.

- Compliance with Payment Card Industry (PCl) security requirements.

- Access to voice services housed at corporate offices, including call processing, voicemail, Auto Atten-
dant, and conferencing. The Survivable Remote Site Telephony feature automatically redirects calls to the
public switched telephone network in the event the WAN link to headquarters should become unavailable.

- VPN support for secure remote access.

- Payment Card Industry (PCl) compliance.

- Security services, including firewall, intrusion detection system, and URL filtering.
= Wired and wireless LAN connectivity.

= Hosting of custom and commercial applications, eliminating the expense of separate application servers.
This requires the Cisco Application eXtension Platform (AXP) module, an open Linux-based platform.

- WAN optimization through application acceleration, content caching, and prepositioning. This is useful to
free up bandwidth for in-store video, including training, conferencing, and digital signage.

- Remote monitoring (RMON) services.
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Cisco IP Video Surveillance Solution
o ljlel ]l
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Although the airport property is protected with video surveillance and physical access controls, individual
stores often need additional measures to protect their own staff and merchandise.

Airport retailers can monitor the store and stockroom using Cisco Video Surveillance IP Cameras. To view
and manage feeds, they can either use the airport’s Cisco Video Surveillance solution as a fee-based
service, or implement their own. Components of an IP video surveillance solution include the video-ready
network as well as the following components:

- Cisco Video Surveillance IP Gateways: High-performance IP gateway encoders work with analog
cameras from various vendors to facilitate video transport and access over an IP network. IP gateway
) Cisco Solutions for decod_grs allow opera’;ors .to continue using familiar analog keyboards and displays while gaining new
capabilities, such as simplified search and playback.

Airport Retailers
- Cisco Video Surveillance Integrated Services Platform: This fault-tolerant, scalable video recording and

storage solution works with existing analog matrix switches. The platform can accept video either through
) built-in digitization and compression technologies or Ethernet and USB connections.

- Cisco Video Surveillance Manager Software: Operators use an intuitive interface to view live and re-
corded event-tagged video, and to configure, manage, and operate the video surveillance system.

- Cisco Video Surveillance Media Server: Media Server is a highly scalable and reliable video manage-
ment platform that manages, replicates, distributes, and archives video streams.

- Cisco Video Surveillance Operations Manager: A web-based user interface authenticates and manages
access to video feeds. It is a centralized administration tool for the management of Media Server hosts,
Virtual Matrix hosts, cameras, encoders, and viewers. Deployed today in airports throughout the world,
Cisco Video Surveillance Manager (VSM) delivers relevant live and archived video to decision-makers in
airport security and command centers, mobile security personnel, and law enforcement agencies. Using
industry communication standards, Cisco VSM integrates with the airport’s access control and video ana-
lytics to present security personnel with video associated with intelligent alarms and aberrant behavior.
Personnel can access live or recorded airport video anywhere, at any time. Video can be shared within
the airport security department and other departments. The main benefits are faster event investigation,
response, and resolution.

- Cisco Video Surveillance Media Virtual Matrix: Virtual Matrix monitors video feeds in command center
and other 24-hour monitoring environments. It allows operators to control the video being displayed on
multiple local and remote digital monitors.
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= Cisco IP Video Surveillance Cameras: These high-resolution cameras have an enhanced, progres-
ol l el I I sive scan imager for excellent video and color, even in the most demanding lighting conditions. They use
CISCO MPEG-4 compression to produce DVD-quality video. Features include automatic day/night mode, dual
streams, bidirectional audio, motion detection, alarm inputs and outputs, and an analog BNC connector

for ease of installation.

Figure 6 shows Cisco’s IP Video Surveillance Network Architecture for Airports

Figure 6. Cisco IP Video Surveillance Network Architecture for Airports
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ol | 1ol | 0y Cisco Physical Access Control
CIsCO

IP network services (Figure 7). Solution components include:

additional doors and input/outputs.

activity, enroll users, and integrate with IT applications and data stores.
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The Cisco Physical Access Control solution gives security personnel in any location an intuitive web
interface to centrally manage up to several thousand doors, including those at airport stores. The physical
access solution is highly scalable. It easily integrates with Cisco Video Surveillance Solutions and can use

- Cisco Physical Access Gateway: This intelligent, distributed processing network edge device connects
door hardware, such as locks and readers, to the network. Accessory modules are available to handle

- Cisco Physical Access Manager: This management software is used to configure hardware, monitor

Figure 7. Cisco Physical Access Control Solution Integrated with Video Surveillance Systems
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Airport Retailers

Value-Added Services

Airports can offer retail tenants a variety of voice and data services, relieving retailers of certain capital
outlays and ongoing operational expenses. These services can include LANSs, voice over IP, and advanced
collaboration tools such as Cisco WebEx®. Using the airport or another service provider is particularly
appealing in airports, where short-term leases are common and sending in IT technicians is a hassle
because of airside access controls.

Read more:
= Cisco Unified Communications
= Partner Solution for IP Phone Applications: Webopsis

= Partner Solution for Telephony Deployment: 2e2 IP Telephony Deployment Tool

Cisco Unified Communications

Cisco Unified Communications is a suite of services that includes voice, voicemail, and advanced
collaboration tools. One of these tools is presence, which lets retail tenants see which headquarters
coworkers are currently online or on the phone, and then just click to dial or send an instant message, and
click again to a Cisco WebEx collaboration session combining voice, video, and web sharing.

Airports can offer retailers voice and collaboration capabilities for a monthly per-phone fee. This saves
retailers the costs of procuring telephone lines and telephone extension moves, adds, and changes.

Airports can also provide retail tenants with a variety of Cisco Unified IP Phones, some with built-in color
video monitors for conferencing. Cisco Unified Wireless IP Phones make it easy to reach mobile store
personnel anywhere in the wireless coverage area.
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Partner Solutions

Category: Virtual Concierge
Partner: Mantic Point
Product: StreamThru

Description: Mantic Point StreamThru is a customizable, virtual concierge service. It provides passengers
with flight and journey information from the day before travel, though the journey, and until the passenger
returns home. The solution connects to the Cisco Unified Wireless Network to deliver a real-time, context-
aware experience to passengers on their smartphones.

Mantic Point StreamThru helps to increase retail sales by reducing passenger stress. For example,
passengers can receive time-to-move messages based on their location in the terminal, length of security
queues, and so on. Airports can also use StreamThru as a marketing tool to generate additional revenue
through:

Targeted marketing, such as voucher programs

- Banner advertising
= Sponsored links
- New services

Figures 8 and 9 illustrate how Mantic Point StreamThru works.
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Figure 8. Mantic Point StreamThru
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Figure 9. StreamThru Passenger Interface
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Category: Value-Added Services
T gory

Partner: \Webopsis
CISCO .

Product: [P phone application development

Description: Webopsis provides a suite of applications that enable retailers to use their Cisco Unified IP
Phones for web browsing, photo security checks, traffic statistics presentation, and information feeds from
the flight information display system (FIDS). Webopsis can customize applications, localize the language,
and brand displays with airport or retailer logos (Figure 10).

Figure 10. Webopsis Interface

) Partner Solutions
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Category: Value-Added Services
i gory

C | S c o Partner: 2e2

Product: [IP Telephony Deployment Tool

Description: The 2e2 IP Telephony Deployment Tool simplifies the deployment of large numbers of Cisco
Unified IP Phones. Capabilities include:

- Audit: Collects information about existing phones to populate a database.
- Coordination: Web-based interface enables project reporting throughout the project.

- Deployment: The reporting tool, accessed through a telephony user interface, provides installers with
information about the equipment they need to bring to replace the analog phone with an IP phone.

- Testing: The tool tests in-bound calls from audit personnel, and can also initiate outbound calls.

) Partner Solutions Figure 11 illustrates the capabilities of the 2e2 IP Telephony Deployment Tool.
Figure 11. 2e2 IP Telephony Deployment Tool

Existing Telephones

Existing
PBX

Cisco IP Telephones

Configuration
Management
Data Base

Copyright © 2011 Cisco Systems, Inc. All rights reserved. Cisco, Cisco Systems, and the Cisco Systems logo are registered trademarks or trademarks
of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. C22-692888-00 11/11 HOme




	Button 1: 
	Button 3: 
	Button 2: 
	Button 5: 
	Button 10: 
	Button 11: 
	Button 12: 
	Button 13: 
	Button 14: 
	Button 15: 
	Button 7: 
	Page 5: Off
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 
	Page 16: 

	Button 8: 
	Page 5: Off
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 
	Page 16: 

	Button 9: 
	Page 5: Off
	Page 6: 
	Page 7: 
	Page 8: 
	Page 9: 
	Page 10: 
	Page 11: 
	Page 12: 
	Page 13: 
	Page 14: 
	Page 15: 
	Page 16: 

	Button 22: 
	Button 24: 


