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EXECUTIVE SUMMARY 
ONLINE AND STORE ELECTRONICS CHAIN 
● 27  r e t a i l  s t or e s  t h r ou g h ou t  U n i t e d  S t a t e s    
● 4 7 5  e m p l oy e e s  

B U SINESS CHALLENG E 
● A r c h i t e c t  a n d  b u i l d  s e c on d  d a t a  c e n t e r  f or  
d i s a s t e r  r e c ov e r y  

● D e p l oy  g l ob a l  l oa d -b a l a n c i n g  s ol u t i on  t o 
s u p p or t  g r ow i n g  e -c om m e r c e  t r a f f i c  a n d  
t r a n s a c t i on s  

● P r ov i d e  P a y m e n t  C a r d  I n d u s t r y  ( P C I )  D a t a  
S e c u r i t y  S t a n d a r d  ( D S S )  c om p l i a n t  p oi n t -of -
s a l e  s ol u t i on  i n  s t or e s  

NETW ORK  SOLU TION 
● C i s c o P C I  f or  R e t a i l  

B U SINESS RESU LTS 
● A c h i e v e d  P C I  D S S  c om p l i a n c e  i n  a l l  U . S .  
s t or e s  

● D e p l oy e d  f u l l y  r e d u n d a n t  d i s a s t e r  r e c ov e r y  
d a t a  c e n t e r  t h a t  a l s o p r ov i d e s  l oa d  b a l a n c i n g  
a n d  s e c u r i t y  f or  g l ob a l  e -c om m e r c e  t r a f f i c .  

 

Electronics Retailer A d d s P C I -C om p liant S ecu rity  
Th i s  c h a i n  s t o r e  r e t a i l e r  m o v e d  f r o m  c o l l a p s e d  c o r e  t o  t h r e e -t i e r  a r c h i t e c t u r e  f o r  g r e a t e r  
e f f i c i e n c y  a n d  s e c u r i t y .   

B u s i n e s s  Ch a l l e n g e  
Based in F l o rida, w h ere eac h  h u rric ane seaso n 
b ring s l o ss o f  l if e and p ro p ert y , t h is el ec t ro nic s 
ret ail er b eg an an ag g ressiv e init iat iv e t o  re-arc h it ec t  
t h eir dat a c ent er and t o  add ano t h er dat a c ent er t o  
p ro v ide dat a redu ndanc y  and f ail o v er in t h e ev ent  o f  
a disast er.  T h e C isc o  ac c o u nt  t eam  h el p ed t h e 
c u st o m er w it h  a new  arc h it ec t u re t h at  w o u l d ex p and 
t h e net w o rk  f ro m  a c o l l ap sed c o re, w it h  al l  t raf f ic  
p assing  t h ro u g h  a p air o f  sw it c h es, t o  t h ree-t iers w it h  
c o re, dist rib u t io n, and ac c ess l ay ers.  
I n t h e m iddl e o f  t h is ef f o rt , t h e c o m p any  p u rc h ased 
2 2  st o res o w ned b y  ano t h er a m aj o r c o m p u t er 
ret ail er t h at  h ad rec ent l y  c l o sed.  T h ese st o res 
req u ired a P ay m ent  C ard I ndu st ry  (P C I ) D at a 
S ec u rit y  S t andard (D S S ) so l u t io n, so  t h is w as added 

t o  t h e o v eral l  p ro p o sed C isc o  so l u t io n 
N e t w o r k  So l u t i o n  
T h e c o m p any  p u rc h ased C isc o  C at al y st ® 6 5 0 0  S eries sw it c h es f o r t h e c o re and ag g reg at io n l ay ers 
o f  b o t h  dat a c ent ers, w it h  C isc o ® A C E  A p p l ic at io n C o nt ro l  E ng ine b l ades t o  p ro v ide l o ad b al anc ing  
and f irew al l  serv ic e m o du l es t o  p ro v ide v irt u al iz ed f irew al l s f o r al l  sw it c h es f o r inc o m ing  t raf f ic .  
A c c ess l ay er sw it c h es w ere u p g raded t o  su p p o rt  1 0  G ig ab it  E t h ernet  sp eeds.   
F o r addit io nal  int ru sio n p rev ent io n p ro t ec t io n, redu ndant  C isc o  I P S  4 2 6 0  int ru sio n p rev ent io n 
sy st em  senso rs w ere inst al l ed o n I nt ernet -f ac ing  eq u ip m ent , al o ng  w it h  C isc o  S ec u rit y  A g ent  
so f t w are, p ro v iding  endp o int  p ro t ec t io n f ro m  t arg et ed at t ac k s, sp y w are, ro o t k it s, and day -z ero  
at t ac k s.  A  C isc o  A S A  5 5 4 0  A dap t iv e S ec u rit y  A p p l ianc e w as al so  dep l o y ed f o r net w o rk  adm issio n 
c o nt ro l  o f  b u siness-t o -b u siness V P N  t raf f ic .  F inal l y , t h e C isc o  M o nit o ring , A nal y sis, and R esp o nse 
S y st em  (M A R S ) 2 1 0  w as dep l o y ed t o  p ro v ide ev ent  c o rrel at io n.   
U p g rading  w h at  w as a disp arat e, m u l t iv endo r st o rag e env iro nm ent , t h e c o m p any  al so  p u rc h ased 
t w in C isc o  M D S  9 2 2 2 i M u l t iserv ic e st o rag e area net w o rk  (S A N ) sw it c h es t h ro u g h  C isc o  p art ner 
E M C .  T h e so l u t io n g reat l y  inc reases t h e ab il it y  o f  t h e st o rag e env iro nm ent  t o  sc al e and p ro v ide 
dep endab l e redu ndanc y  and f ail o v er.  
I n t h e st o res, t h e c o m p any  dep l o y ed a p air o f  C isc o  C at al y st  3 7 5 0  S eries sw it c h es w it h  p o w er o v er 
E t h ernet  (P o E ) in eac h  l o c at io n and a C isc o  2 8 2 1  I nt eg rat ed S erv ic es R o u t er (I S R ) w it h  V S E C  
b u ndl e f o r p o int -o f -sal e P C I  D S S  c o m p l iant  sec u rit y .  
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P RO D UCT L IST 
Ro u t i n g  a n d  Sw i t c h i n g  
● C i s c o 28 21 S e r i e s  I n t e g r a t e d  S e r v i c e s  
R ou t e r s  w i t h  v i r t u a l  s e c u r i t y  ( V S E C )  b u n d l e s  

● C i s c o C a t a l y s t  6 5 0 0  a n d  3 7 5 0  S e r i e s  s w i t c h e s  
Se c u r i t y  
● C i s c o I n t r u s i on  P r e v e n t i on  S y s t e m  4 26 0  
S e r i e s  s e n s or s  

● C i s c o M on i t or i n g ,  A n a l y s i s ,  a n d  R e s p on s e  
S y s t e m  ( M A R S )  210  

St o r a g e  
● C i s c o M D S  9 222i  M u l t i s e r v i c e  M od u l a r  S A N  
s w i t c h  

 

B u s i n e s s  Re s u l t s  
W it h in a y ear o f  c o nt em p l at ing  a rev am p  o f  t h eir dat a c ent er t ec h no l o g y  and p l ans f o r a disast er 
rec o v ery  sit e, t h is el ec t ro nic s ret ail er ac c o m p l ish ed b o t h  g o al s.  T h e new  so l u t io ns c o nt rib u t e t o  a 
h ig h er-sp eed, m o re sec u re net w o rk  env iro nm ent  t h at  c an easil y  b al anc e t raf f ic  and st o rag e l o ads 
and sc al e as t h e b u siness req u ires.  T h e st o res are no w  f u l l y  P C I  D S S  c o m p l iant  t h ank s t o  C isc o  
so l u t io ns t h at  f u l l y  sec u re t raf f ic  in t h e L A N  and W A N  t h ro u g h  al l  net w o rk  dev ic es and l ay ers.  

 

 
 
 
 
 

 

 

 

F o r  Mo r e  In f o r m a t i o n  
T o  f ind o u t  m o re ab o u t  C isc o  S o l u t io ns f o r R et ail , g o  t o :  
h t t p s: / / w w w . c isc o . c o m / w eb / st rat eg y / ret ail / index . h t m l  
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