
AmbironTrustWave PCI Compliance Services 

Company Overview
AmbironTrustWave (ATW) is a leading provider of information security and compliance
management solutions that help customers mitigate risk by validating compliance with
numerous regulatory requirements, including the Payment Card Industry Data Security
Standard (PCI DSS). AmbironTrustWave clients include financial organizations, retailers,
global electronic exchanges, educational institutions, business services firms, and
government agencies. The company is headquartered in Chicago with offices
throughout the United States, Europe and the Asia Pacific region. 

Partner Solution Description 
AmbironTrustWave is one of a select group of companies approved by the PCI Security
Standards Council (www.pcisecuritystandards.org) as a Qualified Data Security
Company (QDSC), holding the designation of both a Qualified Security Assessor (QSA)
and an Approved Scanning Vendor (ASV). As such, the company is able to provide retailers
with comprehensive, onsite compliance assessments as required by the PCI DSS.
Assessment services include benchmarking, gap analysis, risk assessment, and reme-
diation reporting, including in-depth assessments of critical infrastructure, networks, and
application code. Since 2001, the company has performed more than 2000 Level 1, 2,
and 3 assessments for merchants and service providers. AmbironTrustWave is also the
only company authorized by all major card associations to validate compliance, scan
merchants, and provide computer forensic services. To date, the majority of Visa's
Payment Application Best Practices (PABP)-compliant application vendors were validated
through AmbironTrustWave's TrustedAppSM service. 

AmbironTrustWave's solution set works with the Cisco® PCI Solution for Retail, which
includes a set of recommended and configured architectures that incorporate Cisco
and partner technology. These architectures support highly secure transport for point-
of-sale (POS) traffic, such as credit card data, cardholder information, transaction logs,
and database records.

Core Components of the Partner Solution
AmbironTrustWave solutions include compliance, vulnerability detection and analysis,
content discovery and review, and brand protection services:

Compliance Management 
AmbironTrustWave's TrustKeeper® solution provides vulnerability assessment and compliance
management, including proactive identification and addressing of security vulnerabilities. 

Vulnerability and Threat Management
TrustedSentrySM provides vulnerability scanning of critical internal devices that sit
behind a firewall, as well as state-of-the-art intrusion detection that alerts staff of any
unauthorized activity within their IT environment. 

Managed Security Services 
TrustSentry® enables companies to upgrade their environments to best-of-breed solu-
tions and experienced professional services without having to acquire in-house talent. 

Cisco Partner Solution Profile

Executive Summary

Partner Designation
• Registered Channel Partner

• BAPP Pilot partner-PCI Solution Partner

Associated Cisco Solution
• Cisco PCI Solution for Retail

• Cisco Self-Defending Network

Customer Benefits
• Accelerate  PCI Compliance auditing

process 

• Enhance company security posture

• Improve risk management capabilities

• Enable highly secure and new business
initiatives

• Strengthen shopping security

Targeted Industries
Retail

Geographical Regions Served
• North America

• Europe

• Asia Pacific

For More Information

URL: www.atwcorp.com

Contact Name: Bob Hanson, 
Alliance Manager

Company: AmbironTrustWave 

Telephone: 312-873-7265

E-Mail: rhanson@atwcorp.com
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Assessments 
AmbironTrustWave's assessment services measure IT defense
effectiveness against threats and in accord with current
regulatory guidance. Assessments are performed by
AmbironTrustWave's SpiderLabsSM, a specialized internal 
group that focuses on technical security assessments and 
cyber-crime investigations.

Incident Response 
ATW's SpiderLabs incident response and forensics experts help
organizations respond to data security breaches and support
their litigation efforts. 

Related Cisco Products
• Integrated Services Router: Cisco routers integrate advanced

communications and security capabilities 

• Network Management: Cisco Security Monitoring, Analysis,
and Response System and other products support network
reporting, provisioning, policy and change management, and
workflow tracking

• Security: Cisco ASA 5500 Series Adaptive Security Appliances
offer firewall, Anti-X, intrusion prevention, and VPN capabilities

Related Partner Information
• Payment Card Information Security for Higher Education

(www.atwcorp.com/whitePapers.php)

• Payment Card Data Security for the Restaurant Industry
(www.atwcorp.com/whitePapers.php)

• Testimonials (www.atwcorp.com/testimonials.php)


