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Cisco Medical-Grade Network

Providing Foundational Architectures for Healthcare

Cisco Medical-Grade Network

The Cisco® Medical-Grade Network (MGN) provides the network foundation that
enables reliable, seamless, and secure health data exchange and communications

for the healthcare community. These characteristics are detailed within the MGN
architecture, which is based on the best practices of a robust healthcare environment.

Cisco’s Medical-Grade Network provides an end-to-end framework for the
healthcare industry. It allows integration and interoperability at each functional area,
optimizing interactions among healthcare participants, processes, applications, and
hardware components. This includes areas such as acute care campus networks,

ambulatory clinics, remote clinicians, and data centers.

Within the Cisco MGN, diverse business and clinical communications are facilitated
and integrated throughout the continuum of care. The Cisco MGN supports:

Communications needs for clinicians, patients, administrators, and partners
Healthcare regulatory requirements for patient privacy and data security
Healthcare’s unigue information, technology, bandwidth, and integration challenges

Anytime, anywhere information capture and access for wired and wireless

applications and devices

Converged data, voice, and video networks enhancing patient care and collaboration

Identity- and policy-based security from inside the network to beyond

organizational walls

Transfer and storage of large amounts of data created by healthcare applications

Resilient

Single points of failure are eliminated and rapid convergence architectures and technologies
are used throughout the network. Advanced technologies are used to maximize uptime for
mission-critical applications such as electronic health records (EHRS), picture archiving and

communications systems (PACS), and biomedical devices.
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Cisco Smart+Connected Health Solution Portfolios

B8 Cisco Care-at-a-Distance and Clinical Workflow Solutions
These solutions enable local and remote team collaboration, patient
examinations, and consultations. This set of solutions includes
products that streamline workflows and improve communications

across teams.

environment.

Collaboration Solutions

These solutions facilitate professional education, training, certification,
and business collaboration across teams and organizations.

cisco.com/go/mgn

Cisco Compliance and Medical Device Management Solutions
These solutions provide security, interoperability, and device
connectivity. These solutions also enhance the integration and
management of medical device data in an open yet secure

Cisco Continuing Health Education and Business
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Protected

A

Protected
Secure and Automated Device Access

Biomedical devices, IT devices, and mobile
devices are dynamically identified and
automatically provisioned for the proper medical
network. Unauthorized devices are denied access
and reported to a central management system.

The Cisco SecureX Architecture and Cisco
TrustSec® performs identity services, context based
access control, posture assessment and enforces
security compliance across the network.

Interactive

Wireless/Unified Communications
The Cisco Medical-Grade Network optimizes
the infrastructure to support wireless devices
and unified communications applications.

Wireless access is available to clinicians, physicians,
contractors, and patients/visitors through Cisco’s
industry-leading, highly secure and scalable wireless
architectures.

Clinicians utilize Cisco Unified Communications,
Cisco TelePresence® system and video endpoints
for consultations, screen sharing, and online
collaboration, enabling increased productivity

and helping to reduce errors.

Responsive
Quality of Service

Applications such as voice, patient monitoring, and
various biomedical devices are given high-priority
QoS classification and treatment throughout the
network.

Interactive, Protected, Responsive

Access for mobile devices (Cisco Cius™ business
tablets and iPad, iPhone, Android, and Blackberry
devices and more) is supported for physicians,
clinicians, visitors, and guests through a centralized
policy engine that enforces security policies. Users
are dynamically granted access to clinical information
and resources based on their specific roles.

cute Care Campus Environment

Access Layer

The access layer provides the intelligent demarcation

between the network infrastructure and computing
devices. It provides a security, QoS, and policy
trust boundary and is a key element in enabling
multiple services.

Interactive
Location-Based Services

RFID tags and location-based services allow
healthcare providers to use the network to locate
staff, patients, and critical assets. In addition,
biomedical teams are able to monitor environmental

Distribution/Aggregation Layer

The distribution layer acts as a services and control
boundary between the access layer and the network
core. It protects the core from high-density peering
and provides policy services for traffic flows within
the access-distribution block.

The distribution layer uses Layer 3 switching for its
connectivity to the core of the network and either
Layer 2 or Layer 3 services for its connectivity to
the access layer.

Network services contained within the distribution
layer include wireless LAN controllers, network
analysis, network access controllers, and intrusion
prevention appliances.

Core

The campus core is the network infrastructure
that provides access to network communications
services and resources to end users and devices
spread over a single geographic location. lts
architectural design promotes nonblocking, rapid
convergence, and ultra-high, nonstop availability.

The core is the cornerstone of the entire campus
network, providing connectivity between end users
and data.

Resilient
High Availability
Redundancy protocols such as Hot Standby Router
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Cisco Secure Borderless Networks provides an industry-proven architecture for securing
protected health information (PHI) and other patient confidential information. This provides the
foundation for meeting global healthcare security specifications such as IEC-80001, HIPAA,
PCI, PIPEDA, 95/46/EC, Health Information Trust Alliance (HITRUST), and the Red Flags Rule.

Interactive

Through the use of Cisco technologies, clinicians, physicians, payers, life sciences
professionals, and patients are able to interact more effectively. Utilizing wired and wireless
technologies, the Internet, and remote access solutions, authorized individuals are able to
access critical clinical information. Patients are able to interact with their care providers,

resulting in an enhanced patient care model.

4 Data Center

Cisco Data Center Solutions

Cisco data center solutions provide the connectivity to physical and virtualized data center resources including
EHR and PACS servers, blade servers, virtualized machines, and SAN/NAS environments. The infrastructure
supporting these services includes application servers, storage media, routers, switches, load balancers, and
application acceleration devices.
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Resilient

The data center is designed for high resiliency through use of redundant pairs of switches and modules.
Single points of failure are eliminated for software and hardware within the data center.

Interactive
Voice, Video, Data Servers

\oice, video, and data communications servers provide the unified communications platform to enable
clinical staff, IT users, patients, and partners to communicate more effectively.
Application servers host EHRs, PACS, medical device information, and clinical applications.

Responsive

Cisco Unified Computing System

The Cisco Unified Computing System™ (Cisco UCS™) platform unites compute, network, storage access,
and virtualization into a cohesive system to reduce total cost of ownership and increase business agility.

VMware ESX servers virtualize healthcare applications and server storage/networking. This increases hardware
utilization, provides more efficient use of processing, and lowers total cost of ownership.
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Responsive

The network needs the flexibility to quickly respond to changing demands. These demands

range from regulatory requirements and security to new clinical systems and mobile devices.
The Cisco MGN is elastic in its ability to respond to the needs for increased bandwith, quality
of service, access policy control and regulatory requirements such as HIPAA and I[EC-80001.

Ambulatory Care

Ambulatory Care

Ambulatory care facilities include doctors’ offices and large specialty
clinics. In smaller facilities a single Cisco Integrated Services Router can
provide all of the network services. The Cisco Medical-Grade Network
provides comparable services to those provided in a larger facility.
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Resilient

Survivable Remote Site Telephony (SRST) provides local telephony
services in the event that connectivity to the centralized Cisco Unified
Computing System fails.

Responsive

Cisco WAAS

Cisco WAAS minimizes IP protocol overhead, optimizes specific
applications, and provides data compression over WAN links from
the clinic to the main acute care facility.

Interactive

Cisco TelePresence and Cisco HealthPresence Solutions
Cisco TelePresence and Cisco HealthPresence® solutions allow
real-time meetings between patients and doctors at different
locations. The Cisco HealthPresence solution captures patient
physiological information and transmits the data instantaneously
for immediate physician review. This technology is ideal for
telemedicine-based applications.

Interactive
Cisco ISR and ISR G2

Cisco Integrated Services Routers (ISR) and ISR Generation 2 (ISR G2)
provide a high-performance extension of the hospital’s data, video,
collaboration, and telephony environment from the hospital to the clinic,
allowing caregivers the same experience in the clinic as the hospital.

Protected

Endpoint Security

The Cisco AnyConnect™ Secure Mobility Client helps enable built-in
web security and malware threat defense as part of the Cisco
AnyConnect Secure Mobility Solution. Employee access can be
granted to corporate resources from advanced mobile devices and
different locations with a consistent, context-aware security policy.
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Interactive
Cisco Virtual Office
Cisco Virtual Office provides a simple, secure extension of the

hospital’s data, video, collaboration, and telephony services to the
clinician’s home or small office.

Interactive

Unified Communications Endpoints

Cisco Unified IP Phones and desktop clients provide an extension

of the healthcare organization’s unified communications infrastructure,
allowing remote workers to interface and collaborate as though they
were onsite.

Protected

VPN Technologies

VPN technologies provide enterprise-ready encryption to remote
clinicians. The Cisco Secure Desktop VPN prevents protected health
information from being cached locally on remote devices.

Collaborative

Cisco Virtualization Experience Infrastructure (VXI) and Virtual Desktop
Infrastructure (VDI) technologies improve access to clinical systems,
providing remote caregivers with secure access to key clinical
applications. This results in overall operational efficiencies and an
improved care model.
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