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The State of Federal Government Information Security,
2007

Federal IT decision makers are more concerned about information security than they
were in 2006, despite spending more time on security requirements, according to a
Cisco® survey conducted in September 2007. Respondents included 202 federal IT
decision makers representing more than 30 federal agencies and all branches of the
military. The survey was written and conducted by the e-Gov Institute and interpreted by
Market Connections, Inc., a federal information technology market research firm.

Top Concern: Bots and Spyware

Respondents said that what kept them up at night, despite their increased security efforts, were
bots and spyware. This finding could reflect the large number of highly publicized spyware and
cybersecurity attacks against federal agencies over the last 12 months, according to David
Graziano, manager of federal security, Cisco. “Bots and spyware have been increasing in
importance, and now they are the number-one concern,” he says. Federal agencies can reduce risk
with Network Access Control (NAC) solutions that check PCs and laptops to ensure they are not
infected and have current antivirus software, patches, and configuration settings required by
agency security policy. The Cisco Network Access Guardian solution performs automatic
remediation, when necessary, without any effort from the employee or agency IT group.

IPv6: Valued for Security Benefits

Regarding IPv6, nearly 60 percent of respondents said they expect it to improve their agency’s
security architecture. And yet, only a little more than one-third of respondents reported that their
agency is developing, or has developed, an IPv6 security architecture—a surprising finding given
the June 2008 deadline for using IPv6 on agency infrastructures. Agencies that want assistance
with any aspect of the transition, from planning to deployment and optimization, can take
advantage of the Evolv6 service from Cisco and its partner Command Information.

Existing, Fractured Security Architectures Actually Impede Overall Security

Asked about barriers to improved information security, respondents cited funding first. Significantly,
the next biggest barrier, mentioned by half of respondents, is the agency’s existing, unintegrated
security architecture. “Over the past decade, federal government agencies have purchased
standalone security devices such as firewall and intrusion detection systems [IDS] from different
vendors,” says Graziano. “The devices usually work great independently, but they cannot work
together, which limits their value for providing earlier awareness of threats or identifying false
positives.” Agencies that regard their standalone security products as a barrier to overall security
have two remedies. One is to deploy routers and switches with embedded security capabilities—
regarded as a critical capability by 80 percent of survey respondents. The other is to use software
that can gather and correlate information from an agency'’s existing standalone security products to
provide actionable information. An example is Cisco Security Monitoring, Analysis, and Response
System (MARS), which correlates information from nearly any vendor’s security products as well as
from Cisco network devices.
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Progress on User-Based Security Issues

Some of the survey results underscore recent security progress by federal government agencies.
For example, 30 percent no longer consider remote access as important or very important to their
agency’s security efforts. “This is not to say that agencies do not think that remote access is
important, but rather that they now perceive it as being under control,” says Graziano. “The
previous problem of users spreading an infection from their laptops has largely been solved
because of NAC solutions that enforce agency policy for antivirus software and settings.”

To read the survey results, visit
www.cisco.com/web/strategy/docs/gov/cisco security report 11 1 2007.pdf
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