Cisco SAFE Security Architecture for Schools At-A-Glance
CISCO. Cisco Validated Design for School Security
Why Security Architecture Is Critical
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Cisco SAFE Security Architecture for Schools is a Cisco SRST/Voice /I -'T'EII_ Internet
Validated Design that provides a comprehensive security Gateway = | | =
architecture and detailed implementation guidelines for Unified L= ﬁ? ) p=i SensorBase
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Cisco SAFE Security Architecture for Schools provides / |¥ / |
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for primary school networks. The design calls for an e =l =
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a school district level. The core network then extends to
the data center and individual school sites. Network and
information security protection is integrated throughout
the infrastructure.

Network foundation protection: This component
concentrates on securing the networking devices (such

as routers and switches) to help ensure the availability and
integrity of the network infrastructure. Covered areas include
device hardening and administrative access control, as well
as change management.

Internet perimeter protection: This component emphasizes
Internet connectivity and protecting internal resources and
users from Internet-based threats such as malware.

School Sites

Protection includes Internet firewall design and
implementation and web and email security

Network access control: This component focuses on
controlling access to the school network. It involves
authentication and role-based access for students and staff
at school sites and district offices.

Endpoint protection: This component provides
recommendations for protecting servers and other school-
controlled systems from viruses, malware, botnets, and other
malicious software.

Cisco SAFE Security Architecture for

Schools Benefits
Architecture-based solution to help schools achieve
better security and more efficient operations

Why Cisco?
A clear understanding of the education community
Deep expertise and industry-leading solutions
Customer success

For more information, please visit
http://www.cisco.com/go/designzone
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