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Growing Need for Online Security

Á21st century education: a key for sustained economic 
growth and prosperity

ÁInternet technologies: foundation for education success

ÁCompliance, cyber crime
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Cisco Validated Designs for Education
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Security Needs Goals Technologies

Student records and personal data

Safe online learning environment 

Policy and control

Protect critical 
resources and data

Secure the web and 
school network

Provide enforcement 
and accountability

ÁFirewall

ÁWeb security

ÁNetwork admission 
control

Layered Security
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Technologies

ÁCisco Adaptive 
Security Appliance
(ASA)

ÁCisco IronPortÊ Web 
Security Appliance
(WSA)

ÁCisco Network 
Admission Control
(NAC)

Cisco Offers

ÁFirewall

ÁWeb security

ÁNetwork admission 
control

Cisco Advantage

ÁIndustry-leading 
solutions

ÁMarket success

ÁCustomer validation

ÁWorld-class support 
and services

Cisco Solutions
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Cisco ASA for Education
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Supporting 21st-Century Education

ÁProvides strong protection for the network by quickly 
detecting and responding to threats and risks

ÁKeeps sensitive and confidential information safe and 
prevents financial loss due to data breach or leakage

ÁGuards valuable assets and intellectual properties

ÁPrevents unauthorized access to certain website 
classifications

ÁAssists in compliance with regulatory requirements 
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ÁIntegrates and extends the number-1 
deployed gateway content security 
technology to protect from viruses, spyware, 
spam, phishing, and websites that may 
decrease employee productivity 

Market-Leading Content Security

ÁIntegrates and extends the number-1 
deployed IPS and IDS technology from the 
Cisco® IPS 4200 Series

ÁProvides comprehensive security from 
directed attacks and many other threats

Market-Leading IPS Services

ÁIntegrates and extends the number-1 
deployed remote-access VPN technology 
from Cisco VPN 3000 Series Concentrator 
Software and Cisco PIX security 
appliances, offering both SSL and IPSec 
VPN services

Market-Leading VPN Services

ÁIntegrates and extends the number-1 deployed 
firewall technology from Cisco PIX® security 
appliances

ÁBuilt on the experience of more than 
one million Cisco PIX devices deployed 
worldwide and more than 10 years 
of innovation

Market-Leading Firewall Services

Cisco ASA 5500 Series 
Adaptive Security Appliances

Provides Converged Threat Defense, Flexible Secure Connectivity,
Lower Operation Costs, and Unique Adaptive Design to Combat Future Threats

Market-Leading Secure Unified Communications
Á Comprehensive access control, threat protection, network policies, service protection, and voice and 

video confidentiality for real-time unified communications traffic

Delivering Leading Threat Defense and VPN Services



© 2009 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 9

Extended Firewall Deployability

ÁPerformance enhancement for well-understood traffic

ÁReduced processing load for asymmetric traffic flows

ÁProtect school networks and critical resources

Internet

School Network Protected Resources

School Network
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ÁDecrease organizational risk 
of data theft

Stop attacks with increasing accuracy 

ÁLower operational cost

ÁIncrease security team productivity by 
automating threat response

ÁOptimize existing IPS and/or ASA 
investments

10

Cisco IPS with Global Correlation 
Customer Benefits
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Cisco ASA 5500 Series

Leveraging Comprehensive
Threat Intelligence

Infected Hosts CSIO Botnet Filters
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Cisco ASA Botnet Traffic Filter

ÁProvides real-time detection 
leveraging the Cisco SIO 
botnet list

ÁDetects infected client 
devices by monitoring bot 
activities

Leveraging Comprehensive Threat Intelligence
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Cisco ASA

ÁIndustry leader

ÁA complete, versatile security appliance that includes 
firewall, VPN, IPS, Content Security. 

ÁScalable solution with flexible deployment options

ÁSpecific feature support for education
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Cisco IronPort WSA for Education
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Protecting Students from Harmful Content 

ÁSecure and control access to the Internet

ÁProtect against malware, spyware, and 
zero-day threats

ÁEnforce acceptable-use policies for Internet use, 
including role-based administration and access
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Students

After Cisco

Firewall

Students

Web Proxy and Caching

Antispyware

Antivirus

Antiphishing

URL Filtering

Policy Management

Before Cisco

Cisco IronPort S-Series

Firewall

How Cisco IronPort WSA Works
Consolidation Fosters Operational Efficiency

Internet Internet
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Cisco IronPort S-Series
Powerful, Secure Web Gateway Solution

ÁMost effective defense against web-based malware

ÁVisibility and control for acceptable use and data loss

ÁHigh performance to help ensure best end-user experience

ÁIntegrated solution offering outstanding TCO

Management and Reporting

Cisco AsyncOS® Technology for Web

Acceptable-Use 
Policy

Malware 
Defense

Data Security


