
*** CAUTION - PI 3.1.6 Update 01 ***
1. PI 3.1.6 Update 01 should only be installed on either PI 3.1.6.
2. If you are using a VM environment for running PI, please ensure that the disk is 

using thick provisioning, otherwise patch install process may take a very long 
time to complete.

3. Due to a technical difficultly, until further notice, patches cannot be directly 
downloaded from cisco.com through Administration -> Software Updates page. 
While we are working to restore this access, until then, please download this 
update to your local machine and then manually upload and install it through PI’s 
Software Updates page.

Introduction
This UBF includes defect fixes. This update should only be installed on a Cisco Prime 
Infrastructure 3.1.6 server. This update addresses following defects:

Security Vulnerability Fixes:

Identifier Headline
CSCvc60031 Cisco Prime Infrastructure Information Disclosure Vulnerability
CSCvc60041 Cisco Prime Infrastructure Information Disclosure Vulnerability
CSCvc23892 Cisco Prime Infrastructure SQL Injection Vulnerability
CSCvc35363 Cisco Prime Infrastructure Reflected XSS Vulnerability
CSCvb48595 Evaluation of ncs for Openssl September 2016

CSCuy36192 Cisco Prime Infrastructure API Credentials Management 
Vulnerability

CSCva88590 Evaluation of ncs for TCP August 2016
CSCvc94641 Evaluation of ncs for OpenSSL Jan 2017
CSCvb85566 Evaluation of ncs for CVE-2016-5195 (DIRTY CoW)
CSCve07709 commons-fileupload &amp; vsftpd vulnerabilities
CSCvb14097 RHEL 6 : kernel (RHSA-2016:1664)

CSCvc23894 Cisco Prime Infrastructure and Evolved Programmable Network 
Manager XML Injection Vulnerability

Please refer to Cisco’s PSIRT site for more detail on all the Security Vulnerability issues. 

Resolved in PI 3.1.6 Update 01

Defects Headline

CSCvc28927 Additional email notification for flapping even when suppression 
policy is turned on

CSCvd13710 ASR1013 : Image family wrong
CSCvd80724 PI3.0: Unknown exception occurred in RRM
CSCvd96262 NFVOS.log file in PI shows passwords in plain text
CSCvd65572 Client count is not showing when both radios are selected

CSCve01100 SWIM distribution is failing when we try distribution for 2 Cat3850 
devices

CSCvd95672 Incorrect device grouping in SWIM and  NETWORK DEVICES

CSCvd73385 Channel utilization graph name needs to be changed as channel 
interference utilization

CSCvd78098 Secondary active, web interface 'root' Login to secondary fails
CSCvc82853 Account settings cisco.com credentials user is never deleted
CSCuz05003 Unwanted Lines printed in -&gt; show security status

CSCvd58626 Prime Infrastructure 3.1.5 with Device Pack 9 is truncating the 
Config Deploy job details when exported

CSCvd91965 MSE sync failed with READ only SNMP string, it also failed to show 
a correct error message

CSCve33333 'Device Upgrade Mode' option is not seen in UI even after adding 
the capability 'DEVICEUPGRADEMODE'

CSCvd91640 Distribution from 'Distribute new vsersion' flow failed
CSCve43633 Device Upgrade Mode' option is not seen in Activation flow

CSCve45832  AP Radio Downtime Summary Report shows "Failed to run report 
COMMON-1"

CSCve47179 FlexConnect AP Group template deploy is failing when EAP FAST 
Authority ID is null

CSCvc87154 Device reachable status is not recognized

CSCve49462 Cisco 4321 Integrated Services Router collection failure in Prime 
Infrastructure 3.1.5 Update 01 with Device Pack 11

CSCve44906
In Prime Infrastructure 3.1.4, unable to delete Location Group, 
transaction rolled back as Location Group is under non-existing 
VD

CSCve47101 Post-PnP not working for IR-809 Routers

CSCve30724 In Prime Infrastructure 3.1.6 Maps Export fails on Radio Power 
NULL value

https://tools.cisco.com/security/center/publicationListing.x
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There are no other new features included in this update.

System Requirements
For more information on server and web client requirements, see the System Requirements 
section of the Cisco Prime Infrastructure 3.1 Quick Start Guide.

Installation Guidelines
The following sections explain how to install the patch.

Before You Begin Installing the Patch

http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1/quickstart/guide/cpi_qsg.html#pgfId-121806


Caution: Once you install this patch, you cannot un-install or remove it. If this is VM 
based environment, then if possible, take a VM Snapshot before applying this patch. It is 
recommended that you always take a backup before attempting to install an update.

Because the patch is not removable, it is important to have a way to revert your system to the 
original version in case hardware or software problems cause the patch installation to fail.

To ensure you can do this, take a backup of your system before downloading and installing this 
UBF patch.

To revert the back to Prime Infrastructure 3.1.6 installation, follow these steps:

1.  Reinstall Prime Infrastructure 3.1 from an OVA or ISO distribution

2.  If you have a prior PI 3.1.x backup

- Install PI 3.1

- Install PI 3.1.6 maintenance release

- Restore PI 3.1.x backup

3.  Install this update only after you have completed step #2

If you are installing the patch as part of a High Availability (HA) implementation, you will want to 
ensure that the network links between the two servers provide maximum bandwidth and low 
latency throughout the patch install. For more information, see Troubleshooting Patch Installs in 
HA Implementations.

Installing the PI_3_1_6_update_01-1.0.6.ubf patch
Make sure you have completed the recommended preparation steps given in Before You Begin 
Installing the Patch. 

If your current Prime Infrastructure implementation has High Availability enabled, follow the 
steps in Installing the Patch With High Availability instead of the steps below.

If you are currently using Prime Infrastructure without enabling High Availability, follow the steps 
below to install the patch.

Step 1  Download the patch file (PI_3_1_6_update_01-1.0.6.ubf), and save the file locally.

Step 2  Log in to the Prime Infrastructure server using an ID with administrator privileges and 
choose Administration > Software Update.

Step 3  Click Upload Update File and browse to the location where you saved the patch file. 
Click OK to upload the file.

http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1-6/release/notes/cpi_rn.html#pgfId-181780
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1-6/release/notes/cpi_rn.html#pgfId-181780
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1-6/release/notes/cpi_rn.html#pgfId-200457
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1-6/release/notes/cpi_rn.html#pgfId-200457
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1-6/release/notes/cpi_rn.html#pgfId-141831


Step 4  When the upload is complete:

a.  On the Software Upload page, confirm that the Name, Published Date and 
Description of the patch file are correct.

b.  Select the patch file and click Install .

c.  You will see a popup message indicating when the installation is complete. You 
should also see a listing for the patch in the “Updates” table, with a “Yes” 
opposite the patch under the “Installed” column, and a “Yes” under the 
“Pending Restart” column.

Step 6  As a final step of the install process, the server restart will be triggered automatically 
(you don’t need to manually execute ncs stop followed by ncs start)

Step 7  Verify that the patch is installed by logging into the server and choosing Administration 
> Software Update . You should see a listing for the patch in the “Updates” table, 
with a “Yes” opposite the patch under the “Installed” column, and a “No” under the 
“Pending Restart” column.

Installing the PI_3_1_6_update_01-1.0.6.ubf With High Availability
Make sure you have completed the recommended preparation steps given in Before You Begin 
Installing the Patch.

If you are not using the Prime Infrastructure High Availability (HA) feature, follow the steps in 
Installing the Patch instead of the steps below

If your current Prime Infrastructure implementation has High Availability enabled, follow these 
steps for Patching Paired High Availability Servers. You must start the patch install with the 
primary server in “Primary Active” state and the secondary server in “Secondary Syncing” state.

Patching of the primary and secondary server takes approximately one hour. During that period, 
both servers will be down. If you have trouble at any point, see Troubleshooting Patch Installs in 
HA Implementations.

http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1-6/release/notes/cpi_rn.html#pgfId-141831
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