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Note To view the release notes for previous versions of Cisco Unified Communications Manager, choose the 
Cisco Unified Communications Manager version from the following URL: 
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Communications Manager behavior.

Before you install Cisco Unified Communications Manager, Cisco recommends that you review the 
“Important Notes” section on page 3 for information about issues that may affect your system.
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  Introduction
Introduction
This 8.6(2a)SU5 ReadMe file contains important information about installation procedures and resolved 
caveats for Cisco Unified Communications Manager release 8.6(2a)SU5. This SU can be applied to Cisco 
Unified Communications Manager, Business Edition 5000 or 6000 and Cisco Unity Connection. It should not 
be installed on a Business Edition 3000 server.

System Requirements
The following sections comprise the system requirements for this release.

Server Support

Make ssure that you install and configure this SU on a Cisco Unified Computing System (UCS), a Cisco 
Media Convergence Server (MCS), a Cisco-approved HP server configuration, or a Cisco-approved IBM 
server configuration.

To find which servers support Cisco Unified CM Release 8.6(x), refer to the Cisco Unified 
Communications Manager Server Support Matrix at

http://www.cisco.com/c/en/us/products/collateral/unified-communications/7800-series-media-converge
nce-servers/prod_brochure0900aecd8062a4f9.html

Note Make sure that the matrix shows that your server model supports Cisco Unified CM Release 8.6(x).

Uninterruptible Power Supply

Ensure that you connect each server in your cluster to an uninterruptible power supply (UPS) to provide 
backup power and protect your system.

Caution Failure to connect the Cisco Unified Communication Manager nodes to a UPS may result in damage to 
physical media and require a new installation of Cisco Unified CM.

Version and Description
This SU is a cumulative update that incorporates all of the fixes and changes from Cisco Unified 
Communications Manager 8.6(2), 8.6(2a), 8.6(2a)SU1, 8.6(2a)SU2, 8.6(2a)SU3, 8.6(2a)SU4, and 
8.6(2a)SU4a along with additional changes that are specific to this SU. 

Note You can only install this SU on Cisco Unified Communications Manager Release 6.1(4x), 6.1(5x), 
7.1(3x), 7.1(5x), 8.0(1x), 8.0(2x), 8.0(3x), 8.5(1x), 8.6(1x), 8.6(2), 8.6(2a), 8.6(2a)SU1, 8.6(2a)SU2, 
8.6(2a)SU3, 8.6(2)SU4, 8.6(2a)SU4a or any 8.6(2)es from 8.6.2.21001-1 to 8.6.2.25130-1. Upgrades 
from 6x and 7x need to be requested via PUT (www.cisco.com/upgrade) to obtain the necessary license. 
This SU should not be installed on a Business Edition 3000 server.

See the Compatibility Matrix for further details:

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/compat/ccmcompmatr1.pdf
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  Important Notes
Important Notes
SUs do not impact system compatibility unless specifically stated.

Cisco provides the following guidance to help you successfully upgrade Cisco Unified Communications 
Manager software:

 • To minimize call-processing interruptions during the upgrade process, register all devices to servers 
that are running the same version of Cisco Unified Communications Manager software. Make sure 
that you register all devices to the backup Cisco Unified Communications Manager server or to the 
primary Cisco Unified Communications Manager server, but not to both the backup and primary 
servers.

Warning for CSCtj50884

 • This SU contains an update to the RTMT client that addresses a significant memory leak. You must 
upgrade the client version on any device that uses the RTMT client to completely resolve this issue. 
Please see the Bug Details of fix CSCtj50884 for complete instructions on resolving this issue.

Firmware Upgrade Issues
For all SCCP and SIP firmware upgrades from firmware release versions earlier than 8.3(3) to version 
8.5(2)SR1 or greater, you must first upgrade your firmware to version 8.5(2). Once you have upgraded 
to version 8.5(2), you can upgrade your IP Phone to version 8.5(2)SR1 or later. Refer to the Firmware 
Versions in this Release section of this document to determine the firmware load provided in this SU.

For additional details, Firmware Upgrade Instructions, and Firmware Download locations please see:

SCCP 
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/firmware/8_5_2/english/release/notes/7900_
852SR1.html#wp57602

SIP 
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/firmware/8_5_2/english/release/notes/7900_
852SR1.html#wp147343

Related Documentation
To view documentation that supports Cisco Unified CM Release 8.6(2), go to: 
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/docguide/8_6_2/dg862a.html

Before You Begin
Before you upgrade the software version of Cisco Unified Communications Manager, verify your 
current software version.

To do that, open Cisco Unified Communications Manager Administration. The following information 
displays:
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  Installation Instructions
 • Cisco Unified Communications Manager Administration System version

Installation Instructions

Note Apply this SU to all of your Cisco Unified Communications Manager servers, beginning with the 
publisher server and TFTP server.

Refer to the “Upgrading to Unified CM 8.6(2a)” section of the Release Notes for Cisco Unified Com-
munications Manager Release 8.6(2a) for detailed information about doing this upgrade:

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/rel_notes/8_6_2/cucm-rel_notes-862a.html#w
p1944944

Note Because the 8.6.2.25900-8 build is a non-bootable ISO, it proves useful only for upgrades. You cannot use it 
for new installations.

Release 8.6(2) is available in both restricted (which is the release type that has always been available from 

Cisco) and unrestricted versions of software to comply with import / export restrictions to various coun-

tries. The unrestricted version is available in limited markets. Please refer to the 8.6(2) Release Notes refer-

enced above for a more detailed description.

Caution For both restricted and unrestricted upgrades from an 8.5(x) or earlier release to an 8.6(x) release, a patch 
(COP file) must be applied prior to initiating the upgrade. Before you upgrade from compatible versions 
of Unified CM, install the COP file named ciscocm.refresh_upgrade_v1.3.cop.sgn. Please refer to the 
Installing the COP File section of the Release Notes for Cisco Unified Communications Manager 
Release 8.6(2a) referenced earlier in this document for detailed installation instructions and download 
location.

The file names and MD5 values you will use for this upgrade are:

 • UCSInstall_UCOS_8.6.2.25900-8.sgn.iso

The MD5 for the Restricted combined download is: fa9746453b26bbc284edc371b8787ec3

Note Once installed, UNRST releases can never be converted or upgraded to releases which support full 
encryption capabilities

For the Unrestricted version:

 • UCSInstall_UCOS_UNRST_8.6.2.25900-8.sgn.iso

The MD5 for the Unrestricted combined download is: d4f8cd262378a97d1d5f106386798490
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Reverting to a Previous Version

Note Revert the SU on all servers in the cluster in the same order in which you performed the installation.

Refer to the “Reverting to a Previous Version” section of the Cisco Unified Communications Manager 
Release Notes Release 8.6(2a) for detailed instructions on “Reverting to a Previous Version.”

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/rel_notes/8_6_2/cucm-rel_notes-862a.html#w
p2058677

Caveats
Caveats describe unexpected behavior on a Cisco Unified Communications server. The following 
sections contain lists and descriptions of resolved and open caveats in this release.

Resolved Caveats

Resolved Caveats for Cisco Unified Communications Manager Release 8.6(2a)SU5 describes possible 
unexpected behaviors in Cisco Unified Communications Manager Release 8.6(2), 8.6(2a), 8.6(2a)SU1, 
8.6(2a)SU2, 8.6(2a)SU3, 8.6(2a)SU4, and 8.6(2a)SU4a.

Resolved Caveats for Cisco Unified Communications Manager Release 8.6(2a)SU5

The following information comprises unexpected behavior that is addressed by this SU of Cisco Unified 
Communications Manager.

Resolved CUCM Caveats in 8.6(2a)SU5
CSCuc06186 : IPMA Feature - Add new CTI Control Permission for IPMA by default 
CSCup35534 : Multiple Vulnerabilities in OpenSSL June 2014 
CSCtz88952 : transfer the holded call over H323GW while Multicast moh play,call drop 
CSCuj29479 : Directed call park both calls remain on hold cannot park calls 
CSCum00523 : Normalization Script fails to be applied on an outbound 200 OK 
CSCup18129 : CUCM is sending emty TCS instead of requestMode 
CSCup22670 : Multiple Vulnerabilities in OpenSSL June 2014 
CSCty74714 : MoH send ORCAck with Error for G729 code and duplex stream 
CSCup51756 : DST/TZ data update with 2014e 
CSCtw77434 : Enable SHA256 CSR and Certificate Generation for CUCM 
CSCuc98327 : CUCM sha256 implementation incomplete, TLS fails to connect 
CSCue22197 : Phones are not stable after sha256 implementation 
CSCui02466 : Review Sudoers file for database scripts vulnerabilities 
CSCum46830 : Commit Infosec root SHA256 CA cert in CUCM DB 
CSCuo76752 : CCM core is generated when a very long number is called via MGCP 
CSCup17051 : GnUTLS Client side Server Hello Vulnerability 
CSCup27726 : CUCM service fails to start after enabling SNR - 8.6.2.24122-1 
CSCum95491 : CTIManager - Potential command injection during authentication  
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  Caveats
CSCup21944 : 8.6(2a)su5 upgrade rules to prevent install over ineligible ES's 
CSCuo94301 : DST/TZ data update with 2014c 
CSCum05337 : CUCM WAR files are available to unauthenticated users 
CSCum05313 : Potential to Inject Malicious SQL Queries via Java Interface 
CSCum05302 : Extension Mobility (EMApp) - Unauthenticated Blind SQL Injection 
CSCul98979 : Enable IPMA support on 8841/51/61 phones 
CSCul81569 : SDLLinkOOS causes CCM Core - LineManager wait_RemoteLineOOS 
CSCuh10306 : SQL injection in Bulk Administration - Upload/Download Files 
CSCue45332 : Lock icon not dispayed for secure video call between TB-CTS end point 
CSCtw77434 : Enable SHA256 CSR and Certificate Generation for CUCM 
 

Resolved Cisco Unity Connection Caveats in 8.6(2a)SU5
CSCul10426 : VisualVoicemail shows incorrect day expression 
CSCup24038 : Multiple Vulnerabilities in OpenSSL June 2014 
CSCuo44795 : Media Master Java Error Missing Required Permission manifest attribute 
CSCuo89304 : CUC MbxSync Logs GetFolder error for recoverableitemsdeletions folder 
CSCup28405 : No message is displayed when we save call handler message settings. 
CSCup28430 : Incorrect error message while update User template edit message settings 
CSCtw76189 : Updating contacts from Exchange fails when contacts list is empty 
CSCuo46274 : Voicemail does not sync if Jabber left logged in for more than 24 hours 
CSCuo90562 : Create distribution list with existing Alias display white screen 
 
 
Resolved CUCM Caveats in 8.6(2.25130-1); base ES for 8.6(2a)SU5
CSCul46003 : Media Exchange failed due to MXTimeout 
CSCui77212 : Invalid SDP response causes CLC to never get sent to MTP - media leak 
CSCuo85561 : Call fails because AnnD can't handle MulticastMediaReceptionReq 
CSCun10860 : Kernel panic in FIPS mode because of NSS and NSPR library upgrades 
CSCuo89460 : No Wallpaper for 8841/51/61 after installed devpack. 
CSCuo77984 : CUCM replies with "Require sdp anat" in the 200 OK message 
CSCuo82479 : ata190 firmware 1.1.0(006) checking in 
CSCuo84134 : CUCM Process crashes does not generate core dump 
CSCtz70744 : After answering incoming call on shared line, Cius continues to ring 
CSCun66358 : Sip Refer Transfer Delay 
CSCuo32923 : Admin Password in Plain Text 
CSCuo46277 : Cisco Unified Communications Manager SQL Injection vulnerability 
CSCuo40423 : License DLU number change for Cisco IP Phone 8841/8851/8861 
CSCuo20226 : Adding DX80 and DX70 device QED and DX650 10.2.1 feature QED 
CSCuo19440 : Add support for MX700 and MX800 + add missing parameter on SX10 and SX80 
CSCun66998 : Calls get disconnected with cause=41 due to SIPPeriodicReINVITETimer 
CSCul76453 : Support files for Cisco IP Phone 8841/8851/8861 
CSCtz73077 : Fast Dials delayed when using a subscriber across the WAN from publisher 
CSCuo23186 : 9.4(1)SR1 SCCP firmware files for 6921/41/61 IP Phones 
CSCuo17337 : CUCM BulkAdministration SQL Injection 
CSCuo17319 : CUCM remotesupport_accountcleanup.sh inadvertently delete sudoers lines 
CSCul02171 : H323, GW incorrectly sends OLC reject LCN 1 for the OLC already ACKed. 
CSCun74352 : Cisco Unified Communications Manager Info Disclosure Vulnerability 
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  Caveats
CSCul22845 : High CPU alert due to DRFLocal process 
CSCun74327 : CUCM root privilege escalation via ntpRunningStatus.sh cron job 
CSCun81548 : CAPF operation fails for Application users 
CSCun74412 : Cisco Unified Communications Manager Arbitrary File Read Vulnerability 
CSCun74374 : Cisco Unified Communications Manager CDR Management Vulnerability 
CSCun74313 : CUCM stores SFTP password for Bulk Certificate Management in logs 
CSCun70794 : 10.0.1/9.1.2/8.6.2/cc_mainline support files for MX200G2 product 
CSCun68355 : CUCM/SME drops QSIG PDU when retrying INVITE 
CSCuj16879 : Upgrade JDK to 1.6.0_60 
CSCun74164 : Hardcoded initial password for newly created CUCM CLI users 
CSCuh05746 : Location bandwidth leak in some scenarios 
CSCua88701 : RSA keys used to sign images needs updating 
CSCua94566 : DRF Backup failure for SYSLOGAGT with file / does not exists for backup 
CSCub66028 : Increase CCDHostedDN table limit from 2000 to 10K 
CSCud48224 : unable to install international dialplan on cucm subscriber(s) 
CSCue03521 : CTIManager core on IMS Library with suboptimal LDAP Auth configuration 
CSCug23712 : SNR fails when SDL link in service is incorrectly not detected by nodes 
CSCul56775 : Refresh upgrades fail with IDP error 
CSCum46468 : CUCM CAR Page Vulnerable to CSRF 
CSCum46483 : Unauthenticated Blind SQL injection in CUCM CAPF service 
CSCun30333 : Post Call end ,CUCM doesn't do MXStopTalking to MTP,causing Phantom RTP. 
CSCun44977 : Static Analysis Notification in CAPF project 
CSCun59727 : AXL Update Memory Failure 
CSCuc78854 : HTTP and HTTPS Ports DoS During TCP Connection Flood 
CSCul64671 : Gdm TOCTTOU race condition on /tmp/.X11-unix (CVE-2013-4169) 
CSCun66669 : 10.1(1)SR1 Phone load for 7821/7841/7861 Phones 
CSCun46174 : GnUTLSIncorrect Error Handling in Certificate Verification 
CSCun43330 : BE5K;Can't install phone only locale COP on BE5k products 
CSCun14017 : "CTI doesn't report INSERVICE to Application" issue 
CSCun03177 : 7821 phones consume Enhanced UCL instead of Basic - in CUCM 9.x and 10.x 
CSCum71019 : BLF on 7841 appears blank on Hebrew Locale using non UTF8 configure file 
CSCum50824 : CUCM;SAFMove SAF CCD to lower priority 
CSCum47080 : If DTMF update not received,SCCP Phone always negotiates to OOB 
CSCum46497 : Java Class Files Accessible to Unauthenticated Users 
CSCum05318 : CCMIVR - Unauthenticated Blind SQL Injection 
CSCuj45391 : Routing loop causes MWI leak resulting in core 
CSCuh96923 : Call state Events are not reported to APP when DN is part of 2 Hunt Line 
CSCuh94622 : Upgrade to tomcat 6.0.37, 
CSCuh73440 : Command Injection Vulnerability 
CSCue21290 : Unable to generate CDR Reports after performing a Refresh Upgrade 
CSCub43569 : RTMT Can't Display CCD Learned Patterns when xml file size is big 
CSCun14114 : Call fails to retrieve due to the removal of incorrect LineCdpc 
CSCun02770 : EMCC logout fails to remove all entries 
CSCum85086 : Outbound calls through RL failing, RG members reported as down 
CSCuh80935 : Cannot update end user Pin using AXL with custom credential policy 
CSCty17699 : Update Failed Error Message when Modifying Line Groups under Hunt List 
CSCun21496 : OpenswanDereferencing Missing IKEv2 Payloads Causes Daemon to Restart 
CSCum90975 : Adding DX650 10.1.2 firmware to CUCM 
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CSCum75027 : Adding DX650 10.1.2 QED to CUCM 
CSCum59551 : 6921,6941,6961 Phone configuration Page add Rate Limit Settings 
CSCul63711 : DeviceClosed event reported for CTIPort/RP when App fails over too soon 
CSCuh10143 : SIP Devices Cannot Register to CUCM 
CSCue58307 : SNR intermittently breaks after upgrading 
CSCtw91193 : SIPCdpc not updating DTMF profile while setting InitialInviteOfferSDP 
CSCtu14387 : SIPCdpc sends SDPUpdatedAnswerInd to media layer incorrectly 
CSCtr99004 : SCCP---MTP----SIP(EO) SCCP doesn't do OLC with correct payload. 
CSCun09612 : CUCM is not able to connect the media due to MX timeout 
CSCum65004 : 9.3(1)SR4 SCCP/SIP phone loads for 79xx IP Phones 
CSCum03842 : RX Stream for reading wave file is not closed in mutual hold scenario. 
CSCul62368 : UCM don't respond "200 OK" to Jabber mobile client's register message 
CSCuj85612 : CUCM APICallPickupGroup object fields do not work 
CSCug61622 : PathReplacement issue in Consult transfer in CUCM 10.0(1) 
CSCud66384 : QSIG Path replacement fails after CUCM detects collision 
CSCua48555 : CUCM has no response to 200 OK from Cisco WebEx Meeting Server(CWMS1.0) 
CSCun04264 : Support for Cisco TelePresence SX10 and SX80 on UCM 
CSCum69848 : CUCM not sending 200 OK (UPDATE) with DO 
CSCul52995 : MTP leak in ccm process after media deallocation by media control 
CSCul24917 : Insufficient Protections on Underlying OS Command 
CSCuj91382 : DRS Backup increases over time 
CSCuj85601 : The CUCM API "get" operation fails for default LdapDirectory object 
CSCtw46611 : NTP synch fails due to incorrect file system labelling of capture.txt 
CSCum89118 : Internal DevNTLMv2 Code Changes 
CSCum60628 : Hostnames and DNS resolution for SIP messaging can cause call failure 
CSCui58229 : CUCMAbility to Read/Write Arbitrary Files 
CSCul50289 : Password logged in clear text when creating a backup device in CUCM &CUP 
CSCum46487 : GNUPG RSA Secret Key Recoverable via Acoustic Cryptanalysis 
CSCum24368 : DST/TZ data update with 2013i 
CSCue82671 : DBUS-GLIB Message Sender Privilege Escalation (CVE-2013-0292) 
CSCum49216 : 9.4(1) SCCP/SIP loads and support files for 8941 & 8945 Phones 
CSCul88594 : Nss and NSPR DoS and Arbitrary Code Execution Vulnerabilitiees 
CSCul56379 : Sudo Auth By-Pass Via System Clock Reset and tty_tickets Constraints 
CSCul79044 : Adding DX650 1011 device firmware to CUCM 
CSCuj36379 : Adding DX650 1011 QED feature support 
CSCug05305 : SIP Phone can not receive incoming calls after race condition 
CSCum24620 : In a SNR setup the digits are not sent out correctly. 
CSCum05362 : Stuck IPVMS streams preventing Announcement changes for Native Queuing 
CSCui58240 : A rootescalated User Can Run Sensitive Commands 
CSCul98516 : G.729 MOH stops after working for awhile 
CSCul78694 : UC 8.6(2) - Typo in "utils cuc cluster overwritedb" LDAP sync step 
CSCul46140 : 10.0/ 9.1(2)/8.6(2) support files for Cisco TelePresence models verTC7 
CSCul90883 : One-way audio call happens when CCM service is stopped in H.323 ICT call 
CSCul20522 : SME does not foward ack to a 200 after Refer from Unity fails 
CSCui66893 : pwrecovery does not validate password complexity rules when enabled 
CSCul71689 : Route Group Members being skipped and reporting as device down-8.x/9.x 
CSCul68084 : 9.3(1) SR3 SCCP/SIP phone loads for TNP 79xx IP Phones 
CSCuj87571 : Consult Transfer through CTI Port fails when using pickup 
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  Caveats
CSCug96654 : High CPU caused by CTI trying to open device/line in shutdown state 
CSCuj29943 : No ringback on SIP calls after being transferred through a queue. 
CSCtt29761 : Transparency info is improperly being set to non-null 
CSCul51168 : Git/Clearcase integration not picking up latest changes 
CSCul25565 : Phone Super Copy feature select BLF SD call pickup automatically, 
CSCul02904 : GnuPGCorrupt Key Input Validation, Bypass, and Infinite Recursion Vuls 
CSCul02862 : Libgcrypt susceptible to Flush+Reload Cache Side-Channel Attack 
CSCuj35577 : 3905 941 load check in 
CSCui89843 : 9.4(1) SCCP/SIP support files for 6921/41/61/45 IP Phones 
CSCui48462 : DTS/W MTP allocated for conference call with MCU result in audio call 
CSCuh23600 : 9.4(1) QED and locales check in for 3905 phone 
CSCud54886 : 9.4(1) SIP loads and support files for 9971, 9951 and 8961 IP Phones 
CSCuh52801 : Multiple SQLi across CCMAdmin web application 
CSCul14751 : DST updater COP filename does not adequately identify the content 
CSCuj98562 : 10.1(1.9) Phone load for 7821/7841/7861 Phones 
CSCuj90618 : RT phone escalate to video on inbound pstn call has one way audio 
CSCuc16222 : L2 upgrade / fresh install failed due to prefs.xml file is not updated 
CSCuj27391 : To support new time zone file- IBM J9 
CSCui87247 : Qed and support files for 7821/7841/7861 Phones 
CSCue66813 : Denial of Service on CUCM via GetDeviceProfile 
CSCuj91447 : Nailed up mobile agent calls failing after PG failover. 
CSCuj83540 : Role Restrictions not asserted if you click links twice 
CSCui78815 : UCM Directory Traversal Information Disclosure vulnerability 
CSCug29903 : Reset/Apply not working for CCMAdmin with custom roles 
CSCuj42858 : CTI devices do not re-register after connectivity failure 
CSCui68937 : CUCM RIS DC core dump due to timeout 
CSCuh33195 : Dialed Number Analyzer java.lang.NullPointerException invalid SQL Syntax 
CSCtt42276 : Redirecting call from parking lot and doing hold results in media error 
CSCuj59711 : Icon of Fujitsu Softphone is not visible after Unified CM upgrade 
CSCuj10897 : Caller Input(on Unity Connection) offnet transfer Diversion header issue 
CSCuj39249 : Sensitive Information Present in DRF Configuration Page 
CSCui91401 : Unable to install NP after version upgrade and upgrades fail 
CSCuf20596 : phone authentication with unknown LSC successful 
CSCub71123 : Issue with LDAP server failover when DNS server fails 
CSCuj47655 : Exclude Device Profiles In CCMCIP Device List For Backward Compatibility 
CSCui45512 : Issue in updateAppUser API 
CSCuh81766 : SQL injection vulnerability in CMUI 
CSCud76273 : CTI Manager sends invalid Device state to JTAPI client 
CSCtn05511 : reINVITE race condition results in 488 Not Acceptable response 
CSCuj22948 : Directory Traversal in VMWS Attachment Service 
CSCui91401 : Unable to install NP after version upgrade and upgrades fail 
CSCuj66802 : Xinetd Ignores Tepmux User and Group Directives (CVE-2013-4342) 
CSCuj41236 : Redirected call does not honor calling party numbering plan and type 
CSCuj27045 : Application User doesn't display controlled IP phones in Dependency Recs 
CSCuj20464 : CUCM Software MTP drops incoming streams from Phone's BIB [IPTABLES] 
CSCuj20355 : CUCM does not notify phone if cBarge failed 
CSCui04836 : CUCM should send SCCP PortClose to IOS CFB 
CSCuh54126 : Phone's IP add is in improper format on BAT 
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  Caveats
CSCuf64470 : Find and List Phone page display the IP address erratically. 
CSCue76602 : Cisco Unified Communications Manager Cross-Site Scripting Vulnerability 
CSCtz83824 : CUCM node restart can cause shared lines to not make/receive new calls 
CSCuj30440 : Renaming DST-cop file in logs 
CSCuj16559 : SCCP 8941 Pickup Issue 
CSCuj05974 : Caller ID is not updated in case of transfer CUCM 8.6.2 QSIG 
CSCud23599 : Active connections not cleared 
CSCtw78603 : Redirected call does not honor calling party numbering plan and type 
CSCui85981 : Denial of Service Vulnerability in SSH (CVE-2010-5107) 
CSCuj02428 : Numerous DoS and Arbitrary Code Execution Vulnerabilities in RPM Module 
CSCuj14925 : Unable to decrypt SIP trunk calls 
CSCuj10069 : 10.0/9.1(2)/8.6(2) support files for Cisco TelePresence models ver TC6.3 
CSCui57646 : IPCC Extension is not getting imported using BAT Template 
CSCue15816 : Any script based service status incorrectly shown as STOPPED 
CSCuc50078 : Error message(1021) is seen during service activation on Serviceability 
CSCui97105 : Recording fails when x-farendrefci field is not populated 
CSCui68291 : BAT import fails for some parameter when csv file has some extra DN line 
CSCui46884 : DST/TZ data update with 2013d 
CSCui33286 : All parties on hold with MMoH causes loop that can cause sccp dev. crash 
CSCue19053 : SIP Notify permitted by blocking route pattern, call loop, code yellow 
CSCuc08908 : CAR generates 10012 Database Error on Route Pattern Utilization Report 
CSCty98332 : receiving fast busy call drop on a call transfer over sRTP dual stack IC 
CSCui65427 : CCM Core dump due to H323 memory violation 
CSCui43480 : Unable to upload server CA certificate 
CSCug54422 : ccm cores when mTemporaryDeviceInfoList is empty 
CSCud83989 : RouteList doesn't offer call to 3rd RG when 1st 2 RGs has same SIP trunk 
CSCui66263 : sccp phone one way audio after hold with multicast music on hold 
CSCui63031 : Checkin SCCP 9-3-3SR1 Load for 6921/41/45/61 phones 
CSCui61693 : 1.4.5.3 loads and support files for 792x phones 
CSCui58215 : Updated credentials are logged to tomcat security log 
CSCui40081 : CDR reports incorrect finalcalledpartynumber in a cfna to hunt pilot. 
CSCuh86957 : SIP UPDATE causes call disconnect when call answered between 1 and 1.2s 
CSCug97360 : selinux denials in pwrecovery utility 
CSCug92142 : pwrecovery tool does not update the internal user passwords 
CSCug49523 : UDS Requests failing with background load of 2BHCA or more 
CSCug44791 : Sub max conn should default 100 in /usr/local/cm/conf/dbl/prefs.xml 
CSCug41724 : 9.3(4) SCCP/SIP loads and support files for 8941 & 8945 Phones 
CSCuf81088 : UNKNOWN_ALARM;DeviceTLInfo shown up 
CSCue91648 : 9.3(4) SIP loads and support files for 9971, 9951 and 8961 IP Phones 
CSCud89470 : ipvms causes kernel panic which crashes CUCM server 
CSCui58133 : Devpack Locale RPM change breaks the build 
CSCui28200 : No calling name on forked MGCP PRI Call using Facility for Calling Name 
CSCui61030 : 10.0(2-32) SIP loads for DX650 Phones 
CSCui05908 : default english locale jar file missed during device pack installation 
CSCuh22996 : No Calling Name on SNR device intermittently 
CSCuh16071 : LicensingAddition of Phone DX650 throws unmapped Exception Null error 
CSCug97877 : CTFTP UDP port 69 iptables hashlimit restricts legitimate TFTP requests 
CSCug09617 : Device configured in RouteList goes DOWN when SDLLinkOOS occurs 
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  Caveats
CSCtt00340 : The hyphen "-" is not supported in the "Sender User ID" field in RTMT 
CSCuh71559 : Voice Mail Profile is not applied to the device 
CSCtz05224 : cimserver core found after upgrade on active side 
CSCui35531 : Check-in 7960 SCCP firmware version 8.1(SR02) to CUCM branches 
CSCui05612 : Call Park but cannot retrieve for IMS call due to DNS resolved 
CSCub55072 : RSVPUnregisterReq not responsed cause SIPCdpc leak in CUCM 8.5 
CSCua55998 : CLI command show csr own "unitname" does not show results 
CSCui20684 : 7940/60 Forward icon appears on phone with shared non-primary line 
CSCuh94498 : Call drops on 6945 when answering via CTI if speakerphone is disabled 
CSCtr14946 : Incorrect cause in CallCtlConnDisconnectedEv when hung up after Tx 
CSCua56497 : Differences in UnifiedCMDatabaseStatus.xml files cause DB Sync Error 
CSCui07799 : Device reg gets error 503, cleanup tables before KA timer value 
CSCuh90635 : H245IF state not changing after DTMF profile change for fast-start call 
CSCuh79981 : CUCM fails to answer re-invite from client during 
CSCuh61478 : RL doesn't honor "stop on busy" flag when Release message from NNI 
CSCtz89515 : CUCM generates a TCS with dummy capabilities 
CSCsz38845 : Read Only role user, allows write/delete RTMT operations 
CSCui19958 : Wrong update of flush instructions in SIPMediaToUpdateCc 
CSCuh97420 : AMR Codec (96) in SIP 200 OK SDP cause ccm service core 
CSCuc58250 : Conference from SME to LEAF dropped right after LEAF phone joins 
CSCuh62870 : Get wrong number of connections after answer from redirect 
CSCuh60887 : ErrorThis page is not yet implemented 
CSCug99584 : CFD;No Audio From EX60 to CTS1000 after hold/resume 
CSCug46271 : EM should do case insensitive device name lookups 
CSCud38739 : No video on H323 endpoints when vcs-interop script enabled on Conductor 
CSCtx16122 : H323 calls have no audio from SF on EX60, C20 & SX20 
CSCuh45504 : CUCM not responding 181 'Call is being forwarded' immediately - RFC5359 
CSCuh00765 : Potential to Read Arbitrary Files 
CSCuh87042 : Privilege Escalation Vulnerability 
CSCue25770 : Potential to Read Arbitrary Files 
CSCuf52878 : Intermittent Secure recording failure with cause 57 403 forbidden 
CSCuh64085 : SIP INVITE spawned from 422 Response uses incorrect peer port 
CSCuh62810 : 10.0/9.1(1)/8.6(2) support files for Cisco TelePresence models ver TC6.2 
CSCuh73454 : Privilege Escalation Vulnerability 
CSCuh01051 : Call Manager Blind SQL Injection 
CSCuh53866 : 9.3(3) SIP loads and support files for 8831 Conference IP Phone (Part 4) 
CSCuh30129 : CM service core due to TCB corruption 
CSCuf81116 : SIPInterface should not negotiate video when there is no video BW config 
CSCtu73852 : One-way audio , call from Secure MGCP to non-secure SCCP IP Phone 
CSCuh52177 : Memory leak in ProcessSIPHandler.cpp 
CSCug95019 : recording failure due to race condition when barge invoked at same time 
CSCug54853 : GLIBC Buffer Overrun (DoS) Vulnerabilities (CVE-2013-1914/CVE-2013-0242) 
CSCue91340 : UCM is not sending re-invite for codec selection 
CSCud59803 : no announcement when DVOR to an invalid number over SIP trunk 
CSCub35633 : Core on SIPSdp destructor during normal call clearing 
CSCty70456 : UDP Socket Error Causes Double Free of TCB 
CSCuh30129 : CM service core due to TCB corruption 
CSCuh25317 : SIP call setup times out between Recorder and CUCM 
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  Caveats
CSCuh24526 : GnuTLS Encryption Crash/DoS Vulnerability (CVE-2013-2116) 
CSCug34854 : Web Disclosure of Exception Stack Traces 
CSCug21364 : CUCM Security-ER to improve the SWTI behavior in trunk to trunk transfer 
CSCuf52643 : Invalid SsType Generated by CallControl leads to failed CTI redirects 
CSCud61819 : Placed calls incorrect when using overlap receiving 
CSCud31807 : CUCM doesnt decode the user portion of the REFER-TO header in REFER mess 
CSCug76590 : SNR gives busy tone when dialing to RD number 
CSCug58538 : DRS backup start time drifts further each day 
CSCug36093 : Pickup fails when overlapping PickupReq and TransferReq 
CSCud95766 : OpenIPMI Process Default to World Writable (CVE-2011-4339) 
CSCud95772 : TCL (Tool Command Language) DoS Vuls (CVE-2007-4772,CVE-2007-6067) 
CSCug98256 : incorrect logic in ProcessSIPBuiltInBridgeControl.cpp 
CSCug92732 : Openswan Remote Buffer Overflow (CVE-2013-2053) 
CSCug54866 : Curl Cookie Domain Suffix Match vulnerability (CVE-2013-1944) 
CSCuc81882 : DeviceStatus not return current status if deviceEventFilter is updated 
CSCty15537 : Phone can't handle call rightly after VPN established/BiB broken 
CSCuc80699 : [SX20]CUCM-VCS[Edge95-H323] calls disconnects when SX20 has no H.261 
CSCug22896 : Proxy TFTP Remote Cluster Redundancy Not Used If Remote Node Unreachable 
CSCuf57085 : Refresh upgrade fails if there are more than 20 platform user accounts 
CSCue47475 : LDAP directory sync running twice a day despite "re-sync every 6 hours" 
CSCud43906 : NIC Teaming has ICMP echo reply blocked with Asymmetric routing 
CSCub33076 : 8945 SCCPThe FWA icon does not change when remote config or cancel 
CSCua45386 : Mixed SIP/Q850 Cause codes causes SNR/CellProxyCdpc to drop fwd calls 
CSCtq10477 : Route Group Members being skipped and reporting as device down 
CSCte50151 : CUCM 6.1(4) IPMA speeddials lost @ Tomcat restart 
CSCug64936 : MediaExchange does not save MediaExchangePeerOrFarEndCapRequest signal 
CSCug56357 : Incorrect reuse of DTMF cap causes specific call flow DTMF to break 
CSCug52508 : Unhandled invalid line handle causes TSP crash 
CSCug36887 : 862 TFTP server taking long time to serve files after Change Notifica 
CSCuf26460 : CAPF service crashing when Phone CAPF cert request is generated 
CSCub03001 : HOLD incomplete over SIP trunk 
CSCtt18397 : App Crash with Exceptions2 LineCreate Evnts access Removd Line Obj 
CSCtn53679 : CUCM CTFTP lag in phone registration after config modification and reset 
CSCsq31551 : IPMA Service not falling back to Primary Server after Restart 
CSCuf86177 : Out of sequence CSEQ number on Invite/Update causes 500 error 
CSCuf54727 : Cucm 8.6 IPSEC policy is enabled without Enable Policy checkbox enabled 
CSCug40245 : 30 second hanging causing WebDialer service failures 
CSCug35935 : 9.3(1) SR2 SCCP/SIP phone loads for TNP 79xx IP Phones 
CSCug35664 : Commiting DX650 firmware version 10.0(1) 
CSCug24286 : Recording does not start for some call with Bib 
CSCuf39363 : Secure URLs (Directory) repopulate to default on reboot /Tomcat restart 
CSCue45051 : Integrate Cisco Jabber for iPhone (9.1.1) COP into UCM 
CSCue41975 : Integrate Cisco Jabber for Android (9.1.1) COP into UCM 
CSCud39624 : DVO - client stuck connecting call when cant route properly, must RESET 
CSCtz84000 : Forwarded calls hairpinned over QSIG PRI to SCCP voicemail fail 
CSCto57427 : Cannot ping ipv6 addresses outside its own subnet from 8.6 UCM 
CSCug17472 : incorrect address type of calling and called , if DN/partition is same 
CSCuf38780 : DRF does not gracefully handle NullPointerException 
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  Caveats
CSCue96910 : DST/TZ data update with 2013b 
CSCud15589 : Get wrong number of connection after transfer from remote device to HL 
CSCuc74600 : CUCM fails to reply to SIP Msg when using TCP/TLS and Host is a Hostname 
CSCtw70211 : UCM Nodes Core Dump due to Subscriber Memory Leak under SAF-QSIG Traffic 
CSCug40428 : 8.6 CUCM UDL not support fully effectying v.150 MER support 
CSCug15539 : CUCM crashes for an incoming invite via SIP trunk 
CSCuf85745 : Perl DoS, Arbitrary Code Execution, and Heap Overflow Vulnerabilities 
CSCuf02359 : Calls get disconnected in 10 seconds as CUCM does not send TCS 
CSCue44095 : CDR only support 50 character databasename 
CSCue23670 : MGCP Wrong Cgpn if Calling Party Selection is Last/First Redir. External 
CSCud80642 : Device losing connection can lead to DVO/SNR failure with RESET required 
CSCud62438 : Randomly EM username not remembered (Remember Last User Logged true) 
CSCud15176 : Sometimes 183 Session Process does not come if placing DVOR call 
CSCtz35492 : Certificate Monitor and revocation config back to default after restore 
CSCub17830 : Add support for 48/72 ports analog cards on ISR G2 platforms 
CSCuf86317 : Voice Mail Utilization report in CDR is only showing ports 
CSCue04145 : SIP Normalization scripts got scrambled during RU upgrade 
CSCud92062 : SNR/DVO Sometimes Works For Single Reg Dual-Mode in Multi-Node Setup 
CSCtz91825 : WebAdmin query optimization for User Device Association search 
CSCtw90744 : DMMS process is stopped prematurely when there is no wifi registration 
CSCuf39212 : Wrong ton/plan is sent by ccm for SNR call.when it hairpins back to GW 
CSCue75959 : Cannot update Credentials using AXL when Credential Policy is in force. 
CSCtr78855 : EN no longer valid after CFA to its associated RD 
CSCuf65489 : CCMCIP service responds with a 500 Internal Server 
CSCue74059 : 8.6 CUCM UDL not support fully effectying v.150 MER support 
CSCuc19625 : CUCM Responds to 200 OK with mid-call Invite without SDP 
CSCuf44112 : CTIRequestTimer handling 
CSCuf24527 : Forward all css not imported properly 
CSCud93944 : Warning pop-up for RollBack Enterprise Parameter field should be modify 
CSCue93843 : Gnutls Leakage of Timing Info when Decrypting TLS/SSL Records 
CSCue93809 : OpenSSL Information Leakage and Null Pointer Vulnerabilities 
CSCue93572 : 1st called not hear ringback tone if 2 external calls direct transferred 
CSCue91335 : SDLLinkOOS seen due to activating two ccm services at the same time 
CSCue14149 : /tmp/tftpcache/ missing causes tftp to core 
CSCud44041 : Call Failure and Process leak for mobile calls for DVO-R calls over RL. 
CSCtu98010 : Prevent CCM crash when CIPC floods onhook/offhook 
CSCtz35558 : Held call drops after 12s when MOH StartTalkingAck result=2 
CSCue97623 : 9.3(3) SCCP/SIP loads for 6921/41/61/45 IP Phones (Part 2) 
CSCue90652 : installdb cores during L2 upgrade caused by 7920 cop file 
CSCue66089 : CCM Core on SIPCdpc During Recorded Call 
CSCue61604 : BAT transactions goes to incomplete state 
CSCue38647 : NullPointerException when Connector.close() is called more that once 
CSCue17376 : Unable to pickup a call although users pressed pickup softkey 
CSCud03830 : CUC Tomcat alerts "TOMCAT was critical for one poll" CUCM HostAgt Cores 
CSCub09472 : NSS and NSPR Vulnerabilities for RHSA-2012 1090-1 (CVE-2012-0441) 
CSCub06875 : POPT RPM Vulnerabilities 
CSCts35174 : RU 8.5(1) to 8.6(1) fails on 782xH3 when N/W Fault Tolerance enabled 
CSCue82643 : 9.3(3) SIP loads and support files for 8831 Conference IP Phones(Part 2) 
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  Caveats
CSCue73844 : Unable to set dndOption for Jabber for iPhone using 7.x AXL Schema 
CSCue70015 : Phone line busy after the call comes via the hunt group - LineCdpc leak 
CSCue56392 : CUCM cores in MeetMeConference when receiving SdlLinkOOS signal. 
CSCty54598 : RU appears to have failed due to failure to tar wrapped log file 
CSCue69176 : Adding new endpoint model Cisco DX650 
CSCue67570 : 9.3(3) SIP loads and support files for 8831 Conference IP Phones 
CSCue63303 : Jabber for iPad to 9971 Has No Video 
CSCue62283 : Cucm 8.6 is not responding to mgcp gateway during IPsec renegotiation 
CSCue60557 : Wrong CI sent to StationD from RSVP 
CSCue53751 : 9.1(1)/8.6(2) Support files for Cisco TelePresence models version TC6.1 
CSCue31750 : Unable to use Call Park On some servers after Primary shutdown 
CSCue29442 : 9.3(1)SR1 SCCP/SIP loads and support files for 6901/11 IP Phones 
CSCue29440 : 9.3(3) SCCP/SIP loads and support files for 6921/41/61/45 IP Phones 
CSCue06553 : DST/TZ data update with 2012j 
CSCue44728 : 1.4(4) loads and support files for 792X phones 
CSCue33973 : AXL Throttling can cause excessive queries for server replication status 
CSCud38377 : Call Forwrd sceanrio fails in interoperability between CUCM and HSI 
CSCtx25915 : CUCM 8.5.1 (SU3) 7835/45-I2 IBM Raid driver reverts back during L2 
CSCue12023 : Call Manager;Phone button template privilege escalation security problem 
CSCub12387 : JTAPI Throwing Exception for Basic Call 
CSCtz83878 : DTMF fails to be sent prior to a connect when EFA is enabled 
CSCud54358 : Memory overflow on MGCPHandler build AndSend function 
CSCuc66506 : Crafted DNS Data Can Cause a Lockup in BIND Named (CVE-2012-5166) 
CSCue23919 : Null conn in connectionList prevents removal of closed conns from list 
CSCud93702 : ESXi 5.1 Not Supported on UC Applications yet 
CSCty74444 : Stale reference to remote support account 
CSCuc34482 : Cimlistener core during disk consistency check -- 7835/45-I3 
CSCue09435 : License Manager does not log after RU to 8.6.2.22900-9 (FreeIM release) 
CSCue01003 : Intermittent Secure recording failure with cause 57 403 forbidden 
CSCud83278 : "Forward All CSS x" is not imported irregularly 
CSCud76724 : CTIManager core dump & memory leak due to CTIRP reset loop 
CSCuc69945 : BAT Scheduled job ends unexpectedly before configured Job End Time 
CSCud54258 : cucm is not populating reason header for CANCEL SIP message 
CSCud49047 : RTMT Option To Download Certificate Change Notification Service Logs 
CSCuc82081 : Cisco Certificate Change Notify Service Creates 30+ Pub DB Connections 
CSCty38752 : Serviceability code isImproperly Using a NULL pointer to detect an error 
CSCtr94400 : User login fails after LDAP bind timeout 
CSCua78747 : No-way audio experienced for SIP-to-SIP calls when MTP is invoked 
CSCtw50575 : no/one-way mediaSDP details not forwarded (eg MTP ORC ACK to SIP SDP) 
CSCud52854 : Coredump when AltGKInfoInd is trigerred 
CSCud22272 : UCM sends wrong cap for ReInvite during glare condition 
CSCud15338 : Call end 15 sec regardless of connectMGCP Facility prompts SIP media 
CSCud06250 : Conference reconnect over IPv6 SIP ICT between IPv6 and IPv4 fails 
CSCub84987 : Replication broken due to dbemapp and dbemweb sessions consuming memory 
CSCub67769 : CTIManager coredump when ParkDN deleted 
CSCua71076 : Failover of CUCM requires Gateway/Trunk to be reset for outbound calls 
CSCud68026 : Incorrect reporting of media transport address fields in CDR 
CSCud26795 : CallerID not being shown when Caller ID received in facility msg.. 
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  Caveats
CSCud09696 : Update CSF Device Type to add Built-in-Bridge and Record Config Options 
CSCty47592 : RTMT fails to display Critical Service panel in a UCS/MCS mixed cluster 
CSCud48650 : Changes to maxConnections variables in prefs.xml should survive upgrade 
CSCud34186 : Seeing weird behavior from the getPattern and getRoutePartition 
CSCud32173 : Enhance - CUCM not responding to SIP session refresh INVITE for T.38 fax 
CSCud12501 : New dbl2j.jar in VOS 
CSCud11654 : When Active IPMA service is shut it doesn't failover to secondary 
CSCud05830 : MOH stops working intermitentily - need restart IPVMS 
CSCub28929 : RTMT asks to accept certificates multiple times 
CSCua46569 : Error, audispd, queue is full - dropping event 
CSCtx35559 : RTPTA and TA are not populated correctly in AuConnectInfoInd 
CSCtx33341 : H245 control channel TA is overwritten 
CSCtx17436 : RTMT Client continues to prompt for certificates 
CSCud23035 : DNA Calls DB Connector w/Incorrect DB User (DNA) - should be "dbdna" 
CSCud02271 : Callback feature doesn't work on qsig link through MGCP gateway 
CSCuc97701 : Process Leak in Device Mobility Code due to mFailedRoutingHash table 
CSCty26810 : Receive dup ProviderDeviceRegisteredEvent after register CTI port 
CSCty20488 : Throttle the number of connections to the database from ccmcip 
CSCud18522 : Stale Pointer in SipHandler leads to Infinite Loop and CUCM Core 
CSCud17913 : Missing rtpmap attribute for G.clear payload type in MDCX 
CSCud13612 : Add RTMT alerts for Licesing Expiration tags for connection 
CSCuc30900 : CCM 8.6 cores when the IP sec tunnel is established with MGCP gateway 
CSCub80236 : Out of Memory error because of numerous AXL requests/returns 
CSCty34093 : slow response during corporate directory searches from the phone 
CSCud17401 : 1.4(3)SR1 loads and support files for 792X phones (Part 2) 
CSCuc98930 : Dynamically generated SipMcuControl patterns inserted in NULL partition 
CSCuc38412 : memory corruption after EpStreamStop() of Cisco Media Driver 
CSCub54349 : CCM Service unexpectedly restarts upon receiving a RPID 
CSCtz08184 : Integrate Cisco Jabber for Tablet COP version 10 into UCM 
CSCuc85098 : iPhone ver120713 COP file 
CSCuc74689 : CTI Manager core in handleDeviceCloseReq 
CSCuc63582 : Stale Pointer in SipHandler leads to Infinite Loop and CUCM Core 
CSCuc58007 : Wrong error message with HLOG when interworking with EMCC feature 
CSCub80084 : Sync up Cisco Jabber Android COP ver24 to UCM 
CSCub02337 : Slow Admin Page Load on Subs Separated from Pub over WAN 
CSCua41259 : CUCM not responding to SIP session refresh INVITE for T.38 faxes 
CSCty74946 : SIP Profile timers need to apply to Jabber for iPad non-dual-mode device 
CSCtx42463 : no unregistered and registered event if device not opened 
CSCtw88620 : Call Back function may be failed if many "call back" softkey pressed 
CSCtw73409 : CUCM includes diversion header when using called party redirect 
CSCuc46229 : GLIBC String to Number Conversion Overflow Vulnerability 
CSCuc92625 : Changes made with "BAT update line" feature don't affect some lines 
CSCuc80713 : 1.4(3)SR1 loads and support files for 792X phones 
CSCuc80572 : 9.3(2) SCCP/SIP loads and support files for 8941 & 8945 Phones 
CSCuc77757 : 9.3(1) SR1 SCCP/SIP loads and support files for TNP 79xx IP Phones 
CSCuc73013 : 9.3(2) SIP loads and support files for 9971, 9951 and 8961 IP Phones 
CSCuc68452 : Unable to login to CAD on Primary node shutdown 
CSCuc29278 : RTMT Client always needs to be reinstalled after CUCM Upgrade 
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  Caveats
CSCub75289 : DNA cores when doing phone analysis 
CSCts39191 : Get NPE on CallStateChangedEv 
CSCtr79913 : Media Negotiation Failure on EO SIP Trunk Call with Multiple SRTP Codec 
CSCuc78754 : Call-info SIP header needed to avoid mixed media ringback on SNR calls 2 
CSCuc65003 : Sudo Insecure Temporary File Use in RPM (RHBA-2012-1270-1) 
CSCub35890 : CPU DoS During Malformed UDP Packet Attack Against Port 2427 
CSCua18783 : Add option to CUP build script to specify alternate email addresses 
CSCub35869 : High CPU Utilization and Memory Leak During UDP Flood 
CSCuc63768 : Resuming SNR call fails if RD leg goes thru two trunks before connecting 
CSCuc49517 : Common Device Configuration always set to Standard Common Phone Profile 
CSCuc21995 : Incorrect calling number in received calls directory 
CSCub11333 : blocked upgrade of 862.22040-1->862.22900-5 corrupts inactive partition 
CSCuc16218 : BIND Resource Record Processing DoS Vulnerability (CVE-2012-4244) 
CSCuc22526 : LibXML Interger and Buffer Overflow Vuls (CVE-2012-2807/CVE-2011-3102) 
CSCuc20486 : Need to send last redirecting number as calling number for SNR 
CSCuc16779 : Route Partition is not updated in ConferenceParticipantInfo 
CSCuc14461 : Libxslt DoS, Buffer Overflow, and Info Leakage Vulnerabilities 
CSCub58794 : CTI Monitoring of Call Park Causes UCM Service Crashes During SdlLinkOOS 
CSCtz83318 : CUCM 7.1.5 - download of CTL files via HTTP not working 
CSCuc44794 : Call-info SIP header needed to avoid mixed media ringback on SNR calls 
CSCuc29672 : Full SIP URI displayed on 9951/9971 on service provider inbound call 
CSCub74932 : Restored fix for H.323 ICT call to SIP GW not receiving DTMF 
CSCty85404 : iphone/TCT's built as Remote Destinations unable to make inbound calls 
CSCuc32240 : CallManager Service crashes when receives badly encoded H323 message 
CSCub85597 : Memory Leak Observed in SIPUdp During UDP Flooding 
CSCub41613 : DHCP Zero Length Client Identifier Denial of Service (CVE-2012-3571) 
CSCuc12632 : Updating the GpickUp group on many lines fails for some lines 
CSCuc04738 : Annunciator message not played for SIP 410 Gone 
CSCuc02260 : 3rd-party SIP endpoint was not registered with UCM after WiFi roaming 
CSCub91034 : G.729 ptime error when using CUCM8.6 and MGCP 
CSCub82344 : GLIBC Buffer Overflow Vulnerabilities (CVE-2012-3480) 
CSCub79830 : cp-meVideo calls work as audio only due to delay in update on Video caps 
CSCtu02279 : Allowed characters mismatch for VG224 port between CCM and BAT .xlt file 
CSCts10778 : Denials thrown for security Password Recovery procedure 
CSCub34553 : After refresh upgrade, .iso file from /common/download/ is not deleted. 
CSCub17642 : SNMP DoS During UDP Malformed Packet Flood 
CSCtz04128 : localhost log file size can grow exponentially under certain load 
CSCtz01408 : ANN Port Leak- no audio played when PRACK disabled on ICT -CallQueueing 
CSCub94658 : Upgrade halts on 9.0.2 sync build 
CSCub48778 : Sudo Insecure Temporary File Use in RPM (CVE-2012-3440) 
CSCua19730 : Add Telepresence Support for Bandwidth Allocation Feature 
CSCub72167 : 9.0(1)/8.6(2) Support files for Cisco TelePresence models 
CSCub71163 : Orphaned MTP / CFB / MOH / ANN conference sessions with no rx/tx streams 
CSCub67519 : CUCM 8.6.2.22900-9 BULK update of Phones triggers java exception error. 
CSCub52470 : Send extra notify message to 3rd-party SIP endpints when network glitch 
CSCub48609 : Cannot request device name with lower case letters 
CSCub10965 : GLIBC Arbitrary Code Execution Vulnerability for RHSA-2012;1097-1 
CSCua91582 : Audio Only option for phones Lock Icon 
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  Caveats
CSCtr91719 : FTP for RTMT Scheduled Trace Collection Not Ending Packet with CRLF 
CSCub77254 : Calling Party not in CDR for calls inbound on MGCP controlled FXS/FXO 
CSCub18415 : CUCM IM&P 9.5 Label Move Innovation Proposal 
CSCtx01219 : SSO component restarts Tomcat 
CSCub33158 : Bind DNSSEC Vulnerability CVE-2012-3817 
CSCub42012 : When Connected Number IE is not populated,display dialed num on IP phone 
CSCtz35479 : Add Line Text Label option to Telepresence devices 
CSCub56734 : ipvmsd core file due to invalid format trace message 
CSCub34381 : QSIG protocol profile gets changed by CUCM in CT-Initiate error response 
CSCub34106 : Unable to auto-update IPMA Assistant Console after upgrade 
CSCub08259 : MGCP Gateway fails to do overlap sending when using primary-net5 
CSCub00939 : The call gets disconnected when the remote party is busy over the PSTN 
CSCub00243 : libstdc++ update needed for RHSA-2011-0025 
CSCua92010 : CUCM Subscriber core 
CSCua73936 : DPark fails due to SsJoinInd & SsDataInd release parking Race Condition 
CSCtz27133 : Failed to estb media connection to MTP ANN or CFB 
CSCtz08251 : SIP Message Data corruption cause core dump during load. 
CSCts06233 : ccm service cores in 862 when IPsec config protocol is set to any 
CSCub38715 : remove unneeded Tomcat Host Manager Application 
CSCua85519 : ciscortplib crashes with access violation error by race condition 
CSCua63985 : H323 Fast-Start Release Complete not disconnecting second leg properly 
CSCtz83937 : TFTP Certificate Mismatch btw DB and file system after DRS restore 
CSCtz57149 : SIP phone unable to send DTMF out MGCP w/ QSIG prior to Connect 
CSCty77802 : Terminal observer continues to receive events after it has been removed 
CSCty72866 : SIP From header does not cater to MGCP gateways with longer names 
CSCty64623 : Character limit in IP Phone Services "Service Name" Field 
CSCty18472 : Call to meetme number will log Unknown 
CSCtx66368 : User Facing Feature Data (UFF) is not preserved over L2 Upgrades 
CSCtx32290 : TSP misses Phone-State events during the phone is reset 
CSCtt94314 : Updating Placed Call History on SIP phone for cross-cluster call 
CSCtt08500 : CCMAdmin Route Pattern Update Error when Route List/Gateway Removed 
CSCts80325 : Updating Placed Call History on SIP Phones for intra-cluster calls 
CSCub40850 : Call is not routed to destination thru ECC - follow up fix 
CSCub25618 : overlapping translation patterns causes issues for CTI in CfwAll 
CSCub11023 : Translation pattern not fully created over AXL interface 
CSCub02130 : CUCM g711 codec set incorrectly for g729 MGCP-SIP call with RSVP enabled 
CSCua84884 : H323--CM--SIP. Refer transfer from SIP device results in call drop. 
CSCua09290 : CLI "set password user security" did not set the correct apps password 
CSCtz92550 : Proxy TFTP enhancement to avoid CTL file searches to non-secure clusters 
CSCty65702 : Implement SSO robust disable command and Support SSO logs in RTMT 
CSCtx46132 : 'A Cisco DB' service hung in STARTING state after upgrade 
CSCtw64667 : Problem uninstalling a dialplan after upgrade 
CSCsz68286 : UCM Security Issue; Cookie Initialization and Attributes 
CSCub22278 : Increase CCD Learned Patterns upper limit from 20K to 100K 
CSCtz96078 : Adding Support for VG350 gateway in BAT 
CSCtz74532 : Memory leak in call stack call manager 8.6.20000-2 
CSCtz18126 : CTI Authentication fails for SSO tokens larger than 4096 bytes 
CSCty99442 : Gnutls Vulnerabilities (RHSA-2012-0428-1) 
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  Caveats
CSCtx98976 : Update JDK to 1.6.0_31 
CSCtr64935 : RSYNC Update for RHSA-2011-0999-1 
CSCtq83354 : CTI Authentication fails for SSO tokens larger than 4096 bytes 
CSCtj43528 : FindAndList Gateway Template does not display the templates 
CSCua90319 : Call Failure is seen when using Dual Mode Phone with MGCP GW 
CSCua53272 : Python Vulnerabilities (CVE-2012-1150, CVE-2011-4940, CVE-2011-4944) 
CSCua39041 : RTMT version not reported correctly in Build Load Info 
CSCua34545 : Bind Vulnerabilities for DNS Service (CVE-2012-1667, CVE-2012-1033) 
CSCua17013 : OpenSSL DTLS Vulnerability (RHSA-2012;0699-1) 
CSCua07917 : Cluster will not advertise newly added route patterns via CCD/SAF 
CSCtz74477 : CUCM--slow memory Leak due to Power save plus alarms generation 
CSCty99421 : Glibc Vulnerabilities (RHSA-2012;0397-1) 
CSCty15013 : LibXML Vulnerability (RHSA-2012;0324-1) 
CSCtx45528 : pwd reset cli returns good but doesn't change password 
CSCtw80681 : Perl may be vulnerable to published vulnerabilities 
CSCtq30130 : PMR 04199 new csdk does not allow database connect. 
CSCte41494 : ETSGJ-CH; Extension mobility credentials stored in one of the log file. 
CSCtz29092 : MCU registration status stays as Unknown 
CSCua84104 : Multiple H323 Gatekeeper configuration causes CCM service core dump 
CSCua78828 : Incorrect reInvite handling by CUCM after previoulsy receiving 488 msg 
CSCua70597 : Race Condition in BuiltInBridge code 
CSCua62209 : CUCM stops responding to SIP messages due to an incorrect transID 
CSCua55511 : BAT Phones/Users - When adding an existing DN, some fields not changed 
CSCua44645 : MGCP FXO CallerID missing when call is forwarded via CTI RP 
CSCtz41502 : CUCM Call Pickup visual notification missing 
CSCts30643 : Java Exception found in FindAndList Phone Page for DN 
CSCua33814 : DRF start time drifts further each day 
CSCtz20987 : DST- Update CM to Olson TZ version 2012c 
CSCua47930 : CUCM 8.6 drops call as fails parse QSIG Call-proc tunneled in SIP 183 
CSCtz50389 : TSP crashes 
CSCtz47276 : Wave Driver doesn't assign the default dynamic port range in Vista/7 
CSCtx96255 : WebAdmin query optimizations for BAT. 
CSCtw84714 : Call Queuing-Multicast Moh Timeout error 
CSCtu09935 : Secure icon not shown for secure conference call 
CSCua36998 : Video M-line mangled -SAVP answer sent by CUCM to AVP offer from SBC 
CSCua14268 : Call transfer (Blind/Consult) doesn't work for Video (CUVA) calls 
CSCua12011 : Calling Party number is not seen in CDR report for Incoming Call 
CSCtz95738 : Phone-VPN-trust certs not backed up during a disaster recovery 
CSCtx85340 : No video streaming on 8945(SCCP) phone - call transfer from Ex60 to E20 
CSCtx79632 : 9.3(1) SCCP/SIP loads and support files for 79xx series phones 
CSCtx79624 : 9.3(1) SIP loads and support files for 9971, 9951 and 8961 IP Phones 
CSCtx64261 : 9.3(1) SCCP/SIP loads and support files for 69xx IP Phones 
CSCua19164 : CTI Manager does not return correct device handle 
CSCtz97475 : 9.2(4) phone loads and support files for Cius 4G & Wifi Phones 
CSCtz50729 : EMApp fails to connect to local EMService due to certificate mismatch 
CSCty94761 : BAT Export/Import Changes Values on CTI Route Point call forward all 
CSCty68640 : 9.3(1) SCCP/SIP loads and support files for 8941 & 8945 Phones 
CSCtx84758 : Enhancement to make Keep Alive timer configurable for the Cius Phones 
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  Caveats
CSCua27235 : QED updates to VG350 Gateway 
CSCtz91877 : Caller ID is no longer provided by CiscoTSP for parked external call 
CSCtz77067 : SSO is not getting enabled and agent installation is not successful. 
CSCty01891 : DRF Local agent aborts after communication to Publisher is lost 
CSCtw62173 : Kernel crash on ipvms - ipvms_cache_add_allocator 
CSCtu27583 : Heavy use of Announcements causes CPU loop in IPVMS 
CSCua08595 : CUCM MTP leak if Early media offered by far END 
CSCtz89191 : Enablement of free IM/Presense for newly provisioned IM/Presense Users 
CSCtz37099 : CLI Session Timeout missing during upgrade 
CSCua00864 : CCM Core on SipLineStructFacade while call_remoteinuse 
CSCtz94655 : Core on PolicyAndRSVPRegisterRes signal 
CSCtz70820 : CcmtempDbSpace_Used perfmon counter fails to report correctly 
CSCtz12797 : Status of calls remain stuck and do not get updated 
CSCty80513 : Attempt to launch RTMT fails with no warning after upgrade to restricted 
CSCtx40767 : Call is not routed to destination thru ECC 
CSCts96145 : no ringback on Eearly-offer enabled Q.SIG over SIP trunk tandem calls 
CSCtz89632 : File support for build process for IM enhancement 
CSCtz84256 : CTI unpark event is missing for park DNs 
CSCtz76809 : CTI rehoming doesnt work when LinkOOS received & Provider open pending 
CSCtz58882 : Call leak when an MGCP device can not obtain a channel for non-QSIG PRI 
CSCtz47263 : Core generated running call redirection by application call flows 
CSCty97023 : CUCM 8.5.1.10000-26 QSIG facility in 183 not sent from stack to SIPCdpc 
CSCty29593 : UCM Subscriber Node used as SME CORE dump under traffic. 
CSCtx84095 : MTP/Xcoder resources getting hung because of inactive SDP 
CSCtz62088 : CTIManager crash on on DeviceCloseNotify during EM Logout 
CSCty86050 : Termination Boolean dtmf digit are discarded by IPVMS driver 
CSCtx03474 : Intermittently after failover, some CTI RP or Ports failed to register 
CSCtw88054 : CCM Standard Admin User able to elevate permission settings 
CSCtt21719 : Call Forward All broken for E20 in CUCM 8.6.2 
CSCts72184 : Speed dial BLF to PSTN number could trigger CCM memory leak 
CSCty13820 : Kexec-Tools Vulnerabilities (RHSA-2012-0152-3) 
CSCtx76742 : Webdialer should support "+" in the userid 
CSCtx30363 : Update LibXML to Address Published Vuls per RHSA-2012-0017-1 
CSCts89659 : Calling party number type and plan unknown on Mobile Connect Call 
CSCts53336 : missed calls are still logged when uncheckig "Log Missed Calls " 
CSCts29293 : CCM core on HuntListCdrc code while performing SendCcNotifyReq 
CSCtz51234 : Checkin 9-2-4 Load for 6921/41/61 phones 
CSCtz42848 : Incorrect BLF DCP number in Exported file when same DCP number is used 
CSCtz29527 : PhoneSetDisplay displays error and causes a memory leak in the CiscoTSP 
CSCtz29142 : UCS CUCM Media resources introduces jitter causing bad voice quality 
CSCtz28748 : When logging into extension mobility gets Login unsuccessful Unknown 7 
CSCtz24262 : CCM Core on SIP Line from invalid data in mLineInfo 
CSCty97691 : RouteList unable to route calls.when trunk/GW runs on multiple nodes 
CSCty81435 : x-cisco-mux sent to device that does not support the attribute 
CSCty51130 : RL fails to pick local subscription when remote node goes OOS 
CSCtx28806 : Active call gets stuck on sip phones that drop due to network loss 
CSCtw47969 : UCM SIP 503 error - Cisco Jabber mobile client unable to register 
CSCtu08102 : Service module support for VG350 gateways 
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  Caveats
CSCtu07982 : QED changes to add support for VG350 gateways and service modules 
CSCtz30396 : SCCP Phones Do Not Register With Certain Station KeepAlive Intervals 
CSCtz25519 : CR/LF in QED XML cause could not save device configuration 
CSCtz07716 : CTIManager triggered database updates severely delays replication setup 
CSCtz01499 : Got SQLException pop up when click on the "Remote Cluster ID" field 
CSCty91772 : jabber Mobility Identity call dropped when wlan connectivity lost 
CSCty75301 : CUCM 8.6CAPF doesn't recognize private key generated during CSR 
CSCty71445 : CUCM 8.5 MTP leak if Early media offered by far END 
CSCty58465 : Intermittent call drops when CVP transfers call to available agent 
CSCty51509 : Enable "Security by Default" for 8941 & 8945 Phones 
CSCty50190 : EM API falis to authenticate when the password of appID contains & 
CSCty43007 : Adding Live Desk Number and other settings for Telepresence Endpoints 
CSCty26928 : Adding/removing NTP changes licensing MAC warning missing 
CSCtx65886 : IOS requires CUCM to send SCCP PortClose msg to prevent MTP port leak 
CSCtx41471 : Enable new features for iPhone client 
CSCtw89219 : Call from CUPC to Tandberg EX90 drops when escalating to video 
CSCtt76455 : Failover to secondary CTI Manager fails if primary loses connectivity 
CSCtt00016 : Cause Codes are not preserved when call routed through RouteList 
CSCts30653 : Java Exception found in FindAndList Phone Page for DevicePool 
CSCts16568 : No Owner User ID in Phone Export on 8x 
CSCts01319 : Enable bulk unlock of the ITL File 
CSCty81696 : Cius video call to CIPC/CUVA video discontinue during docking/undocking 
CSCty36110 : CUCM 8.6 Tomcat OOM with "com.rsa.sslj.x.cu" suspect under high AXL Load 
CSCtw93153 : WebAdmin query optimization for phone search by Device Type 
CSCtl44970 : PMR 84047 Assert Failure read_recordunexpected log record type 11.50. 
CSCty81681 : 9.2(4) SIP loads and support files for 9971, 9951 and 8961 IP Phones 
CSCty74429 : Incorrect DSCP tagging for Video Calls 
CSCty72195 : UCM echos back IP for inactive answer for certain cases 
CSCty67720 : CTI handler leak in Callpark manager 
CSCty45199 : No install logs for RU failure during preboot phase on MCS7825H3 
CSCty22758 : CUCM not handle mid-call codec change well when "MTP required" checked 
CSCtx08945 : SQL injection in CUCM 
CSCtw71312 : Newly created Trigger can't be registered to CUCM at certain operation 
CSCtu33251 : Precedence call when IMSClient add 2nd participant to conferencecp- 
CSCts67352 : RTMT Alerts - Increase the Size of the "User-defined email text" Field 
CSCty75647 : Intercluster connectivity loss cause UCM sub nodes coredump 
CSCty71830 : Core generated due to SIP trunk issue 
CSCty69753 : Direct Call Park Number is not released under race condition 
CSCty67381 : Directed call park and assisted directed call park causes app crash 
CSCty64451 : CUCM Subscriber Node Core dump under SIP Trunk traffic. 
CSCty58884 : Un-Restricted version type is not detected during L2 upgrade. 
CSCty48978 : 9.2(3) phone loads and support files for Cius 4G & Wifi Phones 
CSCty04584 : Idle event not reported in hunt list RNA race scenario 
CSCtx43337 : CPU DoS During Malformed Packet Attack on Unused UDP Ports 
CSCtx08944 : Multiple critical XSS exists in Cisco unified communication manager 
CSCty83915 : Alerting when too many RTMT sessions attempts connect to CUCM 
CSCty77560 : Annunciator for SIP Conditions 
CSCty63127 : UCCX doesn't receive deviceUnregisteredEvent upon EM logout 
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  Caveats
CSCty63105 : Incorrect recordType in the DeviceLineInfo right after an EM Login 
CSCty62699 : Server Hung at upgrade while deleting master rpm. 
CSCty54510 : No way audio when two phones try to answer a call from HuntList 
CSCty48382 : Recording fails on IP Phone when SCCP Dialer does a consult transfer. 
CSCty39354 : H323 Fast Start to SIP issue when inbound reINVITE SDP does not change 
CSCty26906 : TLS Handshake failure for SIP Trunk when symlink fails to be created 
CSCty26091 : UCCX consult transfer step to established meet-me conference fails 
CSCty07061 : SIPStack- should accept RR header received in 18x regardless of prack 
CSCtx95138 : UCCX consult transfer step to established meet-me conference fails 
CSCtx35002 : OLC Ack not received across H.323 ICT 
CSCtt11347 : CSA alarms raised for AXL hourly cron job 
CSCtt00105 : Users with IPCC ext showing as duplicate when running Sub Sync in CUPM 
CSCts66918 : CUCM sends calling number in SIP INVITE after a 503 service unavailable 
CSCts36950 : Conference should not happen and should fail due to geo-locations config 
CSCtr84752 : CallManager service core dump 
CSCtr82251 : CFNA triggered after direct transfer call is answered 
CSCti00625 : CallActiveEv intermittently sent instead of CiscoConsultCallActiveEv 
CSCsv50978 : Call Back "Dial" softkey do not work when speaker disabled 
CSCty62006 : CDR not populated with right Calling Party Num if From hdr contains FQDN 
CSCty44681 : Duplicate DTMF digits while using a Software conference bridge 
CSCtx84426 : cxn upgrade fails when upgrading from 8.5.x to 8.6.x - CCM DB full 
CSCtx75311 : Upgrading from 8.6 shows ?????? question marks when completed 
CSCtx44916 : CUCM RIS DC core dump due to timeout 
CSCtx22323 : Annunciator for SIP Conditions 
CSCtw82738 : Cimserver CORE because detected but not removed 
CSCtt17946 : Unable to run CDR reports after upgrade due to "Migration in progress" 
CSCts62013 : Memory Leak caused by RouteListCdrc 
CSCty39288 : Location bandwidth leaked when call park is retrieved and call ends 
CSCty34252 : Not getting all the lines of RT device in dev caps. 
CSCty14880 : 720p lite call drop between P2P call 
CSCty04889 : SessionBW low bandwidth behavior for BFCP-enabled SIP trunk 
CSCtx96029 : Prevent SNRD/Mobile Device loop caused by DB/Change Notify 
CSCtx84918 : plain FAC showing up on SIP phone 8961 / 99xx 
CSCtx57665 : OpenSSL Vulnerability per RHSA-2012-0060-1 
CSCtx40171 : Hold fails to SBC when Media Streaming App Disabled 
CSCtx35461 : IOS - Dspfarm/Transcoder SCCP session gets hung for non supported codec 
CSCtx29110 : AXL Support for display Instance 
CSCtw94724 : Services deactivated after Refresh Upgrade to 8.6.2 
CSCtw94055 : Version checking and alerting when RTMT attempts connect to CUCM 
CSCtw84793 : CUCM strip off contact header in sip invite when forwad reinvite to Ex60 
CSCtt45018 : Update JDK to Address Published Vulnerabilities 
CSCtt19490 : Incoming call from RD fails when Overlap receiving is enabled on MGCP 
CSCts62000 : EX60 (or EX90) calls fail to another EX60 (or EX90) over UCM SIP trunk 
CSCts00299 : Telepresence audio bandwidth modified to low value 
CSCtr70893 : SDP Build failure for application media with no floorctrl attr 
CSCtr60976 : Add-in callers cannot hear Codian devices after hold/resume 
CSCth95017 : Configurable parameter on how callingparty is displayed for hunt groups. 
CSCsh63057 : Missing ConferenceEnded when joining same call twice 
21
ReadMe for Cisco Unified Communications Manager Release 8.6(2a)SU5

https://tools.cisco.com/bugsearch/bug/CSCty63105 
https://tools.cisco.com/bugsearch/bug/CSCty62699 
https://tools.cisco.com/bugsearch/bug/CSCty54510 
https://tools.cisco.com/bugsearch/bug/CSCty48382 
https://tools.cisco.com/bugsearch/bug/CSCty39354 
https://tools.cisco.com/bugsearch/bug/CSCty26906 
https://tools.cisco.com/bugsearch/bug/CSCty26091 
https://tools.cisco.com/bugsearch/bug/CSCty07061 
https://tools.cisco.com/bugsearch/bug/CSCtx95138 
https://tools.cisco.com/bugsearch/bug/CSCtx35002 
https://tools.cisco.com/bugsearch/bug/CSCtt11347 
https://tools.cisco.com/bugsearch/bug/CSCtt00105 
https://tools.cisco.com/bugsearch/bug/CSCts66918 
https://tools.cisco.com/bugsearch/bug/CSCts36950 
https://tools.cisco.com/bugsearch/bug/CSCtr84752 
https://tools.cisco.com/bugsearch/bug/CSCtr82251 
https://tools.cisco.com/bugsearch/bug/CSCti00625 
https://tools.cisco.com/bugsearch/bug/CSCsv50978 
https://tools.cisco.com/bugsearch/bug/CSCty62006 
https://tools.cisco.com/bugsearch/bug/CSCty44681 
https://tools.cisco.com/bugsearch/bug/CSCtx84426 
https://tools.cisco.com/bugsearch/bug/CSCtx75311 
https://tools.cisco.com/bugsearch/bug/CSCtx44916 
https://tools.cisco.com/bugsearch/bug/CSCtx22323 
https://tools.cisco.com/bugsearch/bug/CSCtw82738 
https://tools.cisco.com/bugsearch/bug/CSCtt17946 
https://tools.cisco.com/bugsearch/bug/CSCts62013 
https://tools.cisco.com/bugsearch/bug/CSCty39288 
https://tools.cisco.com/bugsearch/bug/CSCty34252 
https://tools.cisco.com/bugsearch/bug/CSCty14880 
https://tools.cisco.com/bugsearch/bug/CSCty04889 
https://tools.cisco.com/bugsearch/bug/CSCtx96029 
https://tools.cisco.com/bugsearch/bug/CSCtx84918 
https://tools.cisco.com/bugsearch/bug/CSCtx57665 
https://tools.cisco.com/bugsearch/bug/CSCtx40171 
https://tools.cisco.com/bugsearch/bug/CSCtx35461 
https://tools.cisco.com/bugsearch/bug/CSCtx29110 
https://tools.cisco.com/bugsearch/bug/CSCtw94724 
https://tools.cisco.com/bugsearch/bug/CSCtw94055 
https://tools.cisco.com/bugsearch/bug/CSCtw84793 
https://tools.cisco.com/bugsearch/bug/CSCtt45018 
https://tools.cisco.com/bugsearch/bug/CSCtt19490 
https://tools.cisco.com/bugsearch/bug/CSCts62000 
https://tools.cisco.com/bugsearch/bug/CSCts00299 
https://tools.cisco.com/bugsearch/bug/CSCtr70893 
https://tools.cisco.com/bugsearch/bug/CSCtr60976 
https://tools.cisco.com/bugsearch/bug/CSCth95017 
https://tools.cisco.com/bugsearch/bug/CSCsh63057 


  Caveats
CSCty38921 : RTMT throws VMWareTools.log permission error when downloading upgrade lo 
CSCty23317 : AbbrDial With Incomplete Speed Dial Gives Reorder Tone 
CSCty22899 : Devices do not go in service after EM logout and CCM restart 
CSCtx98136 : Update GLIBC to Address Numerous Vulnerabilities (RHSA-2012-0126-1) 
CSCtx29696 : IPMASpeeddials get configured incorrectly in the CUCM DB 
CSCtw73590 : VSphere initiated shutdown or restart not logged to system-history.log 
CSCtw46813 : CUCM does not process inbound H245 OLC for tandem call 
CSCtu33310 : CUCM upgrade hangs on UCS during inactive master RPM deletion 
CSCtu26464 : CUCM Smart Call Home messages are missing in SCH History report 
CSCtu19859 : CTIManager trace wrong location on upgrade when /spare exist 
CSCtt41083 : Users cannot get deskphone mode to work 
CSCts76265 : Bulk Import - Route list member is Empty 
CSCts29266 : Movi Call only has one way video 
CSCtr15589 : idivert failed after nurd redirect call 
CSCty15458 : Unable to record voice for SIP calls 
CSCtx98146 : add ciscoSupportField to CSF Device for CUCM 7.1.5 through to CUCM 8.6.2 
CSCtx07128 : ccm service core after releaseBandwidth For MediaResource 
CSCtw80016 : H225D stopped after receiving DmResetDeviceReq two times within few mill 
CSCtw63038 : SNMP HostAgnt Core. CUCM 8.5.1.12014-3 
CSCtw53886 : CUCM interpret the oRFR code incorrectly from SIP to SCCP 
CSCtu28672 : Support files for Telepresence models TX9000 and TX9200 
CSCtu04746 : setroubleshootd fast memory leak with SELinux context errors 
CSCtt39374 : ICT between two clusters with CVP involved, MSDAck not being sent 
CSCtt04590 : Qsig tunneling over SIP trunk fails for ISDN Alerting with no PI 
CSCts99665 : Authentication failure will cause provider open to fail with OutOfMemory 
CSCts96733 : unable to fork a call (remote destination) when UC client crashes or rej 
CSCts44873 : Cluster Manager may take a long time to authenticate subscribers 
CSCtr78325 : Call loop triggers CallManager (CCM) memory leak due to RouteListCdrc 
CSCtr59256 : QSIG Path replace fails after CUCM detects PRPropose collision 
CSCtx96816 : 3905 devpack test- "Softkey Template" is missed in CUCM 7.1.5 and 8.6.2 
CSCtx38318 : Failed to migrate records to tbl_generated_report table from 7.1.5.33900 
CSCtw63984 : CUCM 8.6 Tomcat OOM with "com.rsa.sslj.x.cu" suspect under high AXL Load 
CSCtt05524 : CTI Route Point or CTI Port remains unregistered after update or rename 
CSCts91620 : qed and MS change for 79xx Headset sidetone control development in 923 
CSCts47201 : Get NPE from deviceUnRegisterEvent 
CSCtj16922 : There is one way audio when mtp is inserted over SIP EO trunk 
CSCtx96613 : Mobile connect process leak and H.323 calls improperly disconnected 
CSCtx65207 : Route Pattern Flag doesn't take effect for a Unified Mobility call 
CSCtj73909 : Tomcat core during restore and java core during RU including RU COP 
CSCtx28033 : Support files for Cisco TelePresence SX20 and MX300 models 
CSCtw66529 : PIN Change Service needs to honor alphanumeric User ID service parameter 
CSCto80824 : RTMT throws VMWareTools.log permission error when downloading logs 
CSCtx75537 : Device does not unregister when application closes it 
CSCtx72618 : Device pack check in for Cisco 3905 9.2(2) 
CSCtx71084 : Device pack check in for Cisco ATA-187 9.2(3) 
CSCtx70059 : 9.2(3) SCCP/SIP loads and support files for 8941 & 8945 Phones 
CSCtx69548 : SELinux policy prevents source 'rm' from accessing ./services_tmp.conf 
CSCtx57751 : CTIManager Core on DeviceEventRouter 
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  Caveats
CSCtx35686 : SELinux policy prevents CTIManager Authentication from DNS Query 
CSCtx28604 : Check 79xx 9.2(3) firmware into cm branches 
CSCtx27115 : Remote destination is displayed in connected state although masked 
CSCtx09925 : Device pack check in for Cisco IP phones 8961, 9951, 9971 
CSCtw90867 : Change to DP of device controlled by CTI user not propagated to CTIMgr 
CSCtw72937 : conference bridge DTMF method is changed from OOB only to OOB + RFC2833 
CSCtw56740 : No DTMF when UCM receives invite with fmtp-101 before rtpmap-101 telepho 
CSCtu01360 : Partition of BLF Directed Call Park is not able to set by BAT 
CSCts56726 : CiscoProvTerminalUnRegisteredEv CiscoAddrRemovedEv failed after EM Login 
CSCts47497 : No event on EM on NonControlDevice after CCM Failback 
CSCtx05974 : H225D should allow empty bearer cap from Conference 
CSCtx04108 : Channels are marked as busy on cucm side. 
CSCtx04086 : Channels are marked as busy on cucm side 
CSCtx30744 : Location Leak causes unexpected call reject 
CSCtx15401 : Wrong bearer capabilities in call originated by sip video phone SPEECH 
CSCtx01289 : MGCP - Incoming NOTIFY message causing Call disconnects 
CSCts64005 : Kernel Panic in UCCX 8.0.2.11004-12 
CSCtx33094 : CUCM 8.6.1 auto registraion is not working 
CSCtx21804 : SDL OOS caused by MX offer that hangs trying to extract SIP SDP info 
CSCtw84678 : Redirected call does not honor calling party numbering plan and type 
CSCtw47561 : Device Search using Device Pool as filter results in SQLException Error 
CSCtw46639 : Detect Unified CM Connection Failure permanently overridden by device 
CSCts80956 : Call Manager not classifying video endpoints correctly based off H245 
CSCts22550 : Phone query by device pool shows incorrect records found 
CSCts19933 : Device search by device pool returns incorrect device status 
CSCtx11595 : Update KRB5 RPMs to Address Critical Vulnerability CVE-2011-4862 
CSCtw93269 : Subject Alternate Hostname does not work for CUCM 8.6 
CSCtw82594 : CCM Core after accessing null pointer for Station Keepalive Timer 
CSCtw66650 : AXL update of Pickup Group field for Hunt Pilot does not work 
CSCtu39495 : CUCM needs to be able to hide calling number when CLIR is set 
CSCtt95983 : CAPF certificate not backup'd/restored with DRF 
CSCtt26268 : Changing DN of supercopied phone does not default all line CSS values 
CSCtt05246 : BAT Export Configuration recurring schedule leaks Informix DB memory 
CSCts99246 : create OVA files for ESXi 5.0 
CSCtx08526 : IPMA- Spanish Locale - Speed-dials lost when client logs out and back in 
CSCtw70877 : DTMF failure to SIP trunk when calling from SNR remote destination 
CSCtu27653 : mobile connect fails after first successful call via AAR 
CSCts83446 : CUCM 8.6. Tomcat CSR does not get alternate hostname information from se 
CSCtw79059 : CTI Port not registering GetAvailWave() returned WAVELIST_NOT_ASSIGNED 
CSCtw53001 : One-way audio when one party leaves the conference. 
CSCtw52439 : ccmAgt vmSize is increasing when register/unregister phones 
CSCtw47566 : Outbound UPDATE not sent to URI specified in Contact Header 
CSCtu99282 : Update BIND to Address CVE-2011-4313 per RHSA-2011-1458-01 
CSCtu67390 : 7.1CUCM does not 200 OK/PRACK when in race condition with 200 OK/Invite 
CSCtt15145 : Mobility no ringback when the internal phone associated is unregistered 
CSCtw66721 : Crafted SDP message may cause crash or interoperability issue 
CSCtw73687 : Adding 5th Gen Cius WiFi device firmware version 9.2(2) to CUCCM 
CSCtw67186 : Phone Loses Registration to UCM But Appears Registered on Its Display 
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  Caveats
CSCtw52265 : Incorrect default payload type set for G.Clear codec 
CSCtu19729 : CAPF cores 26 times within 1 hours in Publisher 
CSCtt31692 : secure status is sent to PSTN side for call coming from non-secure side 
CSCtt10761 : add/updateRemoteDestinationProfile API not allow devpool uuid w/brakets 
CSCts58012 : Add/Update Remote Destination Profile allows null in device pool 
CSCtu73538 : Cisco Unified Communications Manager Skinny Client Control Protocol Vuln 
CSCtw64176 : Adding 9.2(2) 5th gen phone firmware 
CSCtw59234 : Check-in Cisco 7921, 7925, 7926 firmware 1.4(2) to CUCM 
CSCtw49338 : Change service param int to bool for progress->disconnect translation 
CSCtw09624 : CCM core when memory was no longer valid after the StationD stopped 
CSCtv09841 : Checkin 9-2-2 phone FCS load for 6901/11/21/41/61/45(both SCCP and SIP) 
CSCtu92322 : CiscoTerminal.getDeviceState() does not return current terminal status. 
CSCtu38296 : CUCM need to set RCD info even for MGCP recvonly mode for sRTP calls 
CSCts86548 : Removing phone results in incorrect phoneDevice ID removed from TSP 
CSCts69805 : call drops when hold, because of the "handleMultipleCodecInAnswer" 
CSCtr86824 : CalledParty stuck, if the disconnect happens in the middle of transfer 
CSCtu42152 : Call failure with third party sip client if ! & SIP Domain name is used 
CSCtu34381 : JTAPI connection clears CUCM settings 
CSCtt96292 : PSTN phone is ringing for 8 sec after disconnecting the call 
CSCts89144 : MGCP Retry Keepalive Handling - Restart Port should eventually stop 
CSCts64257 : CLI does not accept 1 character label in domain name 
CSCts47952 : CUCM8.5.1 MTP resource leak on SIP trunk 
CSCtq40657 : Issue with QSIG over ICT MWI relay to ISDN PRI QSIG trunk failing 
CSCtu39388 : UCM is not responding to OPTION Ping from VCS causing Trunk to go OOS. 
CSCtu39017 : 9.2(2) SCCP/SIP loads and support files for 8941 & 8945 Phones 
CSCtu27381 : CBTerm causes loop and CPU spike during Extension Mobility auto-logout 
CSCtu16466 : Make BFCP configurable for CTS endpoints via QED 
CSCtu00209 : Problem with answering the call by Cisco Jabber 
CSCts89285 : Unexpected CallCtlConnDisconnectedEv when party drops from conference 
CSCts18909 : No RFC-2833 DTMF signaled when events 0-15 aren't explicitly signaled 
CSCts10309 : ITA+CAT;Mobile extension cannot be changed 
CSCts02791 : Dependency records for call pickup group returns no results 
CSCtu22772 : Checkin 9-2-2 QED for 6901/11/21/41//61/45 
CSCtt70472 : Migration of data fails IF there is any record in 'tbl_generated_report' 
CSCts63030 : Document Camera option is missing in CTS1300-47 and CTS1310-65 
CSCtt07767 : Unacknowledged SIP UPDATE for an outbound call when glare occurs 
CSCts98692 : Guard-Out Timer missing from FXO on 2900 gateways 
CSCtt87069 : No audio provided to calling network Disconnect received with PI 8 
CSCtt39234 : CPCA CIA Changes 
CSCtt10536 : Cucm doesn't relay dtmf(sip notify) after call transfer 
CSCts60763 : CUC is not interpreting Swedish (ISO-8859-1) 8bit 
CSCts45027 : CUCM QED file commits into 7_x_x and 8_x_x for 88xVA-V 
CSCtr83193 : RL fails after SDLLinkOOS with node on which trunk is registered 
CSCtr79907 : ALL-LANG- CUCAdminTwo periods are in the end of a text. 
CSCtr15342 : UC - Call the Sender option not announce for Unknown callers 
CSCtr14827 : CUPI Validation in Notification Deveces 
CSCtq34297 : JPN- CUC- Field names are not localized on some status messages. 
CSCtt93790 : No audio/dead air on CFA/CFNA to 3rd party voicemail 
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  Caveats
CSCtt39234 : CPCA CIA Changes 
CSCtt37428 : convertToBindDN does not take place in case of pName containing ldaps// 
CSCtt34549 : MTP session not released, if call fails to Primary Server in ICT 
CSCtt30291 : Adding 9.2(2) 4th gen phone firmware and 9.2(2) QED changes to CUCM 
CSCtt27840 : Webdialer 1st call failes when extension mobility on local node is down 
CSCtt22879 : CCM core while utilizing Built-In-Bridge & Silent Monitor 
CSCtt15482 : Different branch parameter in the Via header for same SIP Transaction 
CSCts82111 : OnLine Help for 8.6(2) Not Visible on Latest Image. 
CSCtt18005 : CM 8.6.2 Upgrade Failing Due to NTP Reachability 
CSCts79801 : CUCM is running a ver of NSCD that may be vulnerable to published vulns 
CSCts60056 : q735 namespace priority mapping broken with SIP-QSIG tunneling 
CSCts58289 : Hunt group member unable to retrieve a call parked for the second time 
CSCts57160 : Video conference call disconnects after enacting mobility 
CSCts03066 : Agent greeting call failure during load with CCM861 
CSCtr64981 : Updates for RHSA-2011-1005-1 and RHSA-2011-1073-1 
CSCtq92070 : Add ability to set conference layout with Telepresence Adhoc MCU 
CSCtt01724 : SIP Register not accepted by cucm when cucm hostname starts with digits 
CSCtt01052 : DND Option can not be changed for IP Communicator 
CSCts96726 : Call Transfer from 9971IP phones Fail 
CSCts46531 : CLI "show open ports" needs to use option to prevent port name in output 
CSCts39201 : Subscriber incorrectly indicates NumRegisteredDevices is exceeded 
CSCts23810 : Unified CM does not forward ACK on tandem SIP to SIP call flow 
CSCts23319 : After installing devpack all FCP options are not available 
CSCtr99347 : BLF Presenc status is unknown across SIP Trunk for SIP end-points 
CSCtr78976 : Secured Directory URL repopulates to default URL upon cucm reboot 
CSCtr64842 : EM is logging out users before the auto logout timer expires 
CSCtt09033 : Call Park error "No Park Number available" 
CSCtt05252 : Adjust CallPark Audit Timer 
CSCts69270 : CCX CTI ports may stuck in out-of-service state when UCM Upgrade/Restart 
CSCts65486 : Updating Line Group causes some lines to be removed on sub 
CSCts32387 : Switch Version fails after upgrade from 8.5.1.11900-21 
CSCtq94673 : CUCM core dump when SIP phone deregisters during a call 
CSCts82966 : Support "Lock Device During Audio Call" in Cius 
CSCts76540 : Upgrade rules to prevent 862 Respins from installing over ES's 
CSCts62253 : NSS and NSSPR Update for RHSA-2011-1282-1 
CSCts34379 : CUCM portal may return "Log on failed" 
CSCts24630 : CUCM does not forward busy tone when RD in PSTN returns busy across MGCP  
 
 
Resolved Cisco Unity Connection Caveats in 8.6(2a)es125; base ES for 8.6(2a)SU5
CSCuo90562 : Create distribution list with existing Alias display white screen 
CSCtw76189 : Updating contacts from Exchange fails when contacts list is empty 
CSCsq05360 : INTERNALDEV Sync up with CUCM libraries for Connection projects 
CSCtw76189 : Updating contacts from Exchange fails when contacts list is empty 
CSCun45548 : Play not working on IE & Chrome (Win 8.1) 
CSCuo80398 : During creation of mailbox store. Getting remote server offline. 
CSCun91071 : Directory Traversal Vulnerability in Connection API 
CSCun70175 : VVM not working."Voicemail server is unavailable. Try again later" 
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  Caveats
CSCun77369 : Unable to start the Digital networking replication service in 8.6.2SU4 
CSCun38679 : Menus not working on IE11 
CSCun45548 : Play not working on IE & Chrome (Win 8.1) 
CSCum79542 : Office 365 Wave-15 fix 
CSCum91049 : UC - Live record beep doesn't follow expected interval 
CSCtr48879 : InboxProvide ability to edit subject and urgency of existing message 
CSCue76823 : UC - UI Must Warn SMTP Relay Will Not Send if SMTP Proxy Address Matches 
CSCuc64045 : UC 8.6 - SMTP Repeatedly Re-sends Voice Messages for Hours 
CSCuj90321 : Change System Administrator Role name remove all Role assigment 
CSCui96740 : UC - Distribution List Alias doesn't match the SMTP address 
CSCug96569 : Fail to identify time to wait for response for TTS and Calendar for O365 
CSCum40248 : Certificate for AD domain controllers check box not working with O365 
CSCuj81059 : Shared Line feature is not working in Visual VoiceMail 
CSCui47310 : UC - CUCA must warn if SMTP relay and SIB synch address is same 
CSCuh11904 : Login to admin page with SSO enabled not working 
CSCuf54911 : SingleSignedON(SSO) not working for AXL imported user for all interfaces 
CSCuc03189 : ALL-LANG; CUC; Broken link on Edit Partition 
CSCul58122 : CUC -Unable to replace the references to Users 
CSCul98658 : CuMgrs service crashes UC is configured to use Secure ports 
CSCui87961 : CUCxN no SIP response when ptime presented with no associated pmap 
CSCui32980 : UC 9.1.1 - Message incorrectly marked as read 
CSCuj59445 : CuDBProxy core generated on CUC 8.5(1)ES104 
CSCum08359 : JPNCUCSRSV 
CSCum08423 : ALL-LANGSRSV"Search Plugins" is linked to main screen of SRSV 
CSCug64397 : AXL integration is not working 
CSCul49976 : High CPU usage in Unity Connection when Outlook 2013 is used 
CSCul65632 : Repeating SMTP notification for Unity Connection Use 
CSCul20572 : Unity Connection 8.6(2) smtp notifications stop after initial notify 
CSCul50189 : CUC 9.1.1 Improper handling of Cseq values within TCP/IP packets 
CSCul10426 : VisualVoicemail shows incorrect day expression 
CSCul56572 : Glibc Buffer Overrun, Stack Frame Overflow, and Interger Overflow Vuls 
CSCty07374 : CUC 7.1.5 ES48-ES51 "Use Last (Rather than First) Redirecting.." broken 
CSCuj81924 : MbxSync core dump generated after failing to locate a mailbox 
CSCuh31773 : Connection IMAP memory leak 
CSCuj31565 : Bad certificate cannot be removed/regenerated by upgrading 
CSCuj85141 : MonitorCalls to use trylock to avoid a possible deadlock in Trap cleanup 
CSCuj23305 : Unity Connection 8.6(2) smtp notifications stop after initial notify 
CSCui70984 : Jetty /vmevents/msgrcv leaks the client object 
CSCuh43447 : Delay in msg sync from connection to exchange as tbl_mbxsyncq got filled 
CSCtq63453 : Connection CM Database Event Listener service not present in RTMT 
CSCuh08261 : InternalDev -US95856 SIP Early offer 
CSCtz20281 : Add paging support to FindItem requests 
CSCui49722 : WebInbox does not change the message status to read when it is played 
CSCui39504 : EWS FindItem reply contains unnecessary Calendaring Items and slows sync 
CSCuh43453 : AudioStore temporary wav files allocation and naming design issues 
CSCui08093 : PreUpgrade test CLI Command gives wrong result for Cluster State check 
CSCui24714 : Error "Unable to save recording due to SSL certificate error" in CUCA 
CSCuh97594 : Deleting messages in Web Inbox it can run out of messages to display 
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  Caveats
CSCuh46661 : The second page under "Synch Users" is empty 
CSCui09471 : Error found on clicking "Edit Mailbox Store" 
CSCuh70004 : Task Failure "Optimize Database Storage" & "Update Database Statistics" 
CSCuf29976 : Progress bar and play/pause button not working properly 
CSCug26977 : Slow Secure Port Registration if TFTP Server 1 is down 
CSCug87968 : Altrnt ext changed to default phone using Bulk Edit Tool 
CSCuh75571 : Switch version failed after Upgrade due to failure ofdirdb default data 
CSCuh25062 : SIP UDP Port 5060 Closes Permanently After Port Scan 
CSCuh59545 : Unable to delete one or multiple partitions 
CSCuh46430 : Secure message is showing no Subject,To & From field with IMAP,Olk 2013 
CSCug61581 : CuCsMgr cores on a race condition between Answer CDE and SIP CANCEL 
CSCuh40871 : utils cuc cluster renegotiate fails when publisher rebuild. 
CSCua48768 : UC 8 - Bulk Edit Fails to Update Phone System for LDAP Enabled Users 
CSCuc03140 : ALL-LANGCUCInternal error occurs on Edit System-wide Mailbox Quotas 
CSCug83730 : CUC 8.x -Time zone of users change after upgrade 
CSCuh16993 : Creating User without Mailbox requires at least one Subscriber license. 
CSCug69067 : Tomcat redirects to subscriber without query string for 503 Response 
CSCug91434 : Wrong value in UMS Time to Wait for a Transcription Response 
CSCue78730 : Cluster renegotiate fails due to syscdr already present on SUB 
CSCug07864 : Blind Transfer Busy to Ringing happens in 500ms hardcoded timeout 
CSCud62820 : "Retrieve calendar items" may cause CuCsMgr process crash 
CSCuc98567 : CUC Serviceability Reports don't include data from secondary server 
CSCue94358 : CuMixer crashes intermittently with GSM FR in use 
CSCug36554 : Indifference in block size for wave file During Transcode Execution 
CSCug48560 : O365Wave 15 Office365 compliance 
CSCug22157 : UC 8.6 Web Inbox from field overlaps subject field 
CSCub33104 : High Memory Utlization During TCP Flood 
CSCue74920 : Media Master Playback& Recording and Help not working with win 7/java 7 
CSCuf01625 : users not able to send uploaded msgs in webinbox 
CSCue57562 : CUTI does not work for voice names or greetings starting in 9.0 
CSCud56304 : MBXSync service crashes & core generated due to null entry in UC cache 
CSCtr72791 : Feature-ReqPerform Cross-Box Transfer On Call Forward to Voicemail 
CSCue32298 : Unity Connection Server unable to answer calls due to high VVM usage 
CSCuf57021 : UC 8.6(2) - New Templates Fill City and Department With ~^ 
CSCue92920 : UC - Transfers to Non-Existent DNs via SIP Mislead With "Busy" Failure 
CSCue92635 : UC - Rewind Message by not obeying value set 
CSCua37939 : Check System Configuration task detect an error for routing rules 
CSCue06459 : UC single inbox w/ office 365 "An internal server error occurred. Try.. 
CSCue93988 : In O365 calendering not working via TUI using exchange 2013 
CSCtz76434 : Unity Connection Security Scan vulnerabilities 
CSCtz51822 : Unity Connection - Fake Alarm appearing in Syslogs for MbxDb Full 
CSCtt44939 : CuMixer Crash When Recording Codec set to GSM FR 
CSCue50620 : Unity Connection MBXSync coring 
CSCue43581 : UC 9 - SELinux blocks "utils cuc networking dscp on" command 
CSCue29819 : CUC; Unable to playback voicemail received from VPIM user 
CSCub88872 : Unified Messaging Account Test Button gives incorrect Test Results 
CSCud72204 : Not handling CallerName in non-ASCII character set on UC v9.0 
CSCua60162 : Directory Handler does not play all names 
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  Caveats
CSCua43294 : UC 8 - Bulk Edit of "Inherit User's Extension" Fails if Alt. Ext. Exists 
CSCtg91018 : Upload of Customized Logon Banner fails 
CSCud75831 : MBXSync cores due to DecryptPassword issue 
CSCue37320 : DigNet Sync not working after join. 
CSCud93698 : UCHoliday Schedule not observing Call Handler Time Zone 
CSCue38604 : CUC 8.6 Hello String incomplete when "Relay" to Unix SMTP Smart Host 
CSCua64733 : OpenAm is not working giving error like invalid username and password 
CSCue69077 : Coredump is not created on CUC service crash 
CSCud86584 : VMs generated by VMO lack Date field in header 
CSCue20267 : Error message on connecting to Visual Voicemail for a few non-US locales 
CSCue37809 : Deletion of Multiple Search Spaces is not reflected on remote node 
CSCtr66655 : Error message dispalyed on entering valid phone number 
CSCud24957 : CUC 8.6.2 Bulk Edit Select All Button doesn't maintain original filter 
CSCud86537 : Intro not played for forwarded secured message 
CSCud67131 : No RTMT alerts in license expiration/violation for speechview Users 
CSCud20257 : UC 8.6Cannot delete user from the webpage if limit search is COS 
CSCud00435 : Not able to subscribe multiple event type in one CUNI subscription reqst 
CSCuc36589 : CUC French locale - wrong translation in Visual Voicemail. 
CSCub79782 : Menu entries too long in visual voicemail settings on 79X5 IP phones 
CSCuc56793 : overwritedb message in Pub is incorrect. 
CSCuc23414 : No RTMT Alert was generated for the license expiration warning 
CSCub86614 : VVM locale updation for RT phones 
CSCuc22800 : Enabling TLS on SIP Trunk between UC and CUCM leads to all ports busy 
CSCub84905 : New user template doesn't copy Message Action config 
CSCtz45445 : UC - Reports in Cluster Don't Reflect Proper Data Due to ReportDB Design 
CSCub63364 : AA Supervised Transfer to Meetme fails when invoking local SW CFB 
CSCtz67257 : CUNI notifications not sent for messages left during SBR 
CSCtx42950 : Core generated on Special Characters in Mail Subject Field 
CSCtz92935 : Autodiscovery should support concurrent MailboxSync threads. 
CSCub24377 : Visual voicemail cannot reply to calls from external callers 
CSCua88289 : API is not able to play audio file uploaded through CUTI for user 
CSCtz76475 : Unity Connection 8x ignores Stop Media Transmission coming from CUCM 8x 
CSCtz76269 : CPU hog while sending malformed UDP packets 
CSCty53266 : Msgs are recieving with delay while running load on 20K users. 
CSCua12209 : CUC migration, Platform Administrative Web Service should get activated 
CSCua00059 : Upgrade fail on SU releases when locales installed 
CSCua63049 : UC System Accounts expire after L2 Upgrade 
CSCtx83737 : Tomcat core observed on 8.6.2 ES13 
CSCua28575 : Update JDK to 1.6.0_31 
CSCtz55696 : eventservicesubscription table cleared by tomcat after reboot 
CSCua05063 : CUC 8.6(2)ES32-Unable to view Service management Page 
CSCtz95563 : Import All button Fail to import users from CUCM through AXL integration 
CSCty61699 : CUCimport users via CUCM returns zero if query request too large 
CSCtz29008 : NDR mail flood on configuring Out of Office Assitant 
CSCtj18105 : QEA; CUADMIN; DBCS is corrupted on User Message Activity Report. 
CSCtz57174 : Unity Connection Office 365 user templates missing "Service Capabilities 
CSCtz44627 : Unity connection Message Notification to Pager via TUI failing 
CSCtz93540 : Unified messaging account template missing MbxSync check-bo 
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  Caveats
CSCtz32273 : Bulk Edit overwriting notification device field 
CSCts18127 : CUCA- certificate validation field missing on UMS page 
CSCtz61387 : Office365 Enhancement - change default user count per streaming thread 
CSCtz67753 : UCDirect Routing rule has issue with complex pattern with mutiple + 
CSCty85181 : Default Outdial Restriction Table is blocking the LDAP import of users 
CSCtq97369 : L2 upgrade 8.6.1.10000-26->8.6.1.10000-43 fails when locales installed 
CSCtz03307 : Upgrade fail on switchversion, if image is not loaded on both servers 
CSCtz44199 : Internal Software Error when recording greetings by phone in G.729a 
CSCtx01018 : Sametime Cisco VM/ CUPC. intermittent issue after perm. deleting VM 
CSCtz01067 : UC - Response to CUSP SIP OPTIONS Ping Erroneously Starts New TCP Conn. 
CSCtz00747 : incorrect calculation of jitter on G.722 calls 
CSCty46836 : CUCMBE 8.6 - UC Svc Page Does Not Load After Admin User Name Change 
CSCty91526 : Office 365- Remove false errors from CuMbxSync log 
CSCtz31973 : Ews request printed is Null in case of StreamingSubscriptionRequest 
CSCtz31625 : CuMbxSync Cores while logging Autodiscovery diagnostics 
CSCtz19034 : UC 8.6(2) - Applying SIB UM Service to Users Marks All Msgs Unread 
CSCtx73576 : MWI doesn't turned off when message is read from Outlook SIB. 
CSCtz06132 : Autodiscovery-HTTP retry should be done only after http response 302/30 
CSCty54264 : After Upgrade ,Minimum password change interval default is not applied. 
CSCtx64076 : CO-RES Unity connection RU fails with no indications 
CSCts98388 : JETTY logs filling up root partition 
CSCty92204 : Exipred password Users logging into WEB INBOX not notified tochange pwd 
CSCtx98015 : Digital Networking not working due to Digital Certificate Error 
CSCtx82397 : Office 365- Partner EWS URL/RTT/Request Id enhancement for O365 
CSCtw50373 : Greetings Page needs more space betw Manage Greetings text and dropdown 
CSCts40400 : Pinging to Office 365 from Connection gives error in Test button 
CSCts12265 : Manual statistics still running while installation 
CSCtw98515 : UC - User does not show up as a Importable LDAP user after being deleted 
CSCtw80619 : Tomcat Crash 
CSCtu37485 : Hard deletes not honored when deleting from Outlook/Single Inbox 
CSCty64122 : trap call through VMO is not working when primary server is down 
CSCtx42518 : CUNI- Subscription doesnt work on providing eventtype in request. 
CSCtx42500 : CUNI- Blank "Username" value results in error in subscription 
CSCtx42481 : CUNI- Blank "KeepAliveInterval" value results in error in subscription 
CSCts38146 : IMAP login fails when the password contains a backslash 
CSCtr63630 : Special chars in Display Name get NDR w/ENU text, garbled recips, uncaps 
CSCtw90439 : Unity Connection 8.x ports hung in attemp-sign-in 
CSCty05524 : UC 8.6.2.21009-1 - IMAP authentication failed when using LDAP directory 
CSCts21051 : Introduce new cli command to do a system health check preupgrade 
CSCto82536 : JPNCUCWeb Inbox 
CSCto82544 : JPNCUCMBCS user name is garbled on delivery notification. 
CSCtr54911 : ALL-LANG Inbox scrambling Display Names using advanced characters  
CSCtx67995 : RU from 8.5.1.12900-7 to 8.6(2a) fails at csp_RefreshFolderCounts() 
CSCtn78617 : TUI Conversation Message Count Enumeration should be Streamlined. 
CSCtt02014 : Unity Connection Upgrade checks "Use System Default Time Zone" 
CSCtw97101 : CUPI For Clients does not allow user added alt. ext. to be deleted. 
CSCtx27391 : Web based applications stop working after accessing Visual Voice mail 
CSCtx17088 : Sending voice mail falied through Web Inbox 
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  Caveats
CSCtw78512 : CUC 8.5 unified messaging doesn't handle 2010 Exchange http 307 response 
CSCtw48736 : New JDK Version needed to Address Published Vulnerabilities 
CSCtq75677 : Mailbox quota taking 0 value in warning,send and Send/Receive Quota 
CSCtw49761 : Inbox slider gets IE error popups when a voice mail is highlighted 
CSCtx31456 : Failsafe observed while recording messag  
CSCtx00608 : CUC can't download CTL file when signaling prefernce on CUC set to be v6 
CSCtw88093 : Visual Voicemail in CUC 8.6 doesn't support +E164 
CSCtv22318 : BAT - cannot add User Template as a Distribution List member 
CSCtr73642 : Tomcat core at the Cisco Production site. 
CSCto94090 : cuc_er_sbspace meta-data full message 
CSCtu36143 : DST- Update CUC to Olson TZ version 2011h 
CSCtu21705 : Messages sent via API/TRaP stored in replicated folder 
CSCtu00812 : ConvMgr service dumps core due to SSL race condition 
CSCtw82039 : Getting System prompt as Voicemail while using the Supervise transfer 
CSCtw63233 : ALL-LANG- CUC- PCA- "About" window cannot be resized on IE. 
CSCtt21815 : ETSGJ-CH-CUC 8.6 Japanese option is not shown in System Default Language 
CSCts41146 : COMET subscriptions not cleaned up after tomcat service restart 
CSCtr58704 : TRAP failure - DB Pool Exhausted errors observed in REST API load run 
CSCtr53806 : TRAP Failure - No Trap calls gets through and getting to out of memory 
CSCtr53798 : TRAP Failure - CALL_DISCONNECTED errors observed in Grinder on TRAP loa 
CSCtu10118 : Unity ConnectionUnable to login to SA / IMS failure on upgrade 
CSCtw45220 : Secure IPv6 SIP call from CUCM fails with SSL error  
CSCtu28082 : BMs being sent to all vmus if recording is started, even if unaddressed 
CSCtt15340 : CUC breaks voicemail phone notification conversation 
CSCts49940 : Pub out of memory and CuMbxSync core on sub with load  
CSCtu27492 : Bulk Edit doesn't clean up some references 
CSCtu13113 : Tomcat core during the load run of 1000 VVM users 
CSCtt29323 : Subscription expires before expiry time due to Timezone calculations. 
CSCtt22097 : Voice mail size doubles when secure message is sent across digital nodes 
CSCtt12039 : Items (emails) dropped to Voicemail Outbox are HARD DELETED  
CSCtu32200 : Web InboxDeleting a message, plays it again. 
CSCtt21713 : UC 8.6.1.20000-1 - IMAP authentication failed when using LDAP directory 
CSCtr55114 : CPCA- CiscoIT - searching for users to add to privateDL takes 35 seconds 
CSCtt26472 : Cisco Unity Connection displays multiple "Extension" options in drop-do 
CSCtt22188 : Delay when accessing sub when pub is down 
CSCtu22092 : cpca Greetings page fails, MM applet problem 
CSCtq27478 : CUC 8.02 Notifier Exception generates too many errors 
CSCtr87537 : AA Call doesn't reach to VM if transferred Line is busy with other Call 
CSCtt11530 : Unable to get a list of users on a subscription 
CSCts52434 : Tomcat core found on subscriber during perf load in A/A 
CSCtr90951 : CUCMBE License information failed to generate in RTMT 
CSCts94906 : Unity Connection 8.5.1-CuCsMgr Diagnostic function is crashing 
CSCts01666 : CUMI Marking Read status Authentication Error and wrong return code 
CSCts60763 : CUC is not interpreting Swedish (ISO-8859-1) 8bit 
CSCtr79907 : ALL-LANGCUCAdminTwo periods are in the end of a text. 
CSCtr15342 : UC - Call the Sender option not announce for Unknown callers 
CSCtr14827 : CUPI Validation in Notification Deveces 
CSCtq34297 : JPNCUCField names are not localized on some status messages. 
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CSCts58716 : "Null" Error in Import Users page in CUC when importing users using AXL 
CSCtk52978 : Delay in synchronization of SIB messages to Blackberry devices via BES 
CSCts28305 : UMS types not updated upon upgradation to Version 8.6.2.10000-76 
CSCts21141 : SIB-Re-enable Unified Messaging service, deleted message resync'd as new 
CSCts20300 : DL error in Diginet logs. 
CSCts04354 : InboxMessage download link not visible 
CSCts00519 : SIB VM moved out of/back into inbox folder not resync'd to CUC inbox 
CSCtr99813 : distorted message playback with g729 packet size 60 
CSCtr92721 : Potential message loss under heavy replication traffic with Smarthosts 
CSCtr88176 : Nuanceerrorcode when edited doing insertion instead of updation 
CSCtr87565 : Not able to create mailbox during load 
CSCtr73722 : "Hosted Exchange" ambiguous in unified messaging services8.6 
CSCtr67494 : Inbox- Play button missing on forwarded messages 
CSCtr66675 : Incorrect message duration shown for a message on Web Inbox 
CSCtr57540 : Inbox- Auto-complete recipients does not place cursor at end of line 
CSCtr57522 : Using next/previous selectors after refreshing displays incorrect page 
CSCtr57508 : Inbox- Buttons for Inbox, Deleted, and Sent are not rendered on page 
CSCtr57448 : User is incorrectly prompted with "No audio detected" error 
CSCtr50458 : CuMixer Core Dumps during SRTP Decryption 
CSCtr48816 : Inbox- Chrome cannot playback messages via PC more than once 
CSCtr43963 : DN- Conflicting DL names can stop replication 
CSCtr01316 : StackOverflowError when doing screenshot 
CSCtr00153 : Getting failsafe instead of the record beep when attempting to leave msg 
CSCts54240 : French/German characters in Exchange Display cause Single Inbox issue 
CSCts49598 : SEC-MIN-INTV- Minimum password change interval default is not applied 
CSCts49106 : SMPP Port numbers only accepting 4 digit range 
CSCts44047 : DN- Replicator unable to sync delete user request to remote nodes 
CSCts42794 : SIB - Fea-req to have IP addr override in notif reg for BPOS-D 
 
 

Open Caveats

Open Caveats for Cisco Unified Communications Manager Release 8.6(2a)SU5 describes a few of the 

possible unexpected behaviors still remaining in Cisco Unified Communications Manager Release 

8.6(2a)SU5. For a complete list of open caveats please access the bug toolkit located at: 
https://tools.cisco.com/bugsearch/

Tip For more information about an individual defect, click the associated Identifier in the to access the online 
record for that defect, including workarounds.

Open Caveats
CSCtw95413 : Critical BIOS Ver 2011.05.05 (6 Jul 2011) update HP ProLiant DL380 G6 
CSCty45858 : Failed Refresh Upgrade from 6.1(x) hangs during fall back 
CSCty42884 : cimserver core during shutdown on 7825I4 
CSCtt44392 : Increase log file size for informix in CAR 
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CSCua79544 : Frequent CCM Process Cores Due to High Disk I/O 
CSCuf93840 : 6901/6911 SR Phone loads are not reported correctly in builds 
CSCuh94646 : Refresh upgrade failed from 8.5.1.16103-1 -> 9.1.1.21026-1 
CSCuj02641 : CAR warning messages in tomcat logs 
CSCty22448 : CUCM-SAF CSV Import/Export with REPLACE fails 
CSCuq13927 : Addition/Removal of CiscoTSP providers fail intermittently 
 

Firmware / Device Loads

SUs contain firmware loads, however, Cisco recommends that you always download the latest firmware load 
from the Voice Software Download Center.

Phone Firmware

To download phone firmware, follow this procedure:

Step 1 Go http://www.cisco.com/cisco/software/navigator.html?mdfid=278875240&i=rp

Step 2 Select Collaboration Endpoints in the center column

Step 3 Select IP Phones in the right most column

Step 4 Select the desired phone series in the right most column

Step 5 Select the desired phone model in the right most column
Step 6 From the options that display, select the desired software type for your deployment.

Device Packages

Firmware upgrades not explicitly addressed in the Phone Firmware section can be obtained via Dev Packs. 
To download Dev Packs for this release, follow this procedure:

Step 1 Go http://www.cisco.com/cisco/software/navigator.html?mdfid=278875240&i=rp

Step 2 Select Call Control in the right most column

Step 3 Select Cisco Unified Communications Manager in the right most column

Step 4 Select Cisco Unified Communications Manager Version 8.6 in the right most column

Step 5 From the options that display, select Unified Communications Manager/CallManager Device 

Packages
Step 6 From the options that display, select the desired release for your deployment.

Firmware Versions in this Release
Device type Load name Version

-------------------------------- -------------------------------------  ----------

3905 3905.9-4-1-0                    9.4(1.0)  
3911_3951-sip 3911_3951-sip.8-1-4a            8.1(4.0)  
6608 6608-4.0.0.32-mgcp              4.0(0.32) 
6608cfb 6608cfb-4.0.0.03-sccp           4.0(0.3)  
6608mtp 6608mtp-4.0.0.06-sccp           4.0(0.6)  
6624 6624-4.0.0.13-mgcp              4.0(0.13) 
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6901_6911-sccp 6901_6911-sccp.9-3-1-SR1-3 9.3(1.0)  
6901_6911-sip 6901_6911-sip.9-3-1-SR1-3       9.3(1.0)  
6945-sccp 6945-sccp.9-4-1-3               9.4(1.3)  
6945-sip 6945-sip.9-4-1-3                9.4(1.3)  
69xx-sccp 69xx-sccp-9-4-1-3SR1            9.4(1.3)  
69xx-sip 69xx-sip.9-4-1-3                9.4(1.3)  
78xx 78xx.10-1-1SR1-4                10.1(1SR1.4)
7902 7902-8.0.2-sccp                 8.0(2.0)  
7905 7905-8.0.1.1-sip                8.0(1.1)  
7905 7905-8.0.3-sccp                 8.0(3.0)  
7910 7910-5.0.7.0-sccp               5.0(7.0)  
7911_7906-sccp 7911_7906-sccp.9-3-1SR4-1 9.3(1SR4.1)
7911_7906-sip 7911_7906-sip.9-3-1SR4-1 9.3(1SR4.1)
7912 7912-8.0.1.1-sip                8.0(1.1)  
7912 7912-8.0.4-sccp                 8.0(4.0)  
7914-sccp 7914-sccp.5-0-4                 5.0(4.0)  
7915 7915.1-0-4-2                    1.0(4.2)  
7916 7916.1-0-4-2                    1.0(4.2)  
7920-sccp 7920-sccp.3-0-2                 3.0(2.0)  
7921-sccp 7921-sccp.1-4-5-3               1.4(5.3)  
7925-sccp 7925-sccp.1-4-5-3               1.4(5.3)  
7926-sccp 7926-sccp.1-4-5-3               1.4(5.3)  
7931-sccp 7931-sccp.9-3-1SR4-1            9.3(1SR4.1)
7931-sip 7931-sip.9-3-1SR4-1             9.3(1SR4.1)
7935-sccp 7935-sccp.3-2-19                3.2(19.0) 
7936-sccp 7936-sccp.3-3-21                3.3(21.0) 
7937 7937-1-4-4-SCCP                 1.4(4.0)  
7940-7960 7940-7960-8.12.00-sip           8.12(00.0)
7940-7960-sccp 7940-7960-sccp.8-1-2SR2 8.1(2SR2.0)
7941_7961-sccp 7941_7961-sccp.9-3-1SR4-1 9.3(1SR4.1)
7941_7961-sip 7941_7961-sip.9-3-1SR4-1 9.3(1SR4.1)
7942_7962-sccp 7942_7962-sccp.9-3-1SR4-1 9.3(1SR4.1)
7942_7962-sip 7942_7962-sip.9-3-1SR4-1 9.3(1SR4.1)
7945_7965-sccp 7945_7965-sccp.9-3-1SR4-1 9.3(1SR4.1)
7945_7965-sip 7945_7965-sip.9-3-1SR4-1 9.3(1SR4.1)
7970_7971-sccp 7970_7971-sccp.9-3-1SR4-1 9.3(1SR4.1)
7970_7971-sip 7970_7971-sip.9-3-1SR4-1 9.3(1SR4.1)
7975-sccp 7975-sccp.9-3-1SR4-1            9.3(1SR4.1)
7975-sip 7975-sip.9-3-1SR4-1             9.3(1SR4.1)
7985 7985-4-1-7-0-sccp               4.1(7.0)  
8831-sip 8831-sip.9-3-3-5                9.3(3.5)  
8941_8945-sccp 8941_8945-sccp.9-4-1-9          9.4(1.9)  
8941_8945-sip 8941_8945-sip.9-4-1-8           9.4(1.8)  
8961 8961.9-4-1-9                    9.4(1.9)  
9951 9951.9-4-1-9                    9.4(1.9)  
9971 9971.9-4-1-9                    9.4(1.9)  
ata ata-3.2.4-sccp                  3.2(4.0)  
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ata187 ata187.9-2-3-1                  9.2(3.1)  
cius cius.9-2-4-45                   9.2(4.45) 
ciusSP ciusSP.9-2-4-45                 9.2(4.45) 
dx650 dx650.10-1-2-33                 10.1(2.33) 

Cisco Unity Connection RPMs

CCM Reference Build: 8.6.2.25900-8
Cisco Unity RPMs:

BuiltRPMsList

   NRec-9.0-14.i386-rhel3.rpm
   NRec-en-US-9.0-0.i386-rhel3.rpm
   NSS-5.0.9-201001141015.i386-linux.rpm
   NuanceVersion-4.0.3.3-50.i386.rpm
   cuc-8.6.2ES145.25900-145.i386.rpm
   cuc-base-8.6.2ES145.25900-145.i386.rpm
   cuc-bin-8.6.2ES145.25900-145.i386.rpm
   cuc-etc-8.6.2ES145.25900-145.i386.rpm
   cuc-install-8.6.2ES145.25900-145.i386.rpm
   cuc-jetty-8.6.2ES145.25900-145.i386.rpm
   cuc-languagepack-enu-8.6.2ES145.25900-145.i386.rpm
   cuc-lib-ext-8.6.2ES145.25900-145.i386.rpm
   cuc-lib-jar-8.6.2ES145.25900-145.i386.rpm
   cuc-lib-so-8.6.2ES145.25900-145.i386.rpm
   cuc-links-8.6.2ES145.25900-145.i386.rpm
   cuc-productid-8.6.2ES145.25900-145.i386.rpm
   cuc-python-8.6.2ES145.25900-145.i386.rpm
   cuc-python-site-8.6.2ES145.25900-145.i386.rpm
   cuc-selinux-8.6.2ES145.25900-145.i386.rpm
   cuc-share-8.6.2ES145.25900-145.i386.rpm
   nvn-American-English-en-US-Samantha-5.0.0-9133.i386.rpm
   nvn-api-5.0.2-10035.i386.rpm
   openssl097a-0.9.7a-9.el5_4.2.i386.rpm

Plug-In Report

------------------------------------------

cm-taps-plugin-7.0.2.0-1.i386.rpm
cm-axlsqltoolkit-plugin-1.1.0.0-1.i386.rpm
cm-tsp-plugin-8.6.2.12-0.i386.rpm
cm-ctlc-plugin-6.0.0.1-1.i386.rpm
cm-jtapi-plugin-8.6.2.24091-1.i386.rpm
cm-rtmt-client-plugin-8.9.2.0-0.i386.rpm
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TZDATA file

------------------------------------------ Version

.platform-tzdata-2014e-1.el5.i386.rpm 2014-e

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and 
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed 
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free 
service and Cisco currently supports RSS version 2.0. 

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks 
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word 
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any 
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. 
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2014 Cisco Systems, Inc. All rights reserved. 
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