
ApplicAtion centric infrAstructure special eDiTiON

Unleashing IT

NUMBERS 
GAME

How marketing analytics firm Acxiom is bringing  

public cloud capabilities into its own data center. page 8

Page 4 

The application explosion

Page 12

accelerating R&D

Page 10 

iDc weighs in on aci

VOLUME 3 / ISSUE 4



Unleashing IT is published by cisco systems, inc. to receive 
future editions of Unleashing IT and provide feedback on the 
articles in this edition, visit: www.unleashingit.com.

intel , the intel logo, Xeon, and Xeon inside are trademarks of 
intel corporation in the u.s. and/or other countries.

©2014 cisco and/or its affiliates. All rights reserved. cisco, 
the cisco logo, cisco unified computing system, cisco 
ucs, cisco Domain ten, and cisco nexus are trademarks 
or registered trademarks of cisco and/or its affiliates in the 
u.s. and other countries. to view a list of cisco trademarks, 
go to this url: www.cisco.com/go/trademarks. third party 
trademarks mentioned are the property of their respective 
owners. the use of the word partner does not imply a 
partnership relationship between cisco and any other 
company. (1408)

VOLUME 3 / ISSUE 4

STRATEGY

aCI Q&a: WHaT IT IS, WHY IT IS NeeDeD

THe aPPLICaTION eXPLOSION 

EXPERIENCES

ReDUCINg THe ReLIaNCe ON THe PUBLIC CLOUD

aSSeSSINg CISCO aPPLICaTION CeNTRIC 
INFRaSTRUCTURe

SIMPLIFYINg THe DaTa CeNTeR

LeaPINg INTO THe LeaDINg eDge

TRUE INNOVATION
“Innovation” is an overused term. The smallest 
adjustments, the most trivial enhancements, 
and the least impactful improvements are often 
trumpeted as innovative. But every once in a 
while, something truly groundbreaking and 
transformative comes our way—disrupting 
longstanding assumptions and norms in  
the process.

This edition of Unleashing IT showcases Cisco’s 
holistic approach to the future of networking: 
application Centric Infrastructure (aCI). Promoted 
by Cisco, Intel®, and ecosystem partners, aCI is a 
true innovation that changes the way technology 
is delivered in support of business priorities.

In the following pages, you’ll learn why 
applications are increasingly crucial to 
businesses (page 4). You’ll get unique 
perspectives from industry analysts and 
software automation visionaries (pages 10 and 
15). and you’ll hear from companies that are 
already taking advantage of aCI, like acxiom 
(page 8), Netapp (page 12), and Symantec 
(page 14).

aCI is an entirely new approach for how 
systems are built, automated, and administered; 
for how IT teams work together; and for how 
businesses will be pushed forward over the next 
decade. That’s what we call true innovation.

We welcome your feedback on the articles in 
this publication at UnleashingIT.com. For more 
information, follow the links inside or contact 
Cisco at 1-800-553-6387 and select option 1 to 
speak with a Cisco representative. 

Sincerely,

Soni Jiandani
Vice President
Cisco Systems, Inc.

Rose Schooler
VP and general Manager
Intel Corporation

in collAborAtion witH intel®

Unleashing IT

OPeN FOR BUSINeSS

Pictured right:  
Kamal Kharrat 
Director of Platform Engineering, Acxiom
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LEARN MORE
to learn all about cisco Application centric 
infrastructure (Aci), read the articles on the 
following pages.

For an aCI white paper and to qualify for an 
aCI starter kit, visit the resource center at 
UnleashingIT.com. 

UIT: HOW IS INTeL INVOLVeD?

SJ: we are working very closely with intel to develop opflex 
and extend Aci’s support of openstack. our customers are 
increasingly asking for open, standards-based systems that 
can operate in multi-vendor environments, with seamless 
orchestration, automation, and security. we are working with 
intel to deliver open systems and Asics that meet these needs.

UIT: HOW IS aCI DIFFeReNT FROM OTHeR SDN MODeLS?

SJ: Aci is software-defined networking (sDn) plus a whole lot 
more. other sDn models stop at the network. Aci extends the 
promise of sDn—namely agility and automation—to the applications 
themselves. through a policy-driven model, the network can cater to 
the needs of each application, with security, network segmentation, 
and automation at scale. And it can do so across physical and virtual 
environments, with a single pane of management. 

UIT: HOW CaN COMPaNIeS geT STaRTeD WITH aCI?

SJ: startup kits are now available, and we have several design 
guides with validated designs and migration paths. cisco 
services is also able to help, and can show how to leverage 
existing systems and investments while taking advantage of 
Aci. More information is available at cisco.com/go/aci.

UIT: THaNk YOU FOR YOUR TIMe.

SJ: it was my pleasure. 

ACI Q&A: 
WHAT IT IS, 
WHY IT’S NEEDED

redefining longstanding infrastructure paradigms doesn’t just 
raise eyebrows, it raises questions. cisco senior Vice president 
of Marketing soni Jiandani sat down with Unleashing IT to 
discuss the new cisco Application centric infrastructure (Aci) 
and what makes it so unique in the marketplace.

UNLEASHING IT: WHaT IS aCI?

Soni Jiandani: conceptually, Aci is very simple. it’s all about 
giving the network the ability to deploy and respond to the needs 
of applications, both in the data center and in the cloud. the 
network must be able to deliver the right levels of connectivity, 
security, compliance, firewalls, and load balancing, and it must 
be able to do this dynamically and on-demand.

UIT: HOW IS THIS aCCOMPLISHeD?

SJ: through centrally defined policies and application profiles. 
the profiles are managed by our new Application policy 
infrastructure controller [Apic] and distributed to switches 
like the cisco nexus® 9000 series. An open, southbound Api 
that we are developing with intel® and other partners, called 
opflex, will allow the Apic to support different switches, 
hypervisors, firewalls, load balancers, and security solutions. 

UIT: WHaT aRe THe BeNeFITS OF THIS aPPROaCH?

SJ: A centralized policy controller offers significant advantages. 
the policies are portable, which means they can be pushed 
across a distributed network environment—both physical and 
virtual—to ensure consistent application behavior. because 
these profiles are managed centrally, auditing and compliance 
is much easier. And the network becomes more dynamic, which 
increases efficiency and utilization. 

UIT: WHY IS aCI NeeDeD?

SJ: Applications are increasingly complex and distributed, 
but the network has traditionally been hard coded and largely 
static. so there is a need to make it more dynamic in support 
of applications, there is a need for more automation, and there 
is a need to speed up application development, deployment, 
and changes. Aci satisfies all of these needs.

UIT: WHaT DOeS THIS MeaN FROM a BUSINeSS STaNDPOINT?

SJ: An agile, dynamic, and highly secure infrastructure allows 
companies to drive down capital and operating expenses. it 
facilitates the transition to the hybrid cloud while protecting 
existing assets and investments. And it helps companies serve 
the evolving needs of their customers and create competitive 
differentiation faster than ever before.

STRaTegY

http://www.unleashingit.com/go/?F9TQ
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industry analyst Bob laliberte discusses the business impact of 

applications, and what it will take to remain relevant and competitive.

STRaTegY

gaming—to name a few—represent multi-billion dollar, 
application-driven industries. 

these opportunities aren’t limited to web-based enterprises 
and commerce-driven activities. erp, collaboration, financial, 
and countless other applications are utilized by companies in 
every industry to keep their employees productive and help 
their business run smoothly.

NeW OPPORTUNITIeS, NeW CHaLLeNgeS

while the application explosion is creating tremendous 
opportunity, it is also presenting new challenges to it teams, 
many of which are overburdened with service requests and 
infrastructure maintenance.

“complexity is much higher than ever before, and it’s not 
uncommon for one application to consist of dozens of 
components across multiple tiers,” laliberte says. “the 

it comes down to speed. the pace of business has 
accelerated. people have come to expect instant gratification—
whether it is finding information, connecting with others, or 
performing a task—through a number of devices. And modern 
technologies are far more dynamic and interconnected, 
requiring more frequent updates.

the result is an application explosion that is not only addressing 
these realities, but altering the business landscape in the process.

“Applications have always been critical to running a business,” 
says bob laliberte, senior Analyst at enterprise strategy 
Group. “but the reliance on apps has grown, creating a need to 
develop, roll out, and upgrade them as quickly as possible.”

Applications have become the lifeblood of business, he 
explains. they are creating new forms of engagement and 
collaboration, new opportunities to scale a company, and 
new ways to drive commerce. they are also fueling entire 
economies. social media, online marketplaces, and mobile 

THE  
APPLICATION 
EXPLOSION
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integration between compute, network, and storage 
elements and supports virtualization and automation. 
Doing so facilitates a holistic, comprehensive approach 
for supporting the unique needs of all applications instead 
of dealing with each application individually. He also 
recommends focusing on security.

“All of the benefits of an application can be washed away if 
security is compromised,” laliberte warns. “we’ve seen the 
consequences of large data breaches and operational standstills. 
that’s why this isn’t just a cio issue—it’s a ceo issue.”

the consequences of not creating a holistic, high-
performing, application-friendly environment? it irrelevance 
and possibly business failure.

“if cios want to remain relevant and if ceos want their 
company to remain competitive, they must proactively move 
in this direction,” laliberte insists. “if their environment can’t 
support change, speed, and agility, their company won’t be 
able to compete and will eventually fade away.” 

days of client/server applications being delivered to a single 
desktop are over. it teams must now consider the types of 
devices accessing the application, the application architecture 
required, the east/west connectivity between application 
components, and the need to support both mobile users and 
back office integration.”

A modular approach will mitigate this complexity, he explains, 
helping ease application administration and removing possible 
points of failure.

“the challenge for it teams is figuring out how to deploy, 
manage, and scale all of these applications—quickly and 
with assured performance and availability,” says laliberte. 
“they need an infrastructure that understands application 
and workload requirements, and can dynamically support and 
deliver the desired user experience.”

legacy environments are largely static, so it groups have 
traditionally been forced to make educated guesses about the 
resources required to support a given application. As a result, 
most are overprovisioned and underutilized, creating unnecessary 
cost and inefficiency. laliberte points to the combination of intel® 
Xeon® processor-based cisco® unified computing system™ 

(ucs) and cisco Application centric infrastructure (Aci) solutions 
as an ideal foundation for faster and more dynamic, automated it 
provisioning and administration.

“ucs combined with Aci is a very compelling story,” he says. “it’s 
a policy-driven system that ensures the infrastructure can deliver 
an appropriate level of resources based on the needs of each 
application. not just compute, networking, and storage resources, 
but also security, load balancing, and wAn optimization.”

STaYINg ReLeVaNT aND COMPeTITIVe

to take advantage of the application explosion, laliberte 
suggests companies invest in an it environment that features 

GET ADDITIONAL 
ANALYST INSIGHT
According to enterprise strategy Group, it has 
to transform to better support the business, or 
it places the entire organization at risk of falling 
behind competitors.

For an enterprise Strategy group paper on 
how to accelerate IT transformation with an 
application-centric approach, visit the resource 
center at UnleashingIT.com.

cisco Application centric infrastructure (Aci) is a holistic 
architecture with centralized automation and policy-driven 
application profiles, delivering software flexibility with the 
scalability of hardware performance. the building blocks 
of Aci include:

Cisco Nexus® 9000 Series Switches, designed   
  to support next-generation data centers based on an  
  application-centric strategy.
   

Cisco Application Policy Infrastructure Controller  

  (APIC), the centralized, application-level policy engine for  
  physical, virtual, and cloud infrastructures.

Cisco Application Virtual Switch (AVS), a hypervisor- 
  based virtual switch that enables intelligent policy   
  enforcement and optimal traffic steering for virtual  
  applications.

OpFlex, an open, southbound protocol that allows the  
  APIC to push policies across heterogeneous physical and  
  virtual environments, regardless of the switches, hypervisors,  
  firewalls, load balancers, and security tools being used.

“I’m very excited to see the tremendous momentum and 
interest for aCI across all our customer segments in the 
data center,” says Frank Palumbo, Senior Vice President 
of Data Center and Virtualization architectures for Cisco. 
“The aCI architecture fundamentally revolutionizes the way 
network and infrastructure elements support applications. 
Our customers love the fact that it creates both capex and 
opex savings while making IT more agile and efficient.” 

THE BUILDING  
BLOCKS OF ACI

http://www.unleashingit.com/go/?FAB9
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OPEN FOR  
BUSINESS

STRaTegY

Built on open source tools, open standards, and open apis, cisco’s 

application centric infrastructure can be utilized in a host of environments.

GET ADDITIONAL 
ANALYST INSIGHT
According to a recent lippis report1: unlike traditional 
network overlay solutions, Application centric 
infrastructure (Aci) is based around an innovative, 
declarative policy model that allows users to naturally 
describe application requirements and automate their 
deployment across the network.

To get the Lippis Report on aCI, visit the 
resource center at UnleashingIT.com.

http://www.unleashingit.com/go/?FAC5
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there have been countless land grabs. wanting to 
secure market share and wrest control in a dynamic and 
competitive landscape, many technology titans have 
built their products and solutions in proprietary fashion. 
while these solutions are often highly capable, their ability 
to connect with other systems is restricted. And the 
opportunity for others to further advance and build on them 
is inherently limited. 

we live in an increasingly connected and heterogeneous 
world. one that features different server and storage 
systems, different networking components, and different 
hypervisors; diverse management tools spanning security, 
load balancing, and firewalls; and a growing number of 
clouds and data centers, both internal and external, physical 
and virtual.

to have a broad and transformative impact, emerging 
solutions must be open. they must play nicely with a 
wide array of technologies. And they must expand the 
possibilities for systems integration and community-driven 
advancement, not limit them. 

“we are witnessing the collision of two major trends: the 
maturation of open source software and the redefinition 
of infrastructure policy,” says Mike cohen, Director of 
product Management for cisco. “the trend toward open 
source is self-evident. platforms such as openstack and 
openDaylight are gaining huge developer mindshare and 
support from major vendors. the trend around policy is 
revolutionizing the way compute, network, and storage 
resources are requested and distributed between  
different components.” 

cisco has actively embraced both of these trends, 
he explains. And the new cisco Application centric 
infrastructure (Aci)—a holistic architecture with centralized 
automation and policy-driven application profiles—is a 
prime example. built on open source tools, open standards, 
and open Apis, Aci is redefining infrastructure policy in the 
most accessible manner possible.

OPEN FOR  
BUSINESS

“to maximize the value of any new technology, it must be 
fully integrated with a range of devices and environments, 
with visibility and automation across all of them,” cohen 
says. “cisco is an active contributor to more than 100 open 
source projects. we were founding members of openstack 
neutron and openDaylight. And we are 100 percent 
committed to community-driven development. these open 
source principles and elements are ingrained in Aci.”

OPeN BUILDINg BLOCkS, OPeN SOURCe DeVeLOPMeNT

cisco nexus® 9000 series switches and the cisco 
Application policy infrastructure controller (Apic) are the 
building blocks for Aci. two initiatives are making sure 
these building blocks can be utilized by the open source 
community. 

the first is a group-based policy model and associated Apis 
for openstack neutron and openDaylight, which express 
an application’s resource requirements to any software or 
hardware infrastructure. the second is a new open source 
protocol—called opflex—that pushes policies from a 
controller to any device. cisco is collaborating with a variety 
of partners, including intel®, to develop these policy models, 
Apis, and protocols.

“to increase utilization and performance while supporting 
service level agreements and reducing total cost 
of ownership, applications need to be aware of the 
infrastructure’s capabilities. policy-driven control and 
integration with the orchestration layer will play a strategic 
role in enabling this awareness,” says uri elzur, Director 
of sDn Architecture for intel. “we’re working closely 
with cisco and the open source community to develop 
protocols like opflex, which help orchestrate policies no 
matter what devices are being used.”

According to a recent lippis consulting report2: Aci is at 
the epicenter of it infrastructure, which requires great trust 
of the technology that it will work securely to configure 
network and service infrastructure on behalf of applications. 
cisco’s commitment to building Aci via open standards will 
be critical to its success. if Aci can support a wide range 
of network vendors’ equipment via opflex, northbound 
systems, and interoperable inter-policy management that 
allow true plug-and-play without lock-in, then Aci will be 
highly successful.

“while our initial goal with this effort was simply to drive 
standards and interoperability, we’re now focused on 
a larger vision,” cohen says. “we’re working with our 
ecosystem of partners and the open source community to 
make open source infrastructure more scalable, easier to 
automate, and simpler to use.

“we don’t want to lock people in. we want to win on the 
merits of our framework.”

1lippis consulting, lippis report 220: How open is cisco’s Aci? March 2014
2lippis consulting, lippis report 220: How open is cisco’s Aci? March 2014

http://lippisreport.com/2014/04/lippis-report-220-how-open-is-ciscos-aci/
http://lippisreport.com/2014/04/lippis-report-220-how-open-is-ciscos-aci/
http://lippisreport.com/2014/04/lippis-report-220-how-open-is-ciscos-aci/
http://lippisreport.com/2014/04/lippis-report-220-how-open-is-ciscos-aci/


eXPeRIeNCeS

it comes down to numbers. 

To reduce costs and improve 

data security, marketing 

analytics firm acxiom 

is bringing public cloud 

capabilities to its own  

data center.

aBOVe:  20,000 network and security changes each year. chuck crane, principal network and 
security Architect for Acxiom, discusses the way his company is reducing that number.

8     unleashing it

REDUCING THE 
RELIANCE ON THE 
PUBLIC CLOUD
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Acxiom’s business has been growing for more than four 
decades. what started as a small marketing services firm 
in little rock, Arkansas, is now a global powerhouse with 
operations in europe, latin America, and Asia-pacific. its 
recently launched Aos™ (Audience operating system™) 
enables marketers to connect all types of traditionally 
disconnected data, both online and offline, to create a truly 
singular view of the consumer. it helps marketers derive better 
insights to more clearly understand their audiences and more 
accurately anticipate what will appeal to them.

to accommodate growing demand, Acxiom has been leaning 
heavily on one of the largest public cloud services. while those 
services deliver exceptional scale and flexibility, increased 
usage has a natural impact on cost.

“the public cloud was great in the beginning, but at our 
current scale, it presents challenges from both a cost and data 
security perspective,” says Kamal Kharrat, Director of platform 
engineering at Acxiom. “Data security is paramount for Acxiom 
and we strive to take all necessary steps to keep client and 
consumer data safe.” 

to balance cost, flexibility, and security, Acxiom looked for different 
options, and according to Kharrat, the company recently found it.

eVaLUaTINg SDN

in order to reduce its reliance on the public cloud, Acxiom 
evaluated a number of software-defined networking (sDn) 
options and found some disconcerting limitations. Most are 
proprietary, for example, and would never be able to integrate 
with portions of Acxiom’s infrastructure. 

“it’s difficult to find tools that integrate with both public and 
private clouds,” Kharrat explains. “we have a big, mature 
data center and utilize a hybrid cloud environment. buying 
new firewalls, load balancers, and switches would require 
a significant investment, so we wanted to leverage our 
existing systems and have the ability to interface with new 
environments as needed.”

other sDn solutions Acxiom considered rely on a centralized 
controller, which creates a potentially debilitating process bottleneck. 
“we move thousands of terabytes at a time,” says chuck 
crane, principal network and security Architect for Acxiom. 
“we need the ability to support extremely high capacity and 
large Hadoop environments, without a bottleneck or single 
point of failure. the sDn options we initially considered 
wouldn’t work for our purposes.”

enter cisco Application centric infrastructure (Aci), an open 
standards-based system that integrates with virtually any 
environment and distributes the processing and decision 
making burden among a host of switches. cisco Application 
policy infrastructure controllers (Apics) act as orchestrators, 
managing the policies and pushing instructions to those 
intelligent edge switches. 

“Aci is exactly what we needed,” says crane. “it allows much 
better scalability and redundancy instead of putting the entire 
load through a single controller.”

SPeeD, FLeXIBILITY, aND CONTROL

According to Kharrat and crane, Aci is expected to bring 
speed, flexibility, and control to Acxiom’s data center and 
private cloud. A key differentiator is that the time to deploy 
a new application or product feature should be reduced 
significantly. it is expected to take hours with Aci rather 
than days. 

“we make applications that are simple to use, but that 
has nothing to do with the complexity behind the scenes,” 
says Kharrat. “Aci allows us to automate what was 
previously a manual process. we can create an application 
blueprint—defining policies, firewalls, load balancers, and 
security—and then automate the configuration of the entire 
stack down to the application layers, including virtual and 
bare metal environments.”

in addition to reducing the time it takes to provision the 
network for application development, quality assurance, 
staging, and production purposes, Aci will also automate 
routine infrastructure changes.

“we perform more than 20,000 network and security changes 
every year, and that number is only growing,” says crane. “if 
we can reduce the amount of time per change by 10 or 20 
percent, that represents a huge time and cost savings that 
will allow us to refocus our engineers on architecture and 
application improvements that push our company forward and 
give us a competitive edge.”

with Aci, Acxiom is bringing the flexibility and scale of 
the public cloud into its own data center—featuring the 
intel® Xeon® processor-based cisco® unified computing 
system™ (ucs)—supporting billions of transactions without 
compromising cost, control, or data security.

“i’m a true believer in Aci,” says Kharrat. “i expect Aci will 
revolutionize traditional network and infrastructure provisioning 
in the same fashion that electronic switchboards replaced 
manual telephone exchanges. Aci pushes infrastructure 
technology 50 years forward.”

WATCH THE VIDEO
According to Acxiom’s Kamal Kharrat, “time to 
market and achieving business advantages against 
competitors depends on a company’s agility. for 
a software-as-a-service business like Acxiom, the 
cisco Application centric infrastructure (Aci) value 
proposition is agility.”

To learn more about acxiom’s use of aCI, get the 
Q&a video at the UnleashingIT.com resource center.

http://www.unleashingit.com/go/?FCL2


iDc weighs in on cisco iT’s use of application centric infrastructure.
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infrastructure costs, and minimize risk by lowering the incidence 
of revenue-impacting downtime, among other benefits. iDc 
also believes that cisco will be able to use Aci to increase its 
non-it staff productivity and potentially increase its revenue by 
speeding up application deployments and enhancing the flow of 
information across the organization.2

“spinning up a new virtual machine takes minutes, but 
provisioning the network can take days or weeks,” says 
casemore. “Aci eliminates the gap between the speed 
of application development and the speed of network 
provisioning.”

FaSTeR PROVISIONINg aND POLICY MaNageMeNT

“i believe the most important thing it teams must do is 
deliver new capabilities to the business more quickly,” says 
John Manville, senior Vice president of it at cisco. “it’s so 
competitive out there, and application teams are on the front 
lines. infrastructure teams are often one level removed, but  
that’s changing.”

these are early days for cisco Application centric 
infrastructure (Aci), the highly automated, policy-driven 
architecture that promises to deliver software flexibility with the 
scalability of hardware performance. but it’s already in use by 
cisco it, and according to industry experts, the early returns 
are promising.

“Aci has arisen to tackle some real problems and opportunities,” 
says brad casemore, Director of research for Data center 
networking at iDc. “it corrects a lot of traditional issues related 
to provisioning, alignment of applications and infrastructure 
resources, network management, and workload visibility.”

iDc quantified the network-related benefits that it projects cisco 
will achieve in the first data center where Aci is now employed. 
the results? An expected 25 percent initial capex savings as 
well as 44 percent average it staff time savings in technology 
provisioning and network operations.1

According to the iDc business Value brief, sponsored by cisco: 
iDc believes that cisco will be able to leverage Aci to make 
its it operations more efficient, reduce its data center-related 

GET ADDITIONAL 
ANALYST INSIGHT
To get the IDC Business Value Brief on 
application Centric Infrastructure (aCI), visit the 
resource center at UnleashingIT.com.

ASSESSING ACI
eXPeRIeNCeS

http://www.unleashingit.com/go/?FD68
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infrastructure teams are tasked with delivering the entire stack—
including application environment, middleware, and compute, 
network, and storage resources—to support the frontline 
applications. but it can no longer take days or weeks, Manville 
explains. it must happen quickly, simply, securely, and with less 
manual intervention.

“it makes me squirm to say it, but in the past, the network 
sometimes got in the way,” Manville says. “Manual provisioning 
and policy management take time, and the only way to go faster 
is through automation. that’s why Aci is a major step forward for 
us. it allows the infrastructure to be as flexible as the application 
teams need it to be.”

it’s also altering the way cisco application and infrastructure 
teams work together, shifting from a hand-off-and-wait 
pattern to a more synchronized cadence. cisco it can now 
conduct continuous, more iterative application development, 
with the backing of a dynamic infrastructure that can flex up 
or down as needed.

“we don’t just view Aci as a new data center network,” says 
Manville. “we see it as a transformative operational model that 
makes our infrastructure teams more valuable and relevant for the 
application teams.”

“it groups must work together to solve the needs of the 
business, not in silos focused on their specific gear,” 
casemore adds. “Aci removes a lot of complexity and 
barriers. it makes it easier for the network to support 
applications, and for it groups to work together to address 
business priorities.”

a PHaSeD ROLLOUT

transitioning to Aci can be done in a phased manner, 
focusing on certain applications or workloads. And 
because it is built on open standards and features open 
Apis, it can integrate with a variety of environments, both 
physical and virtual. 

“cisco is working hard to consider previous infrastructure 
investments,” says casemore. “companies will need cisco 
nexus® 9000 series switches, but other preexisting systems 
can be leveraged. Aci can tie into open source projects 
like openstack. And it uses the same policy model as ucs 
[cisco® unified computing system™, built on intel® Xeon® 
processors], bringing the network in line with the needs of 
servers and applications.” 

cisco it has started with a single data center and plans to 
deploy Aci to the rest of the company’s data centers over the 
next two years.

“Aci is one of those things that must be considered,” 
casemore insists. “especially when it’s time for a network 
refresh, or if your company is virtualizing heavily, or migrating 
to the cloud. Aci makes the network more cloud- and 
virtualization-friendly.”

1 iDc business Value brief: cisco Aci, sponsored by cisco, May 2014
2 iDc business Value brief: cisco Aci, sponsored by cisco, May 2014

More than a set of new technologies, cisco Application centric 
infrastructure (Aci) represents a philosophical shift in how 
enterprise infrastructures are built and administered. in many 
cases, it requires a restructuring of longstanding it operations  
and processes.

“A lot of people are asking how to get started with Aci,” says 
Jim scaduto, service Delivery executive for cisco services, 
“and the answer is Domain ten.”

cisco Domain ten® is a holistic framework that 
transforms and simplifies it. it focuses on ten crucial 
areas—or domains—that must be considered in order 
to streamline it systems and operations in support of 
business priorities:

1. Infrastructure and environmentals

2. abstraction and virtualization

3. automation and orchestration

4. Customer interface

5. Service catalog

6. Financials

7. Platform

8, applications

9. Security and compliance

10. Organization, governance, and process

“Domain ten helps identify gaps to create a roadmap 
for consolidation, virtualization, and cloud in preparation 
for Aci,” scaduto explains. “it focuses on people 
and processes in addition to systems, easing routine 
administrative tasks as well as the delivery of new services 
and capabilities.”

cisco services can assess a company’s it maturity, develop 
a roadmap for transformation, and help with integration—for 
all domains collectively or each domain individually.  

“Aci is a journey, and that journey starts with Domain ten,” 
says scaduto. “we’ve done this for cisco it and others, 
and can deliver advice and best practices. we can even 
bring cisco it engineers to the table so they can relay their 
experience with Domain ten and Aci.”

THE ROADMAP  
TO ACI

To learn more about Cisco Domain Ten, visit 
the resource center at UnleashingIT.com.

http://www.unleashingit.com/go/?FK43


application centric infrastructure will accelerate productivity  

at Netapp’s new global research and development lab.
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the netApp engineering services team—one of the first adopters 
of the solution—will experience improvements in the density of 
throughput and cost per port thanks to hardware upgrades enabled 
by Aci. the result: increased productivity of the infrastructure.

the architecture adds an extra layer of capabilities for the 
engineering team, which started deploying the solution in the 
spring of 2014. Aci brings stability to its testing environment, 
improved analysis of its operations, enhanced self-service, and 
converged network management.

the netApp lab has always been set up as an entirely routable 
entity, lawlis explains. 

“with Aci policy management and service permissions, we will have 
integrated visibility and intelligence into what is happening in the 
network,” he says. “when we have application or tenant issues, we 
want to know the exact traffic information per tenant in the fabric.” 

lawlis also anticipates improved visibility and telemetry for 
services running within its data center. 

Aci’s approach aligns with netApp’s vision to make data centers 
more agile, secure, and responsive. “one of the basic tenets of 
netApp’s storage operating system, clustered Data ontAp, is that 
data is not bound to any single storage controller and is free to move 
around without disruption to the data access,” lawlis explains. 

when computer storage and data management vendor netApp 
built its second Global Dynamic lab (GDl 2.0) at its research 
triangle park, n.c.-based, 155,000-square-foot research and 
development facility, the company was looking for a solution 
that simplified data center operations. cisco’s Application 
centric infrastructure (Aci) does just that.

Al lawlis, netApp’s senior Director of engineering services, 
said the company assessed various solutions, but its strategy 
was to build on cisco’s next generation cisco nexus® 9300 
and 9500 switches—a key component of Aci, a solution that 
also features the Application policy infrastructure controller. 

GDl 2.0 is a 25 million-watt facility that features almost 2,300 
racks of equipment and is powered by the intel® Xeon® 
processor-based cisco® unified computing system™, so getting 
the right solution for a facility of this scope was imperative.

Aci fit the team’s needs, lawlis says. “our engineering 
services organization acts as a service provider for netApp’s 
engineering teams worldwide and we intend to use Aci along 
with openstack to implement profile-based automation for 
our infrastructure,” he says. the advantage here is that teams 
will be able to select resources and services from a catalog, 
then click and deploy infrastructure-as-a-service in minutes or 
hours, he says.

SIMPLIFYING THE 
DATA CENTER

eXPeRIeNCeS



“this approach is very consistent with the agility enablement of the 
entire application infrastructure stack provided by Aci.” 

RUNNINg a TIgHTeR SHOP

Aci should save lawlis’s team plenty of time. for instance, the 
architecture will help netApp’s recent initiative to free up the 
services team by adding user self-service tools. “Aci, with its 
clean interface and its policy-based orchestration, will enable the 
development of many more self-service capabilities,” he says.

everything will be deployed faster, “as it removes my central 
services team from the critical path of thousands of development 
and quality assurance engineers worldwide,” lawlis notes. 
“we expect there will be significant increases in speed and 
productivity. Aci’s policy and Acls [access control lists] will 
create the environment for us to run a tighter shop.” 

SCALE MODEL 

WATCH THE VIDEO
To learn more about Sungard’s use of application 
Centric Infrastructure (aCI), get the Q&a video at 
the UnleashingIT.com resource center.

one of the unique aspects of the Application centric infrastructure 
deployment being undertaken by wayne, pa.-based managed 
it, cloud, and recovery services provider sungard® Availability 
services™ (sungard As) is that its very business model relies on 
the provisioning of applications.

the company’s cloud engineering team, which provides 
infrastructure-as-a-service to its customers, is currently 
undergoing a platform refresh, and it was Aci’s ability to scale that 
really caught the attention of nik weidenbacher, senior Director, 
cloud engineering, sungard Availability services.

“Having a 40-gig leap in spine architecture is huge for us. when 
our sales team brings a new customer to us, we don’t know in 
advance what those workloads are going to be. so the ability to 
scale and grow as our customers’ workloads grow and we get 
new customers is a big advantage,” he says. 

“Aci supports concurrency in a multi-tenant environment so 
our customers can deploy apps anytime and Aci handles them 
simultaneously. i haven’t seen that in other architectures,” 
weidenbacher adds.

the agility and speed Aci helps drive were also big selling 
features, says simon withers, Vice president, infrastructure-as-a-
service Management, sungard Availability services. “we’re better 
able to facilitate rapid systems integration and customization for 
network services, monitoring, management and orchestration, 
delivering flexibility and availability to our customers,” he explains.

sungard As was seeking a more agile solution with automation 
features to help facilitate improved self-service functionality, 
weidenbacher says.

“we have a self-service provisioning feature on our platform, so 
customers using the web portal can create their environments 
on the fly at any time. so we need to be able to support that 
seamlessly.“

Open to openness 

weidenbacher lauds the openness of the architecture, which 
seamlessly integrates into the company’s orchestration system 
(cloudstack) and delivers automation functionality between the 
cisco Application policy infrastructure controller and the network 
infrastructure. 

beyond cloudstack, withers says Aci will also integrate into 
other open orchestration systems like openstack. “this gives our 
customers flexibility in choice, features, and functions,” he says. 

“it’s a solid foundation to develop holistic architecture 
capabilities,” withers adds. 

lawlis expects that application policy-based central services will 
make the triage and forensic investigation his team does much 
easier to understand while dramatically speeding up the change 
management process, because everything can be logically 
viewed from an application perspective.  

MaNage aPPLICaTIONS, NOT INFRaSTRUCTURe

“by going above the infrastructure level right up to the 
application level, Aci is the ideal impetus to a converged 
network,” lawlis says. He believes that managing a data center 
as a means for providing an environment for an application 
makes more sense than managing the network, storage, 
virtualization, and compute resources separately. 

“people and organizations need to embrace the concept of 
managing applications through converged, multidisciplinary 
teams of engineers and admins,” he advises. “this will 
challenge many organizations that are organized along  
silos aligned to various infrastructure types, such as storage, 
virtualization, compute, network, and network services,”  
he adds.

lawlis has already consolidated his team, and advises potential 
Aci customers to consider following suit. until those silos are 
broken down, he says, “organizations are not going to be able 
to really scale the way that Aci enables.”
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“By going above the infrastructure level right up to 

the application level, aci is the ideal impetus to a 

converged network.”

 -Al lawlis, senior Director of engineering services, netApp

For more on application Centric Infrastructure (aCI) 
ecosystem partners and to qualify for an aCI starter 
kit, visit the resource center at UnleashingIT.com.

http://www.unleashingit.com/go/?FK7F
http://www.unleashingit.com


symantec strips away the complexities of a multi-vendor network while increasing security through automation.

eXPeRIeNCeS

According to sanchez, symantec should save about a year in 
the migration process thanks to Aci automation capabilities. 
this plays into the company’s desire to simplify a network 
that was tough to maintain because it not only included some 
unsupported end-of-life products, but was also a challenge 
to configure as it was essentially two networks, each with 
equipment from different vendors.

the old network was so complex that symantec outsourced 
help to maintain it, but “building a new, fresh, clean network 
on Aci” will simplify how support is provided, allowing the 
company to bring that function in-house.

the result? sanchez says they’ll go from around 1,200 
outsourced people supporting them to around 500 or 600 
in-house. “we’re going to provide the same or better service 
with half or fewer people than we currently have supporting it, 
and that’s primarily due to Aci,” sanchez says.

currently, when sanchez’s team deploys new services or 
expands capacity for an application, it relies on someone to 
access a firewall and change rules manually. that’s where 
human error can creep in to potentially create security issues, as 
a port no longer needed may remain open, for instance. Aci’s 
automation features will speed up deployment and eliminate 
potential security issues caused by that kind of mistake.

“Automation is key to everything that we do,” he says.

the architecture will also provide symantec “huge” scalability, 
says sanchez, and will permit his team to support the growing 
number of applications and services it will be taking on.

“i’m really excited because Aci is the first fundamental change to 
networking that we’ve seen in a decade or even longer,” sanchez says.

Jon sanchez, Director of symantec it Data center services, 
understands that in high tech, you need to go big or go home. 
“You don’t have the luxury of sitting back on your heels for five 
or six years to see if something’s going to play out—not if you 
want to use that as a competitive advantage.”

with that in mind, Mountain View, ca.-based information protection 
software vendor symantec corp. has opted to replace a multi-
vendor network in its Granite labs data center by jumping 
ahead two networking technology generations. sanchez says it 
will leapfrog from its current end-of-life architecture straight to 
Application centric infrastructure (Aci), cisco’s holistic architecture, 
featuring centralized automation and policy-driven profiles.

Granite labs, the “crown jewel” of symantec’s it 
infrastructure, is built on flexpod, a solution that includes 
the intel® Xeon® processor-based cisco® unified computing 
system™, cisco nexus® series switches, and netApp clustered 
Data ontAp storage. Granite labs is considered one of the 
largest software-defined data centers in the world, hosting 
more than 50,000 virtual machines with about 16,000 online at 
any given time. this environment, which provides engineering, 
training, and pre-sales support, will be the first service that 
migrates onto the full Aci framework, sanchez says.

a SIMPLeR MIgRaTION

the architecture will simplify the migration process, 
he explains. “we’re replicating our existing network 
methodologies and components, and then bringing them 
into Aci with its comparable technologies filling any gaps. 
so instead of VlAns, for example, we have epGs (endpoint 
Groups),” sanchez says.

LEAPING INTO THE 
LEADING EDGE
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aBOVe:  Jon sanchez, Director of symantec it Data center services
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application experts who know how to work with every piece 
of the infrastructure. it’s not a matter of turning specialists into 
generalists, but making them a different type of specialist.”

THe SeCReT SaUCe

in the simplest of terms, abstraction helps translate general 
concepts and commands to specific pieces of hardware and 
software. it allows different it elements to be viewed and 
handled uniformly, reducing the need for systems-specific 
specialization and administration.

but how is it realized? According to Kanies, automation is the key.

“Humans can only deal with so much complexity,” he explains. 
“Automation lets it groups do more because it handles much 
of the complexity for them. And abstraction allows automation 
to be applied broadly. You can have one without the other, but 
the combination of the two is the secret sauce.” He points to 
another duo—puppet labs’ puppet enterprise software and 
cisco Application centric infrastructure (Aci)—that can turn 
these concepts into reality.

“we are laser-focused on software operations, and cisco Aci 
extends those capabilities to the network hardware layer,” 
says Kanies. “our solutions are directly integrated and utilize a 
shared language and common tools.” 

And just like abstraction and automation, puppet enterprise 
and cisco Aci are better together. 

  

ABSTRACTION  
+ AUTOMATION

luke Kanies likes to talk about abstraction. the founder and 
ceo of puppet labs, an ascendant purveyor of it automation 
software, believes the traditionally rigid lines of computing 
are becoming noticeably blurred. the carefully constructed 
domains of systems and expertise are colliding. 

“servers used to be the center of everything,” Kanies explains. 
“they changed the most, received the most attention, and 
were heavily virtualized while other infrastructure systems 
remained largely static.”

this server-centric model is no longer viable, he claims. in 
today’s fast-changing and hyper-connected world, networks, 
storage systems, firewalls, and load balancers all matter. And 
they must be as dynamic as modern servers.  

“Applications are increasingly complex and distributed, and 
you can’t just consider one node,” says Kanies. “what’s 
needed is a single abstraction and view of the entire data 
center infrastructure.” 

this isn’t just a technology issue, but a cultural one. it groups 
must move from vertical silos of expertise and operation to 
a “horizontal abstraction” that gives full visibility and access 
to everyone. Application specialists need the ability to make 
network changes. And systems specialists need the ability to 
make storage changes. 

“Giving up a measure of control can be scary, but it’s 
necessary,” Kanies insists. “instead of distinct systems, network, 
storage, and security experts, businesses increasingly need 

According to Zeus Kerravala, founder and principal Analyst 
at ZK research, it operations have always been relatively 
inefficient. the iterative, siloed approach to software 
development and infrastructure provisioning—where a second 
team can’t start work until the first team is finished with their 
own tasks—introduces excessive human latency. projects that 
should be completed in days often take months. 

“when the right hand doesn’t know what the left hand is doing, 
delays, errors, and setbacks are inevitable,” Kerravala says. 
“our research shows that 90 percent of software-related it 
projects are late, over budget, or cancelled altogether. it’s time 
to think and act differently.”

the burgeoning Devops movement is a prime 
example of how it groups are starting to behave 
differently. bringing together software development 
and infrastructure operations in synchronous fashion, 

Devops helps abolish traditional it silos and streamline 
innovation. in fact, Kerravala’s research reveals an 
opportunity to speed up software development activities 
by 40 to 50 percent or more.

“one of the main goals of every ceo is a more agile, 
competitive business,” Kerravala says, “but you can’t have an 
agile business without agile it.”

newer automation and orchestration technologies can help 
push Devops forward, he adds, fostering a more coordinated, 
efficient development process. the new cisco Application 
centric infrastructure (Aci), for example, is directly aligned with 
the Devops movement.

“Aci flips traditional it operations from a bottom-up 
approach to top-down approach, from a box-centered 
model to an application-centered model,” Kerravala says. 
“it is a very positive development and key component of 
Devops enablement.”

ADVANCING 
DEVOPS

Puppet Labs software helps automate the 
configuration and management of machines and the 
software running on them. For a solution brief, visit 
UnleashingIt.com.

For a Zk Research paper on application Centric 
Infrastructure (aCI), visit the resource center at 
UnleashingIT.com.

http://www.unleashingit.com/go/?FKCV
http://www.unleashingit.com/go/?FKN4
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