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£ 2013 F]KZE, —M#FRA CryptoLocker RUFTBIEIRI Mot A RSA 2048 uZAECHS
AES-256 WA B INE R FZERIM. CryptoLocker X305 H AT EA ISR E(T 2 ShR S
EFhar D AIILECXF A, I diETm/A, REBHEE—RIINIEE, HPEM 7 SNEREn
IR (B129) . REFERRBE— I EXRHEARENER (302 100/h ) SIS AT R,
MIFERZH—FE S, MRS RN ER BRI, Wap <=6 AR 55 75 L RITATHHRE 5 M
BR. BRI TR,

CryptoLocker iy f A+ AR HHIMTT, XA TR XN XLEERPIBNIEBEWRHETRAER
MBS E A EHAE R,

& 29
CryptoLocker #hZE: %A

, B

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personally
verify this

Encryption was produced using a unique public key RSA-2043 generated for this
computer. To decrypt filesyou need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a tme
specified in this window. After that, nobody and never will be able 1o restore files..

Teo obtain the private key for this computer, which will automatically decrypt files
you need to pay 100 USD / 100 EUR / similar amount in another currency.

Click <Next> to select the method of payment and the currency.

Private key will be destroyed on
10/26/2013 Any attempt to remove or damage this software will lead to the immediate
3.31 PM destruction of the private key by the server.
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iEps *EIEE*%\?JJE%$EE UTEEZEMILANRTURTF I HTHEEI TN —ERHZTR
AR

%5 B Wireshark #1 Scapy DMrr£

Wireshark #1 Scapy 2R MHEREST IR, Wireshark REEN . Scapy 2—MNET
Python (W T B, sfA{E Python RN E TR EFHICERE.

Wireshark B82S T LEEHFMIMUELRS S X AP TR, Flan, £ Wireshark
By tep.stream BoRISEFER, oI EZ A TCP AHREER pcap DRI/ SXE, &)
jC#F%BﬁQﬁ?EEq:QQ—_ T(DP umﬁﬁﬁﬁ¥§*ﬁyﬁfj

T FrorByar 2 o] UFTED traffic_sample.pcap FEjAEA TCP e TCP RESI,

Al
fZJE tcp.stream &3 |fY tshark 4

tshark -r traffic_sample.pcap -T fields -e tcp.stream tcp | head -n 5

tshark 2 Wireshark gy 4 tcp.stream 7= TCP B RidEsE
ITIREZ—, nEIFH.
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FE&Rs|E, AMITURERAY traffic_sample.pcap 32| pi B> pcap {4

$ cat ~/bin/unig_stream.sh
#!/bin/bash

function getfile_name() {

orig_name=$1

stream=52

file_name="$(echo Sorig_name | cut -d’. -f1)”
file_name+="-${stream}.pcap”

echo “${file_name}”

return 0

}
streams=S(tshark -r ${1} -T fields -e tcp.stream | sort -un | tr \n’ * )

for x in ${streams}

do

file_name=$(getfile_name ${1} ${x})

echo “Creating $ffile_name}...”

tshark -r ${1} -w Sfile_name tcp.stream eq S{x}
done
S

A& A traffic_sample.pcap #fy 147 4~ TCP R BIEIE— pcap X, WEEERH
HITH—T I ENTCPR, 1BFR, kA traffic_sample.pcap fJ3E TCP #iEE K A~= 6FE7%E
EAaT#AY pcap XA,

$ /bin/unig_stream.sh traffic_sample.pcap

Creating traffic_sample-1.pcap...
Creating traffic_sample-2.pcap...

Creating traffic_sample-146.pcap...
Creating traffic_sample-147.pcap...
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Scapy EHESMMLHE., HTHEHA Python 85489, T UER Python IBSHIFFE eI H
© Python TR, UTRIEFEERT Scapy tiMaF HizERFER, DUFREMNEUH EFRE:

# scapy

>>> dns_query = IP()/UDP()/DNS()

>>> from socket import gethostbyname,gethostname
>>> dns_query[IP].src = gethostbyname(gethostname())
>>> dns_query[IP].dst = “8.8.8.8”

>>> import random

>>> random.seed()

>>> dns_query[UDP].sport = random.randint(0, 2**16)
>>> dns_query[DNS].id = random.randint(0, 2**16)

>>> dns_query[DNS].qdcount = 1

>>> dns_query[DNS].qd = DNSQR(gname=“www.cisco.com”)
>>> scapy.sendrecv.sr1(dns_query)

>>> response = scapy.sendrecv.sr1(dns_query)

Begin emission:

............ Finished to send 1 packets.

Received 14 packets, got 1 answers, remaining 0 packets
>>> response[DNS].ar[DNSRR].rdata

‘64.102.255.44’

>>>

X RS B T EEIE S MO R BT, AT, Scapy HR24T pcap XHFt—HF
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CSV DT

ESpkRE (CSV) B#TEIEBRBAVRITIRN., TEZ TR (8% tshark) AFTR AR EIESE A
CSV #=. BE, KEM W ARTPUER Excel FETFFIBIEFEKRDHT CSV HIE. h{IholId

{$ F grep. cut. sed, awk_ unig 1 sort Fap ST LA,

ZEEEH csvkit fEAEBR, Covkit IRt T & TR AR, FHUMNERZHMAIERBHSTH CSV
2R, IBREIT CSV X, JAREET src JIhEE ttyexample.org FHAFIEITELS RS

$ head -n 3 tcp_data.csv

src,srcport,dst,dstport
“tty.example.org”,“51816”,”vex.example.org”,’443”
“vex.example.org”,”443” ’tty.example.org”,”51816”

$ csvgrep -n tcp_data.csv
1. src
2: srcport
3: dst
4: dstport

S csvgrep -c 1 -r ‘tty\.example\.org’ tcp_data.csv | head -n 5
src,srcport,dst,dstport
tty.example.org,51816,vex.example.org,443
tty.example.org,51816,vex.example.org,443
tty.example.org,51427,paz.example.org,5222
tty.example.org,51767,bid.example.org,80
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Csvkit B&—RFIZ AR, Csvstat AFNTEEMGITEIE, LHIA. i, ETMURE Fib
HE IR SRR src FAL.

$ csvstat -c 1 tcp_data.csv
1. src
<type ‘unicode’>
Nulls: False
Unique values: 55
5 most frequent values:
tty.example.org: 2866
lad.example.org: 1242
bin.example.org: 531
trw.example.org: 443
met.example.org: 363
Max length: 15

Row count 6896

Matplotlib, Pandas_ IPython f1&E

o UEARET Python WEEEDTAMT RN TRIFEFE, SciPy Mg ZMXE T El—
NFH T (http://www.scipy.org) ., Matplotlib, pandas #1 IPython T B 8455 A B .

- Matplotlib BEF 75, RIAMTRILFFL.

- Pandas IR TRIENRERGEENTEA,

- IPython 24 Python =8k AITNRE 1 TR X B N EHR DT,
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IUTRIEBBRTRTZEMA A GO M anfafE BiX =T B %% tcp_data.csv HRE[JLK src E41H
LB

In [3]: df = read_csv(“/Users/shiva/tmp/data_analysis/tcp_data.csv”)
In [4]: df

Out[4]:

<class ‘pandas.core.frame.DataFrame’>
Int64Index: 6896 entries, 0 to 6895

Data columns (total 4 columns):

src 6896 non-null values

srcport 6896 non-null values

dst 6896 non-null values

dstport 6896 non-null values

dtypes: int64(2), object(2)

In [5]: df[‘src’].value_counts()[0:10]

Out[5]:

tty.example.org 2866

lad.example.org 1242

bin.example.org 531

trw.example.org 443

met.example.org 363

gee.example.org 240

gag.example.org 126

and.example.org 107

cup.example.org 95

chi.example.org 93

dtype: int64

In [6]: df[‘src’].value_counts()[0:10].plot(kind=“bar”)
Out[6]: <matplotlib.axes.AxesSubplot at 0x8479c30>
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pandas HYFFANETH AR PN R EIENTTR. B0, BE#K tty.example.org AGN5HE
589 dst A0 dstport A& E#RIRYF srcport W BIFER 5

In [229]: tty_df = df[df.src == “tty.example.org”]

In [230]: num_ports = lambda x: len(set(x))

In [231]: pivot_table(tty_df, rows=[‘dst’,‘dstport’], values=*srcport’, aggfunc=num_ports)
Out[231]:

dst dstport

add.example.org 80 2

ala.example.org 80 3

and.example.org 80 1

auk.example.org 80 2

bid.example.org 80 1
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RIJLITANBIT R 2R B —R, ARRTHAIRNEHINE, BN L AZBENKRTER
XHEIRED T BER.

BEFREENTEILLMMNNETE MY A RE EHEERFHAET. RAZETANSIES Y T#
FHM G RN TERBENER. BENEIERS, ¥ THFENRBIEMLETTNECFFFRER, —
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SH7, A EEMERFR AN DM E 2 ROy — M HE = IR A
X

WAL SR> TIF LA A A AR N BARENEEESN, SEEAMR TERNXEG
@B, RGN LETERB T mN EHNEZELRRNER, MXELANE IR H & — R
REMANEE, AAENAMUEHELRE. BARBHEIK, mERESH A EAHTEE.,

BRXABRRZ2EIZEH L (SIO) (K F M EIRITE SRR, EBIRAMEIRNAZ,
Cisco SIO 27 FHRER, BT ZMNRELETRER, eEMBLE 75 KKUHEHEERE
iR, ML, B EEFINRIHR S (IPS) SRR T RIBHASINEIRR.

Cisco SIO XHIBHITHTAAIE, SRS EFNXTEAMHTTH KIS
FB 200 RS HOEMN, 22T RIEL E X TEE LK.

R BAFIR & R H RSB, WEIHREEXEE,
SHTIEH RARSHEDEMNENLLBENEETS REEREEX =]
L, e —RREEKG,
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