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Today’s topics include 4 Technologies: The most important is Layer 2 & Layer 3 connectivity issue. Path of Packet (I count this as a technology topic because it involves the forwarding mechanisms for the various catalyst platforms), Spanning Tree Protocol, Multicast, and Quality of Service. The intent of this presentation is to serve as a pre-requisite to the platform specific presentations. We will cover fundamental troubleshooting concepts that are generic to all platforms. 

This presentation also serves as a barometer for next year’s presentations. If you would like to see any or all of these topics covered in much more detail – to include platform specific information, etc – then please indicate so on your evaluation forms. Each of these topics can be expanded to easily consume 2 hours each. Only through your comments can we make such a program change next year.

This is a Level 3 presentation so it’s expected that everyone is already familiar with the basic concepts related to these technologies and are familiar with configuring the features discussed: VLAN, Trunk, Channel, VTP, Spanning Tree, IP Routing, IP Multicast, Quality of Service. It is expected that you are familiar with at least one of the available operating systems for Catalyst Platforms: Native IOS or CatOS. The goal for the presentation is to focus on troubleshooting and to develop methodologies for addressing the common issues encountered with respect to each technology. There are other presentations at Networkers that discuss how features work and are configured.
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High Availability Campus Design

= Modularity, structure,
and hierarchy

= Network redundancy
and network protocols

Link redundancy (trunks,
channels and fiber)

Redundancy in the
distribution block

Redundancy and
routing design

= Resilient campus
network design
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Designing a campus network may not appear as interesting or exciting as designing an IP telephony network, an IP video network, or even designing a wireless network. However, emerging applications like these are built upon the campus foundation. Much like the construction of a house, if the engineering work is skipped at the foundation level, the house will crack and eventually fail. If the foundation services and reference design in an enterprise network are not rock-solid, applications that depend on the services offered by the network like IP telephony, IP video, and wireless communications will eventually suffer performance and reliability challenges. 
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You can use the hierarchical model to design a modular topology using scalable “building blocks” that allow the network to meet evolving business needs. The modular design makes the network easy to scale, understand, and troubleshoot by promoting deterministic traffic patterns.

Cisco introduced the hierarchical design model, which uses a layered approach to network design in 1999 (see Figure 1). The building block components are the access layer, the distribution layer, and the core (backbone) layer. The principal advantages of this model are its hierarchical structure and its modularity.





In a hierarchical design, the capacity, features, and functionality of a specific device are optimized for its position in the network and the role that it plays. This promotes scalability and stability. The number of flows and their associated bandwidth requirements increase as they traverse points of aggregation and move up the hierarchy from access to distribution to core. Functions are distributed at each layer. A hierarchical design avoids the need for a fully-meshed network in which all network nodes are interconnected. 





The building blocks of modular networks are easy to replicate, redesign, and expand. There should be no need to redesign the whole network each time a module is added or removed. Distinct building blocks can be put in-service and taken out-of-service without impacting the rest of the network. This capability facilitates troubleshooting, problem isolation, and network management. 


Hierarchical Campus Network
Structure, Modularity and Hierarchy

%7%7 =y

Not This !!

p /’/}/—7\\\ N /Jd\\ N

Server Farm L= | ',,:,::::-" QQEQBEB Q}ﬁgﬁEﬁ

WAN Internet PSTN



Hierarchical Network Design
Without a Rock Solid Foundation the Rest Doesn’t Matter

Distribution

Distribution

Offers hierarchy—each layer has
specific role

Modular topology—»building blocks

Easy to grow, understand, and
troubleshoot

Creates small fault domains—
Clear demarcations and isolation

Promotes load balancing and
redundancy

Promotes deterministic traffic patterns

Incorporates balance of both Layer 2
and Layer 3 technology, leveraging
the strength of both

Utilizes Layer 3 Routing for load
balancing, fast convergence,
scalability, and control

gisco filérking Academy’
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Hierarchical Network Design allows us to build a Modular, Deterministic, Scalable foundation…



General Design Considerations

The following are general design considerations: 

•Use HSRP or GLBP for default gateway redundancy (sub-second timers).

Default gateway redundancy is an important component in convergence in a hierarchical network design. You can reliably tune HSRP/GLBP timers to achieve 900 ms convergence for link/node failure in the L2/L3 boundary in the distribution hierarchical model. 

•Deploy QoS end-to-end; protect the good and punish the bad.

QoS is not just for voice and video anymore. Internet worms and denial of service (DoS) attacks have the ability to flood links even in a high-speed campus environment. You can use QoS policies to protect mission-critical applications while giving a lower class of service to suspect traffic. 

•Avoid daisy chaining stackable switches; stacks are good, StackWise and chassis solutions are better.

Daisy-chained fixed configuration implementations add complexity. Without careful consideration, discontinuous VLAN/subnets, routing black holes, and active/active HSRP/GLPB situations can exist. Use StackWise technology in the Cisco Catalyst 3750 family or modular chassis implementations to avoid these complications. 

• Avoid asymmetric routing and unicast flooding; do not span VLANs across the access layer.

When a less-than-optimal topology is used, a long-existing but frequently misunderstood situation can occur as a result of the difference between ARP and CAM table aging timers. If VLANs span across multiple access layer switches, return path traffic can be flooded to all access layer switches and end points. This can be easily avoided by not spanning VLANs across access layer switches. If this cannot be avoided, then tune the ARP aging timer so that it is less than the CAM aging timer. 

•Keep redundancy simple. 

Protecting against double failures by using three redundant links or three redundant nodes in the hierarchical design does not increase availability. Instead, it decreases availability by reducing serviceability and determinism. 

•Only span VLANs across multiple access layer switches if you must.

Throughout this document we have discussed the challenges with an environment in which VLANs span access layer switches. This design is less than optimal from a convergence perspective. If you follow the rules, you can achieve deterministic convergence. However, there are many opportunities to increase your availability and optimize convergence with alternative designs. 

•L2/L3 distribution with HSRP or GLBP is a tried-and-true design.

A network design that follows the tried-and-true topology in which the L2/L3 boundary is in the distribution layer is the most deterministic and can deliver sub-second (900 ms) convergence. When properly configured and tuned, this design is the recommended best practice. 

L3 in the access is an emerging and intriguing option.

Advances in routing protocols and campus hardware have made it viable to deploy a routing protocol in the access layer switches and use an L3 point-to-point routed link between the access and distribution layer switches. This design can provide improvement in several areas, most notably reliable convergence in the 60–200 ms range. 






Access Layer

= |t’s not just about connectivity

= Layer 2/Layer 3 feature rich
environment; convergence, HA,
security, QoS, IP multicast, etc.

= Intelligent network services: QoS,
trust boundary, broadcast
suppression, IGMP snooping

= Intelligent network services: PVST+,
Rapid PVST+, EIGRP, OSPF, DTP,
PAgP/LACP, UDLD, FlexLink, etc

= Cisco Catalyst integrated security
features IBNS (802.1x), (CISF): port
security, DHCP snooping, DAI,
IPSG, etc.

= Automatic phone discovery,
conditional trust boundary, powe
over Ethernet, auxiliary VLAN, etc

Distribution

= Spanning tree toolkit: Portfast,
UplinkFast, BackboneFast,
LoopGuard, BPDUGuard,
BPDUFilter, RootGuard, etc.
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Layer 2 Foundation Services 

The following are the design recommendations for Layer 2 foundation services: 

If you are compelled by application requirements to depend on STP to resolve convergence events, use Rapid PVST+, which is far superior to 802.1d and even PVST+ (802.1d plus Cisco enhancements) from the convergence perspective. 

Even though the recommended design does not depend on STP to resolve link or node failure events, STP is required to protect against user-side loops. There are many ways that a loop can be introduced on the user-facing access layer ports. Wiring mistakes, misconfigured end stations, or malicious users can create a loop. STP is required to ensure a loop-free topology and to protect the rest of the network from problems created in the access layer. 

Switches or workstations running a version of STP are commonly introduced into a network. This is not always a problem, such as when a switch is connected in a conference room to temporarily provide additional ports/connectivity. Sometimes this is undesirable, such as when the switch that is added has been configured to become the STP root for the VLANs to which it is attached. BDPU Guard and Root Guard are tools that can protect against these situations. BDPU Guard requires operator intervention if an unauthorized switch is connected to the network, and Root Guard protects against a switch configured in a way that would cause STP to converge when being connected to the network. 

•Use UDLD to protect against one-way up/up connections.

In fiber topologies where fiber optic interconnections are used, which is common in a campus environment, physical misconnections can occur that allow a link to appear to be up/up when there is a mismatched set of transmit/receive pairs. When such a physical misconfiguration occurs, protocols such as STP can cause network instability. UDLD detects these physical misconfigurations and disables the ports in question. 

•Set trunks to on/on with no negotiate, prune unused VLANs, and use VTP transparent mode.

When you configure switch-to-switch interconnections to carry multiple VLANs, set DTP to on/on with no negotiate to avoid DTP protocol negotiation. This tuning can save seconds of outage when restoring a failed link or node. Unused VLANs should be manually pruned from trunked interfaces to avoid broadcast propagation. Finally, VTP transparent mode should be used because the need for a shared VLAN database is lessened given current hierarchical network design. 

•Match PAgP settings between CatOS and Cisco IOS software.

When connecting a Cisco IOS software device to a CatOS device, make sure that PAgP settings are the same on both sides. The defaults are different. CatOS devices should have PAgP set to off when connecting to a Cisco IOS software device if EtherChannels are not configured. • Use Rapid PVST+ if you must span VLANs. • Use Rapid PVST+ to protect against user-side loops. • Use the Spanning-Tree toolkit to protect against unexpected STP participation. 

Access Layer 



The access layer is the first point of entry into the network for edge devices, end stations, and IP phones (see Figure 5). The switches in the access layer are connected to two separate distribution layer switches for redundancy. If the connection between the distribution layer switches is an L3 connection, then there are no loops and all uplinks actively forward traffic.

Figure 5Access Layer

A robust access layer provides the following key features: 

The hardware and software attributes of the access layer that support high availability include the following:

High availability (HA) supported by many hardware and software attributes. 

Inline power (POE) for IP telephony and wireless access points, allowing customers to converge voice onto their data network and providing roaming WLAN access for users. 

Foundation services. 

System-level redundancy using redundant supervisor engines and redundant power supplies. This provides high-availability for critical user groups. 

Default gateway redundancy using dual connections to redundant systems (distribution layer switches) that use GLBP, HSRP, or VRRP. This provides fast failover from one switch to the backup switch at the distribution layer. 

Operating system high-availability features, such as Link Aggregation (EtherChannel or 802.3ad), which provide higher effective bandwidth while reducing complexity. 

Prioritization of mission-critical network traffic using QoS. This provides traffic classification and queuing as close to the ingress of the network as possible. 

Security services for additional security against unauthorized access to the network through the use of tools such as 802.1x, port security, DHCP snooping, Dynamic ARP Inspection, and IP Source Guard. 

Efficient network and bandwidth management using software features such as Internet Group Membership Protocol (IGMP) snooping. IGMP snooping helps control multicast packet flooding for multicast applications. 


Distribution Layer

= Availability, load balancing, QoS
and provisioning are the
Important considerations at this
layer

= Aggregates wiring closets
(access layer) and uplinks to
core

Distribution

= Protects core from high density
peering and problems in access
layer

= Route summarization, fast <
convergence, redundant path SNy,
load sharing o —2 ’ E’ E’
Y .

= HSRP or GLBP to provide first

hop redundancy




Core Layer

= Backbone for the
network - connects network
building blocks

= Performance and stability
vs. complexity - less is more
In the core

= Aggregation point for
distribution layer

Distribution

= Separate core layer helps
in scalability during
future growth

= Keep the design technology- —/ —/ —/
independent




Foundation Services

= Layer 3 routing protocols

Layer 2 redundancy—spanning
tree

PVST+ - STP (802.1D-1998)
Rapid PVST+ - RSTP (802.D-2004)

Trunking protocols—(isl/.1q)

Unidirectional link detection

Load balancing
Etherchannel link aggregation
CEF equal cost load balancing

First hop redundancy protocols
VRRP, HSRP, and GLBP Routing

Spanning
Tree




Best Practices— v
Spanning Configuration k
= Only when you have to! Same VLAN Same VLAN Same VLAN

el el e il el st e sl e w? aa

= More common In the
data center ,. Layer2 Loops ,
ﬁ ﬁ =l =4l

= Required when a VLAN
spans access layer
switches Layer 3 Equa v / Layer 3 Equal
Cost Links | | Cost Links

= Required to protect
against ‘user side’ loops

= Use Rapid PVST+
for best convergence

= Take advantage of the
Spanning Tree Toolkit




Multilayer Network De_si_g |
Layer 2 Access with Layer 3 Distribution
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= Each access switch has = At least some VLANS span
unigue VLANS multiple access switches

= No layer 2 loops = Layer 2 loops

= Layer 3 link between = Layer 2 and 3 running over
distribution link between distribution

= No blocked links = Blocked links
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Routing to the Edge

Layer 3 Distribution with Layer 3 Access

N/
E‘ EIGRP/OSPF

EIGRP/OSPF L4V, AVl EIGRP/OSPF
S

10.1.20.0 VLAN 20 Data 10.1.40.0 VLAN 40 Data
10.1.140.0 VLAN 140 Voice

Layer 3

N/
==

EIGRP/OSPF

Layer 3

= Move the Layer 2/3 demarcation to the network edge

= Upstream convergence times triggered by hardware detection of
light lost from upstream neighbor

= Beneficial for the right environment



STP Operations

Three step process STP uses to create a loop-free
topology

STP Convergence Steps

The switch with the lowest Bridge ID wins; the standard
Bridge ID is 2-byte priority followed by a MAC address
unigue for the switch

Step 1: Elect a
Root Bridge

Step 2: Elect the The one port on the each switch with the least cost path
Root Ports back to the root

Step 3: Elect the
Designated and
Non-Designated
Ports

When multiple switches connect to the same segment; this
IS the switch that forwards the least cost Hello onto the
segment



STP Operations
STP Port States and BPDU Timers in the
Operation of STP

Port States

Receives and process BPDUs

Forward data frames received on interface X X X v X
Forward data frames switched from another % % % v X
interface

Learn MAC address x x v v x

!Return to blocking if not lowest cost path to root bridge

BPDU Timers

= The hello time is the time between each BPDU frame that is sent on a port

Hello Ti .
efo fime -, This is equal to 2 seconds by default, but can be tuned to be between 1 and 10 seconds

= The forward delay is the time spent in the listening and learning state

Forward .
= This is by default equal to 15 seconds for each state, but can be tuned to be between
Delay
4 and 30 seconds
: = The max age timer controls the maximum length of time a switch port saves configuration BPDU
Maximum i cormation
Age

= This is 20 seconds by default, but can be tuned to be between 6 and 40 seconds
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Layer 2 Spanning Tree

Root Ports: Port with Least Nondesignated Ports:
Cost Path to the Root Bridge 8192:000000000001 Ports in Blocking

32768:000000000002
Distribution 2 DP

Designated Ports: Ports Direction of

32768:000000000004 BPDU Flow
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Layer 2 Hardening

Spanning Tree Should Behave
the Way You Expect

= Place the Root where you want it Loopguard

Root Primary/Secondary Macro
HSRP/GLBP

= The root bridge should stay
where you put it

Rootguard Rootguard
Loopguard Loopguard
UplinkFast

UDLD

= Only end station traffic should b UplinkFast

seen on an edge port

—r i

BPDU Guard BPDU Guard or

Rootguard
Root Guard PortFast
PortFast

) Port-Security
Port-security
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Best Practices for Optimal Convergence

Only use L2 looped topologies if it cannot be avoided. In general practice, the most deterministic and best-performing networks in terms of convergence, reliability, and manageability are free from L2 loops and do not require STP to resolve convergence events under normal conditions. However, STP should be enabled to protect against unexpected loops on the access or user-facing interfaces.

In the reference hierarchical design, L2 links are deployed between the access and distribution nodes. However, no VLAN exists across multiple access layer switches. Additionally, the distribution-to-distribution link is an L3 routed link. This results in an L2 loop-free topology in which both uplinks from the access layer are forwarding from an L2 perspective and are available for immediate use in the event of a link or node failure (see Figure 19). 





119818AccessDistributionLayer 3Layer 

STP/RSTP convergence is required for several convergence events. Depending on the version of STP, convergence could take as long as 90 seconds.

If you use a topology where spanning-tree convergence is required, then Rapid PVST+ is the best version. Rapid PVST+ provides the rapid convergence of 802.1w while avoiding the complexity of 802.1s. From a configuration perspective, it resembles PVST+, which Cisco customers have deployed for years. However, from a convergence perspective, it is much improved, as shown in Figure 21. 


Spanning Tree Features

= PortFast*: Bypass listening-learning
phase for access port

= UplinkFast: Three to five seconds
convergence after link failure

= BackboneFast: Cuts convergence
time by Max_Age for indirect failure

= LoopGuard*: Prevents alternate
or root port from becoming designated
in absence of BPDUs

= RootGuard*: Prevents external
switches from becoming root

= BPDUGuard*: Disable PortFast
enabled port if a BPDU is received

= BPDUFilter*: Do not send or receive
BPDUs on PortFast-enabled ports

*Also Supported with MST and Rapid PVST+
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802.1D extensions are supported in Cisco’s MST and Rapid-PVST+ implementation

Portfast (edge status lost on receiving BPDU)

BPDU Guard

BPDU Filtering

Loop Guard

Root Guard


B
What Is Root Guard?

= Root guard forces Root
a Layer 2 LAN Iinterface
to be a designated port

= |f spanning-tree calculations
cause a port to be selected
as the root port, the port |
o 4= S =S G
transitions to the root- 1S AW ncive
Inconsistent (blocked) state

to prevent the customer's
switch from becoming the gy —Y

root switch or being in the
path to the root. my- ’
SW(config)# interface fa0/3 P VAR

SWeconfig-if)# spanning-tree rootguard
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The Layer 2 network of a service provider (SP) can include many connections to switches that are not owned by the SP. In such a topology, the spanning tree can reconfigure itself and select a customer switch as the root switch, as shown in Figure 17-8. You can avoid this situation by enabling root guard on SP switch interfaces that connect to switches in your customer's network. If spanning-tree calculations cause an interface in the customer network to be selected as the root port, root guard then places the interface in the root-inconsistent (blocked) state to prevent the customer's switch from becoming the root switch or being in the path to the root. 

Root guard enabled on an interface applies to all the VLANs to which the interface belongs. VLANs can be grouped and mapped to an MST instance. 

You can enable this feature by using the spanning-tree guard root interface configuration command. 

 

Caution  Misuse of the root-guard feature can cause a loss of connectivity. 

spanning-tree rootguard 

Use the spanning-tree rootguard interface configuration command to enable the root guard feature for all the VLANs associated with the selected port. Root guard restricts which port is allowed to be the Spanning Tree Protocol (STP) root port or the path-to-the root for the switch. The root port provides the best path from the switch to the root switch. Use the no form of this command to disable this feature. 

spanning-tree rootguard 

no spanning-tree rootguard 

Usage Guidelines 

When the root guard feature is enabled, if spanning-tree calculations cause a port to be selected as the root port, the port transitions to the root-inconsistent (blocked) state to prevent the customer's switch from becoming the root switch or being in the path to the root. 

When the no spanning-tree rootguard command is entered, the root guard feature is disabled for all VLANs on the selected port. If this port is in the root-inconsistent (blocked) state, the port automatically transitions to the listening state. 

Do not enable the root guard on ports that will be used by the UplinkFast feature. With UplinkFast, the backup ports (in the blocked state) replace the root port in the case of a failure. However, if root guard is also enabled, all the backup ports used by the UplinkFast feature are placed in the root-inconsistent state (blocked) and prevented from reaching the forwarding state. 

Examples 

This example shows how to enable the root guard feature on all the VLANs associated with interface fa0/3: 

Switch(config)# interface fa0/3 

Switch(config-if)# spanning-tree rootguard 

�

You can verify the previous commands by entering the show running-config privileged EXEC command.


UplinkFast

Spanning Tree enhancement to Root
reduce failover convergence time

Used when recovery path
IS known and predictable

Enabled on access switch

Bypasses ‘listening’ and ‘learning’
stages of STP

Reduces failover time
to 2—3 seconds from 30 seconds

Auto-populates upstream address
tables (dummy mcast)

Switch(config)# spanning-tree uplinkfast
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spanning-tree uplinkfast 

Use the spanning-tree uplinkfast global configuration command to accelerate the choice of a new root port when a link or switch fails or when Spanning Tree Protocol (STP) reconfigures itself. Use the no form of this command to return to the default value. 

spanning-tree uplinkfast [max-update-rate pkts-per-second] 

no spanning-tree uplinkfast [max-update-rate pkts-per-second] 

Usage Guidelines 

When you enable UplinkFast, it is enabled for the entire switch and cannot be enabled for individual VLANs. 

When you enable UplinkFast, the bridge priority of all VLANs is set to 49152, and the path cost of all ports and VLAN trunks is increased by 3000. This change reduces the chance that the switch will become the root switch. 

When you disable UplinkFast, the bridge priorities of all VLANs and path costs are set to their default values. 

Do not enable the root guard on ports that will be used by the UplinkFast feature. With UplinkFast, the backup ports (in the blocked state) replace the root port in the case of a failure. However, if root guard is also enabled, all the backup ports used by the UplinkFast feature are placed in the root-inconsistent state (blocked) and prevented from reaching the forwarding state. 

Understanding UplinkFast 

Switches in hierarchical networks can be grouped into backbone switches, distribution switches, and access switches. Figure 17-2 shows a complex network where distribution switches and access switches each have at least one redundant link that spanning tree blocks to prevent loops. 

Figure 17-2 Switches in a Hierarchical Network 

 

If a switch loses connectivity, it begins using the alternate paths as soon as the spanning tree selects a new root port. By enabling UplinkFast with the spanning-tree uplinkfast global configuration command, you can accelerate the choice of a new root port when a link or switch fails or when the spanning tree reconfigures itself. The root port transitions to the forwarding state immediately without going through the listening and learning states, as it would with the normal spanning-tree procedures. 

When the spanning tree reconfigures the new root port, other interfaces flood the network with multicast packets, one for each address that was learned on the interface. You can limit these bursts of multicast traffic by reducing the max-update-rate parameter (the default for this parameter is 150 packets per second). However, if you enter zero, station-learning frames are not generated, so the spanning-tree topology converges more slowly after a loss of connectivity. 

 

Note  UplinkFast is most useful in wiring-closet switches at the access or edge of the network. It is not appropriate for backbone devices. This feature might not be useful for other types of applications. 

UplinkFast provides fast convergence after a direct link failure and achieves load balancing between redundant Layer 2 links using uplink groups. An uplink group is a set of Layer 2 interfaces (per VLAN), only one of which is forwarding at any given time. Specifically, an uplink group consists of the root port (which is forwarding) and a set of blocked ports, except for self-looping ports. The uplink group provides an alternate path in case the currently forwarding link fails. 

Figure 17-3 shows an example topology with no link failures. Switch A, the root switch, is connected directly to Switch B over link L1 and to Switch C over link L2. The Layer 2 interface on Switch C that is connected directly to Switch B is in a blocking state. 

http://www.cisco.com/en/US/docs/switches/lan/catalyst2960/software/release/12.2_25_sed/configuration/guide/swstpopt.html#wp1031144




BackboneFast

= Spanning Tree enhancement
to reduce failover
convergence time

Targeted at indirect failures

Enabled on all switches

Bypasses ‘max-age’

Reduces failover time
to 30 seconds from
50 seconds

Switch(config)# spanning-tree backbonefast
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Understanding BackboneFast 

BackboneFast detects indirect failures in the core of the backbone. BackboneFast is a complementary technology to the UplinkFast feature, which responds to failures on links directly connected to access switches. BackboneFast optimizes the maximum-age timer, which controls the amount of time the switch stores protocol information received on an interface. When a switch receives an inferior BPDU from the designated port of another switch, the BPDU is a signal that the other switch might have lost its path to the root, and BackboneFast tries to find an alternate path to the root. 

BackboneFast, which is enabled by using the spanning-tree backbonefast global configuration command, starts when a root port or blocked interface on a switch receives inferior BPDUs from its designated switch. An inferior BPDU identifies a switch that declares itself as both the root bridge and the designated switch. When a switch receives an inferior BPDU, it means that a link to which the switch is not directly connected (an indirect link) has failed (that is, the designated switch has lost its connection to the root switch). Under spanning-tree rules, the switch ignores inferior BPDUs for the configured maximum aging time specified by the spanning-tree vlan vlan-id max-age global configuration command. 

The switch tries to find if it has an alternate path to the root switch. If the inferior BPDU arrives on a blocked interface, the root port and other blocked interfaces on the switch become alternate paths to the root switch. (Self-looped ports are not considered alternate paths to the root switch.) If the inferior BPDU arrives on the root port, all blocked interfaces become alternate paths to the root switch. If the inferior BPDU arrives on the root port and there are no blocked interfaces, the switch assumes that it has lost connectivity to the root switch, causes the maximum aging time on the root port to expire, and becomes the root switch according to normal spanning-tree rules. 

If the switch has alternate paths to the root switch, it uses these alternate paths to send a root link query (RLQ) request. The switch sends the RLQ request on all alternate paths and waits for an RLQ reply from other switches in the network. 

If the switch discovers that it still has an alternate path to the root, it expires the maximum aging time on the interface that received the inferior BPDU. If all the alternate paths to the root switch indicate that the switch has lost connectivity to the root switch, the switch expires the maximum aging time on the interface that received the RLQ reply. If one or more alternate paths can still connect to the root switch, the switch makes all interfaces on which it received an inferior BPDU its designated ports and moves them from the blocking state (if they were in the blocking state), through the listening and learning states, and into the forwarding state. 

Figure 17-5 shows an example topology with no link failures. Switch A, the root switch, connects directly to Switch B over link L1 and to Switch C over link L2. The Layer 2 interface on Switch C that connects directly to Switch B is in the blocking state. 

Figure 17-5 BackboneFast Example Before Indirect Link Failure 

 

If link L1 fails as shown in Figure 17-6, Switch C cannot detect this failure because it is not connected directly to link L1. However, because Switch B is directly connected to the root switch over L1, it detects the failure, elects itself the root, and begins sending BPDUs to Switch C, identifying itself as the root. When Switch C receives the inferior BPDUs from Switch B, Switch C assumes that an indirect failure has occurred. At that point, BackboneFast allows the blocked interface on Switch C to move immediately to the listening state without waiting for the maximum aging time for the interface to expire. BackboneFast then transitions the Layer 2 interface on Switch C to the forwarding state, providing a path from Switch B to Switch A. The root-switch election takes approximately 30 seconds, twice the Forward Delay time if the default Forward Delay time of 15 seconds is set. Figure 17-6 shows how BackboneFast reconfigures the topology to account for the failure of link L1. 

Figure 17-6 BackboneFast Example After Indirect Link Failure 

 

If a new switch is introduced into a shared-medium topology as shown in Figure 17-7, BackboneFast is not activated because the inferior BPDUs did not come from the recognized designated switch (Switch B). The new switch begins sending inferior BPDUs that indicate it is the root switch. However, the other switches ignore these inferior BPDUs, and the new switch learns that Switch B is the designated switch to Switch A, the root switch. 


B
PortFast

-Used on Access Ports (Edge
Port) that are NOT connected
to other switches or hubs

-Optimizes the convergence
by simply ignoring the
Listening and Learning states
of the port

-Immediately puts the port into
Forwarding state when the
port is physically working

Switch(config-if)# spanning-tree portfast
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Presentation Notes
spanning-tree portfast 

Use the spanning-tree portfast interface configuration command to enable the Port Fast feature on a port in all its associated VLANs. When the Port Fast feature is enabled, the port changes directly from a blocking state to a forwarding state without making the intermediate Spanning Tree Protocol (STP) status changes. Use the no form of this command to return the port to default operation. 

spanning-tree portfast 

no spanning-tree portfast 

Syntax Description 

This command has no keywords or arguments. 

Defaults 

The Port Fast feature is disabled; however, it is automatically enabled on dynamic-access ports. 

Understanding Port Fast 

Port Fast immediately brings an interface configured as an access or trunk port to the forwarding state from a blocking state, bypassing the listening and learning states. You can use Port Fast on interfaces connected to a single workstation or server, as shown in Figure 17-1, to allow those devices to immediately connect to the network, rather than waiting for the spanning tree to converge. 

Interfaces connected to a single workstation or server should not receive bridge protocol data units (BPDUs). An interface with Port Fast enabled goes through the normal cycle of spanning-tree status changes when the switch is restarted. 

 

Note  Because the purpose of Port Fast is to minimize the time interfaces must wait for spanning-tree to converge, it is effective only when used on interfaces connected to end stations. If you enable Port Fast on an interface connecting to another switch, you risk creating a spanning-tree loop. 

You can enable this feature by using the spanning-tree portfast interface configuration or the spanning-tree portfast default global configuration command. 


What Is BPDU Guard?

= PortFast BPDU guard can
Brevent loops by moving
ortFast-configured
Interfaces that receive
BPDUs to errdisable, rather
than running Spanning Tree
across that port

= This keeps ports configured
with PortFast from being
Incorrectly connected to
another switch

Switch(config)# spanning-tree portfast bpduguard
or
Switch(config-if)# spanning-tree bpduguard enable

1w2d: %SPANTREE-2-BLOCK_ BPDUGUARD: Received BPDU on port FastEthernet3/1 with BPDU Guard
enabled. Disabling port.
1w2d: %PM-4-ERR_DISABLE: bpduguard error detected on Fa3/1, putting Fa3/1 in err-disable state
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Understanding BPDU Guard 

The BPDU guard feature can be globally enabled on the switch or can be enabled per interface, but the feature operates with some differences. 

At the global level, you enable BPDU guard on Port Fast-enabled interfaces by using the spanning-tree portfast bpduguard default global configuration command. Spanning tree shuts down interfaces that are in a Port Fast-operational state if any BPDU is received on those interfaces. In a valid configuration, Port Fast-enabled interfaces do not receive BPDUs. Receiving a BPDU on a Port Fast-enabled interface signals an invalid configuration, such as the connection of an unauthorized device, and the BPDU guard feature puts the interface in the error-disabled state. 

At the interface level, you enable BPDU guard on any interface by using the spanning-tree bpduguard enable interface configuration command without also enabling the Port Fast feature. When the interface receives a BPDU, it is put in the error-disabled state. 

The BPDU guard feature provides a secure response to invalid configurations because you must manually put the interface back in service. Use the BPDU guard feature in a service-provider network to prevent an access port from participating in the spanning tree. 

You can enable the BPDU guard feature for the entire switch or for an interface. 


Link Redundancy—UDLD
Aggressive Mode UDLD

= Default UDLD timers (15 second
hellos) are intended to take down link
prior to 802.1d spanning tree
listening/learning transition

= Aggressive mode—after aging on a
previously bi-directional link—tries
eight times (once per second) to
reestablish connection then err-
disables port

= Aggressive mode protects against

One side of a link has a port stuck (both Tx ) )
and Rx) 1 Global configuration

udld aggressive

One side of a link remains up while the other ~ udld message time 7

side of the link has gone down ! Interface
interface GigabitEthernet8/1
udld port aggressive



Spanning Tree Verification

3550# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 24577

AceresS U005 . 0TS - 8306
(I’his bridge is the root >
HETTO Time—2=seT sec Forward Delay 15 sec
Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)
Address 0005.ddc5.8300
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15
Interface Role Sts Cost Prio.Nbr Type
Gi0/12 Desg FWD 19 128.12 P2p
Pol Desg FWD 3 128.65 P2p
(etc, for additional vlans)

Extended system ID is enabled
Portfast is disabled by default

PortFast BPDU Guard is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is disabled
BackboneFast is disabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANOOO1 0 0 0 2 2
VLANOOOS 0 0 0 2 2
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Presentation Notes
Use ‘show mac(-)address-table aging-time [vlan] <vlan#>’ to monitor STP instability. STP TCN’s (topology change notifications) will shrink the mac address-table aging time from 300sec (default) to the STP forward delay value (15sec by default) during STP instability for a given VLAN.

12.1 IOS STP show commands:

3550# show spanning-tree ?

 WORD        bridge group list, example 1,3-5,7,9

 active       Report on active interfaces only

 backbonefast    Show spanning tree backbonefast status

 blockedports    Show blocked ports

 bridge       Status and configuration of this bridge

 detail       Detailed information

 inconsistentports Show inconsistent ports

 interface     Spanning Tree interface status and configuration

 mst        Multiple spanning trees

 pathcost      Show Spanning pathcost options

 root        Status and configuration of the root bridge

 summary      Summary of port states

 uplinkfast     Show spanning tree uplinkfast status

 vlan        VLAN Switch Spanning Trees

 |         Output modifiers

 <cr>



12.0 IOS STP show commands:

3500XL# show spanning-tree ?

 brief   VLAN Switch Spanning Brief

 interface Interface spanning tree information

 summary  VLAN Switch Spanning Summary

 vlan    VLAN Switch Spanning Trees

 |     Output modifiers

 <cr>
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Spanning Tree Best Practice
“*How Can | Have a Spanning Tree Loop? | Don’'t Have
Spanning Tree Enabled?”

Cisco Recommends Leaving STP-Enabled for the
Following Reasons:

= If there is aloop (induced by mispatching, bad cable, and so
on), STP will prevent detrimental effects to the network
caused by multicast and broadcast data

= Protection against an EtherChannel breaking down

= Most networks are configured with STP, giving it maximum
field exposure; more exposure generally equates to stable
code

= Protection against dual attached NICs misbehaving (or
bridging enabled on servers)

= The software for many protocols (such as PAgP, IGMP
snooping, and trunking) is closely related to STP; running
without STP may lead to undesirable results


Presenter
Presentation Notes




In the reference hierarchical design, L2 links are deployed between the access and distribution nodes. However, no VLAN exists across multiple access layer switches. Additionally, the distribution-to-distribution link is an L3 routed link. This results in an L2 loop-free topology in which both uplinks from the access layer are forwarding from an L2 perspective and are available for immediate use in the event of a link or node failure (see Figure 19). 24 Campus Network for High Availability Design Guide OL-15734-01 Foundation Services Technologies 







Figure 19Layer 2 Loop-Free Topology

119818AccessDistributionLayer 3Layer 

In the data center, servers are commonly dual-attached and L2 connectivity is required, from the host perspective, to support dual attachment. In this case, L2 loops are common (see Figure 20).

Figure 20Layer 2 Looped Topology in the Data Center

This L2 looped topology is configuration and management intensive. You must make sure that the STP root and default gateway (HSRP or VRRP) match. 

NoteWithout additional STP configuration, GLBP load balancing behavior can cause traffic to take a two hop L2 path across the distribution-to-distribution link to its default gateway. See “Gateway Load Balancing Protocol” section on page 37 for more details on this subject.

STP/RSTP convergence is required for several convergence events. Depending on the version of STP, convergence could take as long as 90 seconds.

If you use a topology where spanning-tree convergence is required, then Rapid PVST+ is the best version. Rapid PVST+ provides the rapid convergence of 802.1w while avoiding the complexity of 802.1s. From a configuration perspective, it resembles PVST+, which Cisco customers have deployed for years. However, from a convergence perspective, it is much improved, as shown in Figure 21. 


Spanning Tree Standards and Features
Spanning Tree Toolkit, 802.1D, 802.1s, 802.1w

y—="

A — g7

= 802.1D/1998: Legacy standard for bridging and Spanning Tree (STP)

= 802.1D/2004: Updated bridging and STP standard; includes 802.1s, 802.1t,
and 802.1w

= 802.1s: Multiple Spanning Tree Protocol (MSTP)—maps multiple VLANS into the
same Spanning Tree instance

= 802.1t: MAC address reduction/extended system ID—moves some BPDU
bits to high-numbered VLANSs from the priority field, which constrains the possible
values for bridge priority; unique “MAC” per chassis not port

= 802.1w: Rapid Spanning Tree Protocol (RSTP)—improved convergence
over 1998 STP by adding roles to ports and enhancing BPDU exchanges

= Cisco Features: Per VLAN Spanning Tree (PVST), PVST+, UpLinkFast,
BackboneFast, BPDU Guard, RootGuard, LoopGuard, UDLD
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STP Variance

IEEE

DEC STP pre-IEEE

802.1D—~Classic STP

802.1w—Rapid STP (RSTP)

802.1s—Multiple STP (MST)

802.1t—802.1d maintenance




Cisco Spanning-Tree toolkit

o
o
V)
EA
O =
E
SIS
c o
N
N
C ©
(ab)
o
|_
)

PortFast

Lets the access port bypass the listening and learning phases
UplinkFast

Provides 3-to-5 second convergence after link failure
BackboneFast

Cuts convergence time by MaxAge for indirect failure

Loop Guard

Prevents the alternate or root port from being elected unless
Bridge Protocol Data Units (BPDUS) are present

Root Guard

Prevents external switches from becoming the root

BPDU Guard

Disables a PortFast-enabled port if a BPDU is received
BPDU Filter

Prevents sending/receiving BPDUs on PortFast-enabled ports




Cisco
Proprietary

Per-VLAN Spanning Tree Plus (PVST+)

Provides a separate 802.1D spanning tree instance for each
VLAN configured in the network. This includes PortFast,
UplinkFast, BackboneFast, BPDU Guard, BPDU Filter, Root
Guard, and Loop Guard.

Rapid PVST+

Provides an instance of RSTP (802.1w) per VLAN. This
iIncludes PortFast, BPDU Guard, BPDU Filter, Root
Guard, and Loop Guard.

MST

Provides up to 16 instances of RSTP (802.1w) and
combines many VLANS with the same physical and logical
topology into a common RSTP instance. This includes,
PortFast, BPDU Guard, BPDU Filter, Root Guard, and

Loop Guard.
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Optimizing L2 Convergence
PVST+, Rapid PVST+ or MST

= Rapid-PVST+ greatly improves the restoration times for any VLAN
that requires a topology convergence due to link UP

Rapid-PVST+ also greatly improves convergence time over
Backbone fast for any indirect link failures

PVST+ (802.1d) ®

Traditional Spanning Tree
Implementation

w
o

Upstream

N
o

Rapid PVST+ (802.1w)

Scales to large size
(~10,000 logical ports)

Easy to implement, proven, scales

MST (802.1s)

Permits very large scale STP
implementations
(~30,000 logical ports)

0
Not as flexible as Rapid PVST+ PVST+ Rapid PVST+

B Downstream

Tl e
o o1 o

(S ]

Time to Restore Data Flows (sec)
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Presentation Notes
Rapid PVST+ converges MUCH faster than PVST+ for any VLANS that span across multiple Access Layer Switches.  If you have a loop use Rapid PVST+.





Rapid PVST+ greatly improves the detection of indirect failures (L2 distribution-to-distribution link) or link up (uplink) restoration events.

STP is also required to protect against inadvertent loops introduced on the user side or end point-facing access layer ports. These can easily happen by accident because of misconfigured hosts. For example, by default, the Windows XP Home Networking Wizard bridges together all the interfaces on the machine. 

This can result in a bridge between a wireless LAN interface and an Ethernet interface, or between two Ethernet interfaces. Loops can be introduced even if L3 is the only protocol running on uplinks in the network. For this reason you must enable STP or RSTP to ensure a loop-free topology even if it is used only as a failsafe.


RAPID SPANNING TREE

802.1w




RSTP: New Concepts

= New Port Roles and States

= Modified BPDU

* Proposal/Agreement messages between bridges
= BPDU handling

= New topology change mechanism

= PVST+/802.1D Compatibility
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Rapid PVST+

= Rapid PVST+ is the IEEE 802.1w (RSTP) standard
Implemented per VLAN.

= Each Rapid PVST+ instance on a VLAN has a single
root switch. You can enable and disable STP on a per-
VLAN basis when you are running Rapid PVST+.

= Rapid PVST+ uses point-to-point wiring to provide rapid
convergence of the spanning tree.

= The spanning tree reconfiguration can occur in less
than 1 second with Rapid PVST+ (in contrast to 50
seconds with the default settings in the 802.1D STP).



i LB e g Acaony

Rapid PVST+ roles (1)
Rapid PVST+ defines 4 port roles:

= Root port - If Rapid PVST+ selects a new root port, it
blocks the old root port and immediately transitions the
new root port to the forwarding state.

= Designated port
= Alternate port
= Backup port Both blocking

Port state (blocking, forwarding, learning) is
Independent from the role




.
Rapid PVST+ roles (2)

® Root Port

Root Port;:

Port receiving the best BPDU for
the bridge — shortest path to the
Root in terms of path cost



.
Rapid PVST+ roles (3)

® Root Port
Designated Port

i o

Designated Port:

Port sending the best BPDU on a
segment



.
Rapid PVST+ roles (4)

® Root Port ~|
Designated Port / '/ ¢
— Alternate Port — " | I II

Alternate Port:

Port blocked by BPDUs from a
different bridge — redundant path
to the Root



_ =
Rapid PVST+ roles (5)

® Root Port
Designated Port

- Alternate Port

- Backup Port

Backup Port:

Port blocked by BPDUs sent from
the same bridge — redundant path
to a segment


Presenter
Presentation Notes
Difference between backup and alternate port was already made for uplink fast


Modified BPDU

= Protocol version now 2 (was 0)
= No more distinct TCN BPDU
= Flag field changes

|
Topology channge ACHK
Agreement
Forwarding
Learning

Port RHole

Proposal 00 = Unknown
T 01 — ALternate/Bacloup
opology change 10 = Root

11 = Designated

» 802.1D bridges drop RSTP BPDUs




Modified BPDU (2)

= BPDUs now act as keepalives:

— All bridges send BPDUs every hello time (PVST+
used to relay BPDUs from the root)

— Port information invalidated in 3 x hello time max < 3
BPDUSs lost

— No more Max Age or Message Age fields — a hop
count is used instead inside a region

= Faster failure detection
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Agreement/Proposal

= Explicit handshake mechanism between bridges

= Upon link up event, bridge sends a proposal to become
designated for that segment (designated bridge is the one
leading to the root)

= Response is an agreement if remote bridge selects the
port on which it received the proposal as its root port

= As soon as agreement is received, port moves to
forwarding



Agreement/Proposal
) Prop , |
A b——

° Agree

= A has a better priority than B
= A sends a proposal to B to become designated

= B compares the received priority and replies with an
agreement — B’s port becomes Root Port

| T —

Root 8 =

- The same process is repeated when a new bridge Is
iInserted




Rapid Transition

= For a rapid transition to occur
» Make sure you properly identify:
» Edge ports (enabled via Portfast)

» Point-to-point links (derived from duplex
mode by default)

= |t is very important to check duplex settings between
two bridges — else, no Proposal/Agreement
mechanism !



Protocol Migration (1)

Mix of 802.1D and 802.1w Bridges:

= 1D bridges drop 1w BPDUs = 1D Bridges always end up sending
BPDUs

4 | 4 l 4 l

RSTP BPDU STP BPDU

After Migration Delay (3s), RSTP bridge
starts sending 802.1D BPDU if it detects a
legacy bridge (on a per-port basis).
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Protocol Migration(2)

Cannot detect if 802.1D bridge is removed if
It Is not designated (otherwise it would send

BPDUs). / /
hrl sl  cuof

STP BPDU

If C goes away, force protocol migration

manually (set spantree mst x/y redetect-
neighbor)

1D-1w interoperability = slow convergence:
= try to avoid It.



Configuring Rapid-PVST+
= RSTP fast convergence on a per-VLAN basis

= Each VLAN runs its own RSTP Instance and sends its own
RSTP BPDU, just like PVST+

[ N

CiscolOS# configure terminal
CiscolOS(config)# spanning-tree mode rapid-pvst+

o /




Configuring Rapid-PVST+ in Distribution

Cisco I0S

spanning-tree extend system-id
spanning-tree mode rapid-pvst+

I Set spanning tree mode to rapid-pvst+
spanning-tree vlan 1-5 root primary
spanning-tree vian 6-10 root secondary

Root: VLANSs 1-5 Root: VLANs 6-10
Sec. Root: VLANSs 6-10 Sec. Root: VLANs 1-5

Trunk
FWD: VLANS 1-5 \ FWQ: VLANSs 6-10
BLK: VLANs 6-10 BLK: VLANSs 1-5

FWD: VLANs 6-10  FWD: VLANs 1.5 e
8 ) BLK: VLANs 15 BLK: VLANS 6-10




Configuring Rapid-PVST+ in Access

CiscolOS

spanning-tree extend system-id

I Enable MAC address reduction. This is not a requirement
spanning-tree mode rapid-pvst+

I Set spanning tree mode to rapid-pvst+

Root: VLANSs 1-5
Sec. Root: VLANSs 6-10

_'\'/' Root: VLANS 6-10
’I¢ Sec. Root: VLANS 1-5
Acc-1
FWD: VLANS 6-10
BLK: VLANS 1-5

L= FWD: VLANs 6-10  FWD: VLANs 1.5 el
BV BLK: VLANSs 1-5 BLK: VLANs 6-10 [

Acc-1

FWD: VLANSs 1-5
BLK: VLANSs 6-10



Spanning Tree Protocol
roubleshooting I\/Iethodology

i 1
%%ﬂ%ﬂ_
NAN A
Layer2 Loops
| \u

= Start now—be proactive
= Divide and conquer = |=

= Document Spanning
Tree topology

= Implement Spanning
Tree enhancement
features

-
D

= Develop recovery plan
to include data collection
for root cause analysis

WAN Data Center Internet
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Presentation Notes
If you wait until you experience a STP loop to begin troubleshooting then you are too late. Everyone’s primary objective during a network outage is to recover the network. If you prepare ahead of time to restore network connectivity while maintaining failed state data then your chances of identifying root cause are much improved. Start now with a baseline of the STP environment – know how things should be working under normal circumstances. A loop occurs because a blocked port begins to forward. Have a plan to recover by removing physical redundancy (disconnect the ports that should be blocking). Have modem connectivity available to key switches in the STP environment. When you call TAC this will aid in the speed with which we can help recover the network and troubleshoot the issue. 

In the event that no preparation is made, no baseline documentation is available, and particularly if rebooting only made things worse, the divide and conquer method is necessary to troubleshoot. By breaking up the network into smaller pieces you can slowly recover the network while at the same time running down possible root cause. In some instances, especially for complex Layer 2 network designs, it may not be possible to fully recover all portions of the network by removing redundant links at a central location. The divide and conquer method may also be necessary in these cases.

Here are some useful links on STP from cisco.com:

Spanning Tree Problems and Related Design Considerations

http://www.cisco.com/en/US/tech/tk389/tk621/technologies_tech_note09186a00800951ac.shtml

Troubleshooting STP on Catalyst Switches running IOS

http://www.cisco.com/en/US/tech/tk389/tk621/technologies_tech_note09186a0080136673.shtml






Spanning Tree Protocol

Documenting Spanning

Corporate Network

155.3.77.254

VLAN187

1/1 Root: 1,3,5,7,9,187
: 0001.c912.7800

F:1,2,3,45,6,7,8,9

DIST-01 =%
3/1-4

192.168.1.1

1/1

Working Academy”

ree Topology

Gig 0/1
155.3.76.254

VLAN186

Root: 2,4,6,8,186
0003.6b73.9700

DIST-02
192.168.1.2

0001.c967.7800 0001.c9dd.7800  0001.c932.9700 0001.c949.9700
Closetl Closet2 Closet3 Closet4
192.168.1.11 192.168.1.12 192.168.1.13 192.168.1.14
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Presentation Notes
Ideally your network diagram would contain all the information shown above. More complex network designs may have to find alternative ways to convey such information but understand it is necessary to have all this information available at the time of trouble. The time invested up front can save much pain in the event a STP loop occurs.


Spanning Tree Protocol
STP Loop Recovery

= Do not power off switches—pull/shut redundant links
= |f possible, initially disable ports that should be blocking

= Check and physically remove the connections to the
ports that should be blocking

= Set up remote access to your network and call the TAC


Presenter
Presentation Notes
Check and physically remove the connections �  the ports that should be blocking—this will �get your network functional again. 

 The only critical action that STP takes is the blocking of the ports. A single blocking port that mistakenly transitions to forwarding can melt down a large part of the network. A good way to limit the risk inherent in the use of the STP is to reduce the number of blocked ports as much as possible.
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Spanning Tree Protocol
Troubleshooting Commands

10S#show spanning-tree vlan 1 brief

VLANQQQ1
anning tree enabled protocol ieee_>
Root —PTIOTILY L

Address 0060.8355.7b00

Cost 23

Port 1 (GigabitEthernetl/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0007 .0e8f.0880
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Designated

Name Port ID Prio Cost Sts Cost Bridge ID Port ID
GigabitEthernetl/1 128.1 128 4 FWD 67 32768 0005.5f33.dcO1 128.1
FastEthernet3/48 128.176 128 19 FWD 48 32768 0030.7bdd.5080 128.16


Presenter
Presentation Notes
Very often, information about the location of root is not available at troubleshooting time. Do not leave the STP to decide which bridge is root. For each VLAN, you can usually identify which switch can best serve as root. This depends on the design of the network. 
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Spanning Tree Protocol
Troubleshooting Commands

' jrking Academy”

10S#show spanning-tree vlan 1

VLANOOO1
Spanning tree enabled prot
Root ID Priority 32768
Address 0030.7b4e.4801

This bridge i1s the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768
Address 0030.7b4e.4801
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa2/1 Desg FWD 19 128.129 P2p Peer(STP)
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Spanning Tree Protocol
Troubleshooting Commands

Root for
Listed
VLANS

10S#show spanning-tree summary
Root bridge for: VLANOO1O.
Extended system ID is enabled
PortFast BPDU Guard is enabled
EtherChannel misconfiguration guard is disabled
UplinkFast is disabled

BackboneFast is enabled

Default pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active

VLANOOO1 0 0 0
VLANOO10 0 0 0
VLAN1002 0 0 0
VLAN1003 0 0 0
VLAN1004 0 0 0
VLAN1005 0 0 0

6 VLANs 0 0 0 7 7



Spanning Tree Protocol
Troubleshooting Commands

10S# show proc cpu
CPU utilization for fFive seconds: 1%/0%; one minute: 2%; Five minutes: 2%

PID Runtime(ms) Invoked uSecs 5Sec 1IMin 5Min TTY Process

1 0 1 0 0.00% 0.00% 0.00% O Chunk Manager
<..some output removed..>

79 0 256 0O 0.00% 0.00% 0.00% O mls-msc Process
80 30508 461976 66 0.40% 0.43% 0.44% O Spanning Tree
81 108 27024 3 0.00% 0.00% 0.00% O Ethchnl

<..some output removed..>

162 12 41 292 0.00% 0.01% 0.00% 1 Virtual Exec

10S# show spanning-tree summary
<..some output removed..>

Name Blocking Listening Learning Forwarding STP Active
VLANOOO1 1 0 0 1 2

<..some output removed..>

VLAN1005 0 0 0 1 1

282 vlans 1 0 0 282 283

Number of
Spanning Tree
Instances
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A high CPU utilization can be dangerous for a system that runs the STA. Use this method to check that the CPU resource is adequate for a device.

STP is implemented in software, even on high-end switches that perform most of the switching functions in hardware with specialized application-specific integrated circuits (ASICs). If for any reason there is an overutilization of the CPU of the bridge, resources can be inadequate for the transmission of BPDUs. The STA is generally not processor-intensive and has priority over other processes. 


Spanning Tree Protocol
Troubleshooting Topology Change

10S#show spanning-tree vlan 1 detail

VLANOOO1 is executing the ieee compatible Spanning Tree protocol
Bridge ldentifier has priority 32768, address 0005.7495.9101
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0001.c912.7800
Root port is 70 (GigabitEthernet2/6), cost of root path is 4
Topology change flag not set, detected flag not set
Number of topology changes 4 last change occurred 02:17:20 ago
from Port-channell
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

Don’t
Forget
PortFast

Port 70 (GigabitEthernet2/6) of VLANOOOl is forwarding

Port path cost 4, Port priority 128, Port Identifier 128.70.
Designated root has priority 32768, address 0001.c912.7800
Designated bridge has priority 32768, address 0001.c912.7800
Designated port id is 128.70, designated path cost 0O

Timers: message age 2, forward delay 0, hold O

Number of transitions to forwarding state: 1

Link t i int-to-point by default

BPDU: sent 7, received

Port 833 (Port-channell) of VLANOOOl is blocking

Port path cost 4, Port priority 128, Port ldentifier 128.833.
Designated root has priority 32768, address 0001.c912.7800
Designated bridge has priority 32768, address 0001.c912.7800
Designated port id is 128.769, designated path cost 0O

Timers: message age 1, forward delay 0, hold O

Number of transitions to forwarding state: 1

Link i int-to-point by default

BPDU: sent 4, received 1
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Presentation Notes
Especially on blocked ports and root ports, check that you receive BPDUs periodically. Several issues can lead to a port failure to receive packets or BPDUs. 

Cisco IOS Software—In Cisco IOS Software Release 12.0 or later, output of the show spanning-tree bridge-group # command has a BPDU field. The field shows you the number of BPDUs received for each interface. Issue the command an additional one or two times to determine if the device receives BPDUs.

If you do not have the BPDU field in the output of show spanning-tree command, you can enable STP debug with the debug spanning-tree command to verify the receipt of BPDUs.

The only critical action that STP takes is the blocking of the ports. A single blocking port that mistakenly transitions to forwarding can melt down a large part of the network. A good way to limit the risk inherent in the use of the STP is to reduce the number of blocked ports as much as possible. 
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