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Presenter
Presentation Notes
You may or may not have heard of Wireshark and Cisco Network Assistant. They are both tools that are introduced in the new CCNA curriculum. Wireshark is covered in Discovery and in more depth in Exploration. Interestingly, Cisco Network Assistant is only introduced in Discovery 4 and not at all in Exploration  or even the CCNP curriculum.  This has been pointed out to the curriculum teams, but no word as yet if it will be added.  Cisco Network Assistant  is a great tool and  after today I hope you will consider also introducing it in your Exploration and CCNP classes.
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What Are We Covering Today?

= Wireshark
Getting started
Capturing PDUs
What is all this Stuff?
Check out the VODs

= Cisco Network Assistant
Getting started
Discovering the Network
What else can | do?

= Time to play
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So what are we covering today?

First we are going to look  at how to get started with Wireshark; how to capture PDUs (Packet Data Units), which I will refer to as packets; How to read all of that stuff you captured, and where other resources are.

Second we are going to look at how to get started with Cisco Network Assistant; Use it to discover your network; and then look at a few other things we can do with it.

Unfortunately we will not have time to play with the labs, but I will go over the labs with you.  These labs are not the ones in the curriculum labs, but a hybrid of those labs with extras. The primary purpose of these labs are to get instructors comfortable with these tools quickly. You can also give them to your students.


Wireshark
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So, lets get started with Wireshark


B .
What Is Wireshark?

(Formerly Ethereal)

= Wireshark is the world's foremost network protocol
analyzer, and is the de facto (and often de jure)
standard across many industries and educational
Institutions

= Wireshark development thrives thanks to the
contributions of networking experts across the globe

= |t Is the continuation of a project that started in 1998

Translation: You can capture Packet Data
Units (PDU) and analyze them

.

WIRESHARK
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Simply put,  Wireshark is a tool to capture and display PDUs, or packets, for the purpose of analyzing and troubleshooting your network traffic. It is referred to as a network protocol analyzer.  In its former life Wireshark was referred to as Ethereal. It is a free download and is maintained thanks to the contributions of networking experts across the globe.


Getting Started

= Download www.wireshark.org

Note: Wireshark 1.00 was released May 28, 2008, many
security-related vulnerabilities have been fixed

= [nstall on host computer
= Connect host to Network via Fast Ethernet

= When connected to a switch only unicast packets
destined to the host, as well as multicast and
broadcast, will be captured

= Launch Wireshark
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There are actually multiple places you can download Wireshark, but the most reliable is from the source www.wireshark.org .

Once you have downloaded it, simple install it on your host computer.

Be sure the host computer has an active connection to the network via Fast Ethernet.

Because Wireshark only captures packets it sees, remember that connecting your computer to a switch will only allow the capture of unicast packets destined to your host computer, as well as multicast & broadcasts. To get around this you could  use a hub instead of a switch which forwards all traffic received to ports on the hub.  There is another method of redirecting a copy of all traffic to your computer called SPAN, or port monitoring, but it has a side effect - the host will only be able to capture traffic and not send traffic (receive only). This means the host is not able to generate any traffic, such as ping. 

Once installed we can now launch Wireshark. 


g

Launching Wireshark

"4’ The Wireshark Network Analyzer

File Edit view Go EeEhlCM Analyze Statistics Help
e ot

B W @ &{Hlnterfaces... €, @:

B «»» 7 2 |EE aaam

| *  options... Cirl+¢ |
Eilter: | B start
| @ sto

B nestart

@ Capture Filters. ..

Capture - Options

> Expression... Clear Apply

| Ready to load or capture
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@lisco Nt

orking Academy”

D@ X

| o Packets



Presenter
Presentation Notes
Once launched select Capture, then Options.
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Setting Options

1! Wireshark: Capture Options

rCapture

Interface:
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Limit each packe
O o B

[Qapture Filter: ] | |E]

-Capture File(s) -Display Options
File: | | [B_ru:u':-.'se... ] Undate list of packets in real time
[] use multiple files
S - D Automatic scroliing in live capture
ext file every | 1 | minute(s] Hide capture info dialog

~Mame Resolution

m
{51)
m

Enable MAC name resolution

rotop Capture ...

[ ... after I:I B [] Enable netweork name resolution
] ... after 1 megabyte(s] | —
Enable transport name resolution y >

] ... after |'_ —~— —
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Of the many possible settings of the Options screen there are only a few settings that you need to set to get started. 

The first setting is to be sure Wireshark is set for the correct Interface. Use the drop-down box to select the interface where the traffic to be captured will be. 

Setting Wireshark to capture packets in promiscuous mode:  If this feature is not checked, only PDUs destined for this computer will be captured. By checking it all PDUs destined for this computer and all those detected by the computer NIC on the same network segment (i.e., those that “pass by” the NIC but are not destined for the computer) are captured. On a Hub that would be all traffic that enters the Hub. On a switch it will still only be unicast traffic destined for this host, multicast, and broadcast traffic.  Remember that the switch port the host is connected to can be configured to capture all traffic, but the host will only be able to capture traffic and not send traffic (receive only). This means the host is not able to generate any traffic, such as ping. 

Enable transport name resolution:  This option allows you to control whether or not Wireshark translates network addresses found in PDUs into names. Although this is a useful feature, the name resolution process may add extra PDUs to your captured data, perhaps distorting the analysis.  Consider not enabling this option during labs.

After setting options click Start to start the capture.


_ =
Generating ARP Traffic

Generate ARP Traffic:
1. Bring up a command prompt (Start 2> Run - cmd )
2. Enter arp —d to clear the arp cache

3. Ping the broadcast for the local subnet
Example: ping 192.168.1.255

4. Enter arp —a to verify arp translations are in arp cache

See Next Slide =
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Now that we have started the capture, it is time to generate some ARP (address resolution protocol) traffic:

On the host computer bring up a command prompt (Start  Run  cmd)

Enter  arp –d to clear the arp cache

Ping the broadcast for the local subnet 

Example:  ping 192.168.1.255

Enter arp –a  to verify arp translations are in arp cache.





                                                       Continued on next slide 
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o CAWINDOWS\system 3 2\cmd. exe

IP Address. . . 192 .168.1 .19
Subnet Mask . . 255 255 .255.4
Default Gateway d68.1.1

172.168.1.1: bygtes=32 time<lms TTL=255

172.168.1.1808: |bytes=32 time<ims TTL=255
172.168.1.1808: |bytes=32 time<ims TTL=255
172.168.1.1808: |bytes=32 time<lms TTL=255%

Ping statistics for 192.168.1._.255:

Packet=s: Sent = 4. Received = 4, Lost = B <Bx loss>.
Approximate round trip times in milli—seconds:

MHinimum = Bm=s, Maximum = Bm=. Ave g = Bms

C-sDocuments and Settings“manderso

Interface: 172.168_1.18 —— Bx3
Internet Address Physical Address
192.168.1 .1 Ad—1b—d4—47-29-28
192.168.1.2 Ad—-1b—d4-44-8a—f8
192.168.1.1068 Ad—-1b—-53-88-bl—cA

C:sJDocuments and Settings“manderson>



Presenter
Presentation Notes
Pinging the subnet broadcast address will request ARP response from any active host on the subnet providing more traffic.



Entering the  arp –a  will display all Hosts within the subnet to respond with their MAC addresses.  




Capturing PDUs

Wireshark: Capture from VIA Rhin... |~ ||
-i_aptured Packets
Takal 10 % of kotal
SCTP 1] 0.0%:
TP 1 0.0%
LGP 0 0. 0%
IZMP & B0.10%:
ARP 2 20,0%:
iJ5PF 0 0.0%:
iaRE 1] 0.0%:
MetBI0S 1] 0. 0%
IPX 0 0.0%:
YIMNES 1] 0.0%
Okher 1] 0.0%
Funning 00:00: 25
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Back in Wireshark   As data PDUs are captured, the types and number of packets captured are indicated. When you have captured enough packets, click the Stop which will stop capturing packets and display the packets captured.  (see next screen)


e |

1! (Untitled) - Wireshark
File Edit View Go Capture Analyze Statistics Help

Bw oM PExed BesvsoT e EE QD #EE X

Eilter:l *  Expression... Clear Apply
Mo, - Time Source Destination Protocol | Info i
16 21.326052 192.168.1.10 182.168.1.255 ICMP Echo (ping) request
17 21.326568 00:1b:53:08:bl:c0 Broadcast ARP who has 192.168.1.107 Tell 192.168.1.100
18 21.326578 Globalpa_ce:fd:4d 00:1b:53:08:bl:cQ ARP 192.168.1.10 is at 00:17:ad:ce:fd:4d
19 21.327000 192.168.1.1 192.168.1.10 1cMP Echo (ping) reply
20 21.327081 00:1b:d4:44:8a:f8 Broadcast ARP who has 192.168.1.107 Tell 192.168.1.2
21 21.327087 Globalpa_ce:fd:4d 00:1b:d4:44:8a:f8 ARP 192.168.1.10 is at 00:17:ad:ce:fd:4d
22 21.3B2414 00:1b:53:08:b1:8Bb Spanning-tree-{for STP conf. Root = 32769/00:1b:53:08:b1:80 Cost =0 Port = O»
23 22.3226308 192.168.1.10 192.168.1.255 IcMP  Echo (ping) request
24 22.326760 192.168.1.100 192.168.1.10 ICMP Echo (ping) reply .
25 22.327112 192.168.1.2 192.168.1.10 IcMP  Echo (ping) reply Packet List Pane
& I OPAITIIAR 10T 1&8 1 1 107 182 1 1M TN rebha FRramn randur i

# Frame 1 (60 bytes on wire, &0 bytes captured)
@ Ethernet II, Src: 00:1b:53:08:b1:8b (00:1b:53:08:b1:8b), Dst: 00:1b:53:08:b1:8b (00:1b:53:08:b1:8h)
# Configuration Test Protocol {(loopback)

Data (40 bytes)

Packet Details Pane

0000 00 1b 53 08 bl 8b 00 1b 53 08 bl 8b 90 00 00 0O Sk A S
0010 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...oveer cueennnn
0020 €O 00 00 00 00 00 00 00 0O 00 00 00 60 00 80 00  ..cccivs civunves
0030 00 00 00 00 00 00 Q0 00 00 00 00 00 Laieee.n

Packet Bytes Pane

| File: "C:\DOCUME ~1\MANDER ~ 1YL OCALS ~1 TempletherXXx%a06072" 343 KB 00:02:33 ~ |P: 959 0: 955 M: 0 Drops: 0
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Let’s look at each of the three panes displayed:

Packet List Pane:  Each line is a packet that has been captured. By selecting one of these lines the details will be displayed in the Details and Bytes Pane. 

Columns

 No:  The order in which the packets were captured

Time:  How far apart the packets are captured in seconds (actually counting microseconds)

Source:  The originator of the packet. Can be displayed as IP address a domain name, or even a MAC address (if only a layer two packet.)

Destination:  Where the packet is being sent, or final destination. Can be displayed as IP address a domain name, or even a MAC address (if only a layer two packet.)

Protocol:  The major protocol that makes up this packet, such as ARP, ICMP, HTTP, TCP, FTP, DNS, etc..

Info:  This is a summary of what this packet is doing. The detail is listed in the Details Pane

Packet Details Pane:  Shows the current packet in a more detailed form. This pane shows the protocols and protocol fields of the selected packet. The protocols and fields of the packet are displayed using a tree, which can be expanded and collapsed. Note: clicking the + will expand the field .

Packet Bytes Pane:  Shows the data of the current packet in what is known as “hexdump” style. This is useful when a more in-depth byte level analysis is required. To the right of the hex dump is the same data in cryptic ASCII dump format. Not all hex can be translated to ASCII so much of this doesn’t make sense, however any clear text contained in the packet will be readable here. Clear text passwords will show up here, as well has html code.


Analyze an ARP Request

.

oo AU R 0010 a2 08Dl L8 Spanning-troo_{for STP Conr, Boot = 22709 001053080180 _Cost
./327/33 GlobalDa_ce:td: Broadcast Tell 152.168.1.10

W B VAR L R O B A A B L LV A B 4
753433 192,168.1.10 192.168.40, 252

013869 00:1b:53:08:bl:8b 00:1b:53:08:b1:8b LoOP
.407043 00:1b:53:08:b1:8b spanning-tree-(for sTP
# Frame 39 (42 bytes on wire, 42 bytes captured)
= Ethernet II, src: Globalpa_ce:fd:4d (00:17:a4:ce:fd:4d), Dsty Broadcast (ff:ff:ff:ff:ff:ff)
® Destination: Broadcast (ff:ff:ff:ff:.ff:ff)
® Source: Globalba_ce:fd:4d (00:17:a4:ce:fd:4d)
Type: ARP (0x0B06)
= Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protacal type: IP (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (0x0001)
Sender MAC address: Globalba_ce:fd:4d (00:17:a4:ce:fd:4d)
Sender IP address: 192.168.1.10 (192.168.1.10)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00) <€<—— Notice the Target
Target IP address: 192.168.1.1 (192.168.1.1) MAC Is Unknown

- - -1 e S M S e ——
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Lets look at the ARP Request packet. 

Notice it says “Who has 192.168.1.1?  Tell 192.168.1.10” What do you think this means? <ask audience> 

ans: this is asking any device that can see this packet if they own the 192.168.1.1 IP Address to please respond to the sender, which is 192.168.1.10. 

Looking in the Details Pane – expand the Address Resolution Protocol (request) to see the ARP details of this packet

The sender MAC and IP are filled out because that is who sent this request.

The Target IP address is present because that is who you are searching for.

The Target MAC is unknown, so it is all zeros, basically blank.


Analyze an ARP Reply

]
i

29, 4018//7 00:1b:53:08:01:8D0  Spanning-tree-{(Tor STP conr, ROOT = 32/09/00:1b:55:08:01:80 COST
.?52?33 GlobalDa_ce:fd:4d Broadcast ARP who has 192.168.1.17 Tell 192.168.1.10
/ 00:1b:d4:47:29:20 GlobalDa_ce:td:4d ARP 182.168.1.1 1s at 00:1b:d4:47:29:20

02 1A8 1 10 102 _1ARR 4N 252 SNME___nat-ranuest

08:bl:8bh 00:1b:53:08:bl: Reply
08:bl: :h Spanning-tree-(for sSTP Conf. RoOJ

~ 1 . e N R MRS R —— —

L013869 :1b:53:
44 31.407043 00:1b:53:0

R

0

= 32769/00:1b:53:08:b1:80 Cost

# Frame 40 (60 bytes on wire, 60 bytes captured)
= Ethernet II, Src: 00:1b:d4:47:29:20 (00:1b:d4:47:29:20), Dst: GlobalDa_ce:fd:4d (00:17:ad4:ce:fd:4d)
# Destination: Globalba_ce:fd:4d (00:17:ad:ce:fd:4d)
# Source: 00:1b:d4:47:29:20 (00:1b:d4:47:29:20)
Type: ARP (0x0808)
Trailer: 000000000000000000000000000000000000
= Address Resolution Protocal (reply)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (0x0002)
sender MAC address: 00:1b:d4:47:29:20 (00:1b:d4:47:29:20) €<—— Notice the MAC is known
Sender IP address: 192.168.1.1 (192.168.1.1) (Target IS now the Sender)
Target MAC address: Globalba_ce:fd:4d (00:17:ad:ce:fd:4d)
Target IP address: 192.168.1.10 (192.168.1.10)
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Now for the ARP Reply

The second ARP packet is the reply packet

Looking at the expanded ARP in the detailed pane we see the Sender and Target addresses have been reversed so the original sender is now the target. 

Because the sender is replying, its MAC address is now included.

Hence the ARP is successful and the originator now has all the information it needs to forward packets to the 192.168.1.1

Remember that any time a unicast packet is to be transmitted on a LAN a forwarding MAC address is required in order to build a new datalink header (frame).  Therefore an ARP request/reply provides the MAC address.  Also note to prevent continuous ARP requests, once the MAC address is learned that information will stay in the ARP cache for a period of time. 





Any questions on ARP before we move on?   


_ =
Generating TCP 3-Way Handshake Traffic

Generate TCP Traffic Using a Browser:

1. From the Host, bring up a browser

2. In the Address field, enter the IP address of any device
on the network that has an IP address and http server
enabled, such as a router, switch, webserver, Discovery
server, or Eagle server

Note: on router > router(config)#ip http server

3. Once the browser brings up the home page of the device,
you can stop the capture
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The TCP 3-Way Handshake is a very important concept in networking and seeing it in action will reinforce the concept in student’s minds.



So, we start the Wireshark capture again and generate traffic by doing the following:

 From the Host, bring up a browser

 In the Address field, enter the IP address of any device on the network that has an IP address and http server enabled, such as a router, switch, webserver, Discovery server, or Eagle server.  

Note: on router   router(config)#ip http server

 Once the browser brings up the home page of the device, you can stop the capture.
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CP 3-Way Handshake

Look for Three TCP

e e L T - = = e = - e = L e T R L T O L O o e - T O F
' _
=
5YN

. . .. . .. Seq=0 Len=0 M55=1.760
99 92.413626 192.168.1.1 192.168.1.10 http = 105 S, ACK] Seq=0 Ack=1 Win=4128 Len=0 M55=12¢
TCF

100 92.413649 192.168.1.10 192.168.1.1 1055 = Mttp [aCK] Seg=l Ack=l Win=65535 Len=0

101 92.413774 192.168.1.10 192.168.1.1 HTTFP G HTTP/1.1

102 92.445244 192.168.1.1 192.1688.1.10 HTTF ATTP,/1.1 401 unauthorized

1N a2 AAETEA 147 1&8 1 1 102 1A 1 1N T ht+rn -~ 1NEE TCTH DoH Aark]l San—102 Al —E7MN WAin—2E50 1| an-

T ™ ra

Internet Protocol, src: 192.168.1.10 (192.168.1,37), Dst: 192.168.1.1 (192.168.1.1)
= Transmission Control Protocol, Src Port: 1055 (1055), Dst Port: http (B0), Seq: 0, Len: O
Source port: 1055 (1055)
Destination port: http (80D
Sequence number: 0 (relasfve sequence number)
Header Tength: 28 bytes
B Flags: 0x02 (SYN)
0... .... = Congastion window Reduced (CWR): NOT set
.0.. .... = ECN-Echo: Not set
.00 ... = Urgent: NoOU set
..0 .... = Acknowledgment: Not set 1St PaC k@t

0 = Push: Not set

t

S I Syn: Set

amms wowow W F I, NUL 520
Window size: 65535

Checksum: 0Oxalec [correct]
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In the Packet List Pane, look for three TCP packets in a row. 

The first TCP packet is requesting a connection, so flips the Syn bit (as seen in the summary). This basically says “I want to synchronize with you in order to communicate”

In the expanded Flags field notice the “1” next to the Syn Set. This is just saying the Syn bit has been set and all the other flags are zero (ignore).
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CP 3-Way Handshake

=7 o i e v v i =y e T L N = e e R e e TN e R = LT OO e L e e e L L e LB = =

98 92.411956 192.168.1.10 192.168.1.1 TCP 1055 = http [&wi=5eq=0 Len=0 M55=1260
. . .. . .. http = 1055 [5YN, ACK] 5eq=0 Ack=l Win=4128 Len=0 M55=12¢
100 92.413649 192.168.1.10 192.168.1.1 TCP 1055 > http [Acwd=se0=1 Ack=1 wWin=65535 Len=0
101 92.413774 192.168.1.10 192.168.1.1 HTTF  GET / HTTP71.1
102 92.445244 192.168.1.1 192.168.1.10 HTTP HTTP, 401 unauthorized
1M Q2 AARETEA 107 1&2 1 1 102 1/ 1 1n T D ht w~ 1NEE TcThm DpeH Akl Zan—102 Acl—E7N Win—2EEQ | an- *_"'
=T ¥ A

Trailer: 0000
® Internet Protocol, src: 192.168.1.1 (192.168.1.1), Ds#% 192.168.1.10 (192.168.1.10)
= Transmission Control Protocol, Src Port: http (8 Dst Port: 1055 (1035), Seq: O, ack: 1, Len: O
Source port: http (80)
Destination port: 1055 (1055)
Saquence number: 0 {relative s
aAcknowledgement number: 1
Header length: 24 bytes
= Flags: 0x12 (5¥N, ACK)
0... .... = Congestion window Reduced (CwWR): NoOT set
.0.. .... = ECN-Echo: Not set

RN e o 2"d Packet

L
(e L i g =

nce number)
ative ack number)

[+
I

i ) b T +

1. = syn: Set
7 = 1w e »

W= e _ _— T T e e e e e ——
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The second packet is a reply to the originator. 

It flips the ACK, or acknowledgment bit, stating it received the originator host’s synchronizing information. It also flips the SYN bit, informing the originator host of this server’s synchronization information.  

Note: the Acknowledgement number corresponds to the next packet sequence number this computer will expect from the originating host. For example, if the 1st packet had a sequence number of “0” the acknowledgement number will reflect that the next sequence number received from the originating host should be “1”.
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CP 3-Way Handshake

=an T . LR L e | g e T T ) e e T T v OO = T

92.4114956 192.168.1.10 192.168.1.1 TCP 1055 = http [SYN] 5eq =0 Len=0 M35=12a0
99 92.413626 192.168.1.1 192.1688.1.10 TCP http = 1055 i7=ACK] Seq=0 Ack=l wWin=4128 Len=0 M
.413649 . 1. . .. 5e0=1 Ack=1 Win=655335% Len=0
101 92.413774 192.168.1.10 192.168.1.1 HTTP GET / HTTF/I=
102 92.445244 192.168.1.1 192.1688.1.10 HTTP HTTF,/1 7101 Unautharized
1M Q2 AARETEA 147 1688 1 1 1a7 1&8 1 1n T D httr 1nEE TCcTw DoH Akl Cam—102 Arl—E70 WwWimn—3IEE
F Internet Prntncn1 src: 192.168.1.10 (192.168.1.10), Dsts192.168.1.1 (192.168.1.1)

= Transmission Control Protocol, Src Port: 1055 (105
Source port: 1055 (1055)
Destination port: http (80)
Sequence number: 1 (relative ssdfience number)
acknowledgement number: 1 elative ack number)
Header Tlength: 20 byte

= Flags: 0x10 (ack)

0... .... = Congestion window Reduced (CwR):
i ECN-Echo: Not set
il Kot _seat

I R
Lo,
0. =
0=
window size:

Lcosnt
Acknowledgment :
Posir—hor—set
Reset: Not set
Syn: Not set
Fin:

NOT 52T
65535

5et

Dst Port: http (80}, 5eq: 1, Ack: 1, Len: O

MOT s5et

3d Packet
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The third packet is a reply from the originating host that it has received the sequencing information from the server. 

Note: the Acknowledgement number is 1

Note: the flag for Acknowledgement is a 1 and it is Set




Flow Graph

Wireshark: Flow Graph

The Wireshark Network Analyzer -Choose packets
W File Edit Yew Go Capture Analyze Help O alpackets @ Displayed packets
rChoose flow type
Surnrary
B @ e e e o (B @ » | |
| | Protocol Hierarchy © General fiow - ® 1P flow
X . e : | rCh de add
A Fiter: I[lp.addr eq 192.168.1.1 and ip.a¢ "B Canversations D v Expr S roes SeEEs type_ _ o
3 a Endpoints (#) Standard source/destination pfdresses () Metwork sourcedestination addresses
I
Ma. - Time Source IO Graphs Prot oK
i 95 92.4114950 192.18&8.1.1 TCF
1 . c 1.1 Conversation List 3 /]
. 100 92.413649 192.168.1.1 Endpaint List r TCE
|| 102 52:4u504a 1o3ites. iy SvesResenseTme b BE
103 92445754 192.168.1.1 AMNSI 3 TCF

Frame 99 (60 bytes on wire| @& FaxT38 Analysis...

= Ethernet II, src: 00:1b:da G5M H20:20), Time 192,168, 1.10 192.168.1.1 Comment

\ Destination: Globalba_ce| @& H.225..
source: 00:1b:d4:47:29:2 MTP3 » Sz = 0 Ack = arEzEanEs
Type: IP (0x0800) RTP » S=q =0 Ack =1
Trailer: Q000 SCTR . S=g =1 Ack = 1
Internet Protocol, src: 19 g op Gea = 1 Ack = 1

= Transmission Control Proto
Source port: http (80)
pDestination port: 1055 ( @ WAP-WSP..

&4 VoIP Calls Seq = 1 Ack = 570

Seq = 193 Ack = 570

i Sequence number: 0 (r BOOTEDHCE, . S2g = 570 Aok =134
Acknowl edgement number : ——— LJerd S=q = 570 Ack = 134
. Header length: 24 bies Seg = 154 Ak = 5T
] = Flags: Ox12 (5¥N, ‘- — = ! !
O... .... = Congestion IP sddress. .. NOT set : :
4 T = ECMN-Echo: ISUP Messages. .. ' '
LS = RLELEELLL Multicast Streams

- ) [ [

Frrr = -7 - T T =T OMC-RPC Programs ~—
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Presentation Notes
To see a graphical view of the flow select Statistics from the menu bar and then select Flow Graph

When the window comes up Choose:

Displayed packets

TCP flow

Click OK

The Graph Analysis comes up that shows the flow showing the codes and direction of traffic

Note: the arrows point in which direction the packet was transmitted between the Source and Target devices.
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Additional Resources

= VODs found on the Academy site under:
Interactive Course Guides - Media Archive

Working with Wireshark

Wireshark can be used to analyze traffic on local networks, and  jos (MOV 25MB)

help students explain protocol operation. See how to set it up wireshark-2.mov e
and use it in your Academy program.

Wireshark in the Classroom

Join an Academy class as they enthusiastically discuss the use (MOV 48MB)

of Wireshark to analyze and explain traffic protocol operations wireshark-3.mov L ZeLn

on their network.



Presenter
Presentation Notes
For further resources do not forget to go to Academy site and look at the Wireshark VODs found in the Interactive Course Guides  Media Archive 

These are great videos to show your students to get them introduced to Wireshark.


Additional Resources

Wireshark Labs:

= Discovery 2 - Lab 8.3.2 Conducting a Network Capture
with Wireshark

= *Discovery 3 - Lab 1.2.2 Capturing and Analyzing
Network Traffic

= Discovery 4 - Lab 1.4.3 Monitoring VLAN Traffic

= Exploration 1 2 2.6.2, 3.4.2, 3.4.3, 4.5.2**, 4.5.3, 5.5.1,
6.7.2,7.5.2,9.8.1, 9.8.3, and 11.5.6

* Most informative lab in Discovery curriculum
** Great lab covering TCP 3-way handshake


Presenter
Presentation Notes
As I mentioned earlier, Wireshark is introduced in Discovery 2, 3, 4 and Exploration 1.  If you are teaching Discovery and want more labs, I suggest adding some of the Exploration 1 labs, especially 4.5.2.



So, we have looked at an introduction of Wireshark which can show students that packets are real, and you can actually see what is going on in your network.  It may take some of the magic out of networking, but remind your students they don’t  need to tell anyone else {;>) 


Cisco Network

Assistant
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Presentation Notes
Now it’s time to jump into Cisco Network Assistant.





Q: Ask who is familiar with Cisco Network Assistant to get an idea how new this is for everyone. 


What Is Cisco Network Assistant? E

[ T T pa——

A PC-based network management application that manages
standalone devices and clusters of devices from anywhere
In your intranet

Supports Cisco Catalyst Intelligent switches from 2950 through
4506; uses GUI to manage many critical switch functions and
launch the device manager of Cisco routers and wireless AP

Auto discovery of network devices
Topology view and front panel view
Software upgrade

Switch configuration

Perform multiple configuration tasks without using command-line
Interface (CLI) commands; you can apply actions to multiple
devices and ports at the same time for VLAN and QoS, inventory
and statistics reports, link and device monitoring, software
upgrades, and many other networking features


Presenter
Presentation Notes
Cisco Network Assistant is a PC-based network management application that manages standalone devices and clusters of devices from anywhere in your intranet. It is optimized for LANs of small and medium-sized businesses with up to 250 users. It supports a wide range of Cisco Catalyst Intelligent switches from Cisco Catalyst 2950 through Cisco Catalyst 4506. Through its graphical user interface (GUI), Cisco Network Assistant manages many of the switch critical functions and allows the user to launch the device manager of Cisco Systems access routers and wireless access points. The Network Assistant offers:

• Graphical display of network topology

• Auto discovery of network devices

• Topology view

• Front panel view

• Application update

• Software upgrade

• Switch configuration

• Feature configuration

Using its GUI, you can perform multiple configuration tasks without using command-line interface (CLI) commands. You can apply actions to multiple devices and ports at the same time for VLAN and quality of service (QoS) settings, inventory and statistics reports, link and device monitoring, software upgrades, and many other networking features.
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Getting Started

= Download from the Classroom Setup Tab on the Academy
Connection Tools page under CCNA Discovery “Designing and
Supporting Computer Networks” http://cisco.netacad.net

Tools ||“ Search

:: Membership Dired
:»Academy & Class

CCNA Discovery > Designing and
Supporting Computer Networks

[ Back to Find Tools ]

Note: As of June 1, 2008

| Curriculum || Course||| Classroom Set Up the Version in Tools Section
isonly 5.2
Title Document Type Mame: cna-windows-+k3-installer-5-2-en,exe

Cisco Metwork Assistant From: downloads.netacad-cdn.net

Designing and Supporting Computer Networks=> Version 4.0 \ _Z Type: Application, 40.7 MB

Cizco Metwork Az=iztant
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Presentation Notes
Getting started with Cisco Network Assistant begins with downloading it from the Academy Website:



Download from the Classroom Setup Tab on the Academy Connection Tools page under CCNA Discovery “Designing and Supporting Computer Networks”



Note: Since the version listed on the academy site is copied from the Cisco.com site, the version may not be the latest. For example: as of June 1, 2008 the version of Cisco Network Assistant on the academy site is 5.2, however the version on Cisco.com is 5.3.




B
Optional [ Y

Soduilicewrs Predliesin & Servitas DG

Tgairng & Dwsats PR C el

;'_:5|: |:|'|'l |:: rl L ;_:::1-1. r.:nu.m miginNess
= Download it
WWW.CISCO.COM -
= Need a CCO login
Support
account .
Download Software <
= Present version 5.3
ou have reached thiz page because yvou are not logg
cna-windows-k9-installer-5-2-en.exe valid ervice contract azzociated with yvour Cizco.com
Releaze Date: 18Dect2007 vou firzt log in. In addition, access to most =oftware iz
_ £ A . - Cizco.com user profie. If Cizco.com currently shows y
Ef‘t: DQ TEEIEtEnt 2.3 English Installer iz because you do not have a valid service contract as
Size 42881.87 KB Service Contract Center . For more information on the
l::"\'Er'\'iE'\‘il .

= |nstall on Host Select a Software Product Category]  Scroll Down Until You
computer See the Following:

Application-Oriented Netwerking Software & LAN Network Managment Software
Application Netviorking Software & Cisco Network Assistant (CHA)
Broadband Cable Seftware Cisco Broadband Access Center for Broadban
Cizco 105 Software &
CizcoWWorks Software &
Contact Center Software &

| e ity Svetems < Lay :EI

e Hetwork Management Software
H AP -1 = it =1

Foutsr Software B
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Presentation Notes
The optional way to download Cisco Network Assistant is to download it from the Cisco.Com web site. To do this you need a valid CCO login account.

http://www.cisco.com/

T “ - V ".

Launch Cisco Network Assistant

< Cimen Midwork Assistani |__||: |i|

Cisco Network Assistant #i5 Bl e i S P e

R %G k| €29 JETT
¥ ﬂnni‘lnr

s
cisco
Copyright &) 2004-2007 by Cigco Syztems, bee,
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Presentation Notes
Once downloaded to your host computer start the install.

Once installed launch the application.

This is the initial screen when launched. 
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Create a Community

= A community is a defined
cluster of devices grouped

B Create Community |T| |E| |§|

Narne:l |[ Advanced ]

by an IP address range

B Connect

(%) Create community

() Connect Ta! |

[ Cannect H Cancel ” Help ]

original walue:

Select Create Community,
Then click Connect

Discover devices

Discover: |a single device by IP address v|

1P ﬁddress:l |
Start
Devices
f Member IP Address Hostname Communic,.. | Device Type Status
See next screen 2
Total Rows: 0
[ [o]'4 H Cancel ” Help ]
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Presentation Notes
Create a Community: A community is a defined cluster of devices grouped by an IP address range. If you click Connect to a new community and then click Connect, the Create Community window opens. When you complete it, Network Assistant connects to the new community.


o Y-
EiSco Networking Academy”

Name Community and
Method of Discovery

Narne:l FilmCompany

B Create Community

Discover: | a single device by IP address W

|

ndvanced ]

Discover devices

Discover: |a single device by IP address V|

a single device by IP address d single device |:I'[." IP address
IP Addradeyvices using a seed IP address ) 1P |':'|I:|I:|FE
devices on a subnet

devices using a seed IP address

devices in an [P address range desiess—rrg—srret
Start T _
dewices in an IP address range
Devices = ETad
f Member IP address Hostname Communic... | Device Type Status

Total Rows: 0

[ O J[ Cancel ” Help ]
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Presentation Notes
Name Community:  Fill in the Name you want for the community

Discover:  Select one of the following options:

A Single device by IP address:  To only discovery a single device you want to manage, such as a switch.

Devices using a seed IP address: Selects a starting point for the community where you have neighbors you will add to the community. This is a good option when the neighbors to be added do not have a contiguous IP address range.

Devices on a subnet:  Define a subnet to discover. The discovery process will attempt to discover every IP address in the subnet. If you only have a few devices this could take awhile.

Devices in an IP address range:  Discovery devices between a starting and ending IP address


_‘ ' ‘ is O;ig',?,"?‘rking Academy”
Start the Discovery Process

B Create Community |:||E|rz| Level 15 Authentlcatlon:

Name:IF“mCDmpanY ” &dvanced ]

= Enable: No Username
just password

Discover devices

Discover: |devices in an IP address range V|

Start IP .ﬁ.ddress:|192.168.1.1 | m L0g|n account: Both
End IP Address: |192.168.1.ZD | Username and password

: » 9 Authentication: Device
Crewices
2 Member | IP Address | Hostname |C|:|rnmuni|:... |Devi|:e Tyvpe | Status fll:f:ifgfea;g;;;lL;?::S;i;;iggffwwd far realm
g Hsername:
Enter Start and End IP Address, Then | Fasswore:
Click Start to Start the Discovery ox ] [Coneel ]
Process

Note: Will Be Prompted
for Each Device that Has
Different Authentication

Note: Discovery Process Attempts to
Connect to All IP Addresses in Range,
So Be Selective to Avoid Long Delays
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Presentation Notes
Fill in the Start and End IP Address. Be sure not to include a range far beyond the last active assigned IP address on the subnet, or it will take more time as CNA attempts to discover all IP addresses in the range. 

Click Start

Authentication:  Because the discovery process needs to connect to the device, you will be prompt for a level 15 access, which is the enable password, or a specific user login/password.  If the device only has the enable password enabled, then enter the password without a Username.

Unless every device has the exact same Login authentication,  you will be prompted for a Username and Password for each device you connect to. 


Don’t Bother Me
I’m Discovering Devices!

B Create Community.

Discover devices

MName: I FilmCompany

I[ Advanced ]

Discover: |devices in an IP address range v|

Start IP Address: | 192.168.1.1

End IP Address: | 192.168.1.20

WO rking Academy”

Devices

Vi Member | IF Address Hostname |C0mmunicati0... Device Type | Status
192,168,115 http n Connection Failed A
192 168.1.7 http ) connection Failed

19Z2.168.1.20 Switchl http WE-C2960-247TT-L o Ciscovered

19z2.168.1.11 http ﬁ Connection Failed
192.163.1.14 http ﬁ Connection Failed
192 168.1.6 http €3 connection Failed
192,168,118 http ﬁ Connection Failed

| | 19216810 Routerl hittp za11 o Discovered

| | 19z.168.1.2 Routerz hittp 2811 o Discovered ]

Total Rows: 20

I Ok H Cancel H Help ]
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Presentation Notes
The discovery process may take awhile depending on the range of address and number of actual devices. 

Don’t be alarmed when you see “Connection Failed”. This just means there is no device found for that IP address.


Topology View

Application  window  Help

WO sl BBGEiFPHEY H?
!Fﬂ%ﬂuwﬁqura

'. v ¥ wg LW el | i
|r D Manitor A R il vi|
I - Jgl FilmCompany r

| L Q}\i Troubleshoot T Switchl

: _ 3 Routery
nee T
I| é' Mainktenanc -_3 Raubers

Devices Discovered
Within Range Have
Bold Connection;
Devices not in Range
Only a Line, but Can
Be Added to the
Community
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Once the discover process is complete the Topology view will be displayed. If the connections are via pipes, then the device is part of the range. However, there may be devices discovered that are not part of the range and the connection will be only a line. 

For example: If a switch, without an IP address, is connected to a router, then a thin line will be used to connect the two devices. If the switch has an IP address within the subnet range requested, then there will be a bold pipe (line) connecting the two devices.


Device Management Options
(Right Click)

B Topology Yiew

HECH WY | QL oow v| %
- # FilmCompany | @ -
@ Switchl
@ Routerl
@ Routerz

Hostname...
Device Manager..,
Remove From Community...
Froperties..,

Telnet,.. \

Annotations. .,

B Device Properties

Device Information

Hostname: Routerl
Device Type: 2811

Cevice IP Address: 192.165.1.1
MAC Address: 001b.d447.2920
12.4(6)T2-ADV-ENTERPRISE-CRYPTO

How Do You Suppose This
Device Property Information
Was Obtained?

Answer: CDP Protocol

Software Version:
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Presentation Notes
Right click a device to show options of what actions you can do.

Hostname:  Change Hostname

Device Manager:  If an intelligent switch, such as 2950, you will get the Device Manager screen of that device permitting you to view the front panel and perform a variety of management tasks. If this is a router you will either get the Secure Device Management (SDM) loaded, or the http server GUI of the router.

Remove From Community:  removes this device from the community, which will change the bold lines to thin lines.

Properties:  Device Information that is obtained using the CDP protocol.

Telnet: Option to telnet to this device

Annotations…:  Ability to tag information to this device.
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Device Manager

Catalyst 2960 seEres

R I N - |

| - SsEs [Balsss
|||||||. Fal/

I Description:

Mowve the pointer over the ports for m .%tEF.H.?E.FJT.E.Hp' e s Wb Tl

Catalyst 2960 Series Device Manager - Switchl EGIELH English v

0 Refresh @ Print % Smartports ._% Software Upgrade

Uptime: 1 day, 5 hours, 31 minutes

[isco Srsreus

Next refresh in 9 seconds

Catalyst 2960 serEs

View :[Status ]

W Dashboard - -
) o
X Host Name: Switchl
4 Mchltor Broduct ID: WE-C2080-24TT-L EBandwidth Used Packet Error Fan Temp
’ Mamtenance_ IP Address: 192.168.1.20 =
R MAC Address:  00:18:53:08:81:80
Version ID: wo2 @
Serial Number: FOC11082Z5TR
Software: 12.2(25)SEE2
Contact: 0% 0% oK 205 )
Location:

Port Utilization View Trends | View Port Statistics

100
_|n-|

| €
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Presentation Notes
Many features are available to manage the switching device. The Dashboard is displayed in this screen. In the Contents window are more options to Configure, Monitor, and perform maintenance tasks.



NOTE TO PRESENTER: There is far too many options to cover in the time frame allotted. So, do not get tempted to go too far into detail unless answering questions. 


yoa.- e
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Smartports

(IELLTEGES English v

— e~ =
ot Catalyst 2960-24TT
lEi:-:_. S e £ i

" S 1T 1% 3k A3x
- w | SRRt | SRt | SRt | SEL | AR |

11x

e 3w S Tk W
P U

hr
an

I-_E‘-'-I'Ii b TR [T G ] S i Lz &
; N A s 4 e 13 far o 1 Gl 2The  dar

10 1 14 D 18k 2 2br 24

Smartports will discovery what Cisco devices are connected
to the ports and insert a representative icon over the port,
such as a router, switch, or Cisco IP phone
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Presentation Notes
In the Toolbar there is an icon for Smartports.  By clicking this you tell Cisco Network Assistant to display an icon of the Cisco device that is directly connected to the switch port. For example: if a router is directly connected the router icon will be inserted. If an Cisco IP Phone is detected, then a phone icon will be displayed.


h
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Gisco Net

Feature Bar: Monitor = Reports

* FilmCompany : Cisco Network Assistant

%0 el BOERIFTrRBEY 02 | I

3 Ci’ Configure B Inventory

@ @ Monitor
Iv P— / Hastname Device Type Serial Mumber Version D MaC Address IP Address Software Yersion Sys Location | System Up...
T @ routerz 2811 FTH1118A1MA vod 001b.dd44 5afs | 10.0.0.2, 192.16... | 12.4(6)T2-ADY-ENTERPRL. . & hours, 22..,
Port Statistics... @ Routerl 2811 FT®1118Alle WO 001b.d447.2920 10.0.0.1, 192.16.., | 12.4(6)T2-ADV-ENTERPRIL.., 8 hours, 22..,
Bandwidth Graphs... ¥ Switchl WE-C2960-24TT-L | FOC1108Z5TR voz 001b.5308.b160 | 192.168.1.20 12.2(25)i12.4(6)T2-nDu-ENTERPRISE-CRYPTo day, 5 ha...
Link Graphs... ' !
QoS Reports.., ™
Qo5 Graphs.., p "
ACL Reports.., B Link Graphs |L“.E“$_<I
ARF.. Interfaces
b Wiews
Hostname: | Switchl % | Interface: Fal/1
o e | =)
v N Dol Type: [Log Scaling Zoom: [ & ] ’ @, ] Data: | % Utilization leext poll: 0:03
System Messages.,.,
Search..,
0.002007
f=1
£
e —
Total Rows: 3 g 000100
=] |
3 '& Troubleshoot e
» @ Maintenance
' = MU tiization
0.00000 T T T
420 P 422 PV 424 PV 426 FIV 4:28 PV
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Click the Monitor button

Click the arrow next to Reports to display the different type of reports

This screen displays just two of the may reports/graphs that can be seen.

Inventory displays devices identified along with detailed information on each device, such as IP addresses, software version, Serial number, type of device and more

The Link Graph displays the percentage of Utilization of a link (how much it is being used) over a period of time. This can be used to show at what times of the day the link is most used, and therefore congested.


» “:{ “jk
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Router Device Manager

= Router management
IS limited to what is
available on the router

= Example: If SDM is on
the router, it will be = S
launched. If not, then e _|
only the http server will e |
be launched

Copynght @ 2002

i rgeln tesaruss [] Save thes passward in your password kst

Carcel

aK
Authanticabian scheme: Integrated Windows
SDOM for 1Lm.

not close this window until vou
exit SO .
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Router management is limited to what is available on the Router. Example: if SDM is on the router it will be launched. If not, then only the http server will be launched.

Security Device Manager (SDM): you will be prompt for a username and password.

Note: Security Device Manager (SDM) is a GUI based interface to configure the router from basic to very advanced configurations, such as VPN, firewalls, QoS, etc..
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Tool Bar Icons

Agpbanen  Windis  Hilp

b 3 F a ) = iy, 3 . = =
RO i DR RerFEFLOEBN 7 P
.
m\(}unnect Launches the Connect window, where you identify a community or a cluster for Metwork Assistant to manage.
Dvpeiesh Refreshes the Front Fanel view and the Topology views by polling the community members or the command device of the
Elres cluster. Metwork Assistant updates the status ofthe devices and ports, and displays any new members.
"i";bF'rint Sends a print file for a graph, a repart, ar online help selections ta a printer.
il Preferences Launches the Preferences window, swhere you can set user preferences for the user interface.
u'ﬂeave Makes permanent the changes thatyou make to the device configuration; that is, your changes remain in effect after the
Configuration device is powered off and powered on again.
LE’SDTWE Launches the Sofware Updrade wwindow, where you upgrade all the community or cluster members or selected members.
parade
) Launches the Smartports window, where you configure ports and devices by applying roles,
‘=P Smartports ] )
Hote: The Smartports feature is not suppoarted on blade switches.
rF;ﬁF'Drt Settings Launches the Por Setting s window, where you can view the status of ports on a selected device and modify port settings.
;;.I,va Launches the WLAR window, where you can view YLAR information, assign interfaces to VYLARS, modify WLARK options, and
o perform other tasks related to VLAMNS.
I@nl i Launches the Inventory window, which displays the inventory for the community or cluster—device types, serial numbers,
nventory IP addresses, and software versions—aor the inventory for a single device.
ﬁon ith Launches the Health window, where vou can maonitor a number of device heath measurements to avoid downtime and to
Ed ensure that your netwark is running efficienthy.
Event Launches the Event Motification window, which describes network conditions that yvou should be aware of and that might
motification require your actian.
|§"§3F P | Launches the Front Fanel view, which shows a hierarchical list of the devices in the community or cluster, a wiring-closet
Hrront Fane graphic of the devices, and the status of each device and its ports.
W | Launches the Topoloogy view, which shows a network map of the community or cluster members, and much more,
apology depending on the topology options that you choose.
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TOOLBAR ICONS – I know you can’t read this, but I put it in to show there is a good Help utility

Connect Launches the Connect window, where you identify a community or a cluster for Network Assistant to manage. 

Refresh Refreshes the Front Panel view and the Topology view by polling the community members or the command device of the cluster. Network Assistant updates the status of the devices and ports, and displays any new members.  

Print Sends a print file for a graph, a report, or online help selections to a printer.   

Preferences Launches the Preferences window, where you can set user preferences for the user interface.   

Save Configuration Makes permanent the changes that you make to the device configuration; that is, your changes remain in effect after the device is powered off and powered on again.   

Software Upgrade Launches the Software Upgrade window, where you upgrade all the community or cluster members or selected members.   

Smartports Launches the Smartports window, where you configure ports and devices by applying roles. 

	Note: The Smartports feature is not supported on blade switches. 

 Port Settings Launches the Port Settings window, where you can view the status of ports on a selected device and modify port settings.   

VLAN Launches the VLAN window, where you can view VLAN information, assign interfaces to VLANs, modify VLAN options, and perform other tasks related to VLANs.   

Inventory Launches the Inventory window, which displays the inventory for the community or cluster—device types, serial numbers, IP addresses, and software versions—or the inventory for a single device.  

Health Launches the Health window, where you can monitor a number of device health measurements to avoid downtime and to ensure that your network is running efficiently.  

Event Notification Launches the Event Notification window, which describes network conditions that you should be aware of and that might require your action.   

Front Panel Launches the Front Panel view, which shows a hierarchical list of the devices in the community or cluster, a wiring-closet graphic of the devices, and the status of each device and its ports.   

Topology Launches the Topology view, which shows a network map of the community or cluster members, and much more, depending on the topology options that you choose.   

Legend Opens the online help to an explanation of the graphic conventions used in Network Assistant. 


Additional Resources

Cisco Network Assistant Labs:

= Discovery 4 - Lab 2.1.6 Observing Traffic Using Cisco
Network Assistant

= Discovery 4 - Lab 2.5.2 Monitoring Network Performance
[Expands on 2.16]

= Discovery 4 - Lab 3.1.2 Creating a Logical Network Diagram
[Students discover an unknown precabled and preconfigured network;
preferably students only have physical access to the designated
“Administrator PC”]

Note: This is the only place in both Exploration and Discovery curriculum
where Cisco Network Assistant is discussed or used in lab. Suggestion:
add it to Exploration 3 and Discovery 3 since this is where switches are
covered. If you agree this should be part of the curriculum then submit a
request to the online Help Desk.


Presenter
Presentation Notes
As noted earlier, the Cisco Network Assistant is only introduced in the Discovery 4 curriculum. Lag 3.1.2 would be a fun lab to use in any of the curriculum as the student needs to discover your secret network by only having access to a Host PC that has Cisco Network Assistant loaded on it.

As you can see this utility should be introduced also in Exploration 3 and CCNP BMSN.  It doesn’t replace Cisco works, or other enterprise level network management tool, but it is pretty good for small and even mid-sized businesses.



NOTE: This is the only place in both Exploration and Discovery curriculum where Cisco Network Assistant is discussed or used in lab.  Suggestion:  add it to Exploration 3 and Discovery 3 since this is where switches are covered. If you agree this should be part of the curriculum  then submit a request to the online Help Desk.





Are there any question?






LAB Topology

PC1
FO/3 \

/FO/l FOIZ\

% FOIO 192.168.1.0/24 Fol0. Sy

PC2

FO/4

= This topology will be used for both Wireshark and
Cisco Network Assistant (CNA)

= Each host can run Wireshark and also CNA


Presenter
Presentation Notes
There have been two labs designed to go with this session:

Wireshark Instructor Lab and Cisco Network Assistant Instructor Lab. Both use the same topology and both can also be used by students.

These labs are a combination of excerpts from the curriculum labs plus a lot of value added steps.



The above topology is the preferred, however, the next screen displays an optional setup that can by used with larger classes.


Alternate Lab Topology

= With the addition of one more PC1 PC2
switch, this alternate topology ] ]
provides optimization of % 7
equipment to instructors oy o

= The top half is network ’
192.168.1.0/24 P Fo\
and the bottom half ET™" 192.168.1.0/24 A ~ Y
Is 10.0.0.0/24 R1SJ

. . 10.0.0.0 /124
= Each host will work on their
subnet, however, it also /

provides flexibility to
expand across subnets

Fo/3 FO/4
Optional: For Use to
Optimize Equipment
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Presentation Notes
With the addition of one more switch and two or more host computers this alternate topology provides optimization of equipment to instructors/students. The top half is network 192.168.1.0/24, which is the same as the basic topology. The bottom half is 10.0.0.0/24, which provides a completely different subnet environment for additional students. Each host will work on their subnet, however, it also provides flexibility to expand across subnets.


Demonstration of Lab

PC1 PC2

FO/3 FO/4

y——>"

% FOIO  192.168.1.0/24 Fol0. Sy
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Presentation Notes
Depending on time, demonstrate one or the other lab using Netlab. If very limited on time I suggest demonstrating Cisco Network Assistant as fewer people will be familiar with it.



Be sure Netlab is already configured so you only need to start Cisco Network  Assistant and show the discovery and topology features.




Summary of What We Covered Today?

= Wireshark

Purpose of Wireshark is a protocol analyzer that is available
to everyone to capture and analyze network traffic

We learned how to Capture PDUs and do basic analysis
Additional resources—VODs and labs in curriculum

= Cisco Network Assistant (CNA)

A PC-based network management application that is used
to discover, configure, and manage Cisco devices. Critical
functions can be monitored and modified through a GUI
Interface on switches and through Security Device Manager
(SDM) on newer routers

The discovery process is a feature that builds a logical
network topology of the network


Presenter
Presentation Notes
The purpose of today’s session was to help you feel a little more comfortable in presenting Wireshark and Cisco Network Assistant to your instructors and students. So to summarize: 

Wireshark 

Purpose of Wireshark is a protocol analyzer that is available to everyone to capture and analyze network traffic. 

We learned how to Capture PDUs and do basic analysis

Additional resources – VODs and labs in curriculum

Cisco Network Assistant (CNA)

A PC-based network management application that is used to discover, configure, and manage Cisco devices.  Critical functions can be monitored and modified through a GUI interface on switches and through Security Device Manager (SDM) on newer routers.  

The discovery process is a feature that builds a logical network topology of the network. 



Any Questions?
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Mind Wide Open
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