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Abstract— This paper presents a new approach to vali-  In the next section, we discuss the problem of au-
dating origin and path information carried in the BGP-4  thenticating origin and path information in BGP, outline
UPDATE messages that govern interdomain routing in the requirements for an acceptable solution, and review pre-
Internet. The goal is to provide effective defenses against o5 work. Section 11l describes Reachability Validation
both invalid origin and incorrect path injection attacks, Graphs and how they are used to authenticate origin

while remaining scalable, incrementally deployable, and . . . .
operationally simple. The approach centers around con- and path information. Sections IV, V, and VI describe

structing a Reachability Validation Graph (RVG), against Ow three approaches to computing RVGs, Seqtion Vi
which origin and path information in route advertisements discusses the merits of the three, and Section VIII

can be checked for validity. The paper proposes three alter- discusses future work.
native mechanisms for obtaining authenticated informatian
with which to build the RVG. Il. INTERDOMAIN ROUTING SECURITY

The purpose of interdomain routing protocols in the
Internet is to distribute reachability information betwee

Interdomain routing involves the exchanae of ori iautonomous systems in a scalable and reliable manner.
g g g %GP (version 4) is widely used as the routing protocol

and path information in route advertisements between . . ) . .
0 accomplish this task. This section reviews BGP route
the autonomous systen{dSes) that form the Internet. ) . .
advertisements, describes some attacks against BGP,

Border Gateway Protocol (BGP) version 4 is the primadrﬁ/
S

. INTRODUCTION

routing protocol that is used to perform this task [1 utlines the defenses against these attacks, and reviews

[2]. However, there are currently no Internet standar >,<|st|ng work on securing interdomain routing.
either pqrt o_f BGP or otherwise, for authenticating thiﬁl BGP Route Advertisements
reachability information.

We present a new approach to validating the origin BGP route advertisements are carried in BGP UP-
and path information carried in BGP UPDATE mesPATE messages and express reachability information
sages. Our goal is to provide effective defenses agaiﬂgqt originates from a particular autonomous system. For
both invalid origin and incorrect path injection attack€Ur Purposes, the primary pieces of information present
while remaining scalable, incrementally deployable, atd an UPDATE message are:
operationally simple. Our approach centers around con- Address Range: A range of IP addresses that are
structing aReachability Validation GrapfRVG), against advertised by the autonomous system. In BGP ter-
which origin and path information can be checked for minology the address range is commonly referred
validity. An RVG need not be constructed on every BGP-  to as theprefix For example, 10.16/16 is a prefix
speaking border router. Rather, an autonomous system representing the addresses from 10.16.0.0 through
may choose to compute RVGs on one or sevBedch- 10.16.255.255.
ability Validation ServergRVS) and periodically down- « Autonomous System Path List: The AS path list
load the information to its border routers. We propose includes the list of autonomous systems by which
three alternative mechanisms for obtaining authenticated the address range is reachable. The AS path list is
information with which to build RVGs. used primarily to prevent routing loops.



As an example, a typical route advertisement migptoviding Internet connectivity from government-funded
announce that address range 10.16/16 can be reachedxganizations such as NSF. The largest of these network
the AS path list (AS6, AS5, AS2, AS1). The AS patlservice providers that provided backbone service for the
list is ordered with the originating autonomous systeinternet chose to peer with each other privately; that
number on the right. As route advertisements are passgdthey would peer with each other mostly over point-
from one AS to another, AS numbers are prependedtpoint high speed links. The differentiating feature of
the path list[1]. Thus AS1 originated the advertisemergrivate peering versus peering at a public network access
and it traveled to the router via AS2, AS5, and finallpoint is that the transit of traffic between the peering
ASG6. autonomous systems lghly controlled and enforced
according to financial contracts. The network service
providers (try to) maintain strict control over the address

In this paper, we focus on attacks against interdomaiinges and paths that they advertise to their peers and
routing whereby the attacker seeks to disrupt routing fegutinely apply routing policy including summarizing,
one or more address ranges by injecting incorrect infg&S path list padding, or prefix filtering. While the
mation. The potential goals of the attacker are numeroggplication of routing policy results in modification and
including snooping the traffic going to that address ranggss of some aspects of reachability information received
black hollng the traffic, acting as a man-in-the-middlgy each AS, the autonomous systems enjoy control of
modifying the traffic, etc. [3], [4]. The basic attacks ofraffic passing through their network without intervention
route advertisements that we are concerned with are:from a central authority. For further reading on this topic

1) Unauthorized Prefix Injection: the attacker advewe refer the reader to [5] and [6].

tises one or more prefixes that do not Iegitimate;E

B. Attacks Against Interdomain Routing

. Solution Requirements for Securing Interdomain

belong to the attacker. The most likely effect o .
outing

this attack is to completely disrupt traffic going t
that address range. Solutions for securing interdomain routing must sat-
2) AS Path List Forgery: the attacker pretends to B&fy the following requirements:
directly connected to an AS that he is not a peer 1) Defense against injection of incorrect originating
of. A likely effect of this attack is to route traffic AS information: Since we expect the deployment
through the attacker, facilitating eavesdropping. of secure interdomain routing to be incremental,
An attacker can inject incorrect information into the  prefixes that are injected into interdomain routing
interdomain routing system in multiple ways. An attacker by autonomous systems that participate in the
might be a legitimate autonomous system or a large  Security solution must be protected even when a
corporation seeking to spy on its enemies or competitors, large portion of the Internet does not participate in
or to offer such services through an underground organi-  the secure interdomain routing.
zation. Corrupt employees (insiders) of an organization2) Defense against incorrect AS path list injection:
running an autonomous system might collaborate with an ~ For incremental deployments, even when only a
attacker. Bugs in router firmware can allow an attacker ~ few autonomous systems participate in the secure
direct access to compromised routers. interdomain routing, the routing information ex-
changed by these networks must be protected.
Incremental Deployability and Protection: The In-
In this section we present a brief review of peering re-  ternet is a very large network. Any solution that
lationships in the Internet. The nature of current peering  requires aflag dayfor switching over all border
relationships must be taken into account in any solution  routers in the Internet to a brand new version
to securing interdomain routing. of BGP is not deployable. A solution that is
In the first decade of the Internet, autonomous systems incrementally deployable but that does not provide
peered with each other in public network access points.  a significant benefit until most of the autonomous
A public network access point brought together many  systems deploy it is also far from being useful.
autonomous systems in the same facility, where the au4) Operational Simplicity: The security solution for
tonomous systems peered with each other typically using interdomain routing must be deployable without
a shared media link like Ethernet. As the Internet grew,  major changes to the router operation or configu-
network service providers took over the responsibility of ration of the routers. Moreover, it must not require

C. Interdomain Routing Peering 3)



significant hardware upgrades on existing routersessages, and appears to provide most but not all of
5) Reflect existing business relationships: To gathe protection that S-BGP provides. Our third approach
the acceptance needed for broad deployment, trditcussed in Section VI to authenticating the origin and
must be based on existing financial and businegath information used to build RVGs builds on the
arrangements. In particular, institution of a centratertificate structure of soBGP.
ized authority where one does not currently exist is Goodell et al. [10] propose using Interdomain Route
unlikely to be acceptable. If a centralized authorityalidation (IRV) servers to exchange and validate both
is used, all data in the centralized authority mustatic routing policy such as authorized prefixes and
be originated and controlledby the individual dynamic information such as current advertisements. In
autonomous systems. our opinion, any system that attempts to make current
6) Dynamic: The solution for securing interdomaimoute advertisements available through a parallel channel
routing must allow dynamic changes to the owrto BGP is likely to run into both inconsistency problems
ership of prefixes or peering topology within a timand performance problems, as this system must main-
span of five to ten minute's. tain essentially the same information that BGP does.
7) Safely Bootable: The solution must not rely omRestricted to static or mostly static information, however
interdomain routing to secure interdomain routingRV servers have similarities to our proposals. Our work
unless it allows a method to bootstrap the nettelves more deeply into the mechanics of authenticating
work while security information is being retrievedorigin and path information and of checking advertise-
Injection of false security information must bements for validity.
minimized during the bootstrapping period. An alternative to cryptographic security in interdomain
routing is the judicious use of filtering of the prefixes
E. Previous work on securing Interdomain routing  peing advertised by routing peers [11]. Filters can ei-
The security issues with interdomain routing havé&er be manually generated or can be downloaded via
been discussed in multiple texts. In [7], the authof§ternet web sites run by the network service provider
introduce an extension to BGP, referred to as S-BGP. ggmmunity [12]. These filters incorporate information
summarize, S-BGP aims to secure interdomain routifi@m Internet address registries as well as adding ad-
by cryptographically signing BGP Update messages @&sses that should never appear in advertisements such
they travel between autonomous systems, and usigPrivate address spaces and multicast. While the filter-
IPSEC to secure the integrity of the communicatiopased schemes for protection of BGP information are
between the border routers. S-BGP also introducesd@werful, they rely on complex filter configuration and
hierarchical PKI structure for verifying: the ownershigre only as reliable as the data that is being used. It is
of prefixes, and also the identities of routers. Sincdso difficult to check for AS path forgery using filters.
each BGP Update message is signed, S-BGP requires
significant cryptographic capability in router hardware Ill. SECURING INTERDOMAIN ROUTING WITH
as well as storage for certificates and revocation lists. REACHABILITY VALIDATION GRAPHS

Additionally, S-BGP does not allow BGP UPDATE |, is paper, we present a new approach to validating

packing, a common and critical optimization impacting,e rigin and path information carried in an UPDATE
BGP convergence times. S-BGP has not been deploygdssage. we first define a Reachability Validation Graph
in any commercially viable network since the protocctIRVG), which expresses information about origin and

does not meet the requirements of network SenViga information that has somehow been authenticated.
providers for deployability [8] and has negative busine§ge then describe how an RVG is used in a router to

and performance ramifications. ~validate information in an UPDATE message. Finally, we
A proposal known as soBGP [9] seeks to verify thgiscuss three approaches to obtaining the authenticated

origin and path information in UPDATE messages usingigin and path information necessary to build RVGs.
cryptographic signatures. It differs from S-BGP in that

it requires fewer cryptographic operations, need not rely Reachability Validation Graphs

on a hierarchical PKI, does not sign individual UPDATE _ _ ] ,
An RVG is a directed graph in which nodes are

'Five to ten minutes is approximately the time it takes for ateo gutonompus s_ystems and directed edg(_es. represgnt peer-
advertisement to travel through the Internet today (2004). ing relationships. Nodes that are participating in the



protocol by supplying trustworthy authenticated infor-
mation about the prefixes they originate are marked as
trusted and labeled with those prefixes. An edge from 1/8, 3/8
AS; to AS, indicates thatAS; is participating in the
protocol, is trusted, and may supply authenticated route
advertisements ta\S,. Untrusted nodes must not have
any prefix labels nor outgoing edges. Nodes that supply
authentication information that cannot be validated are 36/8
treated the same as if they provided no authentication *
information at all, and thus cannot be trusted. We say an Fig. 1.
RVG is well-formed if all prefix labels are unique; that

is, two ASes do not advertise the same prefix.

NON/TRANSIT

A Simple internet

B. Validating Route Information be forwarded to other ASes, nor should advertisements
eceived by AS4 from AS1. If AS3 receives a route

Given a route advertisement and a well-formed RV . - ;
. T dvert t t th (AS2, AS1, AS4), it
we use the RVG to determine whether the prefix in t} vertisement containing a path ( ), |

dverti ti id and whether th this ol i %ould use this nontransit information to decide that this
advertisement is valid and whether the path is plausible,,, . implausible.

First, however, a s_imple sanity check should be p " The information expressed in this RVG can be rep-
formed on the advertisement. If the last (leftmost) entlfr}ésented in two data structures suitable for answering

in the AS Path, which was just added by the transmitting_ .. .- o : :
BGP speaker, is not the same as the configured AS of geflx validity and path plausibility. Arefix Ownership
transmitting router, the advertisement should be rejected p answers prefix validity by mapping prefixes to AS

Now, for a route advertisement announcing patrﬂ‘umbers. 1/8 — AS1
AS,, - AS; to prefix p: 3/8 1 ASlZ
(1) if AS; exists in the RVG and is labeled with, 10.24/16 — AS3,
the prefix in the advertisement is valid; 36/8 — AS4

(1) if AS; exists in the RVG and is not labeled with o o
and AS; is trusted, the prefix in the advertisementn AS Connectivity Mamnswers path plausibility by

is invalid: mapping AS numbers to their neighbours:
0 ?f some othgrAS’ # AS; (_axi_sts in the RVG and AS1+ {AS2", AS3, AS4},
is _Iabel_ed withp, the prefix in the advertisement AS3+ {AS1, AS2, AS4l,
s invalid; N o AS4+- {ASI™, AS3}
(iv) otherwise the validity of the prefix is undeter-
mined. where the superscript indicates nontransit. While the

For a pathAS,, - - - AS, the path is implausible if thereworst case size of the AS Connectivity Map 162,
is any AS; in the path such thaAS; exists in the RVG, in practice the AS connectivity is sparse even at the
AS,; is trusted, and there is no edge frok%; to AS;,;. core of the network when compared the total number
Otherwise the path is plausible. If the prefix in thef autonomous systems.
advertisement is invalid or the path is implausible, the When not all autonomous systems are participating in
advertisement is not authentic. We leave the decisiontt® protocol, the RVG may not be a connected graph. The
discard or flag such an advertisement up to the operapath from the AS checking an advertisement back to the
of the router. AS that originated it may pass through several islands
Figure 1 illustrates a simple RVG. In this exampleyf ASes participating in the protocol, separated by spans
AS1, AS3, and AS4 are trusted, while AS2 is nobf ASes not participating. In this case, provided the AS
AS1 and AS3 could be ISPs, while AS4 could be ariginating the advertisement is participating, it isIstil
multihomed customer. To indicate that RVGs can hmossible to check the validity of the prefix, and thereby
augmented to carry additional information useful tensure that the AS advertising it is authorized to do so.
path validation, we have additionally annotated the lindowever, plausibility of the path can be only partially
between AS1 and AS4 as nontransit, meaning that rowigrified. Since the path passes through ASes that are not
advertisements received by AS1 from AS4 should nparticipating in the protocol, there is no guarantee that



an adversary will not be able to redirect packets as thBY/S has a cached copy of the reachability validation
pass through those ASes. database, it may choose to supply the cached version to

) N o its border routers until a new RVG is computed.
C. Computing Reachability Validation Graphs

IV. RVGSs FROM CENTRALIZED ROUTING

While the routers of an AS could directly compute
REGISTRIES

RVGs, a more efficient and manageable approach is to
compute RVGs on a (redundamgachability validation  In this section, we discuss how the routing registries
server(RVS) managed by the AS. An RVS can be eithdhat are in use today [13] can be used to construct RVGs.
a router or a network management computer that has _ . , , ,
access to the information rquired to calcuﬁate the RVG: Objects in the Centralized Registry
The RVG or an update to the RVG is downloaded from The Internet Engineering Task Force (IETF) has de-
the RVS to all border routers in the autonomous systeffied the routing policy specification language (RPSL)
after every rebuild of the RVG. The RVG should bén [14]. We would like to focus on the two objects
rebuilt periodically as the RVS receives new informatiod? RPSL: Aut-Numand Route These objects are used

The communication from the local registry to the borddf indicate the AS peering policy including the other

routers should be secured. autonomous systems that this AS peers with and the
routes that this AS originates. For example, using the
D. Validating UPDATE Messages information in these objects we can learn that AS1 peers

After receiving the RVG from the RVS, the routewith AS2 and AS3, and originates route 128.9.0.0/16.
examines its route information base (RIB) and purges brwe also have the related information for AS2 and
flags prefixes that do not match the plausibility criteri@S3, we can expand our database which can then be
according to the algorithm given in section Il. The decHsed to validate reachability advertisements. We also
sion to purge or flag is left to the operator of the routeote that summarization is handled by constructing the
Once the pre-existing RIB is checked, then there are ti@Hte object to contain the summary prefixes.

alternatives for validating UPDATE messages that A |nformation Elow in and out of the Centralized Reg-
received from the router's peers: Real-time or Oﬁ'“n%try

validation. In real-time validation, the router checks the ]
RVG for every prefix that is received via a reachability 1h€ value of any database is measured by the accuracy

information update. In off-line validation, the route@nd the breadth of information stored in it. In order to be

periodically runs a process to check the RIB against tR8!€ t0 improve the security of interdomain routing, the
reachability validation database and purge/flag incorrd@Uting registries that are used must meet the following
prefixes. requirements:

We prefer the off-line validation approach due to two » accurate and timely information;
reasons: convergence time of routing and bootstrapping Widespread participation;
the network. The bootstrapping issues are discussed in Periodic purging of stale information;
the next section. We expect attacks against interdomaire able to handle registry queries rapidly for a large
routing to be rare but well-planned. Due to this ex- nhumber of clients;
pectation, running real-time validation will put a high « able to receive updates from a large number of
cost on securing interdomain routing for a rare event. clients on a real-time basis.
Periodically (for example every 3 minutes) scanning the A registry system that meets these requirements can
RIB and purging implausible information from the RIBbe constructed with minor modifications to RPSL. First,
provides nearly equivalent operational security while time-to-live (TTL) value is added to each object in
dramatically improving the cost of providing the securitythe routing registry. This prevents stale or incorrect

_ information from forever corrupting the registry. Sec-

E. Bootstrapping ond, each participating autonomous system uploads their

When a network is coming up, there will be a windovinformation periodically (for example, every 12 hours)
in which the RVS and the border routers in the A% the centralized registry. Each AS has its own local
may not have access to a RVG. In this case, the defawtite registry server which is a replica of the central-
behavior should be to accept all prefixes in the RIB anzked registry. The local registry performs the role of
wait until the RVG is downloaded to the routers. If theeachability validation server. The local registry may be



updated in two ways: periodically, the local registry pulls This approach to collecting information to build RVGs
information from the centralized registry or in criticadoes not rely on any central server or central authority.
cases, the registry can push information to the knovRather, it uses a web of trust, where ASes trust reacha-
local registries. The local registry is then responsiblglity information received from their peers on the basis
for building an RVG and pushing this to the routers iof their peering contracts. When conflicts arise, such as
the AS. The communication between the local registriégo ASes in the web of routing pages advertising the
and the centralized registry should be secured usisgme prefix, the AS building the RVG can apply local
TLS [15], [16]. policy to decide how to handle the conflict. Local policy
One of the concerns about an RPSL-based centralizaijht place more trust in direct peers, more trust in
registry is the authenticity of the data in the registrgpecific backbone ASes, more trust in ASes belonging
The strongest form of authentication in RPSL is th® a specific domain, etc.
use of a private key to sign the data being submitted toThe information in a routing page is authenticated by
the database. However, this method is not widely usabe TLS channel, which requires the server to present a
Other methods available in RPSL, including checkinggrtificate identifying the server. Expiration or revooati
the originator electronic mail address, are considerefl this certificate should be checked by a mechanism
weak from a security perspective. Hence, we requiseich as OCSP [16]. The identity of the server is ulti-
signature-based authentication to be used for the datately attested to by the root certificate that is used to
in the centralized registries. verify the server certificate. A recent version (1.7) of the
Mozilla web browser includes root certificates issued by
19 different certificate authorities. Whether such a broad
The following are optimizations to the architecturgasis of trust is wise is debatable, but this mechanism is
presented above: currently in use to validate the identity of thousands of
1) Do not upload the entire routing policy to the-commerce web sites. The crawler used to build RVGs
centralized registry unless there is a change. dbuld be configured with a more selective set of root
there is no change, send a refresh message to resgtificates.
the TTL for the objects.
2) Divide the centralized database into segments. VI- RVGSFROM A DISTRIBUTED REGISTRY
Then download only the updated segments to theln this section we present a third method of construct-
local registries. ing RVGs that uses a PGP-like certificate-based web of
trust to build a distributed registry.

C. Optimizations

V. RVGs FROM SECUREWEB PAGES
This section describes an approach to authenticatiAg Distributed Registry Architecture
the reachability information needed to build RVGs by |n the distributed registry architecture that we propose,
leveraging the existing mechanisms of TLS [15]. there isno centralized authority. The information that is

Each AS participating in the protocol runs a secuggquired to build the RVG is shared between participating
web server through which it publishes over HTTPS (igytonomous systems. The shared information includes

HTTP using TLS) aouting pagedescribing: prefixes advertised by the autonomous systems as well
(i) its AS number; as their peering connectivity. The prefixes advertised by
(i4) a list of every prefix the AS owns; an AS may include their non-BGP speaking customers
(4ii) a list of all of its peers, as links to their routingas well as prefixes owned by the AS itself.
pages. The autonomous systems that participate in the dis-

If an AS regularly summarizes routes from certain peetsibuted registry transmit their connectivity informatio

it should publish summarized information in its routin@nd the prefixes that they advertise as the originating AS
page. The network operators at peer ASes exchangeheir peer autonomous systems. Before they transmit
routing page URLs with each other, manually, oncéhis information, they sigrthe informationusing one
when they first establish a peering relationship. They adél their private keys. As an example, if there are ten
these URLSs to the peering sections of their routing pagesitonomous systems that participate in the registry, then
An RVS crawls this web of routing pages, starting froreach AS sends the same information to nine peers. Since
its own AS’s page, to build an RVG whose structurthe information is signed, its authenticity can be verified
matches that of the web of routing pages. even when an intermediary AS is used to transmit the



information to its final destination. The ability to usesoBGP [18]. We briefly summarize the certificates and
intermediary systems to transfer information securelljeir contents below:
allows the distributed registry architecture to scale well
with large number of participating autonomous systems.
Each RVS, after receiving the connectivity and prefix
origination information, builds their version of the RVG
and downloads it to the border routers of the AS.
Note that the distribution of the prefix and connectivity *
information may be performed by either a dedicated
server, or a router. Similarly, the information can be
distributed within BGP (as defined in [9]) or can be
distributed out of band using a suitable communication
method.

« Entity Certificate (Entitycert): An Entitycert estab-
lishes a mapping between an AS number and a
public key. The Entitycerts correspond to the public
keys that we described above.

Authorization Certificate (Authcert): An Authcert is

used to define the prefix(es) that an AS is authorized

to advertise.

« AS Policy Certificate (ASPolicyCert): An ASPoli-
cycert defines the routing policy for an AS including
the autonomous systems that the AS peers with. The
ASPolicycert also is used to revoke old certificates.

B. Web of Trust between Peers: The Certificates « Prefix Policy Certificate (Prefixpolicycert): A Pre-

The distributed registry system is designed to mimic ~fixpolicycert is used to communicate per-prefix au-
the nature of peering agreements today. We expect the thentication policy to participating peers.

autonomous systems that have peering agreements t9he Authcerts, ASPolicyCerts and Prefixpolicycerts,
exchange and sign each other's public keys. Tisé®ed \yhen combined, describe the network peering topology
public keys are then used to sign routing and connectivil¢ \vel| as the ownership of address ranges for each AS.
data as well as extend the trust borne by the contractuall.he web of trust is achieved by configuring local

agreement to other autonomous systems. We eXpeCtgﬁcy in the distributed registry servers such that the

trust to be transitive similar to how PGP keys are sign rvers are populated by the self-signed class A entity

and d|str|but_e d today [17]. W h”e s_ecunty purists M ertificates as we discussed. These class A entities extend
argue that this form of security is ultimately not as strong web of trust to the class B entities by signing (and
as a fully implemented hierarchical PKI, we believ

: : ] VRence validating) their entity certificates. Class C certifi
that a security architecture based on existing operanr&% es when presented to the distributed registry servers
practices has a much better chance of being deploye

fe either ignored or used to raise an alarm condition

then one that is not. Ultimately, the trust criteria is Ie@ased on configured policy. We also note here that the

to the decsltonhof thfh netw:)rk oper?;[ors; however, Wkuthcerts are signed by the class A entities as opposed
recommend to have three classes ot trust. to a root server entity such as ICANN, RIPE, or ARIN.

1) Trusted Keys (Class A): These are keys that Wg,eefore, the distributed registry has no dependence on
have seen and signed and stored in our key rng..antral authority.

Class A keys are able to extend the web of trust As described in [9], the certificates that we noted

by signing other keys. atfove give us both the prefix ownership and peering
2) Semi-trusted Keys (Class B): These are keys tf}% ology. Given this information, the rest of the steps

are signed by any class A key. The data signed ?yr)securing interdomain routing are identical to what is
these keys are accepted as trustworthy, but these

kevs are not allowed to extend the web of trust escribed in section lll. If BGP protocol itself is being
y ‘used to distribute the security certificates between the

3) Non-trusjced keys (Class C.): These keys are "R Ss, then the distributed registry solution does not
trusted since they are not signed by a Class A key. . . .
quire a bootstrapping period. Extensions to BGP for

The d'SF”bUteq registry servers will trust Certlf_'c"’lteaistributing security certificates are discussed in [19].
that are either signed by class A keys that are in their

key ring or class B keys that are signed by the class A

keys. - C. Optimizations
The certificates that we propose to use for the

distributed registry are the certificates proposed inSimilar to the centralized registry, the effects of

2As an extreme example, in networks where the dynamics aye vé:rhanges to the peering information or to the prefixes

slow and change happens rarely, the information requiresnstruct _owned by an AS, can be minimized by propagating
the RVG can be sent via overnight courier on a CD-ROM incremental changes to the RVG.



Our three approaches to constructing RVGs—usirl?&

VII. COMPARING THE THREE APPROACHES provide different tradeoffs, but all have the following
nefits over previous approaches:

routing registries, using secure web pages, and using & authentication of prefix and path information with-
distributed registry—present different tradeoffs betwee ~ Out signing BGP Update messages;
security and practicality. + low overhead on routers; o

Relative to the other two approaches, the approach” Minimal changes needed to existing routers

using centralized routing registries has the following (firmwar_g updates);
advantages: + no modifications to BGP;

+ easiest deployment;
+ leverages existing infrastructure with minimal mod- +

+ negligible impact on route convergence times;
no change to existing business practices
+ incrementally deployable, and security benefit

ifications. :
_ _ ramps up rapidly as more autonomous systems
However, this approach suffers the following drawbacks: participate;
authentication of the data is hard to achieve based- a practical, deployable, and manageable architec-
on the existing RPSL specification; ture.

requires availability of the centralized servers;

may place significant load on the servers; requirements for network service providers.
relies on a central authority; _ _ _In the near future, we will be investigating the suit-
does not quite reflect existing peering relatlonshlpgbi”ty of these approaches to operational deployment,

Most importantly, these approaches fit the operational

The advantages of our second approach based exploring incremental updates to the registries, and in-

secure web pages are: vestigating approaches that allow real-time prefix val-
+ easy deployment; idation while resulting in negligible convergence time
+ no central server; impact and allowing the network to bootstrap.
-+ no singlecentral authority (but multiple root CAs);
+ leverages existing infrastructure with mimimal ACKNOWLEDGMENT
modifications. The authors would like to thank Russ White for
This approach suffers the following drawbacks: reviewing this manuscript as well as help guide our

. . . research. We gratefully acknowledge the help given to
places trust in the root certificate authorities, where . )
it doesn't really belong us by Alvaro Retana and Brian Weis. We also want to
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