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Introduction 

Cisco recently invested in a state-of-the-art Operations Center. This Ops Center is a melding of several Cisco® and 

third-party products and technologies.  

 

 
 

 

Historical Overview.  

The Cisco Tactical Operations Team was growing and enhancing their capabilities to better support Cisco and their 

customers in times of emergencies. They required a new Operations Center with tools and systems that would monitor, 

filter, and display large amounts of data regarding incidents happening around the world. The Center needed to operate 

24x7 and automatically notify primary personnel when incidents of note occurred. All information needed to be easily 

tracked on displays both locally and remotely. Tools were also required to activate, track, and support TacOps personnel 

and resources throughout the life of an incident.  

 

Solution/Technology Architecture 

Physical Design 

The Cisco Tactical Operations Center is located at the Cisco Raleigh North Carolina campus (RTP). It was designed as a 

multipurpose, joint operations center to co-house related groups.  
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It contains offices, cubicle space, lab/data center space, and seating for 24x7 operation coordinators, including a special 

commander’s station, which can control all the displays in the Center. There are multiple displays, including a large 

display wall, two 60-inch liquid crystal display (LCD) screens, as well as other digital signage screens located 

throughout the Center. It has a large conference room and a smaller conference room equipped with Cisco TelePresence 

systems.  

 

The Center was built with sound absorbing materials. It has screens covering the windows that can be lowered for 

privacy in critical events, or raised to showcase the Center.  

 

 

 
 

 

Power 

The Center has full power backup provided by the uninterruptable power supply (UPS) system, and should the power go 

down for an extended period of time, the Center is hooked into a backup generator. The systems are designed to be 

energy efficient using LCD technologies and a power save mode which minimizes power usage when the Center is not in 

full use. It is also hooked into separate heating and air condition zones.  

 

The Center was also designed for easy access and maintenance and sits on a “power floor” which allows all cables to run 

under the floor. It also has conduit that runs from the ceiling, behind the display units back down to the power floor.  

 

Network Design 
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The network is gigabit Ethernet which is multicast enabled to allow the digital media player (DMP) traffic to traverse the 

network. The critical systems are dual-homed back to IT for redundancy. The network has an IT supported section, a 

lab/local data center section to support the latest technologies, and a data management zone (DMZ) section which allows 

the Center to connect to the Cisco TelePresence™ exchange systems. There is also a wireless section that extends from 

the Center outside, to allow connectivity to TacOps external assets such as the Network Emergency Response Vehicles 

(NERV).  
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Digital Media System 

The Ops Center has a Digital Signage suite complete with Cisco Digital Media Players for the cable TV news feeds, 

Cisco DMS 52” LCDs for display signage (located in the hallway outside the Ops Center), and the Cisco Digital Media 

Manager for control and content distribution. It also has an engineered touch panel direct channel selection system for 

the DMPs. This system uses a touch panel controller and a middleware product customized to work with in-house 

applications to send specific commands to the DMPs that allow them to tune to channels directly instead of having to 

manually change channels. These DMPs are fed a multicast video feed from a network video encoder located elsewhere 

in the Cisco network and can be displayed on the display wall or either of the 60” LCDs in the Ops Center. 

 

Cisco TelePresence 
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A Cisco TelePresence system (CTS-1000) has been integrated into the Ops Center. With this, the Incident “watch 

commander” has the ability to have a Cisco TelePresence meeting with any other Cisco or TXBU (Cisco TelePresence 

Exchange) endpoint. This is a custom built Cisco TelePresence enterprise setup complete with Cisco Unified 

CallManager and H.323 interoperability. The video and audio from the CTS-1000 is fed into the AV system and can be 

displayed on the display wall or on either of the two 60” LCDs in the Ops Center. 

 

Lighting Design 

The Ops Center has light-emitting diode (LED) light bars built into the ceiling and along the front two sides of the room. 

These have been custom designed and programmed to notify Ops Center personnel of incoming incidents. The ceiling 

bars indicate white, green, yellow, orange or red and represent the overall alert level of the Center. The side bars flash 

every time a new event happens, the color and flash speed indicating the alert level of that incoming event. The lights are 

triggered from customized middleware product which is part of an overall Intelligence Gathering and Incident 

Management System.  

 

Applications and Tools 

The Ops Center has a number of tools to help with the productivity of Ops personnel. It has a fully integrated web site 

housing all the tools Ops personnel need to keep up to date on new events, activate the TacOps Disaster Incident 

Response Teams (DIRT), the Cisco radio network or other assets required for an incident. It also provides tracking of 

TacOps resources and personnel deployed at an incident. The Ops Center also has the ability to interact with the Cisco 

Corporate implementations of  IP radio (IPICS) and IP video systems (VSM). This allows the TacOps team to support 

the Cisco Security teams in the event of a Corporate emergency.  

 

All tools operate around the main Intelligence Gathering and Incident Management System. Information from multiple 

automated feeds, such as RSS or other normalized sources of information, is feed into the customized middleware 

product. The middleware product has been programmed to extract the required information and send it onto other custom 

applications. From there the events are turned into Keyhole Markup Language (KML) data and displayed on Google 

Earth. The Google Earth Event Tracking System which is part of the entire TacOps Incident Management System can be 

shown on any display in the Center or accessed via the web. Currently the system tracks many sources of information 

including earthquakes, floods, hurricanes and fires. All events are rated on a severity level. When a new event occurs, 

Google Earth automatically moves to that new event location, and the lighting bars notify Ops personnel by flashing the 

correct severity level. Ops personnel can then click on the event to see additional information.  

 

Related Resources  

• TacOps Site: http://www.cisco.com/go/tacops/ 



Tactical Operations Center White Paper   

Cisco Public  
Copyright © 2009 Cisco Systems, Inc. All rights reserved. 

Page 6 of 6 

Cisco Confidential  

This document contains confidential information belonging to Cisco Systems, Inc. and its suppliers. The aforementioned 

shall not be disclosed to any person, organization, or entity, unless such disclosure is subject to the provisions of a written 

non-disclosure and proprietary rights agreement, or intellectual property license agreement, approved by Cisco Systems, Inc. 

The distribution of this document does not grant any license or rights, in whole or in part, to its content, the product(s), the 

technology(ies), or intellectual property, described herein. 

Disclaimer  

 
THE SPECIFICATIONS AND INFORMATION IN THIS DOCUMENT ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL 

STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS DOCUMENT ARE BELIEVED TO BE ACCURATE BUT 

ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL 

RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR 

INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING 

OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF 

THE POSSIBILITY OF SUCH DAMAGES 

THE TRADEMARKS, LOGOS AND SERVICE MARKS ("MARKS") DISPLAYED IN THIS DOCUMENT ARE THE PROPERTY OF 

CISCO OR OTHER THIRD PARTIES. USERS ARE NOT PERMITTED TO USE THESE MARKS WITHOUT THE PRIOR WRITTEN 

CONSENT OF CISCO OR SUCH THIRD PARTY WHICH MAY OWN THE MARK. "CISCO" IS A REGISTERED TRADEMARK OF 

CISCO SYSTEMS, Inc. MENTION OF NON-CISCO PRODUCTS OR SERVICES IS FOR INFORMATION PURPOSES ONLY AND 

CONSTITUTES NEITHER AN ENDORSEMENT NOR A RECOMMENDATION. 

 

 


