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Overview

= Challenge

Scale to meet growing use

= Solution

Next-generation guest networking

= Results

Enhanced reliability, scalability, and user satisfaction; lower
support costs

= Next Steps

Further improve resiliency, scalability, and manageability



Challenge

Scale to Meet Growing Use

= Usage of the Cisco guest network quickly exceeded
expectations

150 percent year-over-year growth
= Guest access had become a highly visible service

Cisco trainers used the network for training classes
Customers expected access when they visited Cisco offices

= SLAs had become more stringent

Outages at Executive Briefing Centers were Priority 2 events
with a four-hour response window

= |T cases opened for usage guestions, IP address
depletion, and outages of the access control platform
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Solution
Cisco Next-Generation Guest Networking (NGGN)

Provisioning Portal Enables enterprise Cisco Network Access
users to sponsor visitors Control (NAC) Guest
and create a unique Server
access code for guests

Traffic Segmentation Ensures that guest Generic routing
traffic is securely encapsulation (GRE)
segmented from the tunnels and policy-

Cisco corporate wired based routing
and wireless networks

Access Control and Provides a welcome Dual Cisco NAC
Policy Enforcement screen and validates Servers

guest identity, enforcing

Cisco policy



Cisco NGGN Deployment




Redundant Servers for Policy
Enforcement

Amsterdam f




Results
Increased Reliablility, Scalability, and User Satisfaction

= Improved reliability

Since deploying the new architecture, Cisco IT has opened no
Priority 1 or 2 cases for guest access

= Increased scalability

The guest access solution is managing an average of more than
7000 authenticated connections weekly, with a cumulative
connection time of 18,000 hours.

= Improved user satisfaction

Cisco employees like the intuitive provisioning interface in Cisco
NAC Guest Server



Results
Decreased IT Support Costs

No Priority 1 or 2 cases since the NGGN deployment
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Results
Decreased IT Support Costs

* In the 12 months before NGGN, the average number of
helpdesk cases = 89

= [n 2009, the average = 49, a 46 percent decrease

Helpdesk cases
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“If current trends for the new architecture
continue, Cisco IT will see support costs
decrease by approximately 15 to 20 percent.”

Oisin Mac Alasdair
Cisco Technical Staff
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Next Steps

Further improve resiliency, scalability, and
manageability

= Use Cisco Network Registrar for DHCP

= Use Cisco Wireless LAN Controllers for traffic
segmentation

= Improve integration with Cisco’s Enterprise Management
(EMAN) platform

= Introduce new Cisco NAC Guest Server capabilities,
Including:
Support for portals in Arabic, Chinese, Japanese, and Korean

Delivering guest’s credentials to their smartphones with SMS

Providing a guest portal optimized for smartphones and PDAs



For additional Cisco IT Case Studies on a variety of business solutions,
go to Cisco IT @ Work
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